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Council of Europe contribution to the informal meeting on themes for the WSIS

Geneva, 16 September 2002

Presented by Mr Páll Thórhallsson, Media Divison, DG II

Mr Chairman, Ladies and Gentlemen,

It is an honour to have the opportunity to address this meeting on behalf of the Council of Europe, an intergovernmental organisation which comprises 44 European States. The Council of Europe’s work is focused on human rights, the rule of law, pluralist democracy and co-operation in certain important areas like culture, media and social affairs.

Since, this is not the appropriate moment or venue for giving a general overview of Council of Europe achievements in this field, in the form of Conventions, Recommendations etc., I will rather try and present some thoughts on whether the proposed themes, being discussed today, correspond to what the Council of Europe has identified as the main problems and challenges of the information society. I submit, but this may be debated, that what the Council of Europe has identifed as important issues in this respect, should also be of relevance for the rest of the world. This is all the more the case since the Council of Europe has a very broad mandate to look at this matter. Since we are here discussing a World summit, which will be a high-level event, I will also try to bear in mind that the themes have to be “catchy” – i.e. likely to catch the attention of the general public, pertinent (namely address real problems where international co-operation is essential), comprehensive (dealing with all major aspects of the information society) and of interest to all mankind (and not only certain parts of it or certain regions). 

The themes you choose depend of course on what you understand by the term “information society”. If you conceive it mainly in terms of e-commerce or in terms of security problems, obviously you choose different themes, than if the “information society” represents for you a chance to progress towards enlightenment, more freedom, more empowerment for individuals and local entities. There is no doubt that the Council of Europe thinking is more on these last  terms.

Since the Council of Europe has not taken any formal standpoint as regards the preparation of the World Summit, you will appreciate that the following considerations reflect first and foremost a Secretariat analysis of the issues being debated here today. 

I think that it is possible to present the main challenges linked to the information society under four main headings. Some of them are quite well reflected in the proposed themes in the working papers, others less, or not at all. Each of the four main headings gives rise to sub-themes, so that one can even speak about four main clusters of themes.

A. The Digital Divide: How to ensure equal access to the new information technologies? 

1. Everybody should have equal opportunities to express himself or seek information with the help of the new technologies. However, we face striking differences in technological infrastructure, not only at the global level but also in Europe and even within individual countries.

This major theme is quite well reflected in the proposal before us: “Infrastructure: financing, deployment and sustainability”, which is undeniably a prerequisite for bridging the Digital Divide, “Access to information and communication technologies”, namely giving everybody a chance to use the infrastructure, and “Information network security” 
 are in my view all linked to this. One might even read the proposed themes in such a manner that they all fall under this major theme. But that would certainly leave untreated many other important issues linked to the information society.

2. I would propose as subthemes under this heading:  

a. Public access points as a step towards universal access (what has been the experience of countries which have implemented a policy of public access points, for example in libraries, schools, post offices, airports etc?, as well as the importance of cybercafes).

b. Ensuring access in underdeveloped regions (including questions of affordability)
c. Ensuring access for disadvantaged groups. New technologies open up endless possibilities potentially leading to a better quality of life. However, there are parts of our societies, such as people with disabilities, that are at risk of being excluded due to newly created obstacles and barriers caused by inappropriate technology design or provision – an inacceptable form of social exclusion. 

The Council of Europe, which aims at protecting and promoting human rights, has adopted Resolution ResAP(2001) 3 “Towards full citizenship of persons with disabilities through inclusive new technologies” 
, which takes as a starting point the right of all individuals, including persons with disabilities, to equality of opportunity, independent living, full citizenship and active participation in the life of the community. This includes the right to access to and use of technology.

d. The role of education and training (i.e. access not only in physical terms but also as the ability to use the new technologies for ones own benefit)

g. The role of different actors in ensuring equal access

h. How to avoid that the digital divide be replaced by other divides (for example access to broadband versus narrowband)

B. Access – but what for? Providing quality content in the information age

1. Having access to and being able to use the new information technologies is not enough. It would be a pity if the World Summit would not deal with content issues at all. It is a crucial question how to promote quality content in the information age, not only making it easily available but also creating demand, for example through education. This is the question also of cultural diversity, plurality of information sources and availability of locally produced content in the local languages. 

In the proposed themes, this question receives very little attention if any. Perhaps the theme “Development of a policy and regulatory framework” may be interpreted as covering this question or “ICT applications … culture…”

2. Following are some possible sub-themes:   

a. Saving the “information” part of the “information society” (how to deal with the information overflow?, how do users know whether information is credible?, how to reduce “spam”?, how to hinder the total commercialisation of information?
) 

b. How to promote local values in global networks (questions related to cultural diversity)
c. Promoting content in less spoken languages 

d. Exceptions to rules on copyright and related rights (does present day copyright law and practice unfairly block access to information?
)

e. Should there be public service Internet? (do the ideas behind public service broadcasting
 apply to the Internet?, how to ensure a minimum provision of low-cost valuble content and services: news, information essential for participation in the democratic society, cultural heritage in the public domain, etc.?)

g. The role of education in promoting quality content

C. Cyberfreedoms and their limits

1. Freedom of expression and information, is a fundamental freedom which, according to the European Court of Human Rights, constitutes one of the essential foundations of a democratic society and one of the basic conditions for its progress and for the development of every individual.
 In the same vein, the Committee of Ministers confirmed in its Declaration of 1982
 that freedom of expression and information “is necessary for the social, political and cultural development of every human being, and constitutes a condition for the harmonious progress of social and cultural groups, nations and the international community”, and that this freedom is “an important factor for international understanding, for bringing peoples together and for the mutual enrichment of cultures”. The Internet could give this freedom a new dimension, what one might call a global dimension. 

On the other hand there are limits to these freedoms. Content which would be considered illegal off-line is proliferating on-line and it is difficult to find ways to tackle this.  These are  problems which call for international responses. If they are not solved, public trust in the new services is in jeopardy. 

The proposed themes do not deal with these questions. Perhaps they could be covered under “Development of a policy and regulatory framework”. In any case they merit being treated as a theme in its own right.

2. Proposed subthemes:

a. Absence of censorship (public authorities should not deny access by the general public to content on the Internet, regardless of national borders, through filtering or blocking measures of general nature)
 

b. Defining what is illegal on the Internet (As regards illegal content, the Council of Europe has already broken new ground by adopting the Cybercrime Convention, which is the first international agreement in this field, providing definitions of some of the most serious acts which should be declared illegal and fought in concertation, in particular child pornography and copyright piracy. There are already now, less than one year after adoption, 33 signatory states from Europe and beyond including Canada, Japan, South Africa and the United States. A draft First Additional Protocol concerning the criminalisation of acts of a racist or xenophobic nature committed through computer systems has now also been  finalised. It is expected to be adopted before the end of 2002 by the Committee of Ministers. The Council of Europe will certainly expect that it enjoys the same success and support as the Convention itself. Discussions are also under way concerning the opportunity of drafting a second Additional Protocol on the use of Internet for terrorist purposes.

Let me also mention the General Policy Recommendation on combating the dissemination of racist, xenophobic and anti-Semitic material via the Internet, adopted by the European Commission against Racism and Intolerance on 13 December 2000, which recommends an adequate legal framework against racist content, as well as self-regulatory measures by the Internet industry, such as hotlines and filter mechanisms.
)

c. Protection of minors (Some content may not be illegal as such, while still being harmful to minors. Here, lighter hand regulation my prove necessary. The role of self-regulation and co-regulation, involving the industry, is a matter worth exploring. The Council of Europe, as well as the European Union, have propagated the development of labelling of content by the content providers themselves and the development of corresponding filtering tools for users. It is hoped that in this manner parents will be able to regain trust in the Internet to allow their children to benefit from the good things which the Internet has to offer.
)

d. Data protection (where to draw the limits between privacy rights of users and rights of public authorities and private enterprises to collect information? The rapid progress made in the field of information technology and, in particular, the developments in electronic data processing and the setting up of extensive data banks have increasingly facilitated not only the collection and storage of these data, but also the processing and interlinking of personal data. 

Whilst these developments offer considerable advantages in terms of efficiency and productivity, they also contain potential risks.  Modern technology provides access in seconds to limitless quantities of personal data and the possibility of creating “personality profiles” through the combination of different data files.  In our information society, the existence and application of well-established data protection principles is essential to safeguard the individual against unlawful abuses of his or her personal data.)

e. The role of education (A topic which also merits discussion in this context is media education, what is it to be Internet literate? Is it enough to know how to manipulate a computer and surf on the Internet or should we be more demanding and include in our teaching programmes elements of critical ability to judge the information which is available on the world wide web.)

f. The responsibilities of Internet Service Providers (what should be the role of Internet Service Providers in marginalising illegal and harmful content?).

g. Jurisdiction (universal jurisdiction in matters concerning content on the Internet may be too burdensome for content providers and may have a chilling effect on freedom of expression. Hence there is a need to define at the international level basic rules on jurisdiction and there is a necessity of adequate mutual legal assistance mechanisms and practices aimed at combating crimes in a sector which is – by definition - cross-jurisdictional).

h. Exchange of information on new legislation – establishing regional clearing-houses

The importance of international co-operation and exchange of information in this field can hardly be exaggerated. One concrete example is the Council of Europe Convention on information and legal co-operation concerning “Information Society Services” The overriding aims of the Convention are to:

· set up a mechanism of regular information and co-operation on cross-border “Information Society Services” initiatives, 

· anticipate and examine the development of emerging trends in the fields relating to the information society (e.g. e-commerce, the fight against organised crime, the legal protection of service providers, consumers and minors protection) including the implications at the cross-border level, in particular for human rights, of national regulations,

· prepare, where appropriate, the drafting of future legal instruments in this area.  

The main role of the Council of Europe in the operation of the Convention is to act as a “clearing house” of all information flowing under the Convention in particular the texts, summaries and written observations of the Parties.
  

D. Governance in the information society: The birth of the cyber-citizen?

1. The new technologies offer a wonderful tool for increased public participation in democratic processes. They have the potential of increasing citizen empowerment. This topic seems to be largely absent from the proposed themes although questions of e-government, which is a rather narrow term, may be covered under “ICT applications … government”. The Council of Europe’s current Integrated project on making democratic institutions work is partly devoted to this issue.

2. Proposed sub-themes:

a. Electronic voting (questions of security, equal access to technologies etc.)
b. Use of new information technologies for consultation with citizens

c. The regional and local aspects of e-governance

d. The role of education in increasing public participation with the help of the new information and communication tools
Conclusion

The above suggestions are based on current Council of Europe work on information society related questions. Hopefully, the experience gained over the last few years in a region where the information society is relatively well developed, can be of use and interest to other regions of the world who sooner or later have to face the same complex questions, which, I repeat, should not be reduced to the issue of access alone.

� In this respect it is worth mentioning the Council of Europe Cybercrime Convention, adopted in November 2001. It contains inter alia provisions for the protection of network security.


� This question is dealt with in Recommendation No. R (99) 14 on universal community service concerning new communication and information services. See also the proceedings of an international conference in Malta on the same topic, http://www.humanrights.coe.int/media.


� Adopted by the Committee of Ministers of the Council of Europe on 24 October 2001. The Resolution recommends drawing up national strategies to ensure that persons with disabilities benefit from the manifold opportunities of new technologies, particularly in the priority policy areas: education, vocational guidance and training, employment, social integration and environment, training of stakeholders, prevention, identification and diagnosis, medical rehabilitation, research & development, and electronic government.





All products and services for people with disabilities should take account of the following principles: availability, accessibility, affordability, usability, adaptability, appropriateness, awareness, attractiveness, and compatibility. To that end, a co-ordinated set of measures should be developed, applying the following instruments: legislation and regulations, design for all, user involvement, standardization, centers of excellence, public procurement policies, evaluation, international exchange of information, and international follow-up.


� See the report of a hearing on Internet literacy, organised by the Council of Europe on 25 March 2002, http://www.humanrights.coe.int/media.


� A working group at the Council of Europe has been looking at the question of separation between advertising and editorial content on the new services. See mandate and reports of the Group of Specialists on on-line services and democracy (MM-S-OD), http://www.humanrights.coe.int/media.


� This question will be analysed by the Council of Europe’s Advisory Panel on Intellectual Property.


� See Recommendation No. R (96) 10 on the guarantee of the independence of public service broadcasting.


� European Court. D.H., Handyside v. United Kingdom (1976), Series A, No. 24, para. 49


� See http://cm.coe.int/ta/decl/1982/82dec1.htm


� This principle is a part of a draft Declaration on freedom of communication on the Internet under preparation by a Council of Europe working group, see http://www.humanrights.coe.int/media.


� See http://www.ecri.coe.int.


� See Recommendation No. R (2001) on self-regulation concerning cyber-content, http://www.coe.int.


� As the only binding instrument in this field with a worldwide scope of application, the Council of Europe’s data protection Convention provides a main point of reference for those States which are currently drafting or reforming national legislation in the field of personal data protection. In the twenty years since the Convention was opened for signature, data protection has increasingly become a subject of topical interest to professionals, the public and the media.  It has become evident that specific rules are necessary to deal with the different requirements of various sectors such as health, social security, insurance, banking, employment, the police, telecommunications, direct marketing.  The Council of Europe has adopted twelve Recommendations in relation to the protection of personal data in the above-mentioned fields. Furthermore, the Committee of Ministers of the Council of Europe adopted an Additional Protocol to the data protection Convention regarding supervisory authorities and transborder data flows.  The Additional Protocol takes into account that, with the increase in transborder data flows, it is necessary to ensure an effective protection in relation to exchanges of personal data across national borders.  It requires Parties to set up supervisory authorities with effective powers and complete independence in the exercise of their functions.  This legal instrument, which was opened for signature on 8 November 2001, has already been ratified by two States and signed by a further sixteen states.  





The Council of Europe Convention on data protection was a source of inspiration in the elaboration of the Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data.  The close co-operation between these two organisations in the field of data protection has continued with the application of the European Communities to become a Party to Convention 108 and the subsequent adoption in 1999 of the Amendments allowing the European Communities to accede to this Convention.  These Amendments will come into force when all the Parties to Convention 108 have notified their acceptance to the Secretary General of the Council of Europe.  





The Council of Europe data protection committees are currently examining the implications for personal data of several issues which are directly related to the new information society, namely smart cards, video surveillance, the transfer of personal data to third countries which do not ensure an adequate level of protection and the use of biometric data (e.g. fingerprints, face recognition, hand geometry etc.) for identification purposes.





In the information society, the protection of personal data must be considered a key issue if we are to avoid infringements of the rights and fundamental freedoms of individuals, in particular their right to privacy.  Data protection should be an essential guarantee of the balance between individual freedoms and security requirements, between privacy and the need for exchanges of information.  The Council of Europe has taken a pioneering role in this field, starting with the adoption of its Convention ETS No. 108.  The adoption of other international legal instruments, such as Recommendation No. R (99) 5 for the protection of privacy on the Internet, has greatly contributed to the development of the framework of the information society.





� See for example Parliamentary Assembly Recommendation 1466 (2000) on media education � HYPERLINK "http://assembly.coe.int/Main.asp?link=http%3A%2F%2Fassembly.coe.int%2FDocuments%2FAdoptedText%2Fta00%2FEREC1466.htm" ��http://assembly.coe.int/Main.asp?link=http%3A%2F%2Fassembly.coe.int%2FDocuments%2FAdoptedText%2Fta00%2FEREC1466.htm� 





� The e-commerce Directive of the European Union stipulates differing degrees of responsibilities according to the nature of involvement of the Internet Service Providers. This solution is followed in the draft Declaration on freedom of communication on the Internet (see footnote 8).


� The practical operation the Convention will require the Parties to transmit their draft domestic regulations in original language, short summaries in English and/or French and written observations, to a specifically created e-mailbox facility called � HYPERLINK "mailto:iss@coe.int" ��iss@coe.int�.  All information submitted by the Parties will be transferred to a specific Information society bilingual English/French website hosted by the Directorate General I – Legal Affairs website (� HYPERLINK "http://www.coe.int/T/E/Legal_Affairs" ��http://www.coe.int/T/E/Legal_Affairs�) within the Council of Europe website (� HYPERLINK "http://www.coe.int" ��http://www.coe.int�) which will contain inter alia all nationally adopted domestic regulations in the field.In the near future, the Convention will be operational and ready for use.  In the coming months, as part of its launch, the Council of Europe, together with the European Commission, is planning to organise an information seminar on the Convention with the Council of Europe member and non-member States, including its observer States, and representatives of the Global Business Dialogue on Electronic Commerce (GBDe).


� See � HYPERLINK "http://www.coe.int" ��http://www.coe.int� under “Priority Projects”.


� Voir les trois séminaires du CPLRE sur «La société de l’information aux niveaux local et régional» (Finlande (janvier 1998), Roumanie (octobre 1998 - et cité en juillet 2002 à Genève) et République tchèque (mars 1999)) organisés sous l'égide du � HYPERLINK "http://www.coe.fr/cplre/GT/gtlr8f.htm" �Groupe de travail� du CPLRE sur la société de l’information aux niveaux local et régional; les objectifs de ce Groupe de travail du Congrès:


- promouvoir le développement et l’application de la société de l’information, en particulier au sein des pouvoirs locaux et régionaux des Etats membres du Conseil de l’Europe ;


- organiser une série de séminaires en vue d’une diffusion de l’information et, en particulier, d’exemples concrets ;


- instaurer une coopération entre l’� HYPERLINK "http://www.europa.eu.int/" �Union européenne� et le � HYPERLINK "http://www.coe.int/portal.asp?strScreenType=100&L=F&M=$t/1-1-1-1/FMB1.asp" �Conseil de l'Europe�  (en particulier entre le � HYPERLINK "http://www.cor.eu.int/" �Comité des Régions� et le Congrès) pour promouvoir la société de l’information.


Le séminaire d’Helsinki (1998), organisé conjointement avec la � HYPERLINK "http://www.europa.eu.int/comm/index_fr.htm" �Commission Européenne�, constitue - vu son succès - un exemple de synergie dans ce domaine à l’échelle des institutions européennes.





Le rapport � HYPERLINK "http://www.coe.fr/cplre/session6/reports/cg(6)3f.htm" �La société de l'information locale et régionale�, CG(6)3 1999, soulignait à son tour que, l'objectif principal du CPLRE étant d'aider la construction de la démocratie au niveau local, notamment dans les nouveaux Etats membres du Conseil de l'Europe, la «société de l'information» offre des possibilités directes et indirectes totalement nouvelles pour atteindre cet objectif. L'analyse détaillée de la participation politique à l’échelon local et des communautés virtuelles aboutissait à une conclusion fort rapprochée de celle exprimée dans la � HYPERLINK "http://cm.coe.int/ta/res/2000/f2000x2.htm" �Résolution (2000)2� sur la stratégie d’information du Conseil de l'Europe : "Pour parvenir à cet objectif, le mieux est que dans chaque ville ou village, les organisations publiques, privées, universitaires et associatives coopèrent afin de mettre leurs ressources au service d’une sorte de stratégie commune. Il est également essentiel que les réseaux locaux travaillent ensemble en échangeant leurs enseignements et en élaborant de nouveaux modes de collaboration".





Il faut rappeler également la � HYPERLINK "http://www.coe.fr/cplre/textad/rec/1999/rec54(99)f.htm" �Recommandation 54 (1999)� du CPLRE  sur la société de l'information locale et régionale qui a suscité beaucoup d'intérêt dans les débats du Comité des Ministres. C'est le cas notamment de son paragraphe 18�, dans lequel le Congrès propose l'élaboration d'une Charte européenne des technologies de l'information fixant un ensemble de principes dans les domaines les plus concernés par le développement des technologies de l'information.





Le � HYPERLINK "http://www.cm.coe.int/" �Comité des Ministres� souligne d'une manière explicite -  dans sa � HYPERLINK "http://cm.coe.int/dec/2000/735/f15b.htm" �Réponse à la Recommandation 54 (1999)� (du 20 décembre 2000) - "qu'il souscrit pleinement à la haute priorité accordée par le Congrès au phénomène du développement des technologies de l'information, qui tend - comme le souligne la Recommandation - à poser les bases d'une véritable "société de l'information", aux niveaux national, européen et mondial comme aux niveaux local et régional".


 


Voir aussi : � HYPERLINK "http://www.coe.fr/cplre/session8/rec/Rec%2093%20(2001)%20F%20Politique%20de%20communication.doc" �Recommandation 93 sur la politique de communication et d’information du Congrès des pouvoirs locaux et régionaux de l'Europe�, � HYPERLINK "http://www.coe.fr/cplre/session8/res/Res%20113%20(2001)%20F%20politique%20de%20communication.doc" �Résolution 113 sur la politique de communication et d’information du Congrès des pouvoirs locaux et régionaux de l’Europe�. 








