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1. Governance and Big Data : the new « Petroleum power »

The creation of a "new.industry”, for a new domination...
a) Issues on Intellectual Pr: iy : Top 20 Software Leaders
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http://www.pwc.com/gx/en/industries/technology/publications/global-100-software-leaders.html
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1. Governance and Big Data : the new « Petroleum power »

The creation of a "new mdustry 10ra new domination...
a) Issues on the intellectusz Ity : European patent applications

Top technical fields

Medical technology e again the fi pplic e a slight drop in 2016. The strongest growth
from among the top me from Elec aratus/e nsport and Computer technology.
Pharmaceuticals an ic fine chemi 5

1. Medical 2. Digital 3. Computer 4, Electr. machinery, 5. Transport
technology communication technology apparatus, energy

O =«

12 263 10 915 10 657 10 293

21%0 1.2%0 +2.9%6) +6.1%Q +2.6%Q

6. Measurement 7. Engines, pumps, 8. Organic fine 9. Pharmaceuticals  10. Biotechnology
turbines

https://www.epo.org/about-us/annual-reports-statistics/annual-report/2016/statistics/patent-applications.html#tab3
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1. Governance and Big Data : the new « Petroleum power »

The creation of a "new industry®, for a new domination...
a) Issues on Intellectual Pr W : European patent fillings
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1. Governance and Big Data : the new « Petroleum power »

The creation of a "new.industry”, for a new domination...
a) Issues on Intellectual Pr > Granted patents per country

KR 3¢, Others 4%
CN3% _— -

JP16% /

| FR7%
|

B
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Y /1T 3%
/" GB 3%

US 23% Y N\ 3%

Other EPQ States 8%

https://www.epo.org/about-us/annual-reports-statistics/annual-report/2016/statistics/granted-patents.html#tab2
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1. Governance and Big Data : the new « Petroleum power »

The creation of a "new industry®, for a new domination...
a) Issues on Intellectual Pr y : Top 25 applicants

@EFCOUS @ P OCN KR 1. INTEL
2. ERICSSON

. NOKIA
HUAWEI
5. MICROSOFT

SAMSUNG ] ; . saven
LG ] 313 7 TOYOTAMOTOR
_ S 2. CANON
uniren TeckivoLocies |
9. PROCTER & GAMBLE

SIEMEN 20, PANASONIC
QUALCOMM _ 21, JOHNSON & JOHNSON

2. ZTE
ceneraLLecTrc [

3. AIRBUS

0. BASF |
24, HOFFMANN-LA ROCHE
10. ROBERT BOSCH _ ¢ 25, DOW CHEMICAL
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318 Dae W « Petroleum power »
The creation of . ustr a new domination...

Council of Europe: C a ph on Cybercrime - (CETS 185)
65 signatory countries |

> Art9. Computer Fraud
» Artl0. Intellectual property and fundamental rights
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1. Governance and Big Data : the new « Petroleum power »

The creation of a ne / ', stry ra new domination...
b) Opportunities .

> 10/16/2015 : US/China( me

> 04/06&07/2017 : Conf ding International
Peace and Security ir onic and Digital
Society - Public and akeholders, Roles and
Responsibilities"”, Paris

> 05/25/2017: Fa oogle and Microsoft call for
review of NSA s ance program

» 05/25/2018: aral Data Protection Retention

» Cybersecuri shortfall by
2022 i

» R&D and ‘employment - stability

» The legal status of whistle blower

» June 2017 : The call of Microsoft to create an

international NGO fighting cybercrime
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Cyberwarfare : a reality for connected organizations
a) "Historical flaws and attacl "2 -‘ 4-2016

Interpol operation ' sextorsmn'?x plice operation against users of the

"Blackshades software” ',f‘;’ ,
Interpol "sniping" in Europ f )
The website of the Ministry of
Lizar squad attacks institutia
"Babar" the DGSE softwar
The Office of the Intellig
of a "pre-crime" comg
Extensive Europol op
Snecma (Safran grc

Heartbleed "the"
Dragonfly - Target:

8 - - ' countries / people

e) cyber attacked by Anonymous.

| ) - # OPFRANCE / Charlie Hebdo

mpant in the Middle East

ces Directorate (ODIN-USA) announces the creation
em - social media + bitcoin

On against the RAMNIT virus (3 million infected computers)
ndustrial sabotage (France)

pst important "security vulnerability
countries / companies

Theft of personal data from patients in the US community health system
Morgan Chase 83 million stolen data.

Target (USA) - bank accounts looted

Anthem - data theft of people (USA)

Excellus Bluecross BlueShield victim of a piracy ( insured data)
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Malware Locky (Febr: re.

Swift Netv ork .f r " of Bangladesh ( )
Linkedln (May) 7 million assword sold on the dark web.
Tumblr and My 360 n email addresses to the dark web
TheDAO / Ethﬁr 35 was stolen.

Ashley Madlsd members (emails, phones, etc...)
Yahoo Mail ( : Of user accounts.

Dyn (Octob e DDoS attacks (Netflix, Spotify, Airbnb, Twitter,
Paypal, Sor station network).

Dailymo )ctober): - million accounts users

AdultF inder (November): with accounts affected.
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2. Cyberwarfare : a reality for connected organizations

b) The "new digital farw

VVVVVY VYV

theShadow Brokers’s “hack back”

st“e

TAILORED (USA)
ANONGHOST, ANO S
UNITE 61398 CAL HANGAI
GROUP »
UNITE S-74 (ISRA1EL),
SHADOW BROKERS,
SYRIAN ELECTRONIC ARMY,

TARH ANDISHAN,

CHAOS COMPUTER CLUB

NETWORK CRACK PROGRAM
HACKER GROUP, LANZARUS GROUP,
ETC...

World S mlt
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nected organizations

for USA / t . ' S government hack stole fingerprints
Rl i .y y of 5.6 million federal employees

06/01/2017 : Fireball Mal '
computers

04/03/2017 :
06/04/2017 :

06/06/2017 . , i i FireBall Malware

Ransomware.
distributors working as Apple distributors as

part of a
06/07/2017: Nacira Salvan, a French Expert in cybersecurity
calls for “Citizen Cybernetic Weapons
(Digital hygiene) and cybereducation.

250 Million PCs Infected

N,

" International
I
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2. Cyberwarfare : a reallty for connected organizations
b) The "new digital far 2s abata at the center of the attentions

. Big Data and Iegwla

. Massive industrial sp {Snowden, State against over states
Companies,etc...)

. Cyber weapons ,f/ ses of damage or obtain technology (Ex
Stuxnet, Spam Viorgan Chase & Co, Saudi Aramco, Snecma, etc...)
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> The information exchanged by heads of state and / or CEOs of companies.
» Elements of negotiation: contracts, income statements, negotiations, etc...

World Summit
on the Information Society
ti
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All monitored,
all equal ....
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3. The Challenge for the mternatlonal community
b) How to revive our "D nocracie d economies” ?

6/ Dembcracy

Like'Martin Luther King, “l have a dream”

World Summit )
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s:/len.wikipedia.org/wiki/Mass surveillance in the United States

https://en.wikipedia.org/wiki/List of government mass surveillance proje

ramme de surveillance

e 7 ;
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