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The common proble

ICT networks and systems cannot be designed, built
and operated which are 100% secure

No one wants to admit supplying or operating
vulnerable networks and systems — ICT does not
carry a health warning!

Detailed incident information is contained to minimise
the risk to reputation

Quantifying the problem (threat) is difficult because
sharing information carries a risk

ICT users and suppliers do not have the information
to make informed decisions on the cost/benefit of
Improved security

What should | do? When should | do it? What is the
real threat? and what are others doing;?? _
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Department of Homeland Security
Information Analysis and Infrastructure Protection Directorate

CyberNotes

Tssus #2003-26 December 31, 2003

CyherNates is published every two weeks by the Department of Homeland Security/Information
Analysis and Infrastructure Protection (IAIP) Directorate. Its mission is to support security and
information system professionals with timely information on cyber vulnerabilities, malicious scripts,
information security trends, virus information, and other critical infrastructure-related best
practices.

You are encouraged to share this publication with colleagues m the information and infrastructure
protection field. Electronic copies are available on the Department of Homeland Security Information
Analysis Infrastructure Protection Directorate Web site at hitp://www . nipc.gov.

Please direct any inquiries regarding this publication to the Editor-CyberNotes, Room 5903, 935
Pennsylvania Avenue, NW, Washington, DC, 20335.

Bugs, Holes & Patches

The following table provides a vear-end summary of software vulnerabilities identified between
December 6. 2002 and December 12, 2003. The table provides the vendor, operating system. software
name, common name of the vulnerability, potential risk at the time of publication, and the CyberNotes
issue in which the vulnerability appeared. Software versions are identified if known. This information is
presented only as a summary; complete details are available from the source indicated in the
endnote. Please note that even if the method of attack has not been uiilized or an exploit script is not
currently widely available on the Internet. a potential vulnerability has been identified. Updates to items
appearing in previous issues of CyvherNotes are listed in bold. New information contained in the
update will appear in italicized colored text. Where applicable. the table lists a "CVE number” {(in red)

http://www.nipc.gov/cybernotes/2003/cyberissue2003-26.pdf i S ATETOREE
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WARPSs — A development moedél

Stage 1: Show the benefits of the WARP to the
community through tailored warning service, so that
everyone feels they are getting a personalised and
valuable service.

Stage 2: Develop trust through encouraging members to
help each other by sharing best practice and giving advice
to each other through WARP facilities.

Stage 3. Encourage members to report their experiences
of otherwise embarrassing attacks or problems
(anonymously if necessary, through the operator) within the
WARP collective learning.

S

NATIONAL INFRASTRUCTURE SECURITY CO-ORDINATION CENTRE



WARP Member Benefi

o Better Protection of own systems

* Filtering service for Warnings & Advisories
— Saves resources
— Improves effectiveness

 Network for Advice, links, contacts

e Forum for Sharing of Best Practice

e Peer comparisons (rank, timing, resources)
e Highly Relevant Early Warnings

e Improved Awareness

 Reduced threat to everyone else




BS 7799 AND WARP

Information Security infrastructure Operational Procedures

A4l _ _ o Responsibilities as.
 Information security coordination Protection against Malicious

specialist information security Software asa

advice :
* Incident management procedures

» Cooperation between : .
organisations « Controls against malicious software

Responding to Security Incidents  User Training as.

& Malfunctions aes « Information security education &
« Reporting security incidents training

» Reporting security weaknesses
* Reporting software malfunctions
e Learning from incidents
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The WARP TOO

http://www.warp.gov.uk




Filtered Warnings Application

WARP
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Subscription Tree
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Setting up a WARP -t

e The WARP Toolbox — www.warp.gov.uk
A community (can be virtual)
e A ‘champion’
e The right ethos

—NfP, cooperative, collaborative, enthusiastic
e Registration
e [Filtered Warning Software]
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« FWA use by Uniras

« Common Advisory format
 Netherlands, Australia, USA
« ENISA
e Telcos
e MSP

e Police
e« SMES
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« WARPs will become endemic across the UK,

and beyond ] WARP

— Self-replicating
— Free_standing -, Warning, Advice and ﬂﬂlllll'llllg

— Co-operating
— Improving the security of

 their members
 the CNI
e Everyone else




A final thought _

“It 1Is not from ourselves that we learn
to be better than we are”
~Wendell Berry




