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The common problemThe common problem
•• ICT networks and systems cannot be designed, built ICT networks and systems cannot be designed, built 

and operated which are 100% secureand operated which are 100% secure
•• No one wants to admit supplying or operating No one wants to admit supplying or operating 

vulnerable networks and systems vulnerable networks and systems –– ICT does not ICT does not 
carry a health warning!carry a health warning!

•• Detailed incident information is contained to minimise Detailed incident information is contained to minimise 
the  risk to reputationthe  risk to reputation

•• Quantifying the problem (threat) is difficult because Quantifying the problem (threat) is difficult because 
sharing information carries a risksharing information carries a risk

•• ICT users and suppliers do not have the information ICT users and suppliers do not have the information 
to make informed decisions on the cost/benefit of to make informed decisions on the cost/benefit of 
improved securityimproved security

•• What should I do? When should I do it? What is the What should I do? When should I do it? What is the 
real threat? and what are others doing?real threat? and what are others doing?
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WARPsWARPs –– A development modelA development model

Stage 1: Show the benefits of the WARP to the 
community through tailored warning service, so that 
everyone feels they are getting a personalised and 
valuable service.

Stage 2: Develop trust through encouraging members to 
help each other by sharing best practice and giving advice
to each other through WARP facilities.

Stage 3: Encourage members to report their experiences 
of otherwise embarrassing attacks or problems 
(anonymously if necessary, through the operator) within the 
WARP collective learning.



WARP Member BenefitsWARP Member Benefits

•• Better Protection of own systemsBetter Protection of own systems
•• Filtering service for Warnings & Advisories Filtering service for Warnings & Advisories 

–– saves resourcessaves resources
–– improves effectivenessimproves effectiveness

•• Network for Advice, links, contactsNetwork for Advice, links, contacts
•• Forum for Sharing of Best PracticeForum for Sharing of Best Practice
•• Peer comparisons (rank, timing, resources)Peer comparisons (rank, timing, resources)
•• Highly Relevant Early Warnings Highly Relevant Early Warnings 
•• Improved AwarenessImproved Awareness
•• Reduced threat to everyone elseReduced threat to everyone else



BS 7799 AND WARPBS 7799 AND WARP
Information Security infrastructureInformation Security infrastructure

A.4.1A.4.1

•• Information security coordination Information security coordination 
specialist information security specialist information security 
adviceadvice

•• Cooperation between Cooperation between 
organisationsorganisations

Responding to Security Incidents Responding to Security Incidents 
& Malfunctions& Malfunctions A.6.3A.6.3

•• Reporting security incidentsReporting security incidents
•• Reporting security weaknessesReporting security weaknesses
•• Reporting software malfunctionsReporting software malfunctions
•• Learning from incidentsLearning from incidents

Operational Procedures Operational Procedures 
ResponsibilitiesResponsibilities A.8.1A.8.1

Protection against Malicious Protection against Malicious 
SoftwareSoftware A.8.3A.8.3

•• Incident management proceduresIncident management procedures
•• Controls against malicious softwareControls against malicious software

User TrainingUser Training A.6.2A.6.2

•• Information security education & Information security education & 
trainingtraining



WARPsWARPs
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The WARP TOOLBOXThe WARP TOOLBOX

http://www.warp.gov.uk



Filtered Warnings ApplicationFiltered Warnings Application



FWA CategoriesFWA Categories



Setting up a WARP  Setting up a WARP  -- the essentialsthe essentials

•• The WARP Toolbox The WARP Toolbox –– www.warp.gov.ukwww.warp.gov.uk
•• A community (can be virtual)A community (can be virtual)
•• A  A  ‘‘championchampion’’
•• The right ethosThe right ethos

–– NfPNfP, cooperative, collaborative, enthusiastic, cooperative, collaborative, enthusiastic
•• RegistrationRegistration
•• [Filtered Warning Software][Filtered Warning Software]



DevelopmentsDevelopments

•• FWA use by UnirasFWA use by Uniras
•• Common Advisory formatCommon Advisory format
•• Netherlands, Australia, USANetherlands, Australia, USA
•• ENISAENISA
•• TelcosTelcos
•• MSP MSP 
•• PolicePolice
•• SMEsSMEs



The futureThe future

•• WARPs will become endemic across the UK, WARPs will become endemic across the UK, 
and beyondand beyond
–– SelfSelf--replicatingreplicating
–– FreeFree--standingstanding
–– CoCo--operatingoperating
–– Improving the security ofImproving the security of

•• their memberstheir members
•• the CNIthe CNI
•• Everyone elseEveryone else



A final thoughtA final thought

““It is not from ourselves that we learn It is not from ourselves that we learn 
to be better than we areto be better than we are””

~Wendell Berry~Wendell Berry


