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Spam Statistics (V) MessageLabs’
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Virus Statistics

@ Messagelabs’
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Messagelabs
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Botnet sign wave @ Messagelabs’
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Anatomy of a Botnet @MessaqelabS'

@ Messagelabs’

Hu nburg

lnMnnh o
Chicogo, // nsrud;m F(mkf art

San Join Wash ngtén D(

* " Brishone




How much Processing Power @ MessageLabs®

does a BotNet have?

= The Seti at Home project

The Search for




Botnets Evolution @ Messagelabs’

Virus writer sends
malware onto Internet
to infect vulnerable
machines

Virus writer

Zlmad(er Sends Command to IRC Server

IRC SERVER

KNOCKED
OFFLINE

Victims' Victims'
Servers Servers




File Run Mail Help

A= |

glapts%d: 00:00:00 | Messagesl @ Maillists] @l Hotationl ‘3-‘ Settingsl @ Ptoxiesl _&jj Advanced Test
ent:
Fails: 0 —Send test messages

Deliverab 11y

e s SLLLULE 24 Send email to: testaddress1 @yahoo.com [+]
= #1: Ready ~ |
-2 Reagv
- .
= :i; E::dz Number of emails to send: |1
m #C Ready
= #6:  Ready
= #7: Ready
-y E::ﬂ: Test the message against Spaméssassin
= F il Ready X-Spam-Checker Version: Spaméssassin 2 705188 (2004-0117) on HOME © Tes
= #12: Ready X-Spam-Level: **
= : ii E::ﬂ" ®-Spam-Status: No, hits=2.7 required=5.0 tests=NO_REAL_NAME ONE_TIM
= # 15; Read: autolearn=no version=2.70-6188

115

IV
7
v
hd < R4 o
|p Resume P StatNew | Pause : ' =
Leased unti: 2004-06-24 16:56:56 23:49:23 Welcome to Send-S afe server! d d
Credits Total: 10 000 000 23:49:23 Latest version is 2.18 beta p -
Credits Left: 96 075 23:49:23 http:/ fvww. send-safe.com/send-safe.exe & p -
Message Size: 875 bytes 4 -
Processed: 0 < [»]




Phishing already SPF compliant ¥ Messagelabs’

u Va I id S P F re CO rd p u bI iS h ed 2 https://e.messagelabs.com - FW: Account Violate The User Policy - Microsoft Internet Explorer

. " 1 €4 Reply @Replytoall"oﬁl’omaxd‘g‘@ X " A 4 ‘ Mﬂ‘
From: Lori Sinsley Sent:Wed 24/11/2004 2:36 PM
= S p e C I fl e S a S Oft fa I I To: Mark Sunner; Paul Fletcher, Natasha Staley
Ce:

Subject: FW: Account Violate The User Policy

- Accept but subject to vt
normal content checks
= E-bay.com does not belong
to ebay.com it
- Validly registered inimaton: Tt s oo s c1ck s s ety accou ot yon pobloms

could not be resolved your account will be suspended for a period of 24 hours, after this period your account
will be terminated.

View &5 Web Page

0.eBav S :

Welcome t

For the User Agreement, Section 9, we may immediately issue a warning, temporarily suspend, indefinitely
pend or terminate your bership and refuse to provide our services to you if we believe that your actions
may cause financial loss or legal liability for you, our users or us. We may also take these actions if we are b |

unable to verify or authenticate any information you provide to us.

Due to the suspension of this L pl be advised you are prohibited from using eBay in any way. This
includes the registering of a new account. Please note that this suspension does not relieve you of your agreed-
upon obligation to pay any fees you may owe to eBay.

Regards, Safeharbor Department eBay, Inc
The eBay team.

This is an automatic message. Please do not reply.

[<

@ http://pages.ebay.com/ % ® Internet




But what should you really be @ Messagelabs’

worried about?

= Latest battle — targeted attacks

= ‘Professional’ targeted malware :
Battlefield
between January and May 2005

B Sober.D

B Netsky.P

E Netsky.D

O Other Old Malware
E New Malware




Battlefield 2005 @ Messagelabs’

= Typical example

Internet Company

n n

Interesting.doc Interesting.doc

Firewall, Email
Gateway, Anti-
virus

© MessagelLabs 2005



Battlefield 2005 @ Messagelabs’

But it is not ‘just’ OLE Header

- document | OlbHeader
typlcally downloads more Buffer overrun _>tream 1 mov eax,7
components 0000006000000300000 ‘nov ebx, Name
Network is compromised,

0000000000 stream 2 call SaveFile
Information leaked Stream n

Hidden EXE Hidden EXE

© MessagelLabs 2005



Move beyond the network and @ MessageLabs®

beyond mere scanning

BOTNET

SOURCE

INTERNET CORPORATE NETWORK
| [ [
Firewall
MessagelLabs Managed Service ' Mail Server
Messagelabs Platform MessageLabs Services : Gateway
= = ' =
. Appliance

The further you get from the source the harder and TARGET

more expensive detection becomes




Threat Vision Vi ' Messagelabs”

Q4

Archiving
Continuity
Disaster Recovery

Anti-Virus Content
Anti-Spam Image

2005/06 Anti-Virus Content
Anti-Spam

Boundary
User

Archiving

2005/06 Anti-Virus URL Filtering -
o - - -

Skeptic



