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Features & Trends of Network

security Threats

* Cause large-scale congestion/break down in a
short period of time

» Attackers can come from each corner of the
world

» Usually use innocent hosts to attack

» More attackers, much easier, much more
powerful

* Organized attacking or crime
» Some attacking behaviors are hidden well

i
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Common Security Incidents

Denial of Service

Intrusion

Virus/Worm

Trojan horse/Back door/Spyware
BOTNET

Web Defacing

Phishing/ID Theft

Information stealing

Spam/email bomb

Scanning

National Computer network Emergency Response technical Team/Coordination Center of China
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» [Internet is becoming one of our information infrastructure but
not just a ‘toy’ or ‘tool’ today:
— More and more Internet-based traditional telecommunication services

— More and more important applications that has relationship to great
amount of users

— Connected with the traditional telecommunication network
— Infrastructure of E-everything

e Security Incidents cause too much damage to us now:

— Passengers jammed in the airport because virus or Internet worm
destroyed the ticket system or Local Area Network

— Factories can not produce anything because of the breaking of network
— Online systems can not work : stock, education, etc.
— Huge financial lost

* An insecure network will heavily hurt the confidence of the

users, which will be the biggest barrier for building a valuable
information society

National Computer network Emergency Response technical Team/Coordination Center of China
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Necessity of huilding an efficient

cooperation system

» (Cooperate among multiple sides:
— Government: law , standard, etc. related
— ISPs: network related
— Various CSIRTs : cover more end users
— Labs: analysis, research, development related
— Organizations with specialities: more professional support
— Industry side: patch, tools, products, upgrade, etc.

o With such a scheme, we successfully restrained SQOL
SLAMMER in 2003. Jan.

. Only by multi-parties’ cooperation according to a
well-planed scheme can Internet security
incidents be handled quickly and effectively

g
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National GSIRT: The technical

center of the cooperation system

» Information Gathering & Analyzing
e Tech. & Info. Support
* Research Related Activities

* Coordination Center for Incidents Handling

National Computer network Emergency Response technical Team/Coordination Center

of China
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o Established in 2000
* became a full member of FIRST in 2002

o At APSIRC2002, initiated APCERT (Asia Pacific
Computer Emergency Response Team) with
AusCERT, JPCERT/CC.

e At APSIRC2003, was nominated and elected as the
Steering Committee member of APCERT

« At APSIRC2005, Dr Du Juejin elected as vice-Chair
of APCERT

e In 2004, built up 31 branches across the country

National Computer network Emergency Response technical Team/Coordination Center of China



' r
Iy

CN(UERT/CC

CNCERT/CC’s Activities

Informatio
n
Collecting

Event
Monitoring

Incident

Handling CNCERT/CC

——— l

Data
Analyzing
Resource
Building

Security
Training

Internationa

Exchanging

Security
Research

National Computer network Emergency Response technical Team/Coordination Center of China
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Collect various timely information on network
security events via various communication ways
and cooperative system

Information
Collecting:

Detect various highly severe security problems and
Event Monitoring: events in time, and deliver information to
related organizations or users.

Leverage domestic CSIRTs to handle various

Incident incidents, and act as a premier window to accept
Handling: and handle incident reports from homeland and
world.
Data Analyzing: Conduct comprehensive analysis with the data of

security events, and produce trusted reports.

National Computer network Emergency Response technical Team/Coordination Center of China
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Collect and maintain various basic information resources,
Resource | including vulnerabilities, patches, defending tools and
Building: | latest network security technologies for supporting
purpose.

Research on various security issues and technologies as

Securi . .
4 the basic work for security defense and emergency
Research:
response.
Security Provide training courses on emergency response and

Training: |handling technologies and the construction of CERT.

Technical | Offer various technical consulting services on security
Consulting: | incident handling.

International | Organize domestic CERTs to conduct international
Exchanging: | cooperation and exchange.

National Computer network Emergency Response technical Team/Coordination Center of China
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How Does GNCERT/CC Act?

* As an exchange center of information

.
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— From national network security monitoring platform
— From public incident warning and reports

— To set up reliable and expedite communication channels to
all domestic and international CERTs.

» To direct all the regional branches to work together
 To cooperate with Internet carriers closely
» As a security technology research center

» To provide the most trusted data to government and
the society

National Computer network Emergency Response technical Team/Coordination Center of China
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Some work of CNCERT/CGC in 2004

* During the year of 2004, CNCERT/CC:

— Published 65 security alerts, 130 vulnerability
bulletins, 125 virus/worm warnings, 164 network
security notes, 30 network security recomendations,etc

— Received 64686 incident reports, including 223
phishing incidents, 26 DDoS, 2059 web defacements,
etc

— Coordinated the branch to handle 1000 network
security incidents

— Provided courses training, invited reports, or
conference address at more than 40 network security
related domestic and abroad meetings

.
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2001. Codered/Nimda Worm

— FEmergency Response Mechanism must be built up between CNCERT/CC and all the
Internet providers

2003.SQL Slammer Worm

— The emergence response system must face the threat of worm more faster, there is the
need for more powerful monitoring system and larger emergency response system

2003 Deloader

— Vulnerability is not prerequisite of large scale network security incidents,
— The attacker try to collect and control large amount PCs

2003 RPC Series Worms(MsBlaster/Nachi) & 2004 Lsass Series Worms
— Corperation with SW vendors
—  Worm-driving super large DDoS attack turned to be reality
2004 Witty Worm
— Attack to the prepared users
2004.growth of Phishing
— The attackers are getting more and more interest centric
— More cooperative relationship within the different hackers/criminals

National Computer network Emergency Response technical Team/Coordination Center of China
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Monitoring system

Gather information in time

— Abnormal traffic

— Severe attacking behaviors ( DDoS, etc. )
— Misuse situations

— elc.

To :

— Get early warning capability
— Judge the effectiveness of the control methods

A lot of countries or areas are doing this
863-917 NetSec Monitoring System

National Computer network Emergency Response technical Team/Coordination Center of China
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Traftic Map

Traffic Map

National Computer network Emergency Response technical Team/Coordination Center of China
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Fighting the BOTNET

What is the Bot?

A piece of software that connects back to a centralized control
channel.

Allows unauthorized control of many machines from a single point.
Typically lies dormant, waiting for commands from its controller.

The single greatest threat facing humanity.

Also known as Zombie Army

Botnet is used to
— DDoS/extortion
— Spam Relay

— rent-a-network......

National Computer network Emergency Response technical Team/Coordination Center of China
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Initial Infection Vectors

Un-patched operating systems with
remotely exploitable vulnerabilities

— LSASS, RPC-DCOM, etc.
Weak/non-existent administrator passwords

Malicious websites exploiting vulnerable
browsers

Social engineering exploiting vulnerable
users

National Computer network Emergency Response technical Team/Coordination Center of China
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social Engineering

The Goal — Convince the user to download
and execute an evil payload

The payload changes often, avoiding anti-
virus software

The payload 1s typically transparent — the
user notices nothing

— “I clicked, but nothing happened!”
Can be very creative

]
National Computer network Emergency Response technical Team/Coordination Center of China
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Fighting the BOTNET
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Fighting the BOTNET

CNCERT/CC found one BOTNET with more
than 1000k PCs in the end of Dec, 2004

— Maybe more......
On-sites Investigation

Collaborate with two tech teams Analyzing
several Bot program and kill methods

Support the MPS’s forensic and investigation

Turn to be a daily monitoring work of
CNCERT/CC

National Computer network Emergency Response technical Team/Coordination Center of China
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Incident Handling System

TRt

CN( ERT/CC Incident Handle System (IHS)

R IFEfy  BBHFA CINEFSA | Tracert
IHESHIE BAmEEGNE
?zﬁgg Bl [ZFEr = #a: | el
b B [- o e AF AF e AF IF S
Y EEE WEFEHE: O
- RAE B BHEHS BE #E [REA [RAA | FHEN | SRES
& KAUESB ~
&FETESH 1 [MASS-1000042427 asdfasdf @ |2FF | £FF | 20050621 @ =EY
& AN RSB
5 GBS SABH 2 [MASS-1000042351 P ® |@FF | @FF | 20050606 @ =EY-
& RAES - P
& FAEE 3 |MASS-1000042320  |123RiR ® |@=F |@FTF | 0050526 o EEY
Gy AN TS 4 |MASS-1000042304 test0522 @ LFF | B | 20050523 @ =[G
[ERSESCE 30
[ER et 5 |MASS-1000042202  |11111111111 ® |@=F |@FTF | 0050523 o =EY
O KHES
@ FETRBH @a1o o[ o (BT METREID

AN RBH

[ERSE = J

PN T

4R

CN( ERT/CC Incident Handle System (IHS)
IPEf  BBHERA CI00EFSA| Tracert

Tk

CN(C ERT/CC Incident Handle System (IHS)

toooogogsz| LIS e e g AL 2004-12-28 & &

- .l
Y ESME B A & @ WWERRE @ g

QEMIES ol 58S e | w2 o CImReL I~ |1000000gs1 | “HERTCC L2004 s T thime 2004-12-28 S E R a9

QO EERES = -

E B [ = &~ S =+ = k- g - ©HF = ﬁi‘:‘g& I~ | 1000000gs0 | TCERTCC L2004 oo g st 2004-12-28 & E R a
O BEE WESHE: ) Oz r CllClZR'l‘C(éé;M,ZDﬂdf MarkZ HHEAF3ER] 2004-12-28 & E R a
- QOB F = SRS

g, s BHRES B ®E RFA (FRAA | FREH | LREAH e | 1000000678 cncmucgg;m_znmf Nark B ANEE & R 2004-12-28 4 E 2 9

s

gz;/:\;i:: L [MASS; 10000007 edfesdis @ LFF | LFF | 20050621 @ =G Unmii&tmﬁ* [1000000677 cncmucg}:m_znm- Mark3fiB/E 2004-12-28 IR Z ]

B @zii;qg?; 2 |MASS-1000042351 EPRS O |&FF |&FF | 20050606 @ =Gy Eﬁmﬁﬁ T [toonooosrs CVCBRICE L2004~y g g LE 2 a
3 |MASS-1000042329 123 HFF | LFF | 20050526 - xE

& FE I ESH e ® © =@y Sl  |1000000675 cucnucg}gm,zuuq» MarkI8 MA S ERIRH 2004-12-28 & E R a

B AHNRB 4 |MASS-1000042304 test0522 BEF | P | 2005.05.23 = |G
- EEBH - ® wE=Y" Osteame I~ | 1000000g7a | TCERTCCTIL2004 heo g 0B 4 T 2004-12-28 S E R a
B 5 |MASS-1000042202 11111111111 O |&FF |&FF | 005052 o =Gy — T T TR

o AESH Oxe 1000000673 = MarkRi 2 ME KU 6T 2004-12-28 éJ E‘ @‘ =)

. o ClagRita

2;31:2: Ga1e 8] el (B S mg:a I~ |1000000s72 HCERTCCT2004" oy r 0 st 42 2004-12-28 S E R a
ERE I ] Clmmsg | 1000000671 CHCERTCC_ TN 2004 pp. sz it 2004-12-28 S E R a

A R T Hhimast o 018

National Computer network Emergency Response technical Team/Coordination Center of China



' r
3

|l

incident — Nicrosoft Internet Explorer
THE SR BEW EBW TAD WHO

Q- © X @G Omm ez @ -

1) [ hetp: /202 112,35 200/index. hin
Google - v (Gl w - P Dises TEER Y HERE - BiEE S

INCIDENT TRANSACT

@z

® Tnternet

The sBO 2RO GRS IAD FHO
Q- © XN @ G Onx Josax @

D) @] nep /7202 112.35. 200/ cgi-bin/weleome. cgi

THE @ED BEQ KEW TAO ®EW

D ¥ B @ L= Jruwx & == A

[r Bl netp /202 112 35200/ cai-bindimport_iode <t

Nicrosoft Internet Explorer

CN(UERT/CC

" |ODEF Exchange System

o B-UAHE

Google - v G mE - Do roEm ¥ mEes - Fden

> AMEROE CE-W R 3T GE 1) T-T> MR | SEER RASH
LR | @3l EEA  mEEN A O REHA EX
131 iodef_chinese #  DUTY  2005-06-21  TODEF. O roport@ecartadu..  CCERT incident 0:130

FEI L 2t s =2 T U O sunbin@ecartadu.. fodst_chineze
JEI L T e T i O sunbin@ccertatu.. fodst_chineze
#  DUTY  2005-06-21  IODER e
4 DUTY 20050621  IODEF Opmencagm: I
%[ ooTr | eo0sceei | ronEr O repon@ecereas..  CCERT mcigent 0:118.
#  DUTY  2005-06-21  TODEF O repon@ecertedu.  CCERT incisent 0:120
#  DUTY  2005-06-21  TODEF Osmbin@ecetedn.. losets
# DUty 2005-06-21  TODEF O sunbin@ecaradu.. loderz_a0k
#  DUTY  2005-06-21  IODEF O sunbin@ecartadu.. fods 22k

> CE—T O 06 1T F—TD> | OmnbinGeeeteds. ioders 32

@3 X @9 EMEA EEEN A wmam [l vz ams

GiE  ARHTIODEF.

O %RIAS [HHHES
O st xn ) mul] wEl]

O meriEft

DCE

oM
20080021 1729

ISt AE

O st T

© Tnternet

Google - v Gl #x - ® S5 iEs® Y HERE - dem S
2ml ver 1.0" encoding="gb2312" 7>
10DEF -Document versian="1.0">
= <incident>
<IncidentID>GGERT# 130</IncidentID>
ntData:
ription>3k € 1B BIHESE < /Description>
<Start Time>2004-05-26 11:00:00</5tart Time

<EndTime>2004-05-26 12:00:00</EncTime=
<ReportTime>2005-06-21 17:18:04</Report Time>
- <Contact>
ame />
1ail>i0def-support@jpcert or.jp</Email>
lophone +81-3-3518-4600-,
</Contact>
<Expectatior
<Oescription- R H 8, WREMILFS</Descrption>
</Expectation:

Telephone>

toctTime>2004-05-26 11:58:56</DatectTimes
stem category="target"
Node>

category="ipv4-addr"
202.116.33.77</2ddre

<adch
</address>

® Tnternet

- I [=] B3
Xt BUEEE Bfft ACE #ER)
SE|=
= ZhangBing EPEA [ #ifE ES [EE=E8 |
gﬁg <report@ecer... I CCERT Incident ID:172 2005-6-21 20
<report@ecer. .. [ CCERT Incident ID:169 2005-6-21 19:
Fh# <sunbing. .. [} iodefl_41k 2005-6-21 19
Fh# <sunbing. .. [} iodef_chinese 2005-6-21 19
hynGiodefee. .. [ Clexanple 2005-6-21 19:
hyniodefee. .. [ JPexanple 2005-6-21 19:.
PREE | A |
= TODEF-Document B [EZ B3
=) Incident content String
IncidentID | diype xml
= EventData  |meaning String
Deseripti
[ Contact
&
(5 Assessmer
(51 Addi tionalla
(5] Aszeszment
Deseription
(- Contact
ReportTime

< | 2l

National Computer network Emergency Response technical Team/Coordination Center of China



"

CN(OERT/CC
Virus Detection System
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With global cooperation, we can:

— Get earlier warning

— Data sharing (increase the analysis capability)
— Tech. and info. sharing

— Stop the attacking from other country or trace the sources of
attackers

We get early information from JPCERT/CC and AusCERT

for MSBLAST(DDoS traffic) and NACHI(abnormal traffic
increasing)

We helped AusCERT and other CSIRTSs to handle dozens
of phishing incidents

More and more international organizations now: FIRST,
APCERT, EGC, TF-CSIRT, etc.

CJK Drill &Co-sponsored projects

National Computer network Emergency Response technical Team/Coordination Center

of China
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Thank Youl

Zhang Bing
+86-10-82990361
+86-10-82990399(Fax)
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