	[image: image1.wmf]
	INTERNATIONAL TELECOMMUNICATION UNION
	

	
	ITU WORKSHOP ON 
CREATING TRUST IN CRITICAL NETWORK INFRASTRUCTURES
	Document: CNI/11
20 May 2002


	                          Seoul, Republic of Korea   —  20 - 22 May 2002


Creating trust in critical network infrastructures: Opening remarks


OPENING REMARKS OF THE SECRETARY-GENERAL

Your Excellencies,
Ladies and Gentlemen,

It is a great pleasure to be here in the beautiful country of Korea, on the occasion of this ITU workshop on the topic of critical network infrastructures. On behalf of ITU and all the participants of this workshop, I would sincerely like to thank the Government of the Republic of Korea for inviting ITU to hold this New Initiatives workshop in Seoul. 

The topic of this workshop is ‘Creating Trust in Critical Network Infrastructures’. It is the eighth in a series of expert meetings and workshops carried out under the ITU’s New Initiatives Programme, which has been running since 1999. Our most recent events have covered the topics of multilingual domain names, Internet diffusion, IP connectivity and the licensing of third-generation mobile communications systems. This work has been supported by voluntary contributions, for instance from the Ministry of Information and Communication of Korea and from the Ministry of Public Management, Home Affairs, Posts and Telecommunications of Japan. This has enabled us to commission research and to create a forum for our membership to discuss these and other issues of high current policy interest.

This meeting is intended to complement the more technical workshop on Network Security, held here last week by the ITU-T Sector. Holding workshops away from Geneva, at the invitation of our Member States, brings ITU closer to the real context of its work. It helps us to better understand Members’ needs and concerns, which is important, as we are a membership-driven organization.

*************************

With the football World Cup almost upon us, security is indeed a topic of high concern. Here in Korea and in Japan, the main concern is for physical security. But the main security concern for football fans elsewhere in the world will be the reliability of the networks that broadcast the World Cup. The networks in question are the television and telecommunication networks, whose reliability we would like to take for granted on an occasion such as this. The reality, though, is that the security of such electronic networks cannot be guaranteed.

The World Cup is probably the biggest single global media event, with billions watching on television, listening to the radio, or following the results on the Internet. As such it provides a tempting opportunity for anyone who might want to bring global attention to their particular concerns, for instance, by hacking a website or blocking a television transmission. 

As we know, in the past terrorists have sometimes targeted major international sporting events, such as the Olympics, as a way of grabbing global attention. Cyber-terrorists could be planning to make a similar impact at this World Cup. Consequently, the electronic networks that broadcast information about the World Cup to the whole world will need to be just as secure as the stadiums themselves in Korea and in Japan. If cyberspace is more vulnerable than the physical world, then that is where the attacks will take place.

*************************

During the past decade, our reliance on info-communication networks has grown quite incredibly. More and more of our daily activities now rely on electronic networks. So when these networks are not available, it is all the more noticeable.

For the purposes of this workshop, we are defining critical network infrastructures as those networks, public or private, capable of transporting large quantities of data across international borders and which carry information relevant to national security and safety or information of high financial value.

The high public visibility of these websites and networks has also made them subject to attacks. As more information is exchanged over these networks, they become an increasingly interesting target for malicious intrusions. On the Internet, viruses and denial of service attacks are becoming more common and virulent every day. As mobilephones become a key means of communicating, they are also vulnerable to eavesdropping.

The global reach of communication networks has resulted in a huge increase in cyber-crimes of an international nature. Vandals and criminals are no longer restricted to a single geographic location. A hacker in one country can attack a network in another country, using tools―such as user accounts―from a third country. To counter such international threats to our information security, greater international coordination and cooperation is needed.

Our dependence on networks also calls into question the reliability of services and the guaranteed availability of applications. The longer-established telecommunication community has long had to deal with these issues and generally there are reliable security standards and procedures already in place. The Internet, however, has gone through a less formal growth process. When problems occur in the infrastructure underlying critical applications, the Internet’s vulnerabilities are made evident. Similarly, as mobile networks are increasingly used for data communications as well as voice, a whole new set of security issues is arising.

************************

Although ITU has been participating in the elaboration of numerous technical standards for the development of secure and reliable networks, much still needs to be done in the area of international cooperation and information exchange. The technical problems are relatively easy to solve. But it is much harder to address the policy issues, to set up appropriate systems and procedures, and to ensure they are implemented in a consistent manner. 

ITU’s structure and experience provide it with a unique opportunity to bring together all the concerned parties to improve the reliability of networks. ITU’s membership comprises some 189 Member States and more than 650 Sector Members, most of which are private companies. ITU is thus a unique meeting place for the public and private sectors, bringing together administrations, policy-makers, regulators and engineers. 

ITU also has technical expertise in many of the areas concerned by the security of info-communication networks, such as traditional telephone networks, mobile telephony and IP technology, as well as broadcasting networks.

Finally, ITU also has a role in helping all countries, especially developing ones, to gain access to the necessary knowledge to protect their networks. With the global reach of today’s networks, it has become essential that security strategies be applied worldwide, thus forging an equally strong chain of secure systems across the globe. ITU can serve as an organization whose members can learn from each other.

***********************

What is the objective of this Workshop? First and foremost, we hope that this workshop will serve as a forum to exchange information and to benefit from international experts in the field of critical network infrastructures. But in addition to raising awareness about the benefits and pitfalls of various regulatory and technical approaches, we hope to identify critical policy issues, including the need for increased international cooperation and consistent approaches to securing networks.
What is expected from you, the participants? We are looking for guidance as to how ITU, and especially our membership, should respond to the challenges raised by our increasing dependence on info-communication networks. What are the consequences of the ongoing globalization of these networks, which render our borders transparent to the user? How can ITU help our membership in gaining access to the information required to respond to these challenges?

I wish you a fruitful and stimulating discussion over these next few days. The success of this workshop depends on you, the participants. Please remember that this is an informal gathering of experts—you have been invited here in a personal capacity and we hope that you will feel able to express your opinions freely.  
******************

In order to help steer and guide our deliberations, we need a good chairman. I would therefore like to nominate Professor Deborah Hurley as Chairman. This time last year, Deborah did an excellent job in chairing an ITU workshop on the regulatory implications of broadband. We are delighted that she is able to fulfill that role for us again today.

Professor Deborah Hurley is an intellectual property lawyer focused on technology transfer rules. Until January 2002, she was Director of the Harvard Information Infrastructure Project at Harvard University.

From 1988 through 1996, Prof. Hurley was an official of the Organization for Economic Development where she was responsible, amongst other tasks, for the drafting, negotiation and adoption by OECD member countries of the 1992 OECD Guidelines for Security of Information Systems. Those guidelines are ten years old this year.

Prior to her appointment at OECD, Ms. Hurley received a Fulbright grant to undertake a study of intellectual property protection and technology transfer in the Republic of Korea, which she carried out during 1989 and 1990.

I hope you will join me in welcoming Dr. Hurley as Chair of the meeting
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