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Recommendation ITU-T F.748.25

Requirements for speech interaction of intelligent customer services

Summary

Recommendation ITU-T F.748.25 describes scenarios, high-level architecture, functional
requirements, and performance requirements for speech interaction of intelligent customer services.
Some detailed use cases and reference process for the creation of the knowledge base are described in
Appendices | and I, respectively.
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* To access the Recommendation, type the URL https://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2023

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T F.748.25

Requirements for speech interaction of intelligent customer services

1 Scope

This Recommendation specifies high-level architecture and requirements for speech interaction of
intelligent customer services.

This Recommendation covers the following:

— High-level architecture of speech interaction of intelligent customer service;

— Functional requirements for speech interaction of intelligent customer service;

— Performance requirements for speech interaction of intelligent customer service.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 application [b-ITU-T Y.2091]: A structured set of capabilities, which provide value-added
functionality supported by one or more services, which may be supported by an API interface.

3.1.2 artificial intelligence (Al) [b-ITU-T F.749.13]: An interdisciplinary field, usually regarded
as a branch of computer science, dealing with models and systems for the performance of functions
generally associated with human intelligence, such as reasoning and learning.

3.1.3 automatic speech recognition (ASR) [b-ITU-T H.625]: A system that can recognize
continuous speech, often having phoneme-sized references, using lexical, syntactic, semantic, and
pragmatic knowledge, and reacts appropriately (therefore having interpreted the message and found
the corresponding action to be taken).

3.1.4 knowledge base [b-ITU-T F.746.3]: A collection of knowledge resources that consist of
structured and unstructured data. The knowledge base is used to provide information to the various
applications that are related to information provision such as the QA system and search system.

3.1.5 knowledge graph [b-IEEE 2807]: Assemblies of knowledge elements and their relations
described in a structured form.

3.1.6 mean opinion score (MOS) [b-ITU-T P.800]: The mean of opinion scores, i.e., of the values
on a predefined scale that subjects assign to their opinion of the performance of the telephone
transmission system used either for conversation or for listening to spoken material.
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3.1.7 natural language processing (NLP) [b-ITU-T F.746.3]: A method that analyses text in
natural languages through several processes such as part-of-speech recognition, syntactic analysis,
and semantic analysis.

3.1.8 text-to-speech synthesis (TTS) [b-ITU-T P.10/G.100-Amendment 1]: A TTS process
generates a speech signal from text codes. It is usually composed of two parts:

— a language-dependent text processing part (the high-level processing part), which generates
from the character string (by reading rules, vocabulary and semantic analysis) a set of
phonetic, prosodic, etc., parameters that are used by:

— an acoustical signal generating part, the synthesizer itself, which generates the audible
speech.

3.1.9 voice recognition [b-1SO 9241-154]: Capability of a system to identify a specific person's
voice.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 intelligent customer service: Customer service with intelligent capabilities, which is
composed of some or all of the artificial intelligence technology capabilities such as speech
recognition, natural language processing, intelligent search, and text-to-speech synthesis.

3.2.2 multi-factor authentication: Authentication using two or more factors to achieve
authentication.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

Al Acrtificial Intelligence

ASR Automatic Speech Recognition
CRM Customer Relationship Management
IVR Interactive Voice Response

KB Knowledge Base

KG Knowledge Graph

MOS Mean Opinion Score

NLP Natural Language Processing

TTS Text-to-Speech

5 Conventions

In this Recommendation:

The keywords "be required to" indicate a requirement which must be strictly followed and from which
no deviation is permitted if conformance to this document is to be claimed.

The keywords "is recommended” indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "can optionally” indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option and the feature can be optionally enabled by the network
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operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.

6 Overview

Intelligent customer service is based on big data and artificial intelligence (Al) technologies such as
natural language processing (NLP), machine learning, and large-scale knowledge management. It
enables communication between enterprises and users, thereby improving operational efficiency and
reducing costs.

Figure 1 shows the speech interaction scenarios of intelligent customer service. These include four
major scenarios.

- Voice navigation scenario

Voice navigation scenario mainly describes the scenarios in which the user speaks the required
service through the communication terminal, and the intelligent customer service system interacts
with the customer and can quickly and accurately find relevant content for the user and make a voice
reply. If the user needs to know more information, the intelligent customer service system can directly
transfer the voice stream to the seat, which can provide more detailed services.

— Intelligent outbound scenario

The intelligent outbound scenario mainly describes the scenarios that communicate with customers
according to the preset outbound logic. Through multiple rounds of conversation and vocabulary
guidance, it can complete the business function of outbound calls.

- Operator assistant scenario

Operator assistant scenario mainly describes the scenarios which can obtain customer information
through customer relationship management (CRM) and gives prompts to operators on the computer
screen in real time to help operators communicate with the customers.

— Service quality inspection scenario

The service quality inspection scenario mainly describes which system performs online analysis of
the voice stream obtained by the call centre in real time through the communication network, or which
system downloads the customer service audio recording file for offline analysis and processing to
generate the corresponding quality inspection analysis results.

s

Customers
U=
——
[ Call centre ]
A 4
CRM Intelligent customer Seat
KB/KG service system

F.748.25(23)

Figure 1 — Speech interaction scenarios in intelligent customer services
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7 High-level architecture

Figure 2 presents the high-level architecture for speech interaction of intelligent customer services
according to the use cases.

Intelligent customer service

Applications layer

1

i

1
Intelligence Operator Service quality '
outbound assistance inspection 1

1

!

Services layer

|

i Natural language Automatic speech Text to speech KB/KG
|

|

processing recognition

Network layer

1

1

|

. 1
Voice exchange H
|

I

Call centre

F.748.25(23)

Figure 2 — High-level architecture for speech interaction of intelligent customer services

The high-level architecture for speech interaction of intelligent customer services covers three layers:
applications, services and networks. A general description of these three blocks is presented below.

— Applications layer: Applications layer is the software for realizing the speech interaction of
intelligent customer service. The applications include voice navigation, intelligence
outbound, operator assistance and service quality inspection, etc.

A detailed description of the applications can be found in Appendix I.

— Services layer: Services layer is the basic Al functional modules for supporting applications.
The services include natural language processing (NLP), automatic speech recognition
(ASR), text-to-speech synthesis (TTS), and knowledge base (KB)/knowledge graph (KG).

The NLP function uses algorithms to understand and manipulate human language. The NLP
function can realize applications of intelligent customer service through algorithms such as
intention understanding, named entity recognition, text classification, etc.

The ASR function uses algorithms to convert human speech into text. The ASR function can
realize multiple applications in intelligent customer service through single-sentence speech
recognition, continuous speech recognition, etc.

The TTS function uses algorithms to synthesize natural-sounding speech in multiple
languages. This function can be used in user interaction applications of intelligent customer
service.

The KB/KG contains information about words, sentences, and the relationship between
knowledge. It describes all the knowledge information and the relationship between each
piece of knowledge information used in the intelligent customer service.

— Network layer: Network layer is the communication network's capability for voice exchange
between the call centre and services layer. The voice exchange supports multimedia voice,
voice call in and call out, voice transfer and voice recording functions, etc.

4 Rec. ITU-T F.748.25 (09/2023)



8

8.1

Requirements

Functional requirements

The functional requirements for intelligent customer service are as follows:

The speech interaction of intelligent customer service is required to have the ability to
recognize keywords in sentences;

The speech interaction of intelligent customer service is required to support speech
interaction with multiple access channels, and supports one or more speech interaction
methods such as fixed telephone network, mobile telephone network, Internet, and other
access methods;

The presentation of the speech interaction results of the intelligent customer service is
required to include the results of TTS, and can optionally include the presentation of
information such as text and graphics;

The speech interaction of intelligent customer service is recommended to support automatic
identification of voice start point and end point;

The speech interaction of intelligent customer service can optionally support the dynamically
generate guidance and prompt words based on the results of ASR and NLP;

The speech interaction of intelligent customer service can optionally support the service
quality inspection of operators based on the results of ASR and NLP;

The ASR function is recommended to have the ability to recognize continuous speech;

The ASR function is recommended to support the language recognition function, that is, to
determine the language of the voice based on the user's voice input;

The ASR function is recommended to support mixed language recognition, that is, support
the recognition of different language words in sentences;

The NLP function of intelligent customer service is recommended to support the
understanding of abbreviations, aliases, locations and numbers;

The NLP function of intelligent customer service is recommended to support the fault-
tolerant understanding of typical misleading words;

The NLP function of intelligent customer service is recommended to support multiple rounds
of dialogue;

The NLP function of intelligent customer service can optionally support the understanding
of subordinate relationships, the understanding of partial-overall relationships, the
understanding of geographic relationships, the understanding of causality, the understanding
of sequential relationships, and the understanding of proximal relationships;

The TTS function of intelligent customer service is required to support multi-language
synthesis and multi-timbre synthesis such as young female voices and young male voices;

The TTS function of intelligent customer service can optionally support mixed language and
personalized TTS;

The purpose of building a KB of intelligent customer service is mainly to organize and
manage knowledge according to the business requirements, including keyword libraries,
service processes, question templates, or KGs constructed in the form of triples.

a) The KB of intelligent customer service is required to have the function of keyword
identification and maintenance according to the business requirements and support the
addition, deletion, and modification of characteristic keywords of customer service
system services.

b) The KB of intelligent customer service is required to have the maintenance function of
static prompts, that is, the guiding prompt function according to the business

Rec. ITU-T F.748.25 (09/2023) 5



8.2
8.2.1
8.2.1.1

requirements, and support the addition, deletion, and modification of static prompting
functions of the customer service system services.

c) The KB of intelligent customer service is required to have the service process
maintenance function according to the business requirements, and support the addition,
deletion, and modification of the service process of the customer service system.

d) The KB of intelligent customer service is required to have the function of editing question
templates according to the business requirements, and support the addition, deletion, and
modification of semantic expressions of customer service questions.

e) The KB of intelligent customer service can optionally support the knowledge
construction based on the KG technology in the form of ontology/triple.

The speech interaction of intelligent customer service that will use voice recognition for
authentication, or verification for any use case, especially for critical transactions like
services provisioning, financial transactions, or dealing with personal or financial data, is
required to consider the implementation of multi-factor authentication beyond voice
recognition. This is to protect customers' sensitive information and accounts from voice
cloning trials by fraudsters by creating synthetic audio recordings of a person's voice that are
often indistinguishable from authentic voices;

The speech interaction of intelligent customer service is recommended to have the below
measures to detect and prevent fraudulent activities such as suspicious account activity,
unusual recognition attempts, or transaction patterns during the user verification process:

a) The system can optionally monitor transactions in real-time to detect any suspicious
activity. While machine learning algorithms can optionally be used to analyse patterns
of fraudulent behaviour and identify potential fraudsters.

b) The system can optionally send alerts to designated personnel when it detects suspicious
activity.

c) The system can optionally block transactions that have a high-risk score to prevent fraud.

d) The system can optionally analyse user behaviour to detect any anomalies or suspicious
activity.

Non-functional requirements
Performance requirements

Response time of speech interaction

The response time of speech interaction refers to the time between the end of the user input and the
return of the result.

The interactive response time calculation method is shown in the formula.

Tock =t — ¢e
Tack — Response time
tr— Result output moment
te— \oice input end time

If the speech interaction system supports the recognition result to be returned multiple times, tr should
be the time when the first part of the recognition result is returned.

In the case of multiple rounds of speech interaction process, Tack refers to the response time of each
round of speech interaction.

In order to ensure the service quality of intelligent customer service, Tack is recommended to be less
than an appropriate threshold.

Rec. ITU-T F.748.25 (09/2023)



8.2.1.2  Speech interaction success rate

In the interaction process of the speech interaction system, the user can obtain the result within the
predetermined interaction rounds, and it can then be judged that the current rounds of interaction are
successful; otherwise, it is judged that these rounds of interaction have failed.

The calculation method of the interaction success rate is as follows:

Ps:

x 1009
S+F %

Ps — Interaction success rate
S — The number of successful interactions
F — The number of failed interactions
In order to ensure the service quality of intelligent customer service, Ps is recommended to be higher
than an appropriate threshold.
8.2.1.3 ASR accuracy index

In the speech interaction system, it is recommended that the word accuracy of keyword speech
recognition should be calculated in different noise environments (e.g., noise intensity below 50 dB
and noise intensity of 60 dB to 65 dB, etc.).

In the speech interaction system, it is recommended that the word accuracy rate of continuous speech
recognition should be calculated in, in different noise environments (e.g., noise intensity below 50 dB
and noise intensity of 60 dB to 65 dB, etc.).

In order to ensure the service quality of intelligent customer service, it is recommended that the ASR
accuracy should be higher than an appropriate threshold.

8.2.1.4 TTS evaluation

TTS test adopts the mean opinion score (MOS) test method for evaluation. Through the result of the
intelligent customer service speech synthesis, it tests the difference in sound quality, intelligibility
and naturalness between the synthesized speech and the human speech, numerically quantifies the
test result with the average MOS score, and then records the average result.

In order to ensure the service quality of intelligent customer service, MOS is recommended to be
greater than or equal to an appropriate threshold.

8.2.1.5 NLP accuracy index

The NLP ability is recommended to be tested by various people with multiple rounds. The calculation
method for the correct rate of NLP is as follows.
Ry = %xlOO%

Rss— NLP rate
Nss— The number of times the intention and semantic elements are correctly judged
N — The total number of correct texts

In order to ensure the service quality of intelligent customer service, Rss is recommended to be higher
than an appropriate threshold.
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Appendix |

Use cases of intelligent customer services
(This appendix does not form an integral part of this Recommendation.)

1.1 Use cases

.1.1  Use cases for full speech interaction of intelligent customer services

The full speech interaction use case means that all the functions are completed by the speech
interaction system, and there is no operator participation during the interaction. It may include:

a) The call centre recognizes the customer's voice input through ASR and NLP technology, then
automatically responds to the customer through TTS technology.

Ja o
J@ {

Automatic call Multimedia
distributor gateway

A

©) ®

A

A 4

Computer telephony

ASR integrator

TTS

®|®

® Q@

® |®

y

NLP

F.748.25(23)

Figure 1.1 — Example of full speech interaction of intelligent customer service (Model A)

The description of the workflow is as below:

1)
2)

3)
4)
5)
6)
7)

8)
9)

The customer calls the call centre using a cell phone, fixed telephone or a computer and
speaks according to voice prompts;

The automatic call distributor / multimedia gateway of the call centre transfers the speech
to the computer telephony integrator / interactive voice response (IVR);

IVR transfers the call to the ASR function;

The ASR function converts the speech to text and returns the result to the IVR;
IVR uses NLP technology to recognize user intent for the text;

NLP function returns the result to the IVR,;

IVR matches the predefined process based on the results of NLP to synthesize the next
speech;

TTS function returns the speech to the IVR;

IVR transfers the speech to the automatic call distributor / multimedia gateway through
the call connection;
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b)

10) The automatic call distributor / multimedia gateway transfers the speech to the customer.
Then the customer starts the next round of dialogue.

Instead of traditional manual telephone return visits and telephone notifications, the standard
services of the call centre can be implemented through a dialogue between the robot and the

user.
i Y
———
Automatic call Multimedia
distributor gateway
F Y
. ' @
A Computer telephony g
ASR @ - integrator IVR 12)L @ TTS
3 3
v
NLP Service template
F.748.25(23)

Figure 1.2 — Example of full speech interaction of intelligent customer service (Model B)

1.1.2

The description of the workflow is as below:
1) The service template is pre-installed in the IVR;

2) The call centre initiates a call connection and the IVR requests the TTS function for the
service template;

3) The TTS function returns the speech to the IVR,;

4) IVR transfers the speech to the automatic call distributor / multimedia gateway through
the call connection;

5) The automatic call distributor / multimedia gateway transfers the speech to the customer;
6) The customer answers the call and speaks according to voice prompts;

7) The automatic call distributor / multimedia gateway of the call centre transfers the speech
to the computer telephony integrator / IVR;

8) IVR transfers the call to the ASR function;

9) The ASR function converts the speech to text and returns the result to the IVR;

10) IVR uses NLP technology to recognize user intent for the text;

11) NLP function returns the result to IVR;

12) IVR matches the predefined template based on the results of the NLP to the next round
of dialogue.

Use cases for partial speech interaction of intelligent customer services

Partial speech interaction use cases refers to the participation of the operator throughout the speech
interaction process. It may include:

Rec. ITU-T F.748.25 (09/2023) 9



b)

10

During the speech interaction process, the user cannot obtain the target result, or the target
result does not conform to the service specification. The system transfers the interactive
session to the operator, and the service will be provided by the operator.

Ua o
e

Automatic call Multimedia
distributor gateway

A

@ @ TTS

« ® : - ® t
ASR @ Computer telephony IVR

integrator
‘ ®) J,@

"® ® R

F.748.25(23)

Figure 1.3 — Example of partial speech interaction of intelligent customer service (Mode A)

The description of the workflow is as below:

1) The customer calls the call centre using a cell phone, fixed telephone or computer and
speaks according to voice prompts;

2) The automatic call distributor / multimedia gateway of the call centre transfers the speech
to the computer telephony integrator / IVR;

3) IVR transfers the call to the ASR function;

4) The ASR function converts the speech to text and returns the text to the IVR;
5) IVR uses NLP technology to recognize user intent for the text;

6) The NLP function returns the result to the IVR;

7) 1VR cannot match the right process based on the results of NLP and transfers the call to
the seat;

8) The operator communicates with the customer and helps the customer deal with
problems;

9) The operator determines to return the result with the IVR and transfers the call to the
IVR. IVR requests the TTS function to synthesize the speech;

10) The TTS function returns the speech to IVR;

11) IVR transfers the speech to the automatic call distributor / multimedia gateway through
the call connection;

12) The automatic call distributor / multimedia gateway transfers the speech to the customer.

Speech interaction system only performs certain functions, such as I'VR navigation. That is,
the user speaks the specific words, and after the ASR, the speech is transferred to a specific
operator for follow-up service.

Rec. ITU-T F.748.25 (09/2023)



Ja
J@ {

Automatic call Multimedia
distributor gateway

A

©) ®

A

A 4

Computer telephony

ASR integrator

TTS

®|®

® Q@

oo

F.748.25(23)
Seat

Figure 1.4 — Example of partial speech interaction of intelligent customer service (Mode B)

The description of the workflow is as below:

1)
2)
3)
4)
5)
6)

7)

8)
9)

The customer calls the call centre using a cell phone, fixed telephone or computer and
speaks according to voice prompts;

The automatic call distributor / multimedia gateway of the call centre transfers the speech
to the computer telephony integrator / IVR;

IVR transfers the call to the ASR function;
The ASR function converts the speech to text and returns the result to the IVR;

IVR matches the right process based on the results of the ASR and transfers the call to
the specific seat;

The operator communicates with the customer and helps the customer deal with the
problems;

The operator determines to return the result with I'VR and transfers the call to the IVR.
IVR requests the TTS function to synthesize the speech;

TTS function returns the speech to the IVR;

IVR transfers the speech to the automatic call distributor / multimedia gateway through
the call connection;

10) The automatic call distributor / multimedia gateway transfers the speech to the customer.

1.1.3  Use cases for service quality inspection of intelligent customer services

Traditional service quality inspection requires a lot of workloads. Through ASR and NLP techniques,
the operator's service quality can be automatically evaluated.
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Figure 1.5 — Example of service quality inspection of intelligent customer services

The description of the workflow is as below:

1)
2)
3)
4)

5)
6)

1.1.4

The customer calls the call centre using a cell phone, fixed telephone or computer and speaks
according to voice prompts;

The automatic call distributor / multimedia gateway of the call centre transfers the speech to
the computer telephony integrator / IVR;

The operator communicates with the customer and helps the customer deal with the
problems;

The quality inspection function can perform quality inspection online/offline according to
the voice of the operator;

The quality inspection function transfers the voice to the ASR function;
The quality inspection module supports voice information detection such as speech speed
and mute in different roles during the conversation.

Use cases for operator assistance of intelligent customer services

The operator assistance system can identify the conversation between the operators and the customers
through ASR technology during the call and capture the key information through the NLP technology.
It can then obtain customer information through the CRM and give prompts to operators on the
computer screen in real time (including knowledge points and verbal reminders, automated extraction
of customer portraits, analysis of customer purchase intentions, etc.) to help operators communicate
with the customers.
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Figure 1.6 — Example of operator assistance of intelligent customer services

The description of the workflow is as below:

1)
2)
3)
4)

5)
6)

7)
8)
9)
10)
11)

.15

Use case of a phone-based voice authentication, as an example of using voice recognition within an
intelligent customer service.

The below workflow outlines a phone-based voice authentication that uses a combination of
identifying information, voice input, and additional authentication factors to granting access to users'
accounts or other protected resources.

The customer calls the call centre using a cell phone, fixed telephone or computer and speaks

according to voice prompts;

The automatic call distributor / multimedia gateway of the call centre transfers the speech to
the computer telephony integrator / IVR;

The operator communicates with the customer and helps the customer deal with the

problems;

The operator assistance system can give the information to the operator according to the voice
of the operator and the customer;

The operator assistance system transfers the voice to the ASR function;

The ASR function converts the speech to text and returns the text to the operator assistance

system;

The operator assistance system uses the NLP technology to perform NLP for the text;
Key words recognition module performs keywords' detection;

The NLP function returns the text and keywords result to the operator assistance system;
The operator assistance system obtains customer information from KB/KG;

The operator assistance system gives prompts to operators on the computer screen in real

time.

Use case of a phone-based voice authentication

The description of the workflow is as below:

a)

The user calls the authentication system through IVR using their registered phone number.
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9)
h)

The system prompts the user to provide their username or other identifying information such
as an account number or national identification number.

The user provides their username or other identifying information using a voice input.

The system verifies the user based on the provided information and prompts the user to
provide a voice sample for verification.

The user provides a voice sample for verification.

If the voice sample matches, the system prompts the user to provide additional authentication
factors such as password, or PIN, and a physical security token.

The user provides the additional authentication factor(s) as requested.

If all authentication factors are successfully verified, the system grants access to the user's
account or other protected resource.

It is worth noting that this is just one example workflow, and the actual implementation may vary
depending on the specific requirements and technologies used.
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Appendix 11

Reference process for the creation of the knowledge base
(This appendix does not form an integral part of this Recommendation.)

1.1 Overview

The construction of the KB of the intelligent customer service system starts with a single domain, and
then expands to multiple domains.

Collect and sort out the required
knowledge materials in the intelligent
customer service system

|

Establish a single
domain KB

}

Cross-domain knowledge

integration

( General KB () (Cross—domainKB ()

Intelligent customer
service system KB

Figure 11.1 — Basic process of a KB establishment

F.748.25(23)

Figure 11.1 describes a basic process example for a knowledge base (KB) creation. First, a single-
domain KB is established through natural language technologies such as entity recognition and
relation extraction. Then, through knowledge mapping and fusion technologies, cross-domain
knowledge integration is realized, and then the general domain KB and cross-domain KB are
established.

1.2  Single domain KB establishment

The intelligent customer service system has accumulated a large number of fuzzy and inaccurate
knowledge in the process of use. The existence of these knowledge points is a large amount of
incomplete, noisy, fuzzy, random practical application data (involving natural language technology).
Therefore, the process of extracting hidden but potentially useful information and knowledge is very
important and necessary, so that much historical data that could not be understood before can be used.

The process of single domain knowledge mining is divided into the following steps:

- Keyword libraries construction: Based on the NLP technology, discovering concepts in the
domain through entity recognition and syntactic analysis technologies, mining the
relationships between concepts, and automatically or semi-automatically constructing
domain semantic lexicons based on semantic network technology;

— Construction of a candidate object: Semantic understanding and induction of concepts in the
semantic lexicon, and construction of a candidate object;

- Submit for manual review: This semi-automatic knowledge mining method effectively
speeds up the process of domain KB construction and reduces costs.
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11.3 Cross-domain KB establishment

Based on a KB of a single domain, knowledge of a new domain is gradually integrated. Make the KB
adjust with the integration of new domain knowledge, adapt it to the requirements of the
corresponding multiple domains, and finally realize the integration of a cross-domain knowledge.

- Integration of words in various fields: Merge common words that overlap in the KB of
various fields and classify professional words in vertical fields according to different fields.

— Combination of object classes: To integrate knowledge of the new domain into the existing
KB. Firstly, it is necessary to find similar object classes in the existing knowledge by the
method of object class matching, and then merge. Object class merging is to integrate
multiple object classes together, eliminate overlapping parts and remove inconsistent parts,
so that the new object class is more reasonable and can better express the concept of these
merged object classes.

— Combination of knowledge: In addition to the specific professional knowledge content of
each domain, there is also a part of knowledge that is common to multiple domains. The
general knowledge content in various domains needs to be extracted to form a general KB.
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