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Rand   1V��j� ���_ m�{)RFC 3830() random nonce(  
Rmsg   �!��*MIKEY P��
<�
! )RFC 3830() MIKEY message of the responder(  
Rand()  ��V��j� ���3) random value(  
RSA   9��
?)�� R��E� 2<0?*)1���� p�
0Q ���h*��Y() Rivest, Shamir and Adleman 

((public key algorithm)  
sa, sb   ��G��!� ���7!� C8 t���
�� �<!�A���8 �*�_�  ��G��!� ���7!� C8 t���
�� �<!� =B���8 �*�_�   

)shared secret among endpoint A and GK, shared secret among endpoint B and GK(  
sl  ��8��8 ���*�_ C8 t���
�� �<!�) shared secret among gatekeepers(  

SDP  (*�%!� ��� ��+�,��8) Session Description Protocol(  
SHA1   ���h*��Y!� 6�
�
 9�����)ISO/IEC 10118-3() Secure Hash Algorithm 1(  

SIP  (*�%!� %�Z| ��+�,��8) Session Initiation Protocol(  
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SRTCP  1
	0!� 23�!� ' 6�7
! �4�5�� tD�
!� ��+�,��8) Secure Real-time Transport Control Protocol(  
SRTP  1
	0!� 23�!� ' �4�5� 6�� ��+�,��8) Secure Real-time Transport Protocol(  
SSRC   ���r
!� *%J�)RTP() Synchronization source(  

T   23�!� �
��<��)RFC 3830() Timestamp(  
TGK   ��G��!� ���7!� C8 �+��� %�!�, p�
0�A ��G��!� ���7!�� B) RFC 3830() Traffic Generating Key 

between endpoint A and endpoint B(  
V  �f e��
!� �!��* �)RFC 3830() Verification message field(  

ZZAB   ��H.323 1��7?) t���
� )RFC 3830() dynamic shared H.323 secret ZZAB(  
{ }  ^�%_U (%� �U %_�� ^%_ =�0�) Zero, one or more occurrences(  
[ ]  v*��
Y� �J7�) Optional element(  

5  ��/0'�-�  

�Gu�	� �4�	�, �7!� ' r��8 m�i!� �) vU"G1("�,� = 9�,��0!� ��	5.8� 5.9 ��Gu�	� h��* �

}� (�n�7�� ��
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0�� (*�)� �:�+�,��8 MIKEY����
!� "#� ' �Z�!� *�j�� �<�c� .  
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�
 '���(�HMAC) �*+� 
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72 ������������  

MIKEY-DHHMAC  ������ -���� ��������
���. /  ��"�
#�� 0�"1�2

 $#�%
�� 
%�&� 
����
� ������
 '���(�HMAC)  �*+�
RFC zzzz(  
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���
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4� ������ 
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���"���) 
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! �	G�7!� �!���� �����8 MIKEY)  t<�!�1.6 



 

   �������(2005/09)  ITU-T H.235.7  5

 ���g�!� ��RFC 3830 (�,�0� (*�)� ��+�,�-! #�07, vU (*���!�8 1�
�? : a!b �D!� .MIKEY �!�� #�07, �U �4�	� 
 �74�	� ���>�� �	G��MIKEY . ��G��!� ���7!� 2��+ �b� �� �!�_ ' C
8���� ���
	�� $u�	�� m�i!� $u�	� ���	
�� 1i�7?�

H.323 ��+�,��8 Ri
� 6ZS MIKEY6	0!�8 6�	
<��  . $u�	� ���	
��8 ���? =���_�� 6+ '�OID $u�	�� )%� 
�
	� .�,�0� (*�)� ��+�,��8 Ri
Q ��Y ���MIKEY\>	G 6�	
<�� .  

6  ���"�  

 ���� ���Y ���	
�� ' @��
�� �Zn"' �4�5�� 6�7!� ��+�,�-! 1
	0!� 23�!� "IETF SRTP ����
!� ' ()*��!� ������ ' 
ITU-T H.235 . ����

! ��8�<!� ��	��!� 2��+ 9��ITU-T H.235Y 6	0!�8 @u%�,  6�� TV���!� ()%	
� �0

� ��U ���

 9���
��� ��,�� ���0E (*%G ���	
��8 ��J!� R0SRTP )�%� )
3:� 6V���!� ��G�D� *��Y����� ( �?�3 q���U ��7��
 #�07, `� ��%,SRTP:  

z  ���
��� ��)�� C<�
! eG%, (�0E ���	
�� ������  
z   �?*��� A� ���!� 6�ij
!� 9���SRTPl�Y��  ��+�,��8 �
� ��V��!� TV���!� ()%	
� �?*���� 6�� =SIP.  

  ����� – �������� �	 
��
� �����
� �	� ������� �����
� ��� ��!"#� $ SIP) RFC 3261( �	 !%&'� �
*+'� ��� ,-.�� /
�0�1!
�/  

z   �?��� ���� �� %?r�� RG�,RTCP�  
z   ��h* 1�i? 6�GU 6��D, �
� ��J��RTP/RTCP�  
z   R0S ���h*��Y �j�AES�\�%Z� ^%_U   
z  R0�
!� .�,�0� ���	
��/���<!� �
� C
�G��!� C
��7
! ��V��j	!� ��E �0�n�!� �� ��
j�� 9���
�:� .�,�0�.  

 ���h*��Y �
� ��V��!� .�,�0�� (*�)� %?%[ `� ����� ��Zn =a!b �� \>�G�RSA,�0� ��8��� ����U `� �G��O�8  .�
10?)z ����
!� ' ()%N� 9��
��ITU-T H.235 ��
�
!� ��7�!� �
� ��V��!� R{ .�,�0�� (*�)� ���7�, �-
�� 6���8� =PKI (%�0� 

����7� R{ �����	!� .�,�0�
! ��
�
!� ��7�!� *��
�� �!�_ ' . (*�)� ���� ' L��j�� m��
�:� ���7, ' \��?U @��
�� �Zn�
.�,�0��.  

�#8 2��
�O� ��%7� @�Z� e?�G IETF 1
	0!� 23�!� ' .�,�0�� (*�)� @��� %?%�
! \��?U )�ZF� MIKEY) RFC 3830 .(
 A� \��V>� \��7�8 \���� �#� 1���7
!� .�,�0�� (*�)� @��� 6�Dj�?�SRTP ������ .�,�0� RG�, �
� *)�3 ��� )TGKs ( ����

 $�d `� $�d �� (*�%!� �+�_ .�,�0�T�� `� $�d �� �U/(r03 �
, (r03 . @����MIKEY .�,�0�� (*�)� ��+�,��8 �� 
 ����

! \��G� �	?�� �?�%8 A� ��%7!� ���3O \����7� �
	� �  =�J3U %¡ C
!��* �>Y �� #¢07? ���D!� �� 9�D? �� q�3U

ITU-T H.323.  
�+�,��8 �j7! ��h>!� ���� ������� ����
!� "#� ��G�,� .�,�0� (*�)� �:MIKEY C���7!� ' ()*��!� H.323/H.235 

 TV���!� )%	
� ���� t�) $%W a!b�SRTP . t�) �Z
����8 �DX �
?%8 6V��� ��7� 9�D, %3 ��U £_>�� ���SRTP ' 
 C���7!�H.323/H.235���*%!� �� %?r�� P
�
,� ����
!� "#� �&��7
, : R8�%
!� "#� �D! =.  

)%[� .�,�0� (*�)� �:�+�,��8 ����
!� "#� MIKEY ���g�!� ' $����� ¤Z7
! @�Z0�� s�_ �� �
g�  ��?��8 
RFC wwww ��+�,��8 �U =SIP) RFC 3261 ( @��� 6�	
<? v#!�MIKEY ��+�,��8 ' SDP) RFC 2327� RFC ssss 

�RFC 3264.(  
������� A� ���� .�>� �� 9�7g� ����
!� "#� ��G�,���~! C
0

� C
�
[ C
�7�! ���� :  

z   ()%	
� ��8��8 ���*�_ t�%, (�n�7
� .�,�0� �
� @��, ��~! ��
[ ��78) (��0!� ����8(�  
z  0� �
� @��, ��~! ��
[ ��78 (�n�7
� R{ .�,�)PKI ( (%?%� ��8��8 ���*�_ t�%,) (��0!� ����9.(  
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7  ��1�+��2��� ����3 ����  

Dj!� �u��? 61����
!� "#� �!��7
, v#!� @�	!� �?*�7�<!�  . 9�
�G�d 9�
��� 6�Dj,�A� B ����
!� ' H.323 \��r� 63�� �
� 
�?*�7�<!� �#� �� . �?*��� ��� ���D, 9U �DX 9�
�G��!� 9�
��7!��H.323 TV���!� ()%	
� ��8��8 �U H.323 9U �DX� =

YU ��D�E A� \��7�8 \���� (RY�� 6�Dj,���*¥! �Y� q�
�U �
� �U @h�!�8 ���*O� �
� @��, l� . =a!b `� �G��O�8
���8 �*�_ �¦��!� ���
, 9U m�
0?63�� �
� %_��  .���8 �*�_ )��� �!�_ '� ��G��!� ���7!� A�B 9U m�
0? =%�_� 

H.323 ���7� ��� 6Y%, ������!� �*�T�G %�_�!�  . ��8��8 ���*�_ )��� �!�_ '� ��G��!� ���7!� A�� �DX =()%	
�
H.323�0

� ��8��8 ���*�_ ed�7� ���  . ��G��!� ���7!� 9U l�YU ��_�� �� m�
0?�H.323 `� ���� �� (�E��� 6���
, 

 TV���!� )%	
�� ��+�,�-!� ���	
��8 ����RTP.  

  
 ?@A��1/H.235.7 –+.3���*   

 6Dj!� .u��?2 .�,�0� (*�)� �:�+�,��8 ���	
�� �
� �!:%
! @�� 6Dj8 ���� �?*�7�� MIKEY )%	
� ���� ��+�,��8� 
 TV���!�SRTP . .�,�0� (*�)� �:�+�,��8 #07,�MIKEY C
�G��!� C
��7!� C8 A� B ����

! H.323 �
i,� �

 .�,�0� (*�)� �:�+�,��8MIKEY j
!� .G�J, 6V��* ' ��?��_ ��� ����
!� ' ()*��!� �?�H.245)  6V��*
Terminal Capability Set =Request Mode =Open Logical Channel handshakes =MiscellaneousCommand ( 1��

 `� ��<7!�8 �G�0E -
	,�� �*�)���*�_ (����!�T���!� .  
��_>� *%��  ����
!� ' ��G��!� ���7!� 9UH.323�8��8 9�D, 9U �DX  . 6�ij
!� �0�n� ��G�, 9U =\>�� =�8���!� "#& �DX�

 �
� ��V��!� ������ A� \��7�8 \���� 6�Dj, �!� ���!�SIP . �:�+�,��8 #�07, �¢3�
? : =�!��� "#� '�MIKEY (*���!�8 
 9���! �Z
��, 9U� �:�+�,�-!� "#& q��7�+ @%� 9U �DX �8���!� "#� �D!� �8���!� �
� $�d �� .�,�0�
! �����_ (*�)�

 ��+�,��8 A� $�d `� $�d �� TV���!� )%	
� ���� a!#8 60D,� =��7	�� TV���!� ()%	
� �?*���� C8 ���G $�d `�
SRTP . 1���� C8 ���� l�
<� �
� ���!� 6�ij
!�8 ¤Z7!� �#� .�<?�H.323/H.235 �
� ��V��!� ������� SIP . �J7	!��

� 10�n�!����*%!� �� %?r�� P
�
,� ����
!� "#� L���� 2<�! ��8���!� "#& ���3%!� �0����� �U e�3%!.  
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 �:�+�,�-!MIKEY (�n�7
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_��� "#� %�0, 
 ��!�
!� (r0�!� �� ��G��!� ���7!� C8 1��7?) t���
� ��) �� ()�����8 �*�_ �Z�%§( t���
�� �<!� ()�� T�,�? :� �

 A� 1��7?%!� �:�+�,��8MIKEY C��, ' %�0? �7D!�  ��%7!� �?�j,H.225.0��!�
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H.235.7_F02

� :3�;9��
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z   �
_��� ^%[2 ��%7!� �?�j, *�d ��7gU H.225.0/ ��+�,��8 #�07, *�d�H.245 . ' �
_��� "#� %�0,�
m��0
!�  ��+�,��8 #�07, '�MIKEY) MIKEY-PS �U MIKEY-DHHMAC �U MIKEY-PK-SIGN �U 

MIKEY-DH-SIGN (��7!� C8 C
�G��!� C
A� B p�
0� ��j�� '� MIKEY TGK . ��G��!� ���7!� A��
<,�
MIKEY �
_��� �>Y =\��?U 2 ��+�,��8 p�
0� s?%[ �U p�
0�� q�<_ ()��� #�07, =MIKEY �U %?%�
! 

 p�
0�� s?%[TGK . p�
0� )�	�
��� �� ��%� ��o� ^%� 9U �DX�TGK �
_��� ��7gU \��?U 2.  

1.7   �<+=+�$�> ?�DA�MIKEY E�5 ";3$��� G+���"  

 .�,�0� (*�)� �:�+�,��8 #�07, �DXMIKEY �
� "(*�%!� l�
<�" e���, vU =MIKEY TGK %_�� eG%, �� ��+U �
� 
TV���!� )%	
� . 6�ij
8 ���?�MIKEY �
� "(*�%!� l�
<� " .G�J, ��7gUTerminalCapability.  

 6�	
<, 9U 1i�7?TerminalCapabilitySet ��¨� =h235SecurityCapability 6�	
<, s�_ 
genericH235SecurityCapability ��� encryptionAuthenticationAndIntegrity��
!� ��7!� �
� :  

z   ��¨� 6�
j? 9U 1i�7?capabilityIdentifier m�i!� ��Gu�	� ^%_U �
� MIKEY ��¨� ��� standard�  
z   ���,maxbitRate �collapsing �C

�	
<� R{  
z   6�	
<,nonCollapsing ��!�
!� ����¨� A� GenericParameters �:�+�,��8 #¢07, ��7�_ MIKEY �
� 

"(*�%!� l�
<� "����7�� ���7�!� A��F:  
•  parameterIdentifier : 'standard ����!� A� 0 �:�+�,��8 9U `� (*�E¥! MIKEY �
� #07, 

" l�
<�(*�%!�"�  
•  parameterValue ��7�7g:� (�¢0j�� �!���!� A� )I �U R (MIKEY ' octetString�  
•  supersedes��!�Y 6�, /��
�	
<� R{  

z   ���,nonCollapsingRaw��
�	
<� R{   
z  transport) P�i
!�8 6�7!� ����
	� �U �
�	
<� R{.(  

 �
� 1i�7?OpenLogicalChannel� OpenLogicalChannelAck 6�	
<, :U encryptionSync #07, ��%7� 
 �:�+�,��8MIKEY �
� "(*�%!� l�
<� ." �
� 1i�7? =6���8�RequestMode 6�	
<, :U 

genericModeParameters� ModeElement �:�+�,��8 6�U �� MIKEY �
� �:�+�,�-!� "#� #07, ��%7� 
"(*�%!� l�
<�."  

 �
� 1i�7?MiscellaneousCommand 6�	
<? 9U encryptionUpdate 6�	
<,� =genericParameter ��7!� �
� 
��
!�:  

z  parameterIdentifier : 'standard ����!� ���	
��8 0 q�<_ ()��� `� (*�E¥! MIKEY TGK s?%[� 
CSB �
� "(*�%!� l�
<�"�  

z  parameterValue ��7�7g:� (�0j�� (*�EO� A� )I �U R ( ���octetString.  
z   ���,supersedes��!�Y /�
�	
<� R{.  

 6��S 1i�7?LogicalChannelNumber �:�+�,�-! MIKEY���3 vU �& 9�D, 9U �DX� (*�%!� l�
<� �
� .  
 �
� 1i�7?RequestMode 6�	
<, 9U capabilityIdentifier ' genericModeParameters �� ModeElement �
� 
��
!� ��7!�:  

z   #Y�?capabilityIdentifier m�i!� ��Gu�	� %_U MIKEY ' standard�  
z  maxbitRate� collapsing�C

�	
<� R{ ���,   
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z  nonCollapsing ��!�
!� ����¨� A� GenericParameters �:�+�,��8 #07, ��7�_ MIKEY �
� " l�
<�
(*�%!� "�7�	� ����7� "�7�!:  

•  parameterIdentifier : 'standard ����!� ���	
��8 0 �:�+�,��8 9U `� (*�E¥! MIKEY #07, 
 �
�"(*�%!� l�
<�"�  

•  parameterValue ��7�7g:� (�¢0j�� �!���!� A� )I �U R (MIKEY ' octetString�  
•  supersedes��!�Y ���, /��
�	
<� R{  

z  nonCollapsingRaw��
�	
<� R{ ���,   
z  transport) <� R{P�i
!�8 6�7!� ����
	� �U �
�	
.(  

2.7   ?�DA�MIKEY E�5 ")��*+�� ,���� G+���"  

 .�,�0� (*�)� �:�+�,��8 6�ij, h�� =6���8�MIKEY �
� q��7
!�8 "TV���!� )%	
� l�
<�" e4���? vU �MIKEY TGK 
TV���!� )%	
� eG%, �
� T�G ()%� ����7� (�73 �
� . .G�J
!� ���	
�� 1i�7?�TerminalCapability �
� m��0

! 

 ��+�,��8MIKEY ���	
�� 1i�7? C_ ' OpenLogicalChannel/Ack (�¢0j�� �!���!� 6�7! MIKEY.  
 6�	
<, 9U 1i�7?TerminalCapabilitySet =h235SecurityCapability s�_ genericH235SecurityCapability 

 ��� 6�	
<,encryptionAuthenticationAndIntegrity��
!� ��7!� �
� :  
z   6�
j? 9U 1i�7?capabilityIdentifier m�i!� ��Gu�	� %_U �
� MIKEY OID ��� standard�  
z  maxbitRate� nonCollapsing� collapsing��
�	
<� R{ ���,   
z  nonCollapsingRaw) P�i
!�8 6�7!� ����
	� �U �
�	
<� R{(�  
z  transport) � �U �
�	
<� R{P�i
!�8 6�7!� ����
	.(  

 �
� 1i�7?OpenLogicalChannel �U OpenLogicalChannelAck 6�	
<, 9U genericParameter ��� 
encryptionSync��
!� ��7!� �
� :  

z  parameterIdentifier :' standard m�i!� $u�	� ���3 A� ) ��%F� ����1 ( ��+�,�-! �
8����MIKEY 
����j8 m��0
��  

z  parameterValue ��7�7g:� (�¢0j�� �!���!� A� MIKEY) I �U R ( 'octetString�  
z  supersedes��!�Y ���, /��
�	
<� R{  
z   A�� 1i�7?synchFlag� encryptionSync����7?%!� �	G�7!� �!���� t3* �
�  . ����
!� "#� 6�	
<, :U 1i�7?

h235key!�Y ����|� �
<
� 9�D, 9U 1i�7?� �� . ��¨� 6�	
<? :U 1i�7?escrowentry.  
 ��¨� �
� 1i�7?MiscellaneousCommand 6�	
<? 9U encryptionUpdate ��¨� 6�	
<? s�_ genericParameter 

 ���encryptionSync��
!� ��7!� �
� :  
z  parameterIdentifier : ��¨� 'standard m�i!� $u�	� ���3 A� ) ��%F� ����1( ��+�,�-! �
8���� 

MIKEY����j8 m��0
��   
z  parameterValue ��7�7g:� (�¢0j�� �!���!� A� MIKEY) I �U R ( ��¨� 'octetString�  
z   ���,supersedes��!�Y /�
�	
<� R{.  

 �
� 1i�7?RequestMode 6�	
<, 9U capabilityIdentifier ��� genericModeParameters ����
! 
ModeElement��
!� ��7!� �
� :  

z   ��¨� 6�
j? 9U P�capabilityIdentifier m�i!� ��Gu�	� %_U �
� MIKEY ��¨� ��� standard�  
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z   ���,maxbitRate� collapsing�C

�	
<� R{   
z  nonCollapsing ����
	�
! ��!�
!� ����¨� A� GenericParameters �:�+�,��8 #07, ��%7� MIKEY�  �


"TV���!� )%	
� l�
<� "�7�	� ����7� (�73 6�U ��:  
•  parameterIdentifier : ��¨� 'standard ���
	�� $u�	� ���3 ���	
��8 ) ��%F� ����1 ( �
8����

 ��+�,�-!MIKEY����j8 m��0
��   
•  parameterValue ��7�7g:� (�¢0j�� �!���!� A� MIKEY) I �U R ( ��¨� 'octetString�  
•   ���,supersedes��!�Y /�
�	
<� R{.  

z   ���,nonCollapsingRaw��
�	
<� R{   
z  transport) P�i
!�8 6�7!� ����
	� �U �
�	
<� R{.(  

3.7   ��3�H E�5 I$�1���MIKEY 

 �:�+�,��8 2
�� �b�MIKEY .G�J
!� 6V��* \�	� 9� ' Capability Set/ Request Mode�Open Logical Channel =
 ����
	� �i
,MIKEY �!���!� ' �7��
�� Open Logical Channel 6[�  © �!� .�,�0�� (*�)ª8 ��
	
�� ����
	�� 6�

 C
!���!� ' 6�3 �� �Z�
� ��J��Terminal Capability Set� Request Mode.  
-! �
��D!� ����¨� (*���!�8 #07, : ��G��!� ���7!� 2��+ ��� .�,�0� (*�)� �:�+�,�MIKEY �Z7� \�?U #07, : 68 =) (*��	8�

�>dO� �
� ����
!� "#� ��G��!� ���7!� «	8 t�%, :U �DX l�YU( ��*%3 ��!��!� ��G��!� ���7!� «	8 $�	, : %�G =
MIKEY��!��!� ��G��!� ���7!� %7� ���%��  .�,�0� (*�)� ��*%3 9�j8 m��0
!�8 ���? =��
!�8� .MIKEY 6V��* �����8 
 .G�J
!�Terminal Capability Set.  

� .�,�0� (*�)� �:�+�,��8 `� ��!��!� ��G��!� ���7!� Rj, 9U 1i�7? =�?*���� ��*%3 �
� m��0
!� ��7gUMIKEY �!� 
�Z
��, 9U �DX �!�� �Z��%, .%3 `� ��!��!� ��G��!� ���7!� Rj, 9U 1i�7? =m�i!� �#� e���
!� ��U ��*MIKEY �!� 

�Z��%, . ��¨� '�genericH235SecurityCapability A�, 9U ��G��!� ���7!� �
� P� =capabilityIdentifier �
� 
 m�i!� $u�	� ���3) ��%F� ����1 ( .�,�0� (*�)�� ���� .�>� �
8����MIKEY�
�0��  . \��?U ��!��!� ��G��!� ���7!� A�j,�

 (*�EO� �
� �:�+�,��8 `�MIKEY��7��� ��)��3� �Z
���<! 6�0�� �h�7
!� P�,�
!� P<¡ =�Z��%, �!� l�Y�� .  
 ���	
��8 ��%7!� «G�, 9U ����
!� "#� t�%, : ��!�d ��G�d ���� vU �
� P�ReleaseComplete A�� A� 

ReleaseCompleteReason �
� securityDenied� R{ ��?��8 ��
<, 9U �U ��7��� ����<!� %���3 a!#8 2�¬ �b� �7� .
 (*%3 t�%? : q�
��� 9U P!��!� £_: �b��MIKEY : P!��!� 9U `� �­
§ 9U �DX ��ªG =()�	�� (*%�!� �
� ®�
0
!�8 

 (*%3 t�%?MIKEY�8�
��� .  
 ��+�,��8 (*%3 t�%, : �Z7D!� ����
!� "#� t�%, ��!�d ��G�d ���� vU �
� P�MIKEY `� Rj, 9U �8�
��� 

 �:�+�,��8MIKEY����0�� .G�J, ��7gU �Z
��,� �Z��%, �!�  Terminal Capability Set.  
 ��+�,��8� ����
!� "#� t�%, ��!�d ��G�d ���� vU 6��,MIKEY ����h*��Y �� �7�	� ���+�, t�%, : �Z7D!� =q�
��� 

 ��U ����
	��MIKEY/SRTP)  ��U ����� vUMIKEY( ���YU �!��* =MIKEY )�+ )�������g�!�  RFC 3830 ����0!� =
1.1.5� 2.1.5� 2.1.6.( ��U ����� ��!��!� ��G��!� ���7!� ¯*%, 9U 1i�7?� MIKEY ���h*��Y A� �Z
��,� �Z��%, �!� 

 ��U ����
	��MIKEY/SRTP.  
 6V���! 1�07!� �?��
!� ����
!� "#� ' 6�	
<?H.245�?�j, 6V��* '  ��%7!� H.225.0 �?�j, 6V��* C��, $%W a!b� 

 ��%7!�H.225.0 . 6V���! 1�07!� �?��
!� ���	
�� @%� \��?U �DX�H.245 �?��� ��� 6�� ���	
�� �!��� "#� ' P� �D!� =
 63�� �
� 6��D
!�)IPsec =TLS ( 6V��* C��
!H.245 .' Ri
�� �#� 9�j8 6���0
!� �� %?r�� )�, :�����
!� "#� .  
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 6V��* ����Q �
i, v#!� =A?�<!� 6���
!� ���	
�� ����
!� "#� ' 6�0�� ���H.245C
!���!� ' e07!� ' (*����  
Call Signalling Setup� CallProceeding-to-Connect . .G�J, @�|ª8 ����O� �#� .�<?�MIKEY q��b �
_* ��� 

q�?��.  
�� ��G��!� ���7!� %��
, (��0!� ' $����� ����O�8 .�>�� "#& ��8��15.6 ���g�!� �� RFC 3830 �Z���Q P!��!� @��? �!� =

 .�,�0�� (*�)� ��+�,��8 ��Gu�	Q ��V�3 ���3ª8MIKEY) KMIDs ( ��7gU 6?r°7
!� �� �B�7!� ����%
�:� �� �?�3�
! a!b�
 �(*%�!� 9�j8 m��0
!�) (��0!� ����3.8g�!� ��  ���RFC wwww ( @�	!� %?%�

! �	G�7!� �!���� ' ��V��!� "#� ¯*%,�

MIKEY ��+�,��8 6D! MIKEY@%�� .  
 ��+�,��8 e��
<? =�
��D!� ���)r�� (�7�!� �!�_ '�SRTP 9�j8 m��0
!� t
? C_ ' �"�S� 6+ ' (%_�� (�� =C,�� 

 1���� %_�� p�
0�MIKEY ��G��!� ���7!� C8 1��7?) H.323 . (*�) .�,�0� ��G��!� ���7!� e��
<,�SRTP "�S� 6+ ' 
 R0S (*�) ��Gu�	� e���
8MIKEY p�
0� q�<� (r��
�� MIKEY� SRTP.  

8  �4�2��� 5�
� ���2"6 #������7 5�
� �8����  

�7
�� ���� ���7�, ��*�d� ' #07, �!� ����
!� "#W ���c� ���� �0���� t<�!� �#� �J?T�G �n.  
 6Dj!� .u��?�3 �����+ C8 (r0�8 (r03 �¬��
� *���U )��� m�
0? �?*�7�� H.323 ��f ' H.323) sa� sb� sl( ± ��� �

 1����� Tc� ��U #�07
8 .�<,H.235.1) � 9���
��/6V���!� 6��D, �U ( C
�G��!� C
��7!� C8 �!)��
�� �?�j
!� 6V��*B 
�A���� #�07, 1i�7? = 1����� H.235.1(r0�8 (r03 .  

 ��G��!� ���7!� ' m�
0?�B ' l�Y�� ��G��!� ���7!� A� 23�!� s�_ �� \���<� (�n�7
� 9�D, 9U H.323 =l�YU (*��	8� �
 ��+�,��8 #�07, �DX :MIKEY�74�5� ��?��8 .  

����� –  �2��23�'� �425�� 67+� �-�0� 8� �����
� ��� 9:� $);	 �3%�.��5<	 (��5='� �2>2�?
� @� . ��:B� ��>2?	� C2D �?�� E��F%�
�G�5'� �2?�H 12I� J 
	&
� �425�
� K-D.  

  
 ?@A��3/H.235.7 –�J����� 3��*C� 2� )�K ;L1�> ;L1H +.3���*   

 A?h�, ��+�,��8 9U A3�� `� �?*�7�<!� �#& 1����� ¤Z7!� %7
<?� .�,�0�MIKEY-PS) �¬��
� *���U A� �n�7
�( ' �U =
 .�,�0�� ��0,� ��+�,��8 #07? =1����� @�
!� �<!� �!�_MIKEY-DHHMAC) 10?)z A� 9��
��HMAC ( ��f 'H.323 .

 ��G�,�RFC zzzz 6u�D�? *��}+ MIKEY 6�?#
!� ���� =I.  
 ��G��!� ���7!� P
�, ��%7�B)  %Z MIKEY (� ���7!� ��G��!A)  P��
<�MIKEY( 1��7?) t���
� �� @��? =ZZAB C8 

 C
�G��!� C
��7!�A� B ������� *�d� ' RAS H.225� Setup��%7!� 6�U ��  . t���
� �<+ %	8 ���G �<!� �#� 6�	
<?�

H.235.7_F03

9����� :3�>�E

 
�<���� 
�%���B

H.323

MIKEY-PS �	 MIKEY-DHHMAC

H.323 9����� :3�>�D H.323H.323

SRTP

$#�%
� �#sl $#�%
� �#sb $#�%
� �#sa

 
�<���� 
�%���A

H.323

$#�%
� �#DH�����. ZZAB

H.235.1 H.235.1 H.235.1

�#�#?� @�?� ��A� �#�#?� @�?� ��A� �#�#?� @�?� ��A�

�����. MIKEY TGK
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 e�<�MIKEY �7� e
j? =MIKEY R0j
!� .�,�0� ���� ' EP A� EP B�:� .�,�0�� �n�7
�� R0�
!�  9���
) ' �74��� R{
6Dj!� �#�.(  

 ��!��!� ��G��!� ���7!� %�!�,B p�
0� MIKEY TGK) 1���	!� p�
0�� A3��!� ' ��� ( �7?��!� ��G��!� ���7
!A .
@��, ���7!�  ��G��!�B ��+�,��8 6V��* ��j�ª8 MIKEY �!���!� ' �?��_ *�d� ' 6��D!�8 �Z0
i,� 

OpenLogicalChannel/TerminalCapabilitySet���07!�  .���8 �*�_ �����8 R�<, ���� '� GK E @��? : =�� �*�
!����� �?���� ���*ª8 l�� MIKEY l�Y�� ��G��!� ���7!� `� A ����
	� R0j, vU 9�%8 MIKEY�²�b %_ '  . 1Z7,�

 ��G��!� ���7!�A ��+�,��8 MIKEY ��f ' H.323.  
� 9�
��7!� @��, �#D�� 9�
�G��!B� A p�
0� ��j�ª8 TGK.  

 ��+�,��8 #07?�MIKEY-PS �U MIKEY-DHHMAC C
�G��!� C
��7!� C8 B� A �
� ��J��8 ��& .�<? �  =
p�
0� TGK  (*�%!� .�,�0� q�<_�SRTCP/SRTP . 9:�+�,�-!� e��?�SRTP� SRTCP `� $�d �� (*�%!� .�,�0� 

"#� $�d.  
 ������1 –��� �LM�%  ����� MIKEY ������N
 �	OP
� �27Q-='� ��RSRTP) 1��S�OTU2�F'� ��� TU2�F'� ���I� T��	 V� ( �	 �&W�

 X�+� �202�0MIKEY.  

 �F�	� ' ��j78 ��8���!� ���*��� �*�j, :�MIKEY 6V��* �!�_O 6_�� 9r}�+ �
�	,� MIKEY��
i�� .  
�%7!� ��j�� �!�_ ' 6g���� ����O�� ��G��!� ���7!� �� *)�J!� �A ��G��!� ���7!� 9U *��
�� �
� K+�	�� "�S:� ' A 1� 

 ��G��!� ���7!�� %Z���B%J��� 1� .  
 ������2 – �?�
� ����% 3 Y12Z �	 �H2�'� X�+�
2� ��!5
� �%��� [\�] ^D� _2`%� )�2012Z (a���X�+� b�!�  .T��� �H2�'� X�+�
� �c�� J� 

 ��!5
� �%��� �d201 �0��H.225.0) SetupV� T ( �2e �7f g�I h� g�I �	H.323a��� Y12Z 2�X+% b� b��  . ��%��
� �i>�II jPIP
 
 �27=�0� ��F�� 6�f�� k
� �2?Hl� K-DH.235.4E��
� ��m .  

 ������3 – �������� �7=�+% MIKEY-�0�� �	l� �������� �7f no�
� �PW+	 6��2F'� p1��� �
201 ��F5� p�2D� �	 �%27B� b27`
 � .
 _2��+> ^dP	 �q K-D _2��o� �5	�&�	 ��M�.
� r235
� �2��23�	 b�?� b� s
\ ,-.�%�)�
�3=	 ��!Z �7f .( �	�&�
� ��� t�3u �?v w>� !3�='� �	�

� �	�&� �������� �� _2%�!% �-x?y�	 ��5	O �2��23�	 �27=�02� ko�
� �?��
)NTP RFC 1305_Pz	  .( _25?{ Tw��\ !| Tko�
� �	�&�
� b�?% b� }��5%�
 b2��3F
� �i>� /�ol� K-D �G�5'� �2?�H J4.5� 3.9 �3�~�
� J RFC 3830.  

 ������4 – �������� �	 p�?�'� p�!=�'� �d20�
�� �%�+
� �!�
� ������� K��% $ MIKEY-DHHMAC .�!�
� b2� �\�� �d20�
�� �%�+
� 
 ��M�.
� r235
� �7=�+� $� }��5% �d!5D ���-.	 p�?�'� p�!=�'�MIKEY-DHHMAC ��Zl2� �� MIKEY-PS.  

 ������5 ! a��� Y12| �%125�+
� N�=%������
� �2012B� �	 �!=� �xz7'� �%125�+-
 ��2� �
2Z �3M !Z��  . 81��`
� �	 ��
 �
2B� ��� J�
 C2�3
���M�.
� �.35
� g2���2� 
a���
� Y12"- �d201 �.0��� !�=�
� LCF/LRQ. 

 6Dj!� ' )*��!� �?*�7�<!�8 T�,��� 6V���!� eG%
8 e
	
? ���G 6���0
!� �� %?r�� 1
? ���G )�?3 �?*�7�<!� �#� m�
0?� =
���8 �*�_ ��f ��� ��+U �U H.323 6V���! 1�07!� R�<
!� l�� s�_ H.245��  �H.225.0A?�<!� �%�!� e��?� .  

 ������6 – _2`%� �H2�'� X�+�
� �
2Z tM!�
� �2..� }.�� )a��� Y12Z �	X�+� b�!�  ( ��!5
� �%��� �d201 ��2�� 2��M ^�%H.225.0 p�H2�	 
 2�-0�% b� b�� ��M�.
� r235
� @�B�a���
� Y12 ��%��
� �i>� TII.  

� ' $����� ����O� ³j7? $�d `� $�d �� t���
� �� (��0!� "#ZZAB C
�G��!� C
��7!� C8 A� b ' H.323 ��7gU 
 �
_���110?) p�
0� ��0,� ���	
��8 a!b� z9��
�� . ���3� 6��<, *�d ��7gU ��?��!� "#� e��,�RAS ' H.225.0 '� =

 6V��* �)��, ��7gU =()%	
� ��8��8 ���*�_ )��� �!�_LCF/LRQ .	
<?�10?) t���
�� �<!� 6�z 9���
�� p�
0�+ 9��
��
��%7!� ���d ��
<?� $�d `� $�d �� . ��+�,��8 #07?�MIKEY-PS)  �UMIKEY-DHHMAC ( ��7gU 6J07� 6Dj8

 �
_���2 *���U ��j�ª8 .�<? �  ��%7!� ��j�� �>Y MIKEY@��,   (�7�!� 6�U �� ��%7!� �
��!����.  
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 6�?#
!� �J?II ����O�  ����� ���	
��8 v*��
Y:�� 6?%�!�DRC1 ����

! H.235.4 �¢D�
? s�¡ ������!� �*� %�!�, �� 
 C
�G��!� C
��7!� �
� �	?h�,� t���
�� �<!�A� B.  

 6Dj!� ' )*��!� T�}�� .u��?4 1����� T}
! ���� .�>� \��?U H.235.1 �����8 �!���!� ��*�d� ' ��5, �!� 
)��
�:�6��D
!�� 9� .(1����� Tc� ��U .�>� T�G 9���
�:� *��Y e��? ��%7� \>g��
� 9�D? 6V���!� eG%, 9U %�8)  R{

6Dj!� ' �74��� .( (�0E P<[ : =�!��� "#� '�HMAC �r� �
� 68 �Z
�+�8 �!���!� �
� )ClearToken 6Y�) 
CryptoToken ( �!���!� ��H.225.0/RAS.  

��� .u��?� ��G��!� ���7!� �!�_ 6V���!� eG%, �B)  %Z MIKEY ( ��G��!� ���7!� P
�, 1��A)  P��
<�MIKEY (
 A?�<!� �%�!� ���	
��8) 6Dj!� ����4 .( 9�
�G��!� 9�
��7!��A� B ' H.323���8 �*�_ l%! 6��<
!�8 9�%�,  �����8 

 �!���!�RRQ ��Z_�
0� �J� 9��%�,� DH) ga� gb .(!� 6�	
<,���>	 ClearToken) !� �����>	 
CryptoHashedToken (10?) p�
0� �J� ���*Oz 6V��* �)��, ��7gU 9��
��RRQ� ACF . :U 1i�7? P�<!� �#&�

 ��¨� 6�	
<8challenge. 
10?) p�
0� �J� ��́<�?z ' 9��
��dhkey �� �r�+ ClearToken . 6�	
<?ClearToken m�i!� $u�	�  OID"TG" 

)���� (��0!� 5.8 ( m�i!� $�	� �� \:%8"T "ClearToken `� �&��	
�� v*�� "#� ���� .�>� 9U `� a!#8 \�Rj� =
 P���H.235.1 . £0
�������!� �*��
�<� ��G��!� ���7!� 2��+ ���d p�
0� �J� 6D8  . ���8� ��G��!� ���7!� #07, ��%7��

� �0�0Y 6��<, ()��� ���	
�� �U 6��<
!� 9h�!)re-RRQ .(10?) p�
0� �J� ¯�*)� @%� �Z�
� 1i�7?z9��
�� . 1i�7?
� 9U `� (*�EO������!� �*�"#� ���� �0���� t�%? .  

 ��G��!� ���7!� ���[B ��G��!� ���7!� `� ��%� ����, A �� ����!� P
�,� ������!� �*� D) ARQ .( �!���!� �
� 1i�7?
ARQi!� $u�	� 6�	
<, 9U  m�TG ' ClearToken . m�i!� $u�	� 6�	
<? 9U 1i�7?�"TG " 6V��* A�B ' �#�RAS 

 'ClearToken.  
���8 �*�_ t�%? 9U �DX �7D!� �
<
<
�� (%?%� ��8��8 ���*�_ �?*�7�<!� 1�i?%�_�  . ��G��!� ���7!� $�j
+� t
?�

 (��0
! \��G� (%�	�!�1.8 ����
!� �� H.323" 
Y:� �?�j
!���!��!� ��G��!� ���7!� �����8 v*�� " ���	
��8 a!b�LCF/LRQ .
10?) p�
0� �J� �
� �W 6J[� %�	�!� �*��� ���7� A3�� *%J�
! ��G��!� ���7!� �W )%[ �!� ��?��!�8 ���� e
	
?�z

 �� 9��
���G%Z
<�� ��!��!� ��G��!� ���7!� . ¯�
_� �b��������!� �*� E3�� %?%[ `�  ���*ª8 @��? =%�	�!� �*��� ���7� A
 �!��*LRQ . $u�	�� 6�	
<? :U 1i�7? =)%	
�� ���*O� �!�_ '�generalID ' CryptoToken �!���!� ' LRQ . �b��

 �*��� 9�+D �!���!� %�	? ��ªG =.�>�� "#� t�%? : LRJ . �!���!� %�	? ��ªG =:��LCF10?) p�
0� �J� �7��
� z
��
�� ��G��!� ���7
! 9A . )�? ±������!� �*� E �!���8 ACF10?) p�
0� �J� ���
, z ��G��!� ���7
! 9��
��A ] �b�� =

 (%�	�!� ��G��!� ���7!� �� �Z	3� @ %?%[ �� �D�
?A �!���!� ()��ª8 @��? #V%7� =ARJ.  
 ����

! \��G� ��8���!� ���*��� �� C
7g� C8 ��J,:� �4�5?H.235.1 ITU-T . t���
� �� �<�, m�
0? =�?�i!� "#� e���
!�

 ��
j�sl . �!���!� 2��+ ���LRQ t���
�� �<
! �DX : =)%	
� A?h�, �!��* ()�� -
	, ��8���!� ���*��� C8 sl 9�D? 9U 
� 6Y�) ����f �����8 t���
� �<8 e
	
? ���� 9U m�
0? �D!� C7g� C8 \�¬��
� \��� ()�� ���*��� �� �7D  �8��

��8���!� .*%J�
! 9���
��8 .�<? :� ���	!� �!��� ' *��
!� ����D�� �� m��
G:� �#� %��?� . ��D�E 9U %�
	�� �� 9U R{
�!���� ��7��� )�%��� )���!� "#� ���, a!#!� =\���| �G��	�� ��8���!� ���*��� �� 6�¦� )%� �
� 6�
j, �µj7�� ..�<?� 

 "#� 9U R{ �)���!� "#� �
� P¶
i
!�8 1�3�!� A�3�
!� �����8 ��8���!� ���*��� C8 )%	
�� A?h�
!� ��b �:�J,:� C��,
���*%!� �� %?r�� P
�
, �!�<��.  

 ��G��!� ���7!� 6J[B10?) p�
0� �J� �
� z ��G��!� ���7
! 9��
��(ACF) A . �!���!� ���
, 9U 1i�7?ACF �J� 
0�10?) p�
z ' �8�
��� ��G��!� ���7
! 9��
��dhkey 1����� Tc� ��� ClearToken ' H.235.1 �#� 6�	
<?� =

 m�i!� $u�	� (RY��"TG " m�i!� $u�	� K�!�"T ." l�Y�� �:�¨� A�B ��
, 9U 1i�7?�ClearToken �� 1� ��+ 
"#� ���� �0���� 6�U.  
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 ������7 –
� r235
� �7=� }F%� U2�F	 9:> �	 ��M�.�����!5
� ��7�� ��W+�
� p!	 ���I _25�20 b�?% 8�
� b27-�� . ��� N�=% $� }��5%�
}F%� 6��2F	 g2:>� ��M�I �.3> �� t�.� ��Z 
	l� ���+'� K-D 9=f ��2z� ��������3�3Z ��d���D b27-��.  

� ��V��j� ���3 ��G�, 9U 1i�7? ��G��!� ���7!� 9U %�8 ��b (%?%512 �
8 ) vU64���|U  ( 6Y�)challenge v#!� �,�b 23�!� ' 
10?) p�
0� �J� ��G ��G�?z (��0!� ���� =�W ��c� 9��
��3.2 ���g�!� �� RFC 2631 . t�3�challenge �
� @��, "#� 

10?) .�,�0� %�!�, 9�D? 9�8 .�<,� =��%7!�z� =1
	0!� 23�!� ' ��V��j� ��?��8 9��
��q�
��� ��7!� �
.  
 *%J�
! ��G��!� ���7!� 9�D, #V%7�B q�<_ �
� (*)�3 gab  1��7?%!� t���
�� �<!� ±ZZAB �����8 challenge 

 %7� ³E�7!� ¤,�7!� A� =1V��j�MIKEY-RRF (gab , 0x12F905FE || challenge))  �� ����0!� ����2.1.4 `� 4.1.4 ' 
RFC 3830 .( 9�D?�MIKEY\�*)�3  R0�
!� ���
E� �
� )Me ( 9���
�:� .�,�0��)Ma ( ���	
��8MIKEY-PRF)  ����
 �� ����0!�2.1.4 `� 4.1.4 ���g�!� ' RFC 3830.(  

 �
_��� �>Y�2 *%J�
! ��G��!� ���7!� %�!�, 9U 1i�7? =B \�%?%� \�_�
0� MIKEY TGK  �!��* ��j�ª8 @��, ±MIKEY I =
Imsg ��+�,�-! \��G� =MIKEY-PS ���	
��8 Me� Ma��
E� �DX ��+ �� (*�) .�,�0� SRTP p�
0� �� \�3>��� TGK 

 (��0!� ' $����� ��7!� �
�3.4 ���g�!� �� RFC 3711) ��DE�� ' �74��� R{.(  
 �!��* 9�D,�MIKEY I_message\��7�7g� (�¢0j� .  

 *%J�
! ��G��!� ���7!� 6�
j, 9U 1i�7?B� �
� \��V�) J �Z_�
0� �DH ' dhkey ' ��>� ClearToken \��?U .�<? �  =
��8���!� ���*��� A� �E���� R�<
!� ¯b�� t�%8 .!� ¯*%, 9U 1i�7?���>	 ClearToken �!���!� ' Setup 6��, 9U 1i�7?� 

 �7?��!� ��G��!� ���7!� `�A .���8 �*�� 1i�7? 6��? 9U R�<
!� ClearToken4�N�  �!) 6V��* 6?%	, 9�%8MIKEY ( `�
��!�
!� (r0�!�.  

 %J��
! ��G��!� ���7!� P<[ #V%7�A ���3 gab 1��7?%!� t���
�� �<!�� ZZAB �� \�3>��� MIKEY-PRF   
(gab , 0x12F905FE || challenge))  ����0!� ����2.1.4 `� 4.1.4 ���g�!� �� RFC 3830.( �0�n�!� .�<,   

MIKEY-PRF���G  R0�
!� .�,�0� q�<¡ %	8 )Me ( 9���
�:� .�,�0��)Ma ( ���	
��8MIKEY-PRF)  ����0!� ����
 ��2.1.4 `� 4.1.4 ���g�!� ' RFC 3830 .( .�,�0� L���
�� �DX #V%7�TGK�!4�N� .  

 p�
0�� �� \�3>����TGK %J��
! ��G��!� ���7!� e
j, 9U �DX =A (*�) .�,�0� SRTP7!� �
�  (��0!� ' $����� ��
3.4 ���g�!� �� RFC 3711) ��DE�� ' �74��� R{.(  

 ��G��!� ���7
! �DXA �!��* ��, 9U R_ =�
g�  Rmsg ��G��!� ���7!� P
d �
� ��78 :� a!b 6	0, 9U A��
<, : �Z7D!� =
B (*���!� %7� �U )DH .( �!���!� "#� �4�[�R_ �!��* ' CallProceeding-to-Connect message (CP/C).  

 �!���!� 6��,CallProceeding-to-Connect ��G��!� ���7!� `� B.  
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 ?@A��4/H.235.7 M  ��K�0�� �0���� ;�,��� 8�N�B ��K�0�� �0���� A) P�+> Q3�R �0*�+> S����� (  

 2�MIKEY-PSU*����� V���  

  
 challenge:= rand() 

ZZAB = MIKEY-PRF(g
ab 
, 0x12F905FE || challenge) 

Me := PRF(ZZAB, ...),  Ma := PRF(ZZAB, ...) 

TGK := rand() 

I := HDR, T, challenge, [IDB], {SP}, ENCMe(TGK) 

Imsg:= I, MAC(Ma, I) 

MIKEY 

  
 ?@A��5/H.235.7 M  V���� U*����� �7���MIKEY ��K�0�� �0���� �0*�+> B 

  
  

H.235.7_F04

H.323 H.323

$#�%
� �#sl  $#�%
� �#sb

a:= rand() RRQ("TG", gb, 

HMACsb(RRQ)) 

B�
��TGK�����. $#�%
�

b:= rand()

�� ����� ���	
D 

H.323

g
b

 $#�%
� �#sa

g
a

RRQ("TG", ga, 
HMACsa(RRQ))  

RCF("TG", HMACsa(RCF)) 

 
�<���� 
�%���A

 CH.323  

D�E B�
��MIKEYF�����. $#�%
� 
0�%�
#� B�
��MIKEY�����. $#�%
� 

 
1;���1

RCF("TG",
HMACsb(RCF)) 

ARQ("TG", ID
A
, 

HMAC
sb
(ARQ)) 

ACF("TG", ga, 
HMACsb(ACF)) 

Setup("TG", Imsg,
gb, challenge, 

HMAC sb(Setup)) 

Setup("TG", Imsg,
gb, challenge, 

HMACsl(Setup))

CP/C("TG", Rmsg,
HMACs1(CP/C)) CP/C("TG", Rmsg, 

HMACsb(CP/C)) 

 ����� ���� 5

ARQ("TG",HMACsa(ARQ)) 

ACF("TG",HMACsa(ACF)) 

Setup("TG", Imsg, g
b
, 

challenge, 
HMAC

sa
(Setup)) 

CP/C("TG", Rmsg,  
HMACsa(CP/C)) 

 ����� ���� 6

LRQ("TG", HMACs1(LRQ))

LCF("TG", ga, HMACs1(LCF))
g
a

 
1;���2

 
�<���� 
�%���B

CH.323  

 �#H.323�����. $#�%
� ZZAB=MIKEY-PRF(gab, 0x12F905FE || challenge)F

����������	
E
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ZZAB = MIKEY-PRF(gab , 0x12F905FE || challenge)

Me := PRF(ZZAB, ...)  Ma := PRF(ZZAB, ...)

retrieve TGK

Rmsg:= HDR, T, [IDA], MAC(Ma, Rmsg || IDB || IDA || T)

MIKEY

  
 ?@A��6/H.235.7 M  V���� U*����� �7���MIKEY ��K�0�� �0���� �0*�+> A 

  
1.8   !��	 !�W#H.323  

!�+�,�-
! �!���8 £0
[ ��7	�� ��G��!� ���7!� 2��+ �� CMIKEY� SRTP��o¥! ��Y ����� )��� 1����� �� = . )*�?�
 6Dj!�7 ��G��!� ���7!� ��o� �!�_ ' 6V���!� eG%
! \:��� B)  %Z MIKEY (C	� ��%7! . \��G� \����U eG%
!� 9�D?�

(��0
! 5.8 ����
!� �� ITU-T H.323"  *��!�E –��%7!� ��o� ."  
����� – ����� ���	
 7���
  �������� ������� ������� ������ ���� �!�� "�� ���#� $%& �
'��()*� +�,�-*� . ������ /0	(�� 12 3!	�
 %4/�5

 36789� :�(;<� �������DH) a >2 b ( :�(;<� @8->DH 3�7A0�� )ga >2 gb (��B
2.  

�� �DX ="#� ���� �0���� �� \>�
<� C	� ��%� ��o� ����� 9�+ ��� ���� �0���� �
� e��7� m�i
! $u�	� vU ���	

 �7��D!�)H.235.1 =H.235.3( 6Dj!� Rj? : ± ��� �7m�i
! $u�	� vU �
� .  

���8 �*�_ l%! \�)%f ��G��!� ���7!� 2
�� �b��10?) (%?%� .�,�0� �J� %�!�, #V%7� 1i�7? =z9��
�� . ��i!� 9U %�8
vU ' v*��� R{ 6��D!� 6��<
!���%7!� ��o� )�¨ $���!� �� $�n .  l%! �
�<� ���, 9U ��G��!� ���7!� �*�3�� �*�

����!�10?) .�,�0� �J� ���	
�� �
���� �DX =z����D<!� 9��
��.  
��,��� ����
	�� ��G��!� ���7!� %	�
<, 9U 1i�7? =q��<�:� e��? ]� �
�<� ��G��!� ���7!� �Z�G ���, �!� �!��� '� ��%7!�8 �

10?) .�,�0� �J� a!b ' �Q =P<�Gz =�7?��!� 9��
��challenge .�,�0�� =MIKEYX Me� Ma� TGK ����
	�� 
 (*�%!�SRTP�
J!� ��b .  
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 ?@A��7/H.235.7 M  ��K�Y �0��� 8�N�B!��	 �Z��   

2.8   [��1�� \��R ;,�5#TGK ��LR ].�^$ CSB 

�8 t�%? ��+�,�MIKEY p�
0� q�<_ ()��� \��,�b TGK� / ���
	� s?%[ �UCSB . "#� �0���� 6�	
<, 9U 1i�7?�
 ����� ����
!�MIKEY-PS (��0!� ' )*��!� 5.4 ���g�!� �� RFC 3830 (��0!� .�<, =@���� �¸ @�
!� �<!� �!�_ ' �U =1.3 

 ���g�!� ��RFC zzzz p�
0� s?%�
8 m�i!� �#& TGK3  p�
0� 6?%	, 9�%8 l�Y�� ����
	�� s?%[ �U �V����� 6�TGK.  
 p�
0� q�<_ ()��� ��!� %�0,�TGK ��r_ s?%[� CSB�²�b ��7��� ����<!� P��Q ����7�� ���7�!� �� ��r_ �?�� '  .

 ��+�,��8 #�07
8 ���? =m�i!� �#� e���
!�MIKEY t���
!� e�<� )6��D!�8 ($����� ��7!� �
� (��0!� ' 8 6�U �� 
T�G `��� ����7�� (�7�!� . ��7��� ����<!� ��!� e��, ��_: ����7� (�73 vU �
� 1i�7?�MIKEY p�
0� �U �²�b TGK 9U =�,�b 

 s?%[ ��!� 6�	
<,CSB p�
0� q�<_ ()��� ��!� 9�%8 TGK $u�	� �
� (*�EO�8 a!b� (��0!� "#� ' ()*��!� CSB 
#_ A� *%J�
! p�
0� s?%[ �����8 $TGK . R0S ��*�) �U ����7� ���73 ��j�ª8 a!b .�<?�MIKEY ��+U ��?��8 

 ��+�,�-! @�
!� #�07
!� �8 .�<? �  ��!�	GMIKEY����7� (�73 6D! .  
 p�
0� q�<_ ()��� 6V��* ��
i, 1i�7?MIKEY TGK s?%[ 6V��* �U CSB ' R<,� MiscellaneousCommand 

��* ��� �!Facility . T��?�tokenOID!�8 ��c� ��>	 ClearToken �
� "TG."  

H.235.7_F07

����������	E
H.323 H.323

$#�%
� �#sl $#�%
� �#sb

B�
��TGK�����. $#�%
� MIKEY)( 

H.323

 $#�%
� �#sa

 
�<���� 
�%���A

 CH.323  

�#H.323�����. $#�%
� ZZAB= MIKEY-PRF(gab, 0x12F905FE || challenge)F
D�E B�
��MIKEY �����. $#�%
� MeF

 0�%�
#� B�
��MIKEY�����. $#�%
� Ma

Facility("TG", ESC, 
HMACsa(Facility)) 

ReleaseComplete("TG", 
HMACsa(ReleaseComplete)) 

.���
#�:  
challengeString, ZZAB, g

b, 

Me, Ma,TGKBA 

DRQ("TG", HMACsa(DRQ)) 

.���
#�:  
a, ga 

Facility("TG", ESC, 
HMACsa(Facility)) 

DCF("TG", HMACsa(DCF)) 

Facility("TG", ESC,
HMACsl(Facility))

Facility("TG", ESC,

HMACsl(Facility)) 

ReleaseComplete("TG",
HMACsl(ReleaseComplete))

Facility("TG", ESC, 
HMACsb(Facility)) 

ReleaseComplete("TG", 
HMACsb(ReleaseComplete)) 

.���
#�: 
challengeString, ZZAB, g

a, 

Me, Ma, TGK 

DRQ("TG", HMACsb(DRQ)) 

DCF("TG", HMACsb(DCF)) 

.���
#�:  
b, gb  

�� ����� ���	D

 
�<���� 
�%���B

 CH.323  

Facility("TG", ESC, 
HMACsb(Facility)) 
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 ��+�,��8 #0� �b�MIKEY �
� "TV���!� l�
<�" ��G��!� ���7!� )%[ 9U 1i�7? =B ()��� e���, C	
? �!� ����7�� (�7�!� 
 p�
0� q�<_TGK� �Z�
� / s?%[ �UCSB . ��G��!� ���7!� 6�	
<,�A P��
<�� �Z0��8  \��?U

MiscellaneousCommand  'Facility �!��* R�<
! MIKEY R_message) �%�� 9�.(  
 p�
0� q�<_ ()��O�TGK)  6Dj!� ����8( *%J�� �Z0��8 ��G��!� ���7!� %�!�, 9U 1i�7? =MIKEY \�%?%� \�_�
0� TGK.  

 ��G��!� ���7!� %+5, 9U �DX�A
0� q�<_ ()��� �!��* P��
<�� �Z0��8  p�TGK P
d �
� ¹��78 (*���!� %7� �S�7!� 
 ��G��!� ���7!�B . ��G��!� ���7!� @��,�A 6V��* ��j�ª8 R_messages �!��* ��� Facility ��G��!� ���7!� �¸ A.  

 s?%�
!�CSB �!��* 9U ��7�
��8 ">�U )*��!� ����¥! 6g�  ����O� -
	? =MIKEY p�
0� ���
, :U 1i�7? TGK.  

  
 ?@A��8/H.235.7 M  ��K�Y �0��� 8�N�B[��1� ].���> _+��   

����� – ���C��� D(0� Facility ������� ������ /�EF(� A ������� ������ /�5 B ������ G	�H �I
 �� ���J K L7C �
'>�M G��� 3N> �
'��()� 
 �������B O�P ���C' ��B
2 R_message MIKEY  �
�' ��C�7QV K MIKEY HDR.  

 p�
0� q�<_ ()��ª8 P��
<�� a<| �!�_ ' ������� �?U ����
!� "#� )%[ :�TGK� / s?%[ �UCSB "#� 1�
�,� �
���*%!� �� %?r�� �!�<��.  

3.8   ��1��� �.����� U5,H.245  

 #�07, 1i�7? =�� (*�) ��7gU l�YU ����7� ���73 �G��� ���� ��
3� �b�� ' )*��!� 1�07!� �?��
!� q�
�UH.245 �Z�G R<, �!� =
 6V��*H.245 �!���!� ' ���07!� Facility.  

H.235.7_F08

����������	 
E

���� 
�%��� 
�<B 
CH.323  

H.323 H.323

$#�%
�� �&��sl $#�%
�� �&��sb

B�
��TGK�����.  $#�%
� 

H.323

 $#�%
�� �&��sa

D�E B�
��MY �����. $#�%
� Me�

0�%�
#� B�
��MIKEY �����. $#�%
� Ma

Facility("TG", Imsg), 

HMACsa(Facility)) 

Facility("TG", Rmsg, 

HMACsa(Facility)) 

Facility("TG", Imsg),
HMACsl(Facility)) 

Facility("TG", Rmsg,
HMACsl(Facility))

Facility("TG", Imsg), 

HMACsb(Facility)) 

Facility("TG", Rmsg, 
HMACsb(Facility)) 

] I�J�
#�TGK[  
R:= HDR, T, [ID], V  

Rmsg:= R, MAC(Ma, R)  

TGK:= rand(), 
I:= HDR, T, [IDB], {SP}, [ENCMe(TGK)

Imsg:= I, MAC(Ma, I) 

�� ����� ���	 
D 

 
�<���� 
�%���A 
 CH.323  
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4.8   ����`3�+�SRTP  

 ���h*��Y ��7��� �0����� "#� 6�	
<,HMAC-SHA1-32 9���
�� t��� ��d A� (*�
��� n_tag v��<? 32 "*��
��8 �
8 
 ��+�,�-! P�i
!�8 9���
�� ���h*��YRTP . ���g�!� ' ()%N� a
, *��{ �
� l�YU 9���
�:� t��� ���dU t�) 1i�7?�

RFC 3711 ��7��� ����<!� �����8 �o�j8 m��0
!� 1i�7? ��+ MIKEY�����
_>! \��G� .  
5.8  I�D�� ��Ka��� ����H  

"TG"} ����
!�itu-t (0) (0) h (8) 235 �	��!� (0) 3 70{  
 

 `� Rj,��>� ClearToken 1����� T}
! 
H.235����
!� "#� ���� '  . $u�	� Rj?�

 t���
�� �<!� 9U `� \��?U �#� m�i!�ZZAB 
 �0�n�!� �����8 \��?U P<�MIKEY-PRF. 

  

9  ��� ���� ��	
�� 
������� ���� ���� ����
�  

�, ��*�d� ' #07, �!� ����
!� "#W ���c� ���� .�>� (��0!� "#� �J,>!� ���� ���7 v�n�7, . ����D�� �?*�7�<!� �#� .�
?�
-+U ¯*%,.  

 ����� �����+ )��� 9�D? : %3)��8��8 ���*�_ vU ( p�
0� m��
�� �
� (*)�3MIKEY TGK� / (*�) .�,�0� �U
SRTP\��V�) ����� = . 6Dj!� �u��?�6 1���� p�
0� ��
[ ��7�! �?*�7�� "��)U )PKI( .�,�0� ��j�O  �����SRTP �� �
��+ 

$�d `� $�d.  
�����
G:� : C
���0!� C
��7!� �

+ 9U m�
0?A� B %�
	� 1���� p�
0� a!#+� \����JY \�_�
0� 9�D

| )Cert .( %�8

 ��G��!� ���7!� 9UA� ������!� �*� E ��G��!� ���7!�� B� ������!� �*� D t���
�� �<!� �¬��
? 9U �DX )*�%��/�6Dj� ( '
 6V���!� 2��+ �b� �� �!�_RAS ��%7!� �?�j,� H.225.0 �����8 �74�5� H.235.1 . ��G��!� ���7!� 9U \��?U m�
0?�A ���7!�� 

 ��G��!�B ��+�,��8 #�07, �DX : a!b $>Y� =P��7� �¸ �
� \��
3� C
7��r
� MIKEY�7�� ��?��8 .  
9���
�:� �!��* h�¼� �DX�/ 6��D
!�(r03 t���
�� �<!� ���	
��8 ���z 6�Dj
!� e�<� (r03)sa� sb� sl ( ���� TY �0�����

 1�����H.235.1 ��
[ ��78 A� =t�U ��?��8 �U =PKI �7��&� ���� .�>� A� ����7?) �¬��
� *���U ��j�O H.235.3.  
  

  
 ?@A��9/H.235.7 M b# c�Y B� +.3���* ������� ������ 8����*�> c�Y PKI) ;,���� ��>�+> ��*3�R(  

 9�
�G��!� 9�
��7!�A� B ��+�,��8 9�#07, MIKEY-PK-SIGN ��+�,��8 �U MIKEY-DH-SIGN  =$�d `� $�d ��
 p�
0� ��j�ª8 ��& .�<? � MIKEY TGK (*�) .�,�0� ��G��!� ������ p�
0�� �#� �� \�3>��� P<[� SRTP.  

H.235.7_F09

����������	E H.323H.323H.323

SRTP

 
�<�K 
�%+A

H.323 

$#�%
� �#)�����.(sl �����. $#�%
� �#ZZAD  �#�����. $#�%
�ZZBE

SKB,certB

MIKEY-PK-SIGN�	 MIKEY-DH-SIGN


��L2 @�	 
����� 
 H.235.3  


��L2 @�	 
����� 
 H.235.1 �	 H.235.3 


��L2 @�	 
�����  
 H.235.3   

 
�<�K 
�%+B

H.323 

SKB,certBSKD,certDSKA,certA 

�� ����� ���	D
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�� ����1 – R7E7�>�Q K7(�
 MIKEY-PK-SIGN ���S'�7) ��5 �A4���� T���;<� U'�V
 ��	��(� RSA.  

 ������2 – ������ R�A0(C� 12 /EW<� �� PKI �X�Q Y� �B�2 7Z ��5 @��(
 H.323 ��Q�7	�� ��C'�#� �� V/5 ���� /�7
 "�� ���0�� 
[\�> UV>/]� ��(,(�� ^	�� �� _����(��QU�`��(<� ��\� ������ R�A0(C�Q ���'/� �.  

 ������3 – R7E7�>�Q Y� ��	<� a�C7��> Y
���� �/	�� bQ YAc�Q �67
 * MIKEY-DH-SIGN . ��	<� a�C7��> Y
���� �/	�� G-�E �I
>
 ������� ������ �A0(�� *2 3!	�
 %4/�5 bQ7���MIKEY-DH-SIGN �Q MIKEY-PK-SIGNL�J\�Q .  

%�, 6Dj!� ' ()*��!� 6V���!� eG%, 9�j8 6���0
!� �� \�%?r� ��!�
!� ����0!� @9 . ()%	
� ��8��8 ���*�_ �?*�7�<!� �#� �u��?�
 ��f ���H.323.  

*�_ )��� ��!�
!� ��DE�� m�
0,� R�<

! ���8 )R�<

! ���8 �*�_ ¯b�� ( 6V��* 6��, s�_H.235 ��� e0� ' 
H.225.0) A?�� �%8.(  
 ������4 – ����d ��!�  ��B
2 �e�	<� f��(�� ���J O�/(�� ����d 3�!�)g�7Q h'�J Y�f��� 1>/Q  ( �4�C' RV�	� �N'�H
 K L�i

 ��/��� �
7��H.225.0g�7Q h'�J j2 ���C�
 12 1>/Q b(������ b(����� bQ U�e�	� ��
��Q .  

 �7��&� ���� .�>� \��?U 6Dj!� �u��?�H.235.3 6V��* C��, l�� s�_ RAS 6��D!�8 ��!��� )6��D
!�� 9���
�:� (
�?*��
Y:� ��)�Zj!�� ���3�!� ��	�3�
!� ���	
��8 . ����7?) �¬��
� *���U ��j�ª8 ���� e
	
?�ZZBE� ZZAD ��G��!� ���7!� C8 

�������!� �*���D<!� �¬��
�� *����� 6	� �  =��!�
!� (r0�
! ����� �� (%V�h �� .=a!b A�� \>g�  6V���!� eG%, 9�D? 
 ��	�3�
!� ��U .�>� �
� T�G 9���
�:� *��Y e��? ��%7�)�74��� R{.(  

 ��G��!� ���7!� �!�_ 6V���!� eG%, ���� .��?�B)  %Z MIKEY ( ��G��!� ���7!� `� ¹��%� ���,A)  P��
<�MIKEY (
) 6Dj!� ����10.(  

�� �>Y� �
_�1 ��G��!� ���7!� U%�, =H.323 l%! 6��<
!�8 ������!� �*� �Z_�
0� �J� @%�,� ��!�
!� (r0�
! )ga� gb.(  
 ��G��!� ���7!� ���[�B ��G��!� ���7!� ��%� A �� ����!� P
�, a!#!� =������!� �*� E . ��G��!� ���7!� A��
<,�B 9U 

 �²R�� �� ()�ZE P
�,CertC a!b� *)ª8 ' ��7��� .�>�� �J7� ¯�ClearToken ����
	� �²h�_ ' �D? ] �b� 
()�Zj!� .��!�
!� �:�¨� ���� .�>� �J7� 6�	
<? 9U 1i�7?�:  

z   A��?elementID�
�  7 6Dj!� .��? �()�Zj!� P
d �J7� `� (*�E¥! 10 �����8 a!b CertFlag�  
z   ���,paramS��
�	
<� R{   
z   6�
j?element A��, s�_ �J7� �
� flag �
� TRUE.  

 6V��* �u�5,ARQ 6V��*� RAS ����
!� ' ��%7!� �?�j,� H.225.0 1��7?%!� t���
�� �<!� �����8 ��!�
!� ZZBE  e?�d ��
 ������� ���� .�>�H.235.1 . ��G��!� ���7!� 2�
d �b�B @��? =��)�Zj!� �� s��!� ������!� �*� E �>}
��8 

CertC ���
7!� @%�?� ��R{ �U ��
N� ��)�Zj!� ��V�3 �� )¤V�
7!� ( �!��* �� �r�+ACF ' certificate =ClearToken 
���� .�>� �J7� ¯�*)ª8 @��?� .�J7	!� �#� 6�	
<? 9U 1i�7?���!�
!� �:�¨� :  

z   A��?elementID �
� 8 6Dj!� .u��? �()�Zj!� �8��
�� �J7� `� (*�E¥! 10 �����8 a!b certFlag�  
z   ���,paramS��
�	
<� R{   
z   6�
j?element A��, s�_ �J7� �
� flag �
� TRUE.  

 6J_ �b� �� �!�_ '������!� �*���G�d ���� �� ()%	
� ��)�ZE �
� /UA �!���!� ���
, =�7?�3 ACF (%� A3��!� ' 
���>� ClearToken ' (%_�� ()�ZE �Z7� 6+ ���
, =certificate .�Z���7? �� ��G��!� ���7!� *�
� #V%7� . %3 ��U %�8

���*�c� �!)��8 ��J,:� �!�_ ' ^%� �� ��� =\>?�d \�
3� ��)�Zj!� �� s��!� ��i
<? . �D�
? ] �b��������!� �*� �� 
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 ()�Zj!� x%�,)��)�Zj!� (���!� )�	, =�>dO� �
� �ZX%�, �U =P��7�� 23�!� ' �!ACF A� certificate ' ��!�Y 
ClearTokens�_ ���� .�>� �J7� ���
? v#!� :  

z   A��?elementID �
� 8()�Zj!� �8��
�� �J7� `� (*�E¥! .  
z   ���,paramS��
�	
<� R{   
z   6�
j?element A��, s�_ �J7� �
� flag �
� FALSE.  

U 1
}
!� ��� ��Z� #V%7� ��G��!� ���7!� �
� A�,�����
!� "#� ' ()%� R{ 6V���8 ����7�� ()�Zj!� A3�� %?%[ �!��� � . �b��
 9�+������!� �*� Rj? 9U 1i�7? =�8��
�>! ��h>!� ��7�r!� (�
0!� ¯*�Y ()�ZE �
� ��J�� �
� \�*)�3 ������!� �*� `� 

 ��
8 �!��� "#�certificate ¯�*)ª8� ��!�Y  ' ���� .�>� �J7�ClearTokens�_ :  
z   A��?elementID �
� 8�()�Zj!� �8��
�� �J7� `� (*�E¥!   
z   ���,paramS��
�	
<� R{   
z   6�
j?element A��,� �J7� �
� flag �
� TRUE.  

 %�	? 9U 1i�7? �!��� "#� '�������!� �*� ClearToken �!��* ' ACF.  
 �
_��� ��7gU�2�
! ��G��!� ���7!� 9�D, = *%JB)  %Z MIKEY ( %?%� p�
0� %�!�, �
� (*)�3MIKEY TGK �
�� 
 �!��* q�<_MIKEY I =Imsg .�,�0� (*�)� ��+�,��8 e���
8 a!b� �W ���,��� MIKEY-PK-SIGN)  9>Dj!� ����11 

�12 ( .�,�0�� (*�)� ��+�,��8 =@���� �¸ @�, �<8 ���� e¢
	, �b� �UMIKEY-DH-SIGN) 10?) z
�� ��	�3�
!� A� 9��
���3�!� .( p�
?�MIKEY-DH-SIGN*��}+ .  

 ��+�,��8 (*�) .�,�0� �
� ��J�� �DX�SRTP p�
0� �� \�3>��� TGK (��0!� ' $����� 3.4 ���g�!� �� 
RFC 3711) ��DE�� "#� ' �74��� R{.(  

 ������5 – 1k���� T�M7
 11> 12 R7E7�>�Q ���4l� MIKEY\� m0Q> _U'78�� K ��n�	� fo ��l�.  

 �!���!�MIKEY I_message ' �
i, ± \��7�7g� (�0f OpenLogicalChannel ����

! \��G� ITU-T H.245.  
 ¯*%,ClearToken �!���!� ' Setup ��G��!� ���7!� `� 6��,� A . %�	?�� �*�!����� �!��* ���*� R�<

!   

MIKEY I_message) * 6?%	, 9�%8 �!��MIKEY (��!�
!� (r0�!� `�.  
 �<!� e���
8 a!b� ��8���!� ���*��� C8 ��%7!� �?�j, 6V��* C��, �DX =R�<

! (%?%� ��8��8 ���*�_ )��� �!�_ '�

 ����
!� ���	
��� v*�)O� t���
��ITU-T H.235.1 �U ITU-T H235.3�����	!� .�,�0��� /����Jc�.  
 ���7!� 9�D, ± ��� ��G��!�A (*�%!� .�,�0� ���
E� �
� (*)�3 SRTP (��0!� ' $����� ��7!� �
� 3.4 ���g�!� �� 

RFC 3711) ��DE�� ' �74��� R{.(  
 ��G��!� ���7!� 9�D,�A P��
<� �Z0��8 MIKEY �!���!� A��S �
� (*)�3 MIKEY R_message =Rmsg ���	
��8 =

 p�
0�MIKEY Ma�!���!� ' ���*)��  CallProceeding-to-Connect) CP/C.(  
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 ?@A��10/H.235.7 M  ��K�Y �0��� 8�N�B ��K�0�� �0���� b# !��	 d"+� A   
);,���� ��>�+> ��*3�R �0*�+> S��� ( 2�MIKEY-PK-SIGN  

TGK := rand() 

env-key:= rand() 

Me, Ma := PRF(env-key,…|| Rand) 

PKE := ENCPK-A(env-key,…|| Rand) 

K := ENCMe(IDB || [TGK]) 

KEMAC:= ENCMe(IDB || [TGK]) 

M := HMAC-SHA1(Ma, K) 

I:= HDR, T, rand(), [IDB | CertB], {SP}, [chash], KEMAC, PKE 

Imsg:= I, SignSK-B(I) 

 ?@A��11/H.235.7 – �7��� MIKEY-PK-SIGN ��K�0�� �0���� �0*�+> B 

  
Retrieve env-key, TGK 

Ma := PRF(env-key,…|| Rand), 

Rmsg:= HDR, T, [IDA], HMAC-SHA1(Ma, Rmsg || IDA || IDB || T) 

 ?@A��12/H.235.7 – �7��� MIKEY-PK-SIGN ��K�0�� �0���� �0*�+> A 

H.235.7_F10

����������	
E

 
�<�K 
�%+B

H.323 
H.323 H.323

a:= rand() 

B�
��TGK�����. $#�%
� )MIKEY( 

b:= rand()

H.323

RRQ("SG", ga,(certA), 
SIGNA(RRQ)) 

RRQ("SG", gb,(certB), 
SIGNB(RRQ)) 

RCF("SG", gd,(certD), 
SIGND(RCF)) 

RCF("SG", ge,(certE), 
SIGNE(RCF)) 

 
1;���1

ACF("SG", certFlag 
c EB(ACF)) 

ARQ("SG", certFlag), 
HMACZZEB(ARQ)) 

Setup("SG", Imsg, 
HMACZZEB(Setup)) Setup("SG", Imsg,

HMACsl(Se))

CP/C(m
() CP/C("SG", Rmsg, 

HMACZZEB(CP/C)) 

 ��� ����11 

ARQ("SG",HMACZZAD (ARQ))

ACF("SG",HMACZZAD(ACF))

Setup("SG", Imsg, 
HMACZZAD(Setup)) 

CP/C("SG", Rmsg, 
HMACZZAD  

 ����� ����12 

 
1;���2

$
� �#sl������ ���	
� ��ZZAD = g
ad  

SKB,certB

�����. $#�%
� �#ZZEB = g
eb 

e:= rand()d:=n

SKE,certESKD,certDSKA,certA 

�� ��������	
D 

 
�<�K 
�%+A

 H.323 
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 -
	?���8 �*�¡ �?*�7�<!�()%	
� ��8��8 ���*�¡ 6���� �?*�7�<
! ���Y �!�_ %�_� . v*���!� �� K�! =�!��� "#� '� 
 $�j
+�8 @���!�������!� �*�/ 6V���!� �����8 (%�	�!� ��G��!� ���7!�LCF/LRQ.  

1.9   !��	 !�W#H.323 

 �� C!�+�,�-
! �Z
!�¡ £0
[ ��7	�� ��G��!� ���7!� 2��+MIKEY� SRTP )*�?� ��o¥! ��Y ����� A�� 1����� �� =
 6Dj!�13\:���  ��G��!� ���7!� ��o� �!�_ ' 6V���!� eG%
! B)  %Z MIKEY(C	� ��%7! . A� =\����U =eG%
!� eG��
?�
 (��0!�5.8 ����
!� �� H.323"  *��!�E��%7!� ��o� =."  
����� – ����� ���	
 13��
�� ������� ������� ������ ���� �
��� !���"� #$% �
&��'()� *�+�,)� -�.��/0  . �23'�� 45 6�3�
 $7���

 68	9:� ;�'<=� ������� ������DH) a ?5 b ( 6
	A2�� ;�'<=� B9,?DH) ga ?5 gb.(  

 m�{ $u�	� vU ���	
�� �DX ="#� ���� .�>� �� \>�
<� C	� ��%� ��o� ����� 9�+ ���OID .�>� �
� e��7? 
 6Dj!� �u��? : ��
!�8� ��7��D!� ����13� vU m�{ $u�	.  

���8 �*�_ A� \�)%f ��G�d ���� 2
�� �b�(%?%� .�,�0� �J� %�!�, 1i�7? = . v*��� R{ @�
!� 6��<
!� ��i!� 9U %�8
��%7!� ��o� ���_U A�B ' . l%! �
�<� ���, 9U ��G��!� ���7!� �*�3 �b�������!� �*� �J� ���	
�� �
���� �DX =

.�,�0� DH����D<!� .  
�� '� ����
	�� ��G��!� ���7!� %	�
<, 9U 1i�7? =q��<�:� e��? ]� =�
�<� ��G��!� ���7!� A�B �Z�G ���, �!� �!�

�7!�8 ���,��%=��10?) .�,�0� �J� a!b ' �Q z =�7?��!� 9��
��challenge .�,�0� =MIKEY =Me =Ma =TGK 
 (*�%!� ����
	��SRTP�
J!� ��b .  

  

  
 ?@A��13/H.235.7 M !��	 �Z�� ��K�Y �0��� 8�N�  

H.235.7_F13

H.323

B�
��TGK�����. $#�%
� )MIKEY(  

����������	H.323 
�<���� 
�%���A

H.323  

$#�%
� �#sb $#�%
� �#sa

Facility(ESC,HMACsb(Facility))
Facility(ESC, HMACsa(Facility))

Facility(ESC, HMACsa(Facility)) Facility(ESC,HMACsb(Facility))

ReleaseComplete(
HMACsa(ReleaseComplete))

DRQ(HMACsb(DRQ))
DRQ(HMACsa(DRQ))

DCF(HMACsa(DCF))

.���
#�:  
b, gb 

ReleaseComplete(
HMACsb(ReleaseComplete))

.���
#�:  
env-key, Me, Ma, TGK 

DCF(HMACsb(DCF))


�<���� 
�%���B

H.323 

.���
#�:  
env-key, Me, Ma, TGK

.���
#�:  
a, ga 



 

   �������(2005/09)  ITU-T H.235.7  23

2.9   [��1� \��R ;,�5#TGK ��LR ].�^$ CSB 

 ��+�,��8 t�%?MIKEY p�
0� q�<_ ()��� \��,�b TGK� / ��r_ ����
	� s?%[ �UCSB . 1i�7? =�?�i!� "#� e���
!�
 ����� ���	
��MIKEY-PK-SIGN (��0!� ' )*��!� 4.5�!� ��  ���gRFC 3830 p�
0� s?%�
8 .�<? v#!� =TGK 6�3 

 l�Y�� ����
	�� s?%[ �U �
�U ������(CSB) R�i, 9�%8 TGK.  
 p�
0� q�<_ ()��� ��!� %�0,�TGK ��r_ s?%[� CSB ����<!�8 �
J!� ��b ����7�� ���7�!� �� ����f �?�� ' 

�²�b ��7��� . #�07
8 ���? =�?�i!� "#� e���
!� ��+�,��8MIKEY-PK-SIGN) \���| ( (��0!� ' $����� ��7!� �
�8 
T�G `��� ����7�� (�7�!� 6�U �� . s?%[ ��!� e��, 9U ��_: ����7� (�73 vU �
� 1i�7?�CSB p�
0� q�<_ ()��� 9�%8 

TGK ��r�� $u�	� �
� (*�EO�8 a!b� (��0!� "#� ' ()*��!� CSB �����8 $#_� ��!���  p�
0� s?%[TGK . .�<?�
 R0S ��*�) �U ����7� ���73 ��j�ª8 a!bMIKEY ��+�,�-! @�
!� #�07
!� �8 .�<? �  ��!�	G ��+U ��?��8 MIKEY 6D! 

����7� (�73.  
 p�
0� q�<_ 6V��* ¯*%, 9U 1i�7?�TGK s?%[ 6V��* �U CSB MIKEY ���� ' MiscellaneousCommand 

 �!���!Facility .?� $u�	�� .u��tokenOID
! A8�
!� ��>	 ClearToken �
� "SG."  
 ��+�,��8 #0� �b��MIKEY �
� "TV���!� )%	
� l�
<�" ��G��!� ���7!� )%[ 9U 1i�7? =B *%� �!� ����� ]� (�7�!� 

 p�
0� q�<_ ()��� e���,TGK� �Z�
� / ��r_ s?%[ �UCSB . ��G��!� ���7!� 6�	
<,�A� �Z0��8  a!#+� P��
<�
 ����MiscellaneousCommand ' Facility �!��* R�<
! MIKEY R_message) �%�� 9�.(  

 p�
0� q�<_ ()��O�TGK)  6Dj!� ����14( ��G��!� ���7!� %�!�, 9U 1i�7? =B \�%?%� \�_�
0� %Z��� �Z0��8 TGK .
 ���
, 9U 1i�7?�mikey �!��* =MIKEY I_message�
8���� .  

� P��
<�� %+5? 9U �DX) ��G��!� ���7!�A ( p�
0� q�<_ ()��� �!��*TGK ���7!� P
d �
� ¹��78 (*���!� %7� �S�7!� 
 ��G��!�B . ��G��!� ���7!� @��,�A �!��* ��j�ª8 R_message =�
g�  Rmsg . �!���!� "#� 6��,�R_message ��� 
 �!��*Facility .Rmsg �8��
�� �!��* 1� MIKEY  ' ��R�<, 1i�7?� �
8����octetString ���
	�
! 

GenericParameter . ��G��!� ���7!� 6��,�A �!��* Facility ��G��!� ���7!� `� B.  
 ��r_ s?%�
!�CSB �!��* 9U ��7�
��8 ">�U )*��!� ����¥! \>g�  ����O� -
	? =%Z��� �Z�
�? �!� MIKEY :U 1i�7? 

 p�
0� ���
,TGK ) 6Dj!� ����14.(  
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 ?@A��14/H.235.7 M  ��K�Y �0��� 8�N�B) �Z��� ( [��1� \��R ;,�5e> _+��TGKdN.�^$   

  
����� – ���C��� D'2� Facility ������� ������ ��EF'� A ������� ������ ��� B G3�H �I0 �
 ���J K L	C �
&?�� G��� 6M? �
&��'(� 

 ������� ������B N�O ���C& ��P
5 )MIKEY I_message ( �
�& Q��A2'C�RV K MIKEY HDR.  

 p�
0� q�<_ ()��ª8 P��
<�� a<| �!�_ ' ������� �?U ����
!� "#� )%[ :�TGK� / s?%[ �UCSB "#� 1�
�,� �
���*%!� �� %?r�� �!�<��.  

3.9   ��1��� S����� U5,]c�g h`���� ;,�5#S����� i�^  [ ��k+���H.245  

 ����
!� ' )*��!� 1�07!� R�<
!� q�
�U #�07, 1i�7? =�7�	� (*�) ��7gU l�YU ����7� ���73 �G��� P��, �b�H.245 s�_ =
 6V��* R�<, l�SH.245 �!���!� *�d� ' ���0� Facility.  

4.9   ���`3�+�SRTP 

�?�d ��7��� .�>�� "#� 6�	
<, 9U 1i�7? �HMAC-SHA1-32 9���
�:� t��� ���8 �8��J� (*�
��� n_tag ½!��!� 
32  ��+�,�-! P�i
!�8 9���
�� ���h*��Y �0��8 �
8RTP . a
, *��{ �
� l�YU 9���
�� t��� ���dU t�) 1i�7? ��+

 ���g�!� ' ()%N�RFC 3711 ��7��� ����<!� .�>� e?�d �� �o�j8 m��0
!� 1i�7?� \��?U MIKEY�����
_>! \��G� .  

5.9  I�D�� ��Ka��� ����H  

"SG"} ����
!�itu-t (0) (0) h (8) 235 �	��!� (0) 3 71{ 

 

 `� Rj,ClearToken �����U H.235.3 ' 
����
!� "#� ���� 

  

H.235.7_F14

H.323 H.323H.323

SK cert
A A
, SK cert

D D
, SK cert

E E
, SK cert

B B
, 

Facility("SG", Imsg),
HMAC (Facility))

ZZAD

Facility("SG", Imsg),
HMAC (Facility))

sl

Facility("SG", Imsg),
HMAC (Facility))

ZZEB

Facility("SG", Rmsg),
HMAC (Facility))

ZZAD

Facility("SG", Rmsg),
HMAC (Facility))

sl

Facility("SG", Rmsg),
HMAC (Facility))

ZZEB

6�6J B�
��TGK�����. $#�%
� )MIKEY(  

$#�%
� �#)�����.(sl $#�%
� �#)�����. (ZZAD = g
ad  $#�%
� �#)�����. (ZZEB = g

eb

>�:3���9���
E

>� :3���9���
D 

 
�<���� 
�%���B

H.323 

 ����� ����11 

 ����� ����12 

 
�<���� 
�%���A

H.323 
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 �������I  

 �	�
MIKEY-DHHMAC  

 .�,�0�� (*�)� *��Y #�07, ��0�+ 6�?#
!� �#� �J?MIKEY-DHHMAC "#� ' ��7��� .�>��.  
�¬��
�� .�,�0�� �Z�G �<�
, T�G ��7�U ��
[ ��78 )��� �#� .�,�0�� (*�)� *��Y m�
0? . *��c� .�
?�MIKEY-DHHMAC 

)RFC zzzz( @���� �¸ @�
!� �<!� =��7��� .�>�� %_U �0��8 =)RFS (10?) ��!¾ ��h>�� (*%�!� P�<8 a!b�z9��
�� .
Y e��7? =�#D�� @���� �¸ @�
!� �<!� P
�? ��%7� �#� .�,�0�� (*�)� *��)RFS ( ��
�
!� �7��!� �<�
, : ��%7��PKI �U 
���3�!� ��)�Zj!�.  

 ��f ��� ��8���!� ���*��� )��� ���<!� �#� ' m�
0?�H.323.  
C
��� C8 $�d `� $�d �� t���
� �� ��j�� m�
0? (��0!� "#� ' $����� ����O�� C
�G�d A� B ����

! H.323 

10?) .�,�0� ��0,� T�� ���	
��8z9��
�� . 6��<, *�d ��7gU T�}�� �#� e��?�RAS ' H.225.0= )��� �!�_ ' �U 
 �)��, ��7gU =()%	
� ��8��8 ���*�_ 6V��*LCF/LRQ��8���!� ���*��� C8 . 10?) t���
�� �<!� %�0?� z %!��� 9��
��

���
�� p�
0�+��%7!� (�
G ���d ��
<?� $�d `� $�d �� 9 . ��+�,��8 .�<?�MIKEY-DHHMAC ��0,� #07�� 
 *���U ��j�ª8 =��%7!� ��j��MIKEY�!���� (�7�!� 6�U �� ��%7!� �
� ��V��!� .  

 6Dj!� �u��?1.I ��G��!� ���7
! \:��� B ��G��!� ���7!� `� ¹��%� ���, A

! ��8��8 ���*�_ e?�d �� R�< . 6g�  eG%
!��
 �4���� eG%

! 6Dj!� '4 ��+�,��8 #�07, ��7�
��8 MIKEY-DHHMAC���8 �*�_ )��� �?*�7�<!� m�
0?� = �U %_�� 
 R�<

! ��+U)���8 �*�_ ¯b��R�<

! ( ���0� 6V��* R�<, l�� s�_ =H.245 ��� H.225.0) �	?�� �?�%8 .( �?�|�

X 9U �DX ��%7!� �?�j, e?�d �� �X : �U �������!� �*� -
	? a!#!� �������!� �*� �#� t�%! v*��� R{ R�<

! 
�?*�7�<!�.  
 ������1 – ������ ��	
�� ���
 ����� ���
�� ��� ���� )��	� ���� ������ ��!"�
 #$ ( %��&�� ���'� *+�!" ,-��� �.�� /
�H.225.0 

������� 0�1&�� 2� 3����$ 4�1� �� ���� �5�!"6� �������� ��!"�7�.  

 6Dj!� ' )*��!� T�}�� .u��?1.I ������� ���� .�>� \��?U H.235.1 ' ��́5, s�_ � 6��D!�8 �!��* 6+ ��*�d
)6��D
!�� 9���
�:� .( ������� ���� .�>� T�G 9���
�:� *��Y e��? ��%7� \>g�  6V���!� eG%, 9�D? a!b A��) R{

6Dj!� ' �4��� .( P<[ : =�!��� "#� '�HMAC �r� �
� l�_��8 68 �Z
�+�8 �!���!� �
� )ClearToken ��� 
CryptoToken ( �!��* ��RAS ' H.225.0.  

 ��G��!� ���7!� �Z�G ���, �!� �!��� ��́��� 6V���!� eG%, e8��?B)  %Z MIKEY ( ��G��!� ���7!� `� ¹��%�A) �
<� P�
MIKEY ( �	?�<!� �?�%�!� �����8) 6Dj!� ����1.I .( 9�
�G��!� 9�
��7!� U%�,�A� b �
_��� ��7gU =1 l%! 6��<
!�8 =

������!� �*� �!���!� �����8 RRQ ��Z_�
0� �J� 9��%�,� DH) ga� gb .( ���	
�� 1i�7?�ClearToken)  ���
CryptoHashedToken (10?) p�
0� �J� ���*O z�
�� 6V��* �)��, ��7gU 9�ACF/RRQ . @%� 1i�7? =P�<!� �#&�

 ��¨� ���	
��challenge.  
10?) p�
0� �J� R�<, 1i�7?�z ' 9��
��dhkey �� �r�+ ClearToken. 6�	
<?� ClearToken $u�	� OID" TG "

) 6Dj!� ����5.8 ( m�i!� $u�	� �� \:%8"T "!��>	 ClearToken  1����� Tc�H.235.1 .�>� ���	
�� `� \�Rj� =
 .�>� P��� `� "#� ����H.235.1 . £0
��������!� �*���G��!� ���7!� 6��<, (%� ���d p�
0� �J� 6D8  . ��%7��

 T<��� 6��<
!� ()��� 6�	
<, �U 6��<
!� �
� ��G�N� ��G��!� ���7!� #07,)re-RRQ( �J� ¯*%, :U �Z�
� 1i�7? =
10?) p�
0� z9��
�� . �!���!� 6�	
<, 9U 1i�7?�RCF m�i!� $u�	� "TG " ���ClearToken 9U `� (*�E¥! �� �*�

�����!"#� ���� .�>� t�%? .  
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 ��G��!� ���7!� ���[B ��G��!� ���7!� (�)�7� A �� ����!� P
�, =a!b e���
!� =������!� �*� D) ARQ.( 9U 1i�7? 
 �!���!� 6�	
<,ARQ$u�	�  m�i!� �?�� "TG "ClearToken . �#� m�i!� �?�� $u�	� 6�	
<? 9U 1i�7?�"TG " 6+ '
 l�Y�� 6V���!�RAS ��� ClearToken.  

�
<
<
� ��8��8 ���*�_ �?*�7�<!� �#� 1�i? . (��0
! \��G� (%�	�!� ��G��!� ���7!� $�j
+� ����� 1i�7?�6.1.8 ����
!� �� 
ITU-T H.323" �
Y:� �?�j
!��8�
��� ��G��!� ���7!� �����8 v*� " 6V���!� ���	
��8LCF/LRQ . �!� ��?��!� 1� "#��

 ���7� A3�� (%Z��� ��G��!� ���7!� �W )%[������!� �*�10?) p�
0� �J� �
� a!#8 6J[� %�	�!� z ���7!� �� 9��
��
�G%Z
<�� �8�
��� ��G��!� . ¯�
_� �b�������!� �*� E[ `�  ���7� A3�� %?%������!� �*� 6��? #V%7� =%�	�!� �� �*�

����!� E �!��* LRQ . $u�	�� ���	
�� @%� 1i�7? =)%	
�� A?h�
!� �!�_ '�generalID ' CryptoToken �!���!� 
LRQ . 9�+ �b��������!� �*� D �!���!� ()��ª8 @��? #V%7� =.�>�� "#� t�%? : LRJ .� �!�_ '� %�	? =KD	!�� �*�
����!� D �!���!� LCF10?) p�
0� �J� �7��
� z ��G��!� ���7
! 9��
��A . )�?�������!� �*� E �!���8 ACF ���
, 

10?) p�
0� �J� z ��G��!� ���7
! 9��
��A . �
� *¢#	, �b� �U������!� �*� A %�	? ��ªG =��G��!� ���7!� A3�� %?%[ 
�!���!� ARJ.  
1i�7? ����

! \��G� �74�5� ��8���!� ���*��� �� C7g� C8 �:�J,:� 9�D, 9U ITU-T H.235.1 . m�
0? =a!b e���
!�

 ��
j� t���
� �� �<�,sl . �!���!� 2��+ ���LRQ 9�D? 9U �DX : =\����� )%	
� A?h�, �!��* ��8���!� ���*��� C8 
 t���
�� �<!�slC7g� C8 \�¬��
� \���  �� �
�
� �8��� ��� ����f �
� tV�3 t���
� �<8 e
	
? ��� 9U m�
0? 68 

��8���!� ���*��� .*%J�� ' 9���
�� ����ª8 .�<? :� ���	!� �!��� ' �?*��
!� �� m��
G:� �#� %�� . %�
	�� �� ��U %�8
*�Zj�� ��8���!� ���*��� �� Ri� )%� �
� 6�
j, �µj7�� ��D�E 9U ��%?%�
!�� ��)���!� "#� -
	, a!#!� =(

�!���� . "#� �
� P
i
!�8 ���3�!� ��	�3�
!� ���	
��8 ��8���!� ���*��� C8 )%	
� A?h�
8 �74�5�� �:�J,:� .�<,�
���*%!� �� %?r�� P
�
, �!�<�� "#� ��r, :� ���)���!�.  

 ��G��!� ���7!� 6J[B10?) p�
0� �J� �
� z� 9��
�� ��G��!� ���7!� �A .10?) p�
0� 6�
j? 9U 1i�7?�z �
� 9��
��
 ' �8�
��� ��G��!� ���7!�dhkey ��� ClearToken 1����� Tc� ' H.235.1 $u�	�� ���	
��8 �D!� =OID" TG "

 �� \:%8"T ." ��� �Y� ��f vU 6?%	, @%� 1i�7?�ClearToken��7��� .�>�� "#� �����8 .  
����� �2 –�9�- :�
9$ ;<= #$ ������� 0�1&�� *�'� >��%��&�� #�?@� *�A	
�� 3�
� ,��B C�D! �E� ��?F�E . ;G�� �$H� �FG
� I�

�1�1
 ��+��'J K���9$ ;<= ����B ��1= *L ���� ���B M$�.  

 �� (%?%� ��V��j� ���3 ��G��!� ���7!� @%�, 9U 1i�7? ��U %�8512 �
8 ) vU64���|�  (� ��challenge �,�b 23�!� ' =
 �Z��,�0� �� 9 ��G @%�, �!�DH)  (��0!� ����3.2 ���g�!� �� RFC 2631 .( t�3 .�<,�challenge `� %7
<, �!� =
10?) .�,�0� %�!�, 9���8 =��%7!�zP��7�� 23�!� '� ��V��j� ��?��8 9��
��.  
 *%J�
! ��G��!� ���7!� 9�D,�B q�<_ �
� (*)�3 gab  1��7?%!� t���
�� �<!� ±ZZAB �����8 challenge A� =1V��j� 

 �� ³E�7!� ¤,�7!�MIKEY-PRF (gab , 0x12F905FE || challenge))  �� ����0!� ����2.1.4 `� 4.1.4 ���g�!� ' 
RFC 3830( �0�n�!� .�<, ± MIKEY-PRF 9���
�:� p�
0� q�<¡ )Ma) ( �� ����0!� ����2.1.4 `� 4.1.4 �� 

 ���g�!�3830(.  
 �
_��� ��7gU�2 *%J�
! ��G��!� ���7!� %�!�, 9U 1i�7? =B ��V��j� t�3 MIKEY (%?%� y p�
0� �J� A� gy ± 68���� 

 �!��* ��j�ª8 @��,MIKEY =Imsg ��+�,�-! \��G� =MIKEY-DHHMAC ���	
��8 Ma.  
 �!��* 9�D,MIKEY I\��7�7g� (�0f .  

!� ���
, 9U 1i�7? *%J�
! ��G��!� ���7B10?) p�
0� �J� \��V�)  z ' 9��
��dhkey ��� ClearToken=  .�<? � 
��8���!� ���*��� A� �E���� R�<
!� ¯b�� t�%8 \��?U . ¯�*)� 1i�7?�ClearToken �!���!� ' Setup ���7!� `� 6��,� 
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�7?��!� ��G��!� . 6��? 9U 1i�7?�������!� �*� R�<
!� A� ��>� ClearToken ) 6V��* 6?%	, 9�%8MIKEY ( (r0�!� A�
��!�
!�.  

 %J��
! ��G��!� ���7!� P<[ ±A =gab 1��7?%!� t���
�� �<!�� ZZAB �� \�3>��� MIKEY-PRF   
(gab , 0x12F905FE || challenge))  �� ����0!� ����2.1.4 `� 4.1.4 ���g�!� �� RFC 3830( . �0�n�!� .�<,�

MIKEY-PRF 9���
�:� p�
0� q�<¡ %	8 ���G )Ma) ( �� ����0!� ����2.1.4 `� 4.1.4 ���g�!� �� RFC 3830 .(
 ��G��!� ���7!� %�!�,�A ��V��j� ���3 MIKEY w <��,� Pgw.  p�
0� P<[ ±TGK10?) .�,�0� �J� ���	
��8 z

�
��
<�� 9��
��.  
 �� \�3>����TGK��
! ��G��!� ���7!� 9�D, = %JA (*�%!� .�,�0� q�<_ �
� (*)�3 SRTP ' $����� ��7!� �
� 

 (��0!�3.4 ���g�!� �� RFC 3711) 6Dj!� ' �74��� R{.(  
 ��G��!� ���7!� @��,A �!��* ��j�ª8 R_message =Rmsg�
g�   . �!���!� R<,R_message �!��* ��� "#� 

CallProceeding-to-Connect message (CP/C) �¸  ��G��!� ���7!�B.  
 �!���!� 6��,�CallProceeding-to-Connect message (CP/C) ��G��!� ���7!� �¸ B.  

 ��G��!� ���7!� A��
<,B10?) p�
0� �J� z p�
0�� P<[� 9��
��TGK. (*�%!� .�,�0� P<[ ±SRTP �� \�3>��� 
 p�
0�TGK (��0!� ' $����� ��7!� �
� 3.4 ���g�!� �� RFC 3711) 6Dj!� ' �74��� R{.(  
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 �����1.I/H.235.7 �  ��	
��� ���
�� ����� � ���� ����B ��	
��� ���
�� �� ����� A   

)��!��! "�#��$ ��#��! %�&� ( '�MIKEY-DHHMAC  

H.235.7_FI.1

H.323 H.323

a:= rand() RRQ("TG", ),
HMAC (RRQ))

g
b

sb

b:= rand()

H.323

g
b

g
a

RRQ("TG", ),
HMAC (RRQ))

g
a

sa

RCF("TG", HMAC (RCF))sa

RCF("TG",
HMAC (RCF))sb

ARQ("TG",
HMAC (ARQ))sb

ACF("TG", 
HMAC (ACF))

g ,
a

sb

Setup("TG", Imsg,

, challenge,
HMAC (Setup))
g
a

sb

Setup("TG", Imsg,

, challenge),
HMAC (Setup))
g
a

sl

CP/C("TG", Rmsg,
HMAC (CP/C))s1

CP/C("TG", Rmsg,
HMAC (CP/C))sb

ARQ("TG",HMAC (ARQ))sa

Setup("TG", Imsg,

, challenge),
HMAC (Setup))
g
a

sa

CP/C("TG", Rmsg,
HMAC (CP/C))sa

LRQ("TG", HMAC (LRQ))s1

LCF("TG", HMAC (LCF))g , 
a

s1
g
a

challenge:= rand(),  := rand()

 = SHA1( || challenge)

 := PRF( , ...),   := 

Imsg:= , challenge, [ ], { }, ,

MAC( Imsg)

y

ZZ g  

Ma ZZ DH g

T ID SP DH

Ma, 

AB

AB B

B B

ab

y

w

ZZ g  

Ma ZZ DH g

DH

TGK := g
T DH

DH Ma, 

:= rand()

 = SHA1( || challenge)

 := PRF( , ...),  := 

retrieve 

Rmsg := , challenge, [ID ], ID , ,

, MAC( Rmsg)

AB

AB A

B

A

B

ab

w

wy

FWD A B

ACF("TG",HMAC (ACF))sa

               DH

TGK := g

A
wy

��H.323 ������ 	��
�� ZZAB= MIKEY-PRF(gab, 0x12F905FE || challenge)�

0�%�
#� B�
��MIKEY�����. $#�%
� 

B�
��)MIKEY(�����. $#�%
� 

 $#�%
� �#sb$#�%
� �#)�����.(sl $#�%
� �#sa 


�%��� 
�<���� A 
H.323 

 
�<���� 
�%���B 
H.323 

������ ���	� 
 E 

������ ���	� 
 D  

 
��
��1 

 
��
��2 

I�J�
#�
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1.I   ���� ��*�H.323 

��G��!� ���7!� 2��+ �� C!�+�,�-
! �!���8 £0
[ ��7	�� MIKEY� SRTP��o¥! ��Y ����� )��� 1����� �� = .
 6Dj!� )*�?�2.I ��G��!� ���7!� ��o� �!�_ ' 6V���!� eG%
! \:��� B)  %Z MIKEY (C	� ��%7! . =\����U =eG%
!� 9�D?�

 (��0
! \��G�5.8 ����
!� �� H.323"  *��!�E :��%7!� ��o�".  
����� – *D'�� NO��� 2.I��$�P �.F�A	� ������� 0�1&�� �.�� Q�F� R�� ���SF� ��"��
TI� U�S	=I� ��%��VW  . 0�1&�� �G�
	� �� ���&� X+�&J�

 Y�<Z� :�
9�� �������DH) a �� b ( :�
9$ ;<=�DH �$�?G�� )ga �� gb.(  

�0���� �� \>�
<� C	� ��%� ��o� ����� 9�+ ��� ���� .�>� �
� e��7? m�i
! $u�	� vU ���	
�� �DX ="#� ���� 
 �7��D!�)H.235.1 =H.235.3¿� =( 6Dj!� Rj? : ± ��� �2.Im�i
! $u�	� vU `� .  

���8 �*�_ l%! \�)%f ��G��!� ���7!� 2
�� �b��10?) .�,�0� �J� %�!�, #V%7� 1i�7? = z(%?%� 9��
�� . ��i!� 9U %�8
�<
!���%7!� ��i!� )�¨ $���!� �� $�n vU ' v*��� R{ 6��D!� 6� . l%! �
�<� ���, 9U ��G��!� ���7!� �*�3 �b��

������!� �*�10?) .�,�0� �J� ���	
�� �
���� �DX =z����D<!� 9��
��.  
!� %	�
<, 9U 1i�7? =q��<�:� e��? ]� �
�<� ��G��!� ���7!� �Z�G ���, �!� �!��� '� ���,��� ����
	�� ��G��!� ���7

10?) .�,�0� �J� a!b ' �Q =P<�G ��%7!�8z =�7?��!� 9��
��challenge= .�,�0�� MIKEY =Me� Ma� TGK 
 (*�%!� ����
	��SRTP�
J!� ��b .  
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 �����2.I/H.235.7 �  ��	
� ���
� ����B����� +,
�   

2.I  -� .�&$ 01�2� 3�45TGK67 � 89CSB 

 ��+�,��8 t�%?MIKEY p�
0� q�<_ ()��� \��,�b TGK� / ���
	� s?%[ �UCSB . "#� .�>� 6�	
<, 9U 1i�7?�
 ����� ����
!�MIKEY-DHHMAC (��0!� ' ()*��!� 1.3 ���g�!� �� RFC zzzz p�
0� s?%�
8 .�<? �Q m�i!� �#& 

TGK ����
	�� s?%[ �U =�V����� 6�3  p�
0� 6?%	, 9�%8 l�Y��TGK.  
 p�
0� q�<_ ()��� ��!� %�0,�TGK s?%[� CSB�²�b ��7��� ����<!� P��Q ����7�� ���7�!� �� ��r_ �?�� '  .

 ��+�,��8 #�07
8 ���? =m�i!� �#� e���
!�MIKEY-DHHMAC) 6��D!�8 ( (�7�!� 6�U �� ">�U $����� ��7!� �
�
T�G `��� ����7��. ��7��� ����<!� ��!� e��, 9U ��_: ����7� (�73 vU �
� 1i�7?� MIKEY p�
0� �U �²�b TGK =�,�b 

 s?%[ ��!� 6�	
<, 9U�CSB q�<_ ()��� ��!� 9�%8  p�
0�TGK $u�	� �
� (*�EO�8 a!b� (��0!� "#� ' ()*��!� 
CSB10?) .�,�0� $#_ A� *%J�
! z�g4%N� 9��
��.ª8 a!b .�<?� R0S ��*�) �U ����7� ���73 ��j�MIKEY ��?��8 

 ��+�,�-! @�
!� #�07
!� �8 .�<? �  ��!�	G ��+UMIKEY����7� (�73 6D! .  
�
i, 1i�7?� p�
0� q�<_ ()��� 6V��* �MIKEY TGK s?%[ 6V��* �U CSB ' R<,� MiscellaneousCommand 

 �!��* ���Facility.  $u�	�� T��?�tokenOID !�8 ��c���>	 ClearToken �
� "TG."  

H.235.7_FI.2

H.323 H.323H.323

Facility("TG", ESC,
HMAC (Facility))

sa

ReleaseComplete("TG",
HMAC (ReleaseComplete))

sa

 
challengeString, , , DH Ma TGK

A

DRQ("TG", HMAC (DRQ))
sa

 

, a g
a

Facility("TG", ESC,
HMAC (Facility))

sa

DCF("TG", HMAC (DCF))
sa

Facility("TG", ESC,
HMAC (Facility))

sl

Facility("TG", ESC,
HMAC (Facility))

sl

ReleaseComplete("TG",
HMAC (ReleaseComplete))

sl

Facility("TG", ESC,
HMAC (Facility))

sb

Facility("TG", ESC,
HMAC (Facility))

sb

ReleaseComplete("TG",
HMAC (ReleaseComplete))

sb

DRQ("TG , HMAC (DRQ))
sb

"

DCF("TG", HMAC (DCF))
sb

 

, b g
b

 
challengeString, , , DH Ma TGK

B

�#H.323�����. $#�%
�ZZAB= MIKEY-PRF(gab, 0x12F905FE || challenge)F

B�
��)MIKEY(�����. $#�%
�  

�E B�
�� D)MIKEY (�����. $#�%
�
 0�%�
#� B�
��MIKEY�����. $#�%
� 

$#�%
� �#sb#�%
� �#$)�����.(sl $#�%
� �#sa 

 
�<���� 
�%���B 
H.323 

 
�<���� 
�%���A 
H.323 

������ ���	�  
D 

������ ���	� 
E 

.���
#�:.���
#�:

.���
#�:.���
#�:
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 ��+�,��8 #0� �b�MIKEY�
� "TV���!� )%	
� l�
<�" ��G��!� ���7!� )%[ 9U 1i�7? =B e���, C	
? �!� ����7�� (�7�!� 
 p�
0� q�<_ ()���TGK� �Z�
� / s?%[ �UCSB . ��G��!� ���7!� 6�	
<,�A \��?U P��
<�� �Z0��8 

MiscellaneousCommand ��� Facility �!��* R�<
! MIKEY R_message) �%�� 9�.(  
 p�
0� q�<_ ()��O�TGK)  6Dj!� ����3.I( ��G��!� ���7!� %�!�, 9U 1i�7? =B *%J�� �Z0��8 MIKEY \�%?%� \�_�
0� 

TGK . ����!� ���
, 9U 1i�7?parameterValue �
8��� �!��* =I(�0f ��7�7g� .  
7!� %+5, 9U �DX� ��G��!� ���A p�
0� q�<_ ()��� �!��* P��
<�� �Z0��8 TGK P
d �
� ¹��78 (*���!� %7� �S�7!� 

 ��G��!� ���7!�B . ��G��!� ���7!� @��,�A 6V��* ��j�ª8 R�
g�   . ��G��!� ���7!� R<,�B �!���!� R_message ��� 
 �!��*Facility ��G��!� ���7!� �¸ B.  

 s?%�
!�CSB -
	? = �!��* 9U ��7�
��8 ">�U )*��!� ����¥! \>g�  ����O�MIKEY p�
0� vU ���
, :U 1i�7? TGK.  
  
  

  
 �����3.I/H.235.7 �  ��	
� ���
� ����B3�45� 89�:4! ;���   

H.235.7_FI.3

H.323 H.323H.323

Facility("TG", Imsg),
HMAC (Facility))

sa

Facility("TG", Rmsg,
HMAC (Facility))

sa

Facility("TG", Imsg),
HMAC (Facility))

sl

Facility("TG", Rmsg,
HMAC (Facility))

sl

Facility("TG", Imsg),
HMAC (Facility))

sb

Facility("TG", Rmsg,
HMAC (Facility))

sb

x DH

T, ID SP DH

Ma

:= rand(),  := g

I:= HDR,  [ ], { }, [ ]

Imsg:= I, MAC( , I)

B

B B

x

y DH

T, ID DH

:= rand(),  := g

R:= HDR,  [ ], [ ], [ ]

Rmsg:= R, MAC(Ma, R)

A

A B

y

ID , DH
B A

TGK:= g
xy

TGK:= g
xy

��1�
!� :�
9$MIKEY �$�&�- /!�1
$ Ma 

�9[ :�
9$MIKEY �$�&�- /!�1
$ Me 

:�
9$TGK) MIKEY(�$�&�- /!�1
$  

/!�1
$ �!sb/!�1
$ �!sl /!�1
$ �!sa 


�%+ 
�<�K B 

H.323 
 
�<�K 
�%+A 

H.323 
 
����� �����D  
����� �����E
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 �������II  

 �	
����H.235.4
��� ��	��� �� �	���   

�07, ��0�+ 6�?#
!� �#� )%� ����O� #DRC1 ����
!� ' )*��!� H.235.4 ITU-T e�<� t���
� �� ��j�O ZZAB  C8
 C
���0!� C
��7!�B� A���� @���� ' $�d `� $�d �� �� )��� @%� m��
G�8 = . �#� ' �G����� ��?��!� e��7,�

���8 �*�¡ �?*�7�� �
� 6�?#
!�()%	
� ��8��8 ���*�_ �U %�_�  .��7? :� ��8�<_ �
� 6�?#
!� �#� ' )*��!� ����O� v
10?)z �!���� ����!�� 6��<
!� ������� ��7gU 9��
��RASl�_��8 �n�7
�� R0�
!� 107, 68 .  

 6Dj!� �u��?1.II ��G�d ���� eG%, T�}� \:��� B ��G�d ���� `� ¹��%� ���, A.  
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 �����1.II/H.235.7 �  ��	
� ���
� ����B ��	
� ���� �� ����� ���� A) <��! =��$ >7�! %�&� (  

 ?@&� A#��4� 
# '�MIKEY-PS7 DRC1 ��B�4�� � H.235.4 

H.235.7_FII.1

H.323 H.323H.323

RCF(incl. EPID , incl.

ClearToken("I0"),HMAC (RCF))
A

sa

RRQ(incl. ClearToken("I0"),
HMAC (RRQ))

sb

RCF(incl. EPID ,

incl. ClearToken("I0"),
HMAC (RCF))

B

sb

RRQ(incl. ClearToken("I0"),
HMAC (RRQ))

sa

Generate encryption key material
K’  from the shared secret .

Generate shared secret ZZ  and

two ClearTokens CT  and CT .

BE
sb

AB

A B

LRQ(incl. ClearToken("I0"),
HMAC (LRQ))

sl

LCF(ClearToken("I0"), CT ,

HMAC (LCF))
DE

sl

ARQ(incl. ClearToken("I0"),
HMAC (ARQ))

sb

ACF(incl. CT  and CT ,

HMAC (ACF))
A B

sb

challenge:= rand() :
= PRF( , ...),   := PRF( , ...)

 := rand()
 := HDR, , challenge, [ ], { },

ENC ( )

Imsg:= , MAC( )

 Me
ZZ Ma ZZ

TGK
I T ID SP

TGK

I Ma, I

AB AB

B

Me

Setup("TG", CT ,

generalID:= EPID ,

Imsg,
HMAC (Setup))

A

A

ZZAB

Me ZZ Ma ZZ

TGK
T ID

Ma,  || ID  || ID  || T

 := PRF( , ...)   := PRF( , ...)

            
Rmsg:= HDR, , [ ],

MAC( Rmsg )

AB AB

A

B A

CP/C("TG", generalID:= EPID ,

Rmsg,
HMAC (CP/C))

B

ZA

ARQ("TG", HMAC (ARQ))
sa

ACF("TG", HMAC (ACF))
sa

0�%�
#� B�
��MIKEY�����. $#�%
� Ma 

 �#H.323�����. $#�%
� ZZAB= MIKEY-PRF(gab, 0x12F905FE || challenge)F

B�
��TGK�����. $#�%
�  

$#�%
� �#sl  $#�%
� �#sb $#�%
� �#sa 

 
�<�K 
�%+A

H.323  

�<�K 
�%+B

H.323  
�������
��� 

E 

�� �����
���  
D  

 
1;���1 

 
1;���2 

 I�J�
#�TGK

 D�L
�� B�
�� '�+��� 6����K’AD 
 $#�%
�� �&�� @� M�7A�+�sa . O�3.�

)K’AD(ENCsl 
P�< C 
ClearToken CTDE 
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1.II ���� ��*� H.323 

 ��%� ��o� ����� ' L�j?H.323 (��0!� ' $����� ��7!� �
� 1.8.  

2.II   3�45� .�&$ 01�2�TGK 89�67 CSB 

L�j? p�
0� q�<_ ()��� ����� ' TGK s?%[� CSB (��0!� ' $����� ��7!� �
� 2.8.  
  



 

  

 �������� 	
�
���
��� ����� ���� �� ����
��  

  
 �
<
<!�A  L��3 ' 6�	!� t��7,�:�J,:� K���,   
 �
<
<!�B  R�	
!� 6V��� :��7J
!�� h���!�� �?*�	
!�  
 �
<
<!�C  �J,>! ���	!� ���V�J_O��:  
 �
<
<!�D  �0?�	

! ���	!� À)����  
 �
<
<!�E  �?�j�!� 6���	!�� ���%c� 6�ij,� ��0,�&� ��%c�� �D�j
! @�	!� 6�ij
!�  
 �
<
<!�F  ��0,�&� R{ �:�J,:� ���%Y  
 �
<
<!�G  ���3�!� ��D�j!�� ������� ��V���� ���*O� ����U  
 �C&C&��H  D� �EF��� ��GE&-� ��H
EF�D�701�G4� �IH�#���   
 �
<
<!� I  ���%c� �
��D
� ���3�!� �D�j!�  
 �
<
<!�J  � ��
�D!� ��D�j!� ��*�E� ���*�TV���!� ()%	
� l�YU ��*�E�� ��,�� ¤���8� ����?r0
,  
 �
<
<!�K  �>Y�%
!� �� �?����  
 �
<
<!�L  �Z
?��� �Z��+�,� ���*�c� �µj7�� ���7� �� ��R{� �>�D!� ��j��  
 �
<
<!�M  �:�J,:� (*�)��:�J,:� (*�)� �D�E a!b ' �Q  (TMN)��D�j!� ������   
 �
<
<!�N  ����J!� :����?r0

!�� ��,�J!� ����bO� ¤��-!� ���*O ��!�%!� ��*�%!�  
 �
<
<!�O  ����!� ��r�ZS ��0����  
 �
<
<!�P   ���c� ��D�E� ��0,�&� �µj7��� 10,�&� ���*O� �������
N�  
 �
<
<!�Q  �?�j
!�� 6?%�
!�  
 �
<
<!�R  13-!� ���*O�  
 �
<
<!�S  ��3-!� ���%}
! ��G����� ��r�Z�
!�  
 �
<
<!�T  ��,��

!� ���%c�8 ���c� �?*����  
 �
<
<!�U  13-!� 6?%�
!�  
 �
<
<!�V  ��0,�&� �D�j!� �
� ����	�� �:�J,�  
 �
<
<!�X  :�J,:�� ����	�� ��D�E�_�
0�� ������ C8 ��  6V�<�����  
 �
<
<!�Y  ����
	�
! ����	!� ��
�
!� ��7�!���
!� 6�F� ��D�E� 2��
�O� ��+�,��8 .�>��   
 �
<
<!�Z  P���F�� ��i
!��:�J,:� ����U ' ���f-
! ���	!�  

  

	�­d2��<?�� '   
 =��7�2006  
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