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Summary

Recommendation ITU-T H.830.16 provides a test suite structure (TSS) and the test purposes (TPs) for fast healthcare interoperability resource (FHIR) Observation Upload through the Health & Fitness Service (HFS) receiver in the Services interface, based on the requirements defined in the Recommendations of the ITU-T H.810 sub-series, of which Recommendation ITU-T H.810 (2017) is the base Recommendation. The objective of this test specification is to provide a high probability of interoperability at this interface.

Recommendation ITU-T H.830.16 includes an electronic attachment with the protocol implementation conformance statements (PICSs) and the protocol implementation extra information for testing (PIXIT) required for the implementation of Annex A.
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Introduction

The table below shows the revision history of this test specification.








	Version
	Date
	Revision history



	1.0
	2018-02-27
	Initial release for the inclusion of FHIR Observation Upload for Health & Fitness Service receivers.



	1.1
	2019-06-13
	Second maintenance release for Test Tool DG2017. It uses "H.830.16_201808" as a baseline and adds some updates according to the 2018/2019 maintenance activity.






Recommendation ITU-T H.830.16

Conformance of ITU-T H.810 personal health system: Services interface Part 16: FHIR Observation Upload: Health & Fitness Service receiver

1 Scope

The scope of this Recommendation1 is to provide a test suite structure (TSS) and the test purposes (TPs) for the Services interface based on the requirements defined in Continua Design Guidelines (CDG) [ITU-T H.810 (2017)]. The objective of this test specification is to provide a high probability of interoperability at this interface.

The TSS and TPs for the Services interface have been divided into the parts specified below. This Recommendation covers Part 16.

– Part 1: Web services interoperability. Health & Fitness Service sender

– Part 2: Web services interoperability. Health & Fitness Service receiver

– Part 3: SOAP/ATNA. Health & Fitness Service sender

– Part 4: SOAP/ATNA. Health & Fitness Service receiver

– Part 5: PCD-01 HL7 Messages. Health & Fitness Service sender

– Part 6: PCD-01 HL7 Messages. Health & Fitness Service receiver

– Part 7: Consent Management. Health & Fitness Service sender

– Part 8: Consent Management. Health & Fitness Service receiver

– Part 9: hData Observation Upload. Health & Fitness Service sender

– Part 10: hData Observation Upload. Health & Fitness Service receiver

– Part 11: Questionnaires. Health & Fitness Service sender

– Part 12: Questionnaires. Health & Fitness Service receiver

– Part 13: Capability Exchange. Health & Fitness Service sender

– Part 14: Capability Exchange. Health & Fitness Service receiver

– Part 15: FHIR Observation Upload. Health & Fitness Service sender

– Part 16: FHIR Observation Upload. Health & Fitness Service receiver

2 References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T H.810 (2017)] Recommendation ITU-T H.810 (2017), Interoperability design guidelines for personal connected health systems: Introduction.

[ITU-T H.812] Recommendation ITU-T H.812 (2017), Interoperability design guidelines for personal connected health systems: Services interface.

3 Definitions

3.1 Terms defined elsewhere

None.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

ATNA Audit Trail and Node Authentication

CDG Continua Design Guidelines

CGM Continuous Glucose Monitor

DUT Device Under Test

FHIR Fast Healthcare Interoperability Resource

HFS Health & Fitness Service

HFSS Health & Fitness Service Sender

HFSR Health & Fitness Service Receiver

HL7 Health Level 7

HTTP Hypertext Transfer Protocol

INR International Normalized Ratio

IP Insulin Pump

JSON JavaScript Object Notation

PCD Patient Care Device

PHG Personal Health Gateway

PICS Protocol Implementation Conformance Statement

PIXIT Protocol Implementation extra Information for Testing

SABTE Sleep Apnoea Breathing Therapy Equipment

SCR Static Conformance Review

SOAP Simple Object Access Protocol

TLS Transport Level Security

TP Test Purpose

TSS Test Suite Structure

WSI Web Services Interoperability

XDR cross-enterprise Document Reliable interchange

XML extensible Markup Language

5 Conventions

The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "MAY", "MAY NOT" in this Recommendation are to be interpreted as in [b-ETSI SR 001 262]. 

– SHALL is equivalent to 'must' or 'it is required to'.

– SHALL NOT is equivalent to 'must not' or 'it is not allowed'.

– SHOULD is equivalent to 'it is recommended to'.

– SHOULD NOT is equivalent to 'it is not recommended to'.

– MAY is equivalent to 'is permitted'.

– MAY NOT is equivalent to 'it is not required that'.

NOTE – The above-mentioned key words are capitalized for illustrative purposes only and they do not appear capitalized within this Recommendation.

Reference is made in the ITU-T H.800-series of Recommendations to different versions of the Continua Design Guidelines (CDG) by a specific designation. The list of terms that may be used in this Recommendation is provided in Table 1.

Table 1 – List of designations associated with the various versions of the CDG










	CDG release
	Transposed as
	Version
	Description
	Designation



	2017
	–
	7.0
	Release 2017 of the CDG including maintenance updates of the CDG 2016 and additional guidelines that cover new functionalities.
	–



	2016 plus errata
	[ITU-T H.810 (2016)]
	6.1
	Release 2016 plus errata noting all ratified bugs [b-CDG 2016].
	–



	2016
	–
	6.0
	Release 2016 of the CDG including maintenance updates of the CDG 2015 and additional guidelines that cover new functionalities.
	Iris



	2015 plus errata
	[b-ITU-T H.810 (2015)]
	5.1
	Release 2015 plus errata noting all ratified bugs [b-CDG 2015]. The 2013 edition of [ITU-T H.810] is split into eight parts in the ITU-T H.810 series.
	–



	2015
	–
	5.0
	Release 2015 of the CDG including maintenance updates of the CDG 2013 and additional guidelines that cover new functionalities. 
	Genome



	2013 plus errata
	[b-ITU-T H.810 (2013)]
	4.1
	Release 2013 plus errata noting all ratified bugs [b-CDG 2013].
	–



	2013
	–
	4.0
	Release 2013 of the CDG including maintenance updates of the CDG 2012 and additional guidelines that cover new functionalities.
	Endorphin



	2012 plus errata
	–
	3.1
	Release 2012 plus errata noting all ratified bugs [b-CDG 2012].
	–



	2012
	–
	3.0
	Release 2012 of the CDG including maintenance updates of the CDG 2011 and additional guidelines that cover new functionalities.
	Catalyst



	2011 plus errata
	–
	2.1
	CDG 2011 integrated with identified errata.
	–



	2011
	–
	2.0
	Release 2011 of the CDG including maintenance updates of the CDG 2010 and additional guidelines that cover new functionalities [b-CDG 2011].
	Adrenaline



	2010 plus errata
	–
	1.6
	CDG 2010 integrated with identified errata
	–



	2010
	–
	1.5
	Release 2010 of the CDG with maintenance updates of the CDG Version 1 and additional guidelines that cover new functionalities [b-CDG 2010].
	1.5



	1.0
	–
	1.0
	First released version of the CDG [b-CDG 1.0].
	–





6 Test suite structure

The test purposes (TPs) for the Services interface have been divided into the main subgroups specified below. Annex A describes the TPs for subgroups 2.7.1, 2.7.2 and 2.7.3 (shown in bold):

– Group 1: HFS sender (HFSS)

• Group 1.1: Web services interoperability (WSI)

○ Subgroup 1.1.1: Basic profile (BP)

○ Subgroup 1.1.2: Basic security profile (BSP)

○ Subgroup 1.1.3: Reliable messaging (RM)

• Group 1.2: Simple object access protocol (SOAP)

○ Subgroup 1.2.1: SOAP headers (HEAD)

• Group 1.3: Audit trail and node authentication (ATNA)

○ Subgroup 1.3.1: General (GEN)

○ Subgroup 1.3.2: PCD-01 (PCD-01)

○ Subgroup 1.3.3: Consent Management (CM)

• Group 1.4: PCD-01 HL7 messages (PCD-01-DATA)

○ Subgroup 1.4.1: General (GEN)

○ Subgroup 1.4.2: Design guidelines (DG)

○ Subgroup 1.4.3: Pulse oximeter (PO)

○ Subgroup 1.4.4: Blood pressure monitor (BPM)

○ Subgroup 1.4.5: Thermometer (TH)

○ Subgroup 1.4.6: Weighing scales (WEG)

○ Subgroup 1.4.7: Glucose meter (GL)

○ Subgroup 1.4.8: Cardiovascular fitness and activity monitor (CV)

○ Subgroup 1.4.9: Strength fitness equipment (ST)

○ Subgroup 1.4.10: Independent living activity hub (HUB)

○ Subgroup 1.4.11: Adherence monitor (AM)

○ Subgroup 1.4.12: Peak expiratory flow monitor (PF)

○ Subgroup 1.4.13: Body composition analyser (BCA)

○ Subgroup 1.4.14: Basic electrocardiograph (ECG)

○ Subgroup 1.4.15: International normalized ratio (INR)

○ Subgroup 1.4.16: Sleep apnoea breathing therapy equipment (SABTE)

○ Subgroup 1.4.17: Insulin pump (IP)

○ Subgroup 1.4.18: Continuous glucose monitor (CGM)

• Group 1.5: Consent Management (CM)

○ Subgroup 1.5.1: HFS XDR transaction (TRANS)

○ Subgroup 1.5.2: HFS metadata validation (META)

○ Subgroup 1.5.3: HFS consent directive validation (CDV)

• Group 1.6: hData Observation Upload (HDATA)

○ Subgroup 1.6.1: General (GEN)

• Group 1.7: Questionnaires (QUE)

○ Subgroup 1.7.1: General (GEN)

○ Subgroup 1.7.2: CDA validation (CDA)

• Group 1.8: Capability Exchange (CE)

○ Subgroup 1.8.1: General (GEN)

○ Subgroup 1.8.2: hData record format (HRF)

• Group 1.9: FHIR Observation Upload (FHIR)

○ Subgroup 1.9.1: General (GEN)

○ Subgroup 1.9.2: FHIR Encoding Guidelines (ENC)

– Group 2: HFS receiver (HFSR)

• Group 2.1: Web service interoperability (WSI)

○ Subgroup 2.1.1: Basic profile (BP)

○ Subgroup 2.1.2: Basic security profile (BSP)

○ Subgroup 2.1.3: Reliable messaging (RM)

• Group 2.2: SOAP (SOAP)

○ Subgroup 2.2.1: SOAP headers (HEAD)

• Group 2.3: Audit (ATNA)

○ Subgroup 2.3.1: General (GEN)

○ Subgroup 2.3.2: PCD-01 (PCD-01)

○ Subgroup 2.3.3: Consent Management (CM)

• Group 2.4: PCD-01 HL7 messages (PCD-01-DATA)

○ Subgroup 2.4.1: General (GEN)

○ Subgroup 2.4.2: Design guidelines (DG)

○ Subgroup 2.4.3: Pulse oximeter (PO)

○ Subgroup 2.4.4: Blood pressure monitor (BPM)

○ Subgroup 2.4.5: Thermometer (TH)

○ Subgroup 2.4.6: Weighing scales (WEG)

○ Subgroup 2.4.7: Glucose meter (GL)

○ Subgroup 2.4.8: Cardiovascular fitness and activity monitor (CV)

○ Subgroup 2.4.9: Strength fitness equipment (ST)

○ Subgroup 2.4.10: Independent living activity hub (HUB)

○ Subgroup 2.4.11: Adherence monitor (AM)

○ Subgroup 2.4.12: Peak expiratory flow monitor (PF)

○ Subgroup 2.4.13: Body composition analyser (BCA)

○ Subgroup 2.4.14: Basic electrocardiograph (ECG)

○ Subgroup 2.4.15: International normalized ratio (INR)

○ Subgroup 2.4.16: Sleep apnoea breathing therapy equipment (SABTE)

○ Subgroup 2.4.17: Insulin pump (IP)

○ Subgroup 2.4.18: Continuous glucose monitor (CGM)

• Group 2.5: Consent Management (CM)

○ Subgroup 2.5.1: HFS XDR transaction (TRANS)

○ Subgroup 2.5.2: HFS service validation (SER)

• Group 2.6: hData Observation Upload (HDATA)

○ Subgroup 2.6.1: General (GEN)

○ Subgroup 2.6.2: hData record format (HRF)

• Group 2.7: Questionnaires (QUE)

○ Subgroup 2.7.1: General (GEN)

○ Subgroup 2.7.2: CDA validation (CDA)

○ Subgroup 2.7.3: hData record format (HRF)

• Group 2.8: Capability Exchange (CE)

○ Subgroup 2.8.1: General (GEN)

○ Subgroup 2.8.2: hData record format (HRF)

• Group 2.9: FHIR Observation Upload (FHIR)

○ Subgroup 2.9.1: General (GEN)

7 Electronic attachment

The protocol implementation conformance statements (PICSs) and the protocol implementation extra information for testing (PIXIT) required for the implementation of Annex A can be downloaded from http://handle.itu.int/11.1002/2000/12067. See [b-HFSR PICS & PIXIT] and [b-HFSS PICS & PIXIT].

In the electronic attachment, letters "C" and "I" in the column labelled "Mandatory" are used to distinguish between "PICS" and "PIXIT", respectively, during testing. If the cell is empty, the corresponding PICS is "independent". If the field contains a "C", the corresponding PICS is dependent on other PICSs, and the logical expression is detailed in the "SCR_Expression" field. The static conformance review (SCR) is used in the test tool to assert whether the PICS selection is consistent.



1 This Recommendation includes an electronic attachment with the protocol implementation conformance statements (PICS) and the protocol implementation extra information for testing (PIXIT) required for the implementation of Annex A.



Annex A

Test procedures

(This annex forms an integral part of this Recommendation.)

A.1 Test purpose definition conventions

The TPs are defined according to the following rules:

– TP Id: This is a unique identifier (TP/<TT>/<DUT>/<GR>/<SGR>/ <XX>– <NNN>). It is specified according to the naming convention defined below: 

Each TP identifier is introduced by the prefix "TP".

○ <TT>: This is the test tool that will be used in the test case.

– HFS: Health & Fitness Services Interface

○ <DUT>: This is the device under test.

– SEN: HFS sender

– REC: HFS receiver

○ <GR>: This identifies a group of test cases.

○ <SGR>: This identifies a subgroup of test cases.

○ <XX>: This identifies the type of testing.

– BV: Valid behaviour test

– BI: Invalid behaviour test

○ <NNN>: This is a sequential number that identifies the TP.

– TP label: This is the title of the TP.

– Coverage: This contains the specification reference and clause to be checked by the TP.

○ Spec: This indicates the earliest version of the specification from which the testable items to be checked by the TP were included.

○ Testable item: This contains testable items to be checked by the TP.

– Test purpose: This is a description of the requirements to be tested.

– Applicability: This contains the PICS items that define if a test case is applicable or not for a specific device. When a TP contains an "ALL" in this field it means that it applies to the DUT within that scope of the test (specialization, transport used, etc.).

– Other PICSs: This contains additional PICS items (apart from the PICS specified in the Applicability row) which are used within the test case implementation and can modify the final verdict. When this row is empty, it means that only the PICSs specified in the Applicability row are used within the test case implementation.

– Initial condition: This indicates the state to which the DUT needs to be moved at the beginning of TC execution.

– Test procedure: This describes the steps to be followed in order to execute the test case.

– Pass/Fail criteria: This provides criteria to decide whether the DUT passes or fails the test case.

A.2 Subgroup 2.9.1: General (GEN)
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The simulated PHG performs a ransacion operation (HTTP PUT) o update the
resource uploaded i 3 and 1 Upload (craate) 3 new measuremen resource wih known
referanoes (using TLS 1.1 3nd an GAuth 20 baarer token obtainad using the sient
redentals grant ).

The HFS acoepts the ransacion operation and retums a successf response a5 both
operatons succasded

PassiFail criteria

The HFS accepts the operations and responds as described in step 2.4, 6,8, 10, 12
ana 14
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Test purpose.

Check

| e rootami e for the HBFS under testcontains il required slements for the support of the
FHR Observation Reporting Server Contnus Carifed Capabity Clsss, he HEFS i able o
rovice the OAuthDSssrptorin JSON or XML formt and f contains he required sements.

Appiabitty

c_reC_000 AND ¢_REC_GEN 008

otherpicss

nitsl condition

| e simutstac PG supporing FHIR Observaton Reporting Cient Cantinus Cartied.
Capabitty Ciass s sy o request th root e of the HFS undar test using TLS 1.1

Test procedure

1. The simuiated PHG performs an HTTP GET of roctaml using TLS v.1.1
2. The simulsted PHG abtains the root i s of the HEFS undr tast snd checks that:
) There s 2 <profie> slement inwhich:
+ <id> clement has 3 value of "FHIR-Observation Reportng-Server-4C".

+ <reference> slements points to the ltest revsion of the hData Content Profie
‘documen that he implementaton supports

b) There s 2 <rasourceType> slament in which:
+ <resoureTypelD> slament has 3 value of ‘OAuDescrptor.

+ <reference> clemens points to thelatest revision o the reference document
thatthe implementaton suppors.

+ <reprasentaton> slement has & <medisType> slement which vlus i
“sppistinlson o spphstonim

) Thers is s <sscton> slement i whiah:
+ <profieiD> has 3 vaiue of *FHIR-Obseraton Reporting-Server-iC™.
+ <resourceTypeiD> has a value of OuinDesorpior.
o <resourssPrae> has 3 value of rus".
+ <path> slement contains an stom fesd o get the OAUDEscrptor-
2. The simuisted PHG retisves the stom feed retumed by the HBFS and checks that:
) There s (at least) one OAuthDescrptor sted

4. The simuisted PHG retieves the OAutDeseripor (n XML or JSON forma) using the

ik slemant of the stom f2ad and checks it

) There s s resourceSanvrURL slemnt which valus i n URL (e endpoint where
the HEFS expects to receive measurements).

) There s s tokenEndpointURL slement which valus i an URL (1 andgoint for
obtaining the bearer OAuth oken).

) Thereis 2 grantTypes slement and it contans one or more of e fllowing stings:
o ientCradansa”
+ resourssOwnerCredanta’
o mptcit
+ suorzstonCode”
) Additonaly. the graniTypes element may contan:
o sz

<) There may be an authorizationEndpointURL slement which value is an URL (the
‘Ofuth ndpaint the HAFS sxpects he PHG 1 use for OAuth authorzaten).

PassiFail oriteria

+ The roo fle contains al he slements and values described n step 2.
|+ The providec stom fasd contains st lesst one OAuthDasertor sted.
|+ The OAuthDescriptor can be retrieved using the ink element n the atom feed.
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Test purpose [Check that
[The H8FS under accepis the upload of a FHIR measurement (as 3 compete ransaction
undie) using the supperted OAuth authorization gran types.
Appiabitty |o_REC_000 AND (0_REC_GEN 007 OR ©_REC_GEN_008)
otherpicss |c_rec_Frir_oot
nital condition | The simutstad PHG supporing FHIR Observaton Reporing Cient Cantinua Cartfed
|Cpaity Class i rasay i paform  conditonsl craste operation o upload 3 complte FHIR
undle (wih no extemal raferances) to he HAFS under st PHG has previously retieved
ot the root fe and the OAuNDesorplr from tne HEFS under test
Test procedure 1. The simulsted PHG perorms & creste operstion (HTT® POST) to upload 3 compiete

FHIR bundis (in XML fomat) containing 3 new measurement using TLS 1.1 and an
(OAuth 20 bearer token oblained using the olient redentals grant pe.

2. e HBFS accepts the request and retums <HTTP 201> (Created).

3. The simulated PHG perforns a creste operaton (HTTP POST) i upload 3 complete
FHIR bundis (in JSON format) containng 3 new measurement using TLS 1.1 and an
(OAuth 20 bearer foken obtained Using the resource owner cedentials grant ype

4. The HBFS accepts the request and returns <HTTP 201> (Created).
F C_REC_FHIR_001=TRUE coninue wit step 5, ELSE the tes case ends.

5. The simusted PHG periorms a creste operstion (HTTP POST) to uplosd 3 complete
FHIR bundis (in XML format) containing 2 new measurement using TLS 1.1 and an.
‘OAuth 20 bearer token obtained using the auhorizaion code grant ype.

The HEFS acospts the request and retums <HTTP 201> (Crestad).

The simlsted PHG performs 3 reste operation (HTTP POST)to uplosd 3 complete
FHIR bundis (in JSON format) ontainng 3 new measurement using TLS 11 3nd an
‘OAuth 20 bearer token oblained using the mpl gran ype.

5. The HEFS acoepts the request and retums <HTTP 201> (Created).
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The OAutnDescrptor s complant o the deseription gven i 4.

fthe <mediaType> element of ihe <resouroeType>wih 3 <rasourceTypelD> value of
“OAuNDessaplor i set t appicatonsml the OAuhDescriptor will be retieved in XML
format.

Ifthe <mediaType> elemen of the <resouroeTypeswih a <rasourceTypeID> value of
"OAuNDessaplor i set t appicatonson the OADescrpior wil be retieved in
SO format.
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Test purpose. |Check that
fine HEFS contains tne "167523" sting i the grantTypes slement of s OAuDesorplor. it
|shall acoept a valid JT s an authorzation grant.
ol
1fan invalid JWT is provded, the HAFS shall provids informaton regarding the erorin the
response.
Appiabitty |o_REC_000 AND (©_REC_GEN 007 OR ©_REC_GEN_008)
otmerpicss |c_rec_FHiz ooz
sl condition | The simutsted PHG supporing FHIR Obsarvaton Reporing Cient Cantinua Cartfed
|Capaiity Class i rasdy t rerieve the OAURDazcrptor of he HEFS and 1 parform =
|conditonl creste operaton t upload » complete FHIR bunde (with no externa references).
PHG nas previously retmeved ihe roo i fom the HEFS under tast.
Test procedure 1. The simuated PHG retieves the OAuhDescrpor in XML or JSON format) using the

link slemen of the atom feed provided by the oot i of the HAFS under test

2. The simulated PHG checks that the grantTypes slement of the OAuhDeseritor contains.
the string rc7523".

3. The simulsted PHG perforns a creste oparation (HTTP FOST) o uplosd s complete
FHIR bundis contsinng & new messurement using TLS 1.1 2nd 3 singe vaid JSON
Web Token

T HBFS acospts the request and retums <HTTP 201> (Crestad).

The simlsted PHG performs a reste operation (HTTP POST) to ulosd & complete
FHIR bundis contsinng s new messurement using TLS 1.1 and an invaid JSON Wes
Token.

6. The HBFS does not accept he request and retums an eror (1e. an <HTTP 400 (Bad.
"Request)with addiional iformaton using e "error_descrpion” or"eror_ur
parameters.

+ The OAutDescriptor contains the e7523" sting in step 2.
+ The H&FS scospis the operation ss described nsiep 4

+ The HaFS rejects the operation and provides information about he error 25 described in
swpe.
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PassFail oritera |+ The HEFS under test acospts the requests as described n steps 2 and 4, and.
‘CREC_FHIR_DD1=TRUE. it also acoep's he raquests 35 described n sieps 8 and 8.
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Test purpose [Check that
|4 FHIR Observation Server shal support a minimu set of FHIR operations as defned by
ReSTwl PAIR
Appiabitty |o_rEc_000 AND _REC_GEN 007
otherpicss
sl condition | The simuisted PHG supporing FHIR Obsarvaton Reporing Cient Cantinua Carifed
|Cpaiity Class i rasay i paform  condions| crese operation o upload 3 complte FHIR
undle wit an Observaton resouros (with no external refarences) o te HEFS under tast
FHG has previously reteved both he roa e and the OAUADazeripor from the HEFS under
o5t T HEFS under test have no previously stored resources.
Test procedure 1. The simusted PHG perors & creste operstion (HTTP POST) to uplosd & compiete

FHIR bundis contsinng an Observation resouros (using TLS 1.1 and an OAuth 20
bearer token btained using the cent cradentals grant ype).

2. The HBFS acospts the request snd retums <HTTP 201> (Crestad) and s Losston
header, which contains he new Logicald and Version Id of the sreated esources.

3. The simulsted PHG performs  condiions! reste opsration (HTTP POST) using the HL7
defined extension header "I-None-Exist 1 upload & FHIR Observaton resouroe (which
referances can be resolved witin the H&FS) sing TLS 1.1 and an OAuth 20 bearer
oken obiained using the lent redentals grant fype. The simulated PHG uses 2 non-
‘xistant Logieal 1 (atr than the ones ratumad in t2p 2) 3 the search paramater n he|
“ieNone-Bust header.

5. The HBFS acospts the requst nd retums <HTTP 201> (Crestad) and s Losation
header, which contains he new Logicald and Version Id of he created rasource.

5. The simulsted PHG performs s conditonsl crest oparstion (HTTE FOST) using the HLT
deined extension heades " None Exist 1 upload the same FHIR Oservation
Resouroe 35 step 3 (using TLS 1.1 and an OAut 2.0 bearer token obtained using e
Sientcradentisls grant type). The simulsted PHG uses Logioal 4 obtained n tep 4 55
the search parameter inthe *-None-Exist header.

The HEFS ignores the operaton as i finds a matoh and retums <HTTP 200 (OK).

The simlsted PHG performs an update operation (HTTP PUT) o updte the FHIR
‘Observaton resource uploaded i step 3 (using TLS 1.1 and an OA 2.0 bearer token
obtained using the lient credentss grantfype). This operaion uses 3 non-existent i3
{notthe one ostained in t2p4)

8. The HaFS creates e resource (as no resource aiready exiss for the given i) and.
returms <HTTP 201> (Created) and a Locaton header, which contains the new Logieal 13
3nd Verson 1 ofthe reated resource version

o, The simulated PHG performs an update operatin (HTTP PUT) o update the FHIR
Observaton resource uploaded in step 3 (using TLS 1.1 and an OAUT 2.0 bearer token.
obtained using the lient credentsls grant fype). This opersion uses the d obsined in
stepe.

10. The HEFS acospts he raquest updates the resource, and retums an <HTTP 200 (OK)

status code.
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) There s (at east) one OAuthDescriptor sted

The simuiated PHG retieves the OAuthDescrpor (n XML or JSON forma) using the
ik slement ofthe stom feed and checks that

) Thers is s resourosServerURL element which valus i n URL (e endpoint where
the HEFS expects to receive measuremens).

5) There is 2 tokenEndoointURL element which vaue s an URL (¢ endpoint for
obtining the bearer OAuth toker).

) Thers is 3 grantTypes slement and it consing on o mere of te following stings:
o lientCradansa”
o resourssOwnerCredants”
. mpteit
o suthozstonCode”
) Additonaly. the graniTypes element may contan:
o sz

<) There may be an authorzationEndpointURL slement which value is an URL (the
(Outh endpaint the HAFS sxpects the PHG o usa for Outh authorzation).

Passieail criteria

The roo i contains sl the siments and valuss desarbed in step 2
The provided som feed contins st esst one OAuthDaserptor tec.

The OAunDescrptor can be retrieved using the ik element n the atom feed.

The OAutnDescrptor s complant o the descripton given n step 4.

fthe <mediaType> elemen of ihe <resourceType>wih a <rasourceTypeID> value of
“OAuNDessplor i set to appicaton/sml the OAUADescrptor wil be retrieved in XML
format.

fthe <mediaType> element of ihe <resourceType>wih a <rasourceTypeID> value of
"OAuDessrplor i set t appicatonson the OAuhDescrplor wil be retieved i
SO format.
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Test purpose Check
| e root ami e fo the HBFS under test contains il required siements for the support of the
FHIR Observaton Server Continua Cerified Gapality Class, e HFS is abls 1 provide the
OAutnDescrptor i JSON or XML formt and f contains the requird slements.
Appicabitty c_reC_000 AND ¢_REC_GEN_007
otherpicss
nitsl condition | e simuisted PHG supperting FHIR Observaton Client and Capabiiy Exchange Cortinua
 Certied Capabity Classes i ready t request e root fe of i HSFS under ast using LS.
i
Test procedure 1. The simuated PHG perfoms an HTTP GET of rootaml using TLS v.1.1

2. The simulsted PHG obtain the root i s of the HEFS undr tast snd checks that:
) There s 2 <profie> slement inwhih:
+ <ic> slamenthas & valus of ‘FHIR-Observation-Server-4C".

+ <reference> slements points to th ltest revsion of the hData Content Profie
‘documen that the implementaton supports

5) There s 2 <rasourceType> slement i whih:
+ <resoursTypelD> slament has 3 value of ‘OAuDescrptor.

+ <reference> cemens points to thelatest revision o the reference document
thatthe implementaton suppers

+ <reprasentaton> slement has & <medisType> slement which vlus i
“sppistinlson o spphstonim

) Thers is s <sscton> slement i whiah:
+ <profieiD> has 3 value of 'FHIR-Obseaton-Server4C"
+ <resourceTypeiD> has a value of OAuiDesorpior.
o <resourssPrae> has  value of rus".

+ <path> slement contains sn stom fed 0 get the OAUDEzerptor.

3. The simulated PHG retrieves the atom feed retumed by the HSFS and checks that






