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telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
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Recommendations on them with a view to standardizing telecommunications on a worldwide basis.
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on these topics.

The approval of Recommendations by the Members of the ITU-T is covered by the procedure laid down in
WTSC Resolution No. 1.
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prepared on a collaborative basis with ISO and IEC.

NOTE
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PART 4

18 Services assumed from Lower Layers

18.1 Services assumed from TCAP

The SS7 application layer protocol defined in this Recommendation is a protocol to provide
communication between a pair of application processes. In the SS7, environment this is represented
as communication between a pair of Application Entities (AEs) using the Transaction Capabilities.
The function of an AE is provided by a set of Application Service Elements (ASEs). The interaction
between AEs is described in terms of their use of the services provided by the ASEs.

If Application Contexts (ACs) are to be used for FE differentiation within a physical node, then the
version of TC used must support the dialogue portion of TC (i.e. White Book, TC).

This requirement applies to all interfaces, not just those used for internetworking.

Table 18-1 defines which versions of TC are the minimum versions required to support the defined
IN interfaces:

Table 18-1/Q.1228 – Minimum TC Recommendations
requirements for INAP interfaces

Interface IN CS-2

SSF-SCF Blue Book (Note)

SCF-SRF Blue Book (Note)

SCF-SDF White Book (1993)

SCF-SCF White Book (1993)

SDF-SDF White Book (1993)

CUSF-SCF Blue Book (Note)

NOTE – If AC negotiation is required, then White Book
(1993) is the minimum version required.

18.1.1 Common procedures

This subclause defines the procedures and mapping which apply between INAP and TC to be used in
the absence of specific procedures and mapping instructions for the specific INAP interfaces as
defined in subsequent subclauses.
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18.1.1.1 Normal procedures

This subclause describes the procedures and TCAP primitives that shall be used for transmitting
messages between AEs under normal operation.

The INAP, as TC-user, uses only the structured dialogue facility provided by TCAP. The following
situations can occur when a message is sent between two physical entities:

– a dialogue shall be established: the TC-user issues a TC-BEGIN request primitive;

– a dialogue shall be maintained: the TC-user issues a TC-CONTINUE request primitive;

– a dialogue shall no longer be maintained: the TC-user issues a TC-END request primitive
with either basic end or with prearranged end depending on the following conditions:

• Basic end:

– In the case the dialogue is established, operations, leading to a termination of the
relationship, can be transmitted by the FE with a TC-END request primitive (basic)
in case the FE is not interested in the reception of any ERROR or REJECT
components for these sent operations. Once the FE dialogue resources have been
released, any ERROR or REJECT components received for these operations will be
discarded by TC as described in Recommendation Q.774.

– In the case where a dialogue has been established and the FE receives an operation
leading to the termination of the relationship, and there is no interest by the FE to
continue the dialogue, and there is no operation to be sent, a TC-END request
primitive (basic) with zero components can be sent from the FE.

• Prearranged end:

In this case, an entity is interested in possible ERROR or REJECT messages on response
to sent operations leading to a termination of the relationship, the dialogue is ended with
a TC-END request primitive (prearranged end) after the last associated operation timer
expires. The receiving entity can end the dialogue with a TC-END request primitive
(prearranged end) after successful processing of these operations (i.e. the relationship is
terminated).

– in general, the use of prearranged end shall be limited to the case for both communicating
entities clearly recognisable that peer entity applies prearranged end. In all other cases, basic
end shall be used;

– a dialogue shall not be established: for class 2 or 4 operations only the sending TC-user
issues a TC-BEGIN request primitive and ends the dialogue locally after operation time-out
by means of a prearranged end. Upon reception of the TC-BEGIN indication primitive, the
receiving TC-user shall end the dialogue locally.

18.1.1.2 Abnormal procedures

This subclause describes the procedures and TCAP primitives that shall be used for reporting
abnormal situations between AEs. The error cases are defined in clause 16.

The following primitives shall be used to report abnormal situations:

– operation errors, as defined in the INAP, are reported with TC-U-ERROR request primitive;

– rejection of a TCAP component by the TC-user shall be reported with TC-U-REJECT
request primitive;

– when the FE detecting error or rejecting operation decides the termination of TC dialogue,
TC-END request primitive (basic) with error or reject can be used for the termination of TC
dialogue;
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– when the SSF, the SRF, or the CUSF detecting error or rejecting operation recognises the
possibility to continue dialogue, TC-CONTINUE request primitive with error or reject can
be used for the continuation of TC dialogue;

– a dialogue shall be aborted by the TC-user with a TC-U-ABORT request primitive;

– on expiration of application timer TSSF or TSRF or TCUSF dialogue shall be terminated by
means of a TC-U-ABORT primitive with an Abort reason, regardless of whether TCAP
dialogue is established or not.

For abnormal situations detected by TCAP, the same rules shall apply for reception of
TC-R-REJECT indication as for transmission of TC-U-REJECT request and for transmission of
TC-P-ABORT indication as for transmission of TC-U-ABORT request primitive.

The following rules shall be applied to terminate the TCAP dialogue under abnormal situations:

– in the case that abort condition is detected and TCAP dialogue is established, TCAP
dialogue is terminated by TC-U-ABORT primitive with an Abort reason;

– in the case that abort condition is detected and TCAP dialogue is not established, TCAP
dialogue is locally terminated by TC-U-ABORT primitive (in the case such as application
time-out).

In error situations, prearranged end shall not be used to terminate the TCAP dialogue. In case any
application entity encounters an error situation the peer entity shall be explicitly notified of the error,
if possible. If from any entity's point of view the error encountered requires the relationship to be
ended, it shall close the dialogue via a TC-END request primitive with basic end or via a
TC-U-ABORT request primitive, depending on whether any pending ERROR or REJECT
component is to be sent or not.

In case an entity receives a TC-END indication primitive and after all components have been
considered, the FSM is not in a state to terminate the relationship, an appropriate internal error
should be provided.

In cases when a dialogue needs to be closed by the initiating entity before its establishment has been
completed (before the first TC indication primitive to the TC-BEGIN request primitive has been
received from the responding entity), the TC-user shall issue a TC-END request primitive with
prearranged end or a TC-U-ABORT request primitive. The result of these primitives will be only
local, any subsequent TC indication received for this dialogue will be handled according to the
abnormal procedures as specified in Recommendation Q.774.

18.1.1.3 Dialogue handling

18.1.1.3.1 Dialogue establishment

The establishment of an INAP dialogue involves two application processes as described in 3.1.3, one
that is the dialogue-initiator and one that is the dialogue-responder.

Application context negotiation may not be supported in all physical entities and/or all networks.

This procedure is driven by the following signals:

– a TC-BEGIN request primitive from the dialogue-initiator;

– a TC-BEGIN indication primitive occurring at the responding side;

– the first TC-CONTINUE indication primitive occurring at the initiating side or under
specific conditions:

• a TC-END indication primitive occurring at the initiating side;

• a TC-U-ABORT indication primitive occurring at the initiating side;
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• a TC-P-ABORT indication primitive occurring at the initiating side.

Sending of a TC-BEGIN request

Before issuing a TC-BEGIN request primitive, SACF shall store the AC-name and, if present, the
user-information parameter.

SACF shall request the invocation of the associated operations using the TC-INVOKE service. See
18.1.1.4.1 for a description of the invocation procedure.

After processing of the last invocation request, SACF shall issue a TC-BEGIN request primitive.

The initiator SACF then waits for a TC indication primitive and will not issue any other requests,
except a TC-U-ABORT request or a TC-END request with the release method parameter set to
"prearranged release".

If no TC indication primitive is expected because no dialogue is to be established according to the
rules as stated in 18.1.2.1.1 and 18.1.2.1.2, SACF will wait for the last associated TCAP operation
timer to expire and issue a TC-END request with the release method parameter set to "prearranged
release".

Receipt of a TC-BEGIN indication

On receipt of a TC-BEGIN indication primitive, responder SACF shall:

– Analyse the application-context-name if included in the primitive. If it is supported, process
any other indication primitives received from TC as described in 18.1.1.4.1.

– If no dialogue is to be established according to the rules as stated in 18.1.2.1.1 and
18.1.2.1.2, SACF will wait for the last indication primitive from TC and issue a TC-END
request with the release method parameter set to "prearranged release".

– If the application-context-name included in the primitive is not supported, issue a
TC-U-ABORT request primitive. If an alternative application-context can be offered, its
name is included in the TC-U-ABORT request primitive.

It is for further study whether or not the application-context-negotiation is limited only for using the
TC-U ABORT primitive.

Receipt of the first TC-CONTINUE indication

On receipt of the first TC-CONTINUE indication primitive for a dialogue, SACF shall check the
value of the application-context-name parameter. If this value matches the one used in the
TC-BEGIN request primitive, SACF shall process the following TC component handling indication
primitives as described in 18.1.1.4.1; otherwise, it shall issue a TC-U-ABORT request primitive.

It is for further study whether or not the application-context-negotiation is limited only for using the
TC-U ABORT primitive.

Receipt of a TC-END indication

On receipt of a TC-END indication primitive in the dialogue initiated state, SACF shall check the
value of the application-context-name parameter. If this value matches the one used in the TC-
BEGIN request primitive, then the SACF shall process the following TC component handling
indication primitives as described in 18.1.1.4.1.

Receipt of a TC-U-ABORT indication

Receipt of a TC-U-ABORT indication primitive is described as part of user abort procedure (see
18.1.1.3.4). If the abort reason is application context name not supported, the responding side may
propose an alternative application context name in the TC-U-ABORT indication. If an alternative
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application context is proposed, the receiving entity shall check this name and if it can be supported a
new dialogue may be established.

Receipt of a TC-P-ABORT indication

Receipt of a TC-P-ABORT indication primitive is described as part of provider abort procedure
(see 18.1.1.3.5).

18.1.1.3.2 Dialogue continuation

Once established, the dialogue is said to be in a continuation phase.

Both application processes can request the transfer of INAP APDUs until one of them requests the
termination of the dialogue.

Sending entity

SACF shall process any component handling request primitives as described in 18.1.1.4.1.

After processing the last component handling request primitive, SACF shall issue a TC-CONTINUE
request primitive.

Receiving entity

On receipt of a TC-CONTINUE indication primitive SACF shall accept zero, one or several TC
component handling indication primitives and process them as described in 18.1.1.4.1.

18.1.1.3.3 Dialogue termination

Both the dialogue-initiator and the dialogue-responder have the ability to request the termination of a
dialogue after it has been established when no dialogue is to be established or when a dialogue is no
longer to be maintained according to the rules as stated in 18.1.2.1.1 and 18.1.2.1.2.

The dialogue termination procedure is driven by the following events:

– a TC-END request primitive;

– a TC-END indication primitive.

Sending of TC-END request

When the dialogue shall no longer be maintained, SACF shall process any component handling
request primitives as described in 18.1.1.4.1.

After processing the last component handling request primitive (if any), SACF shall issue a TC-END
request primitive with the release method parameter set to "basic end" or "prearranged release",
according to the rules as stated in 18.1.2.1.1 and 18.1.2.1.2.

When no dialogue is to be established, refer to 18.1.1.3.1.

Receipt of a TC-END indication

On receipt of a TC-END indication primitive, the SACF shall accept any component handling
indication primitives and process them as described in 18.1.1.4.1.

After processing the last component handling primitive, all dialogue related resources are released.
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18.1.1.3.4 User Abort

Both the dialogue-initiator and the dialogue-responder have the ability to abort a dialogue at any
time.

The user abort procedure is driven by one of the following events:

– a TC-U-ABORT request primitive;

– a TC-U-ABORT indication primitive.

Sending of TC-U-ABORT request

After issuing a TC-U-ABORT request primitive, all dialogue related resources are released.

Receipt of a TC-U-ABORT indication

On receipt of a TC-U-ABORT indication, all dialogue related resources are released.

18.1.1.3.5 Provider Abort

TC has the ability to abort a dialogue at both the dialogue-initiator side and the dialogue-responder
side.

The provider abort procedure is driven by the following event:

– a TC-P-ABORT indication primitive.

Receipt of a TC-P-ABORT indication

On receipt of a TC-P-ABORT indication, all dialogue related resources are released.

18.1.1.3.6 Mapping to TC dialogue primitives

The TC-UNI service is not used by INAP.

The mapping of parameters onto the TC Dialogue services is as follows:

The use of parameters of the TC-BEGIN service is as defined in 18.1.1.3.7 with the following
qualifications:

– The Destination Address parameter of the TC-BEGIN service shall be set to the INAP
address of the AE which is to respond to the TC-BEGIN service.

NOTE 1 – The address used in this parameter may be mapped by SCCP address translation to one of
a number of alternative AEs.

– The Application Context Name parameter of the TC-BEGIN service shall be set according to
the specific interface being used between the initiating AE and the responding AE.

– The Originating Address parameter of the TC-BEGIN service shall be set to the
unambiguous INAP address of the AE initiating the TC-BEGIN service.

The use of parameters of the TC-CONTINUE service is as defined in 18.1.1.3.7 with the following
qualifications:

– The Application Context Name parameter of the TC-CONTINUE service shall be set to the
value of the Application Context Name parameter of the TC-BEGIN service for the same
Dialogue ID parameter value.

– If present, the Originating Address parameter of the TC-CONTINUE service shall be set to
the unambiguous INAP address of the AE initiating the TC-CONTINUE service. This
parameter is only present in the first TC-CONTINUE service after a TC-BEGIN service with
the same Dialogue ID parameter value.
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The use of parameters of the TC-END service is as defined in 18.1.1.3.7 with the following
qualifications:

– The Application Context Name parameter of the TC-END service shall be set to the value of
the Application Context Name parameter of the TC-BEGIN service for the same Dialogue
ID parameter value. This parameter is only present if the TC-END service is used
immediately after the TC-BEGIN service.

The use of parameters of the TC-U-ABORT service is as defined in 18.1.1.3.7 with the following
qualifications:

– The Abort Reason parameter of the TC-U-ABORT service shall be used as specified in
Recommendation Q.771.

– The Application Context Name parameter of the TC-U-ABORT service shall be set to either
the value used in the TC-BEGIN service or an alternative value which can be used to
establish the dialogue between the initiating AE and the responding AE.

NOTE 2 – This parameter is only present if the TC-U-ABORT is the immediate response to a
TC-BEGIN indication.

The use of parameters of the TC-P-ABORT service is as defined in 18.1.1.3.7 with the following
qualifications:

– The P-Abort parameter of the TC-P-ABORT service is set by TC to indicate the reason why
TC aborted the dialogue. It shall take the values as defined in Recomendation Q.771.

18.1.1.3.7 Default mapping to TC dialogue parameters

Dialogue Id

The value of this parameter is associated with the INAP invocation in an implementation-dependent
manner. This parameter uniquely identifies a specific TC dialogue to a remote INAP AE for an INAP
AE.

Application-context-name

The application-context-name parameter is set according to the set of operations which need to be
supported by the TC dialogue. The defined Application Context Names can be found in clauses 5
to 11.

User information

This parameter may be used by both initiating and responding application processes in a
network-operator specific manner.

Component present

This parameter is used by SACF as described in Recommendation Q.771.

Termination

The value of the release method parameter of the TC-END request primitive is set by SACF
according to the rules as stated in 18.1.2.1.1 and 18.1.2.1.2.

Quality of service

The quality of service of TC request primitives is set by the SACF to the following value:

– sequencing requested;

– return option, this parameter is set by SACF in an implementation-dependent manner.
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18.1.1.4 Component handling

18.1.1.4.1 Procedures for INAP operations

This subclause describes the procedures for INAP operations.

Operation invocation

SACF shall build an operation argument from the parameters received and request the invocation of
the associated operation using the TC-INVOKE procedure. If a linked ID parameter is inserted in the
primitive, this indicates a child operation and implies that the operation is linked to a parent
operation.

Operation invocation receipt

On receipt of a TC-INVOKE indication primitive, SACF shall:

– if the operation code does not correspond to an operation supported by the application-
context, request the transfer of a reject component using the TC-U-REJECT request
primitive, with the appropriate problem code (unrecognised operation);

– if a linked ID is included, perform the following checks: If the operation referred to by the
linked ID does not allow linked operations or if the operation code does not correspond to a
permitted linked operation, or if the parent operation invocation is not active, issue a
TC-U-REJECT request primitive with the appropriate problem code (linked response
unexpected or unexpected linked operation);

– if the type of the argument is not the one defined for the operation, request the transfer of a
reject component using the TC-U-REJECT request primitive, with the appropriate problem
code (mistyped parameter);

– if the operation cannot be invoked because the INAP related dialogue is about to be released,
request the transfer of the reject component using the TC-U-REJECT request primitive with
the problem code (Initiating Release);

– if sufficient INAP related resources are not available to perform the requested operation,
request the transfer of a reject component using the TC-U-REJECT request primitive with
the problem code (Resource Limitation);

– otherwise, accept the TC-INVOKE indication primitive. If the operation is to be
user-confirmed, SACF waits for the corresponding response.

Operation Response

For user confirmed operations, SACF shall:

– if no error indication is included in the response to a class 1 or 3 operation, construct a result
information element from the parameters received and request its transfer using the
TC-RESULT-L service;

– if an error indication is included in the response to a class 1 or 2 operation, construct an error
parameter from the parameters received and request its transfer using the TC-U-ERROR
request primitive.
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Receipt of a response

On receipt of a TC-RESULT-NL indication, SACF shall:

– request the transfer of a reject component using the TC-U-REJECT request primitive, with
the appropriate problem code (mistyped parameter).

On receipt of a TC-RESULT-L indication, SACF shall:

– if the type of the result parameter is not the one defined for the result of this operation,
request the transfer of a reject component using the TC-U-REJECT request primitive, with
the appropriate problem code (mistyped parameter);

– otherwise, accept the TC-RESULT-L indication primitive.

On receipt of a TC-U-ERROR indication, SACF shall:

– if the error code is not defined for the SACF or is not one associated with the operation
referred to by the invoke identifier, request the transfer of a reject component using the
TC-U-REJECT request primitive, with the appropriate problem code (unrecognised error or
unexpected error);

– if the type of the error parameter is not the one defined for this error, request the transfer of a
reject component using the TC-U-REJECT request primitive, with the appropriate problem
code (mistyped parameter);

– otherwise, accept the TC-U-ERROR indication primitive.

On receipt of a TC-U-REJECT indication primitive which affects a pending operation, SACF shall:

– accept the TC-U-REJECT indication primitive.

On receipt of a TC-L-REJECT indicating "return result problem, return error unexpected", SACF
shall inform the application process.

On receipt of a TC-L-REJECT indicating "return error problem, return error unexpected", SACF
shall inform the application process.

This event occurs when the local TC detects a protocol error in an incoming component which
affects an operation.

When the problem code indicates a general problem, it is considered that the event cannot be related
to an active operation even if the invoke Id is provided by TC. This is because it is unclear whether
the invoke Id refers to a local or remote invocation. The behaviour of SACF in such a case is
described below under the heading "Other events".

On receipt of a TC-L-CANCEL indication, the SACF shall:

– if the associated operation is a class 1 operation, inform the application process;

– if the associated operation is a class 2 operation and no linked operations are defined for this
operation, ignore the primitive;

– if the associated operation is a class 2 operation and has linked operations but none of them
has been invoked, inform the application process;

– if the associated operation is a class 2 operation and a linked operation invocation has
already been received in response to this operation, ignore the primitive;

– if the associated operation is a class 3 operation, inform the application process;

– if the associated operation is a class 4 operation, ignore the primitive.
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Other events

This subclause describes the behaviour of SACF on receipt of a component handling indication
primitive which cannot be related to any operation or which does not affect a pending one.

On receipt of a TC-U-REJECT indication primitive which does not affect an active operation
(i.e. indicating a return result or return error problem), it is up to the application process to abort,
continue or terminate the dialogue, if not already terminated by the sending application process
according to the rules as stated in 18.1.2.1.2. This is also applicable for invoke problems related to a
class 4 linked operation.

On receipt of a TC-R-REJECT indication (i.e. when a protocol error has been detected by the peer
TC entity) which does not affect an active operation, it is up to the application process to abort,
continue or terminate the dialogue, if not already terminated by the sending application process
according to the rules as stated in 18.1.2.1.2.

On receipt of a TC-L-REJECT indication primitive (i.e. when a protocol error has been detected by
the local TC entity) which cannot be related to an active operation, it is up to the application process
to continue, or to terminate the dialogue and implicitly trigger the transmission of the reject
component or to abort the dialogue.

On receipt of a TC-NOTICE indication primitive, which informs the SACF that a message cannot be
delivered by the Network Layer, it is for the application process to decide whether to terminate the
dialogue or retry.

This primitive can only occur if the Return Option has been set (see 18.1.1.3.6).

18.1.1.4.2 Mapping to TC component primitives

The mapping of parameters onto the TC Component services is as follows:

The TC-U-CANCEL service is not used.

The TC-RESULT-NL service is not used.

The use of parameters of the TC-INVOKE service is as defined in 18.1.1.4.3 with the following
qualifications:

– The Operation parameter of the TC-INVOKE service shall contain the
operation.&operationCode value of the INAP operation to be invoked. The operation must
be one of the valid operations supported by the negotiated Application Context for the TC
dialogue and must be invokable by the local AE.

– The Parameters parameter of the TC-INVOKE service shall contain a value of the
operation.&ArgumentType value for the operation being invoked, as specified by the
Operation parameter.

The use of parameters of the TC-RESULT-L service is as defined in 18.1.1.4.3 with the following
qualifications:

– The Invoke Id parameter of the TC-RESULT-L service shall be set to the value of the Invoke
Id parameter of the TC-INVOKE service from the remote AE to which a result is being sent.

– The Operation parameter of the TC-RESULT-L service shall be set to the value of the
Operation parameter of the TC-INVOKE service from the remote AE which contains the
same Invoke Id Parameter value.

– The Parameters parameter of the TC-RESULT-L service shall contain the
operation.&ResultType value for the operation result, as specified by the Operation
parameter.
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The use of parameters of the TC-U-ERROR service is as defined in 18.1.1.4.3 with the following
qualifications:

– The Invoke Id parameter of the TC-U-ERROR service shall be set to the value of the Invoke
Id parameter of the TC-INVOKE service from the remote AE to which an error is being sent.

– The Error parameter of the TC-U-ERROR service shall be set to the value of the
error.&errorCode of the error to be sent. It must be one of the errors which is expected for
the invoked operation as defined in the operation.&Errors specification.

– The Parameters parameter of the TC-U-ERROR service shall be set to the value of the
error.&ParameterType of the error to be sent, as identified by the Error parameter.

The use of parameters of the TC-U-REJECT service is as defined in 18.1.1.4.3 with the following
qualifications:

– The Invoke Id parameter of the TC-U-REJECT service shall be set to the Invoke Id
Parameter of the TC component service from the remote AE which is being rejected.

The use of parameters of the TC-L-CANCEL service is as defined in 18.1.1.4.3.

18.1.1.4.3 Default mapping to TC component parameters

Invoke Id

This parameter is set by the sending application process. It represents the unique identity of an
instance of an operation which is invoked by an AE within a specific TC dialogue. The TC dialogue
is identified by the Dialogue Id parameter.

Linked Id

This parameter is set by the sending application process. It represents the Invoke Id of an operation
which was received from the remote AE for a specific TC dialogue to which the operation being
invoked by the local AE is to be linked. This parameter is only present if the original operation
invoked by the remote AE is defined as having linked operations. The type of local operation
invoked must be the same type as one of the operations defined as being linked.

Dialogue Id

The value of this parameter is associated with the INAP invocation in an implementation-dependent
manner. It represents the identity of the established TC dialogue which will carry the component
services between the local AE and the remote AE.

Class

The value of this parameter is set according to the type of the operation to be invoked according to
the operation definitions in clauses 5 through 10.

Time-out

The value of this parameter is set according to the type of operation invoked.

Last component

This parameter is used as described in Recommendation Q.771.

Problem code

This parameter is used as described in 18.1.1.4.1.

Abort reason

This parameter is used by SACF, and attributes and coding are specified by network operator.
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18.1.2 SSF-SCF interface

18.1.2.1 Normal procedures

18.1.2.1.1 SSF-to-SCF messages

This subclause defines the normal procedures for TC messages from the SSF to the SCF.

SSF-FSM related messages

A dialogue shall be established when the SSF-FSM moves from the state Idle to the state Waiting
for Instructions. The relevant INAP operation, which can be the InitialDP operation or one of
DP-specific operations for TDP-R, shall be transmitted in the same message.

No dialogue shall be established when the SSF-FSM moves from the state Idle and back to the state
Idle on the detection of TDP-N. The relevant INAP operation, which can be the InitialDP operation
or one of DP-specific operations for TDP-N, shall be sent with a TC-BEGIN request primitive and
the dialogue is locally ended by means of TC-END request primitive with prearranged end.

For all other operations sent from the SSF-FSM, the dialogue shall be maintained except for the
following cases.

When the SSF-FSM makes a non-error case state transition to the state Idle and there is one or more
pending operation and TCAP dialogue is established, TCAP dialogue can be terminated by TC-END
primitive with component(s). When the SSF sends the last EventReportBCSM,
ApplyChargingReport or CallInformationReport the dialogue may be ended from the SSF by a
TC-END request primitive with basic end.

In the case that there is no pending operation and TCAP dialogue is established, TCAP dialogue can
be terminated by TC-END primitive with zero component or prearranged end. When the SSF-FSM
makes a non-error case state transition to the state Idle and there is no operation to be sent, the
dialogue is ended by means of a TC-END request primitive (basic) with zero components, or the
dialogue is locally ended by means of a TC-END request primitive with prearranged end.

The SSF can end a dialogue with a TC-END request primitive with zero component or prearranged
end depending on that TCAP dialogue is established or not, in the case call release is initiated by any
other entity then the SCF and the SSF has no pending call information requests (or pending requests
which should be treated in the same way, see Note 1, in 11.5.2) nor any armed EDP to notify the SCF
of the call release (for alternative way, see 18.1.2.2).

When the SSF has sent the last EventReportBCSM, ApplyChargingReport or CallInformationReport
the dialogue may be ended from the SCF by a TC-END request primitive with basic end.

Assisting/Hand-off SSF-FSM related messages

A dialogue shall be established when the Assisting/Hand-off SSF-FSM moves from the state Idle to
the state Waiting For Instructions. The AssistRequestInstructions operation shall be transmitted
with a TC-BEGIN request primitive.

For all other operations sent from the Assisting/Hand-off SSF-FSM, the dialogue shall be maintained
except for the following cases.

When the SSF-FSM makes a non-error case state transition to the state Idle and there is one or more
pending operation and TCAP dialogue is established, TCAP dialogue can be terminated by TC-END
primitive with component(s). When the SSF sends the last ApplyChargingReport, the dialogue may
be ended from the SSF by a TC-END request primitive with basic end.
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In the case that there is no pending operation and TCAP dialogue is established, TCAP dialogue can
be terminated by TC-END primitive with zero component or prearranged end. When the SSF-FSM
makes a non-error case state transition to the state Idle and there is no operation to be sent, the
dialogue is ended by means of a TC-END request primitive (basic) with zero components, or the
dialogue is locally ended by means of a TC-END request primitive with prearranged end.

When the SSF has sent the last ApplyChargingReport, the dialogue may be ended from the SCF by a
TC-END request primitive with basic end.

SSME-FSM related messages

The following procedures shall be followed:

– The dialogue shall be maintained when the ActivityTest Return Result is sent.

– No dialogue shall be established when the ServiceFilteringResponse operation is sent. The
operation is sent with a TC-BEGIN request primitive and the dialogue is ended by means of
a TC-END request primitive with prearranged end.

– A dialogue shall no longer be maintained when the Return Result of the
ActivateServiceFiltering operation is sent. The dialogue is ended by means of a TC-END
request primitive with basic end, the Return Result is transmitted with the same request.

– The dialogue is locally terminated by means of a TC-END request primitive with
prearranged end, upon reception of a TC-BEGIN indication primitive with a CallGap
operation.

– The dialogue shall be maintained when the RequestCurrentStatusReport,
RequestEveryStatusChangeReport or RequestFirstStatusMatchReport operation is received
inside the call context.

– The dialogue shall be maintained on sending the following operations inside the call context
if the operations are not the final one:

• Return Result of the RequestCurrentStatusReport operation;

• Return Result of the RequestFirstStatusMatchReport or
RequestEveryStatusChangeReport operation; and

• StatusReport operation in reply to RequestFirstStatusMatchReport or
RequestEveryStatusChangeReport operation.

– The dialogue shall no longer be maintained on sending the following operations inside the
call context if the operations are the final one:

• Return Result of the RequestCurrentStatusReport operation;

• Return Result of the RequestFirstStatusMatchReport or
RequestEveryStatusChangeReport operation; and

• StatusReport operation in reply to RequestFirstStatusMatchReport or
RequestEveryStatusChangeReport operation.

The dialogue is ended from the SSF by means of TC-END request primitive with basic end,
one of the above operations is transmitted with the same request. If monitor duration expires
for RequestFirstStatusMatchReport or RequestEveryStatusChangeReport which has been
received inside the call context and there is no need to maintain dialogue, the dialogue is
ended from the SSF by means of a TC-END request primitive (basic) with zero component.

– The dialogue shall be established when the RequestCurrentStatusReport,
RequestEveryStatusChangeReport or RequestFirstStatusMatchReport operation is received
outside the call context.
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– The dialogue shall no longer be maintained when the Return Result of the
RequestCurrentStatusReport operation is sent outside the call context. The dialogue is ended
from the SSF by means of a TC-END request primitive with basic end, the Return Result is
transmitted with the same request.

– The dialogue shall be maintained when the Return Result of the
RequestFirstStatusMatchReport or RequestEveryStatusChangeReport operation is sent
outside the call context.

– The dialogue shall no longer be maintained when the StatusReport operation is sent in reply
to the RequestFirstStatusMatchReport operation outside the call context. The dialogue is
ended from the SSF by means of a TC-END request primitive with basic end, the
StatusReport operation is transmitted with the same request.

– The dialogue shall be maintained when the StatusReport operation is sent in reply to the
RequestEveryStatusChangeReport operation outside the call context.

– The dialogue shall no longer be maintained when the monitor duration expires for
RequestFirstStatusMatchReport or RequestEveryStatusChangeReport which has been
received outside the call context. The dialogue is ended from the SSF by means of a
TC-END request primitive (basic) with zero component.

18.1.2.1.2 SCF-to-SSF messages

This subclause defines the normal procedures for TC messages from the SCF to the SSF.

SCSM-FSM related messages

No dialogue shall be established when the SCSM-FSM moves from state Idle to state Idle upon
receipt of InitialDP operation or one of DP-specific operations for TDP-N. The operation is received
with a TC-BEGIN indication primitive and the dialogue is locally terminated by means of a TC-END
request primitive with prearranged end.

A dialogue shall be established when the SCSM-FSM moves from state Idle to state
Preparing SSF Instructions upon the receipt of InitialDP operation for TDP-R, one of DP-specific
operations for TDP-R or AssistRequestInstructions operation.

A dialogue shall be established when the SCSM-FSM sends an InitiateCallAttempt or a CreateCSA
from the Idle state.

For subsequent operations sent from the SCSM-FSM, the dialogue shall be maintained except for the
following cases, i.e. all other operations are sent after a dialogue was established from the SSF (the
SCF has previously received a TC-BEGIN indication primitive with an InitialDP operation, one of
DP-specific operations or an AssistRequestInstructions operation).

The dialogue shall no longer be maintained when the prearranged end condition is met in the SCF.
When the SCF does not expect any messages other than possibly REJECT or ERROR messages for
the operations sent and when the last associated operation timer expires, the dialogue is locally ended
by means of a TC-END request primitive with prearranged end.

Alternatively, the sending of operations, leading to the termination of the relationship, by means of a
TC-END request primitive (basic end) is possible.



Recommendation Q.1228 (09/97) – Part 4 733

SCME-FSM related messages

The operations sent from the SCME-FSM shall be issued according to the following procedures:

– The dialogue shall be maintained when the ActivityTest operation is sent.

– A dialogue shall not be established when a CallGap operation is sent without using a SCSM
associated dialogue. The operation is sent using a TC-BEGIN request primitive and the
dialogue is terminated with a prearranged end.

– For sending one or more CallGap operations, the SCME FSM may use an existing SCSM
FSM associated dialogue which was initiated by a SSF-FSM (i.e. established for the
transmission of the InitialDP operation or one of DP-specific operations). The dialogue shall
be maintained and the CallGap operation(s) shall be sent with the first response of the SCSM
FSM to the InitialDP operation or one of DP-specific operations.

– A dialogue shall be established when an ActivateServiceFiltering operation is sent. The
operation shall be transmitted with a TC-BEGIN request primitive.

– The dialogue is locally terminated upon reception of a ServiceFilteringResponse operation
using a TC-END request primitive with prearranged end.

– The dialogue shall be maintained when the RequestCurrentStatusReport,
RequestEveryStatusChangeReport or RequestFirstStatusMatchReport operation is sent
inside the call context.

– The dialogue shall be maintained on receiving the following operations inside the call
context if the operations are not final one:

• Return Result of the RequestCurrentStatusReport operation;

• Return Result of the RequestFirstStatusMatchReport or
RequestEveryStatusChangeReport operation; and

• StatusReport operation in reply to RequestFirstStatusMatchReport or
RequestEveryStatusChangeReport operation.

– The dialogue shall no longer be maintained on receiving the following operations inside the
call context if the operations are final one:

• Return Result of the RequestCurrentStatusReport operation;

• RequestEveryStatusChangeReport operation; and

• StatusReport operation in reply to RequestFirstStatusMatchReport or
RequestEveryStatusChangeReport operation.

The dialogue is ended from the SSF by means of TC-END indication primitive with basic
end, one of above operations is transmitted with the same request. If monitor duration
expires for RequestFirstStatusMatchReport or RequestEveryStatusChangeReport which has
been received inside the call context and there is no need to maintain dialogue, the dialogue
is ended from the SSF by means of a TC-END indication primitive (basic) with zero
component.

– The dialogue shall be established when the RequestCurrentStatusReport,
RequestEveryStatusChangeReport or RequestFirstStatusMatchReport operation is sent
outside the call context.

– The dialogue shall no longer be maintained when the Return Result of the
RequestCurrentStatusReport operation is received outside the call context. The dialogue is
ended from the SSF by means of a TC-END indication primitive with basic end, the Return
Result is transmitted with the same indication.
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– The dialogue shall be maintained when the Return Result of the
RequestFirstStatusMatchReport or RequestEveryStatusChangeReport operation is received
outside the call context.

– The dialogue shall no longer be maintained when the StatusReport operation is received in
reply to the RequestFirstStatusMatchReport operation outside the call context. The dialogue
is ended from the SSF by means of a TC-END indication primitive with basic end, the
StatusReport operation is received with the same indication.

– The dialogue shall be maintained when the StatusReport operation is received in reply to the
RequestEveryStatusChangeReport operation outside the call context.

– The dialogue shall no longer be maintained when the monitor duration expires for
RequestFirstStatusMatchReport or RequestEveryStatusChangeReport outside the call
context. The dialogue is ended from the SSF by means of a TC-END indication primitive
(basic) with zero component.

SCF-SSF – Use of dialogue handling services

Dialogue handling services are used to trigger the sending of the APDUs associated with the
operations involved in the INAP packages.

Component grouping is performed under the control of the application-process through an
appropriate usage of the TC-BEGIN and TC-CONTINUE service.

The TC-END service is solely used to support the dialogue closing procedure (i.e. it is never used to
trigger the sending of components).

On receipt of an empty TC-CONTINUE.req primitive, the FE should ignore the primitive.

On receipt of a TC-END.req with an INAP request, the FE should not perform the request and
consider the requested TC-END service as a dialogue closing procedure. The dialogue is then
terminated.

It is an application-process responsibility to provide in the TC-BEGIN.req primitive a destination
address which can be used by the underlying SCCP to route the message to the proper FE if this FE
is addressed through the SS7 network.

The prearranged end can be used.

18.1.2.2 Abnormal procedures

The following procedures also apply to the SCF-SRF and SCF-CUSF interfaces.

SCF-to-SSF/SRF/CUSF messages

Considering that SSF, SRF, and CUSF do not have the logic to recover from error cases detected on
the SCF-SSF/SRF/CUSF interface, the following shall apply:

– Operation errors and rejection of TCAP components shall be transmitted to the SSF and,
respectively, the SRF, and the CUSF with a TC-END request primitive, basic end.

If, in violation of the above procedure, an ERROR or REJECT component is received with a
TC-CONTINUE indication primitive, the SSF and, respectively, the SRF and the CUSF shall abort
the dialogue with a TC-U-ABORT request primitive.

In the case of the SSF relay, it is for further study how to map messages to ROSE capability of bearer
signalling system between the SSF and the SRF, and what services are assumed from ROSE.
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SSF/SRF/CUSF-to-SCF messages

Operation errors and rejection of TCAP components shall be transmitted to the SCF according to the
following rules:

– The dialogue shall be maintained when the preceding message, which contained the
erroneous component, indicated that the dialogue shall be maintained, i.e. the error or reject
shall be transmitted with a TC-CONTINUE request primitive if the erroneous component
was received with a TC-CONTINUE indication primitive.

On receipt of an ERROR or REJECT component, the SCF decides on further processing. It
may either continue, explicitly end or abort the dialogue.

– In all other situations the dialogue shall no longer be maintained, i.e. the error or reject shall
be transmitted with a TC-END request primitive, basic end, if the erroneous component was
received with a TC-BEGIN indication primitive.

– on expiration of application timer TSSF or TSRF or TCUSF, dialogue shall be terminated by
means of by TC-U-ABORT primitive with an Abort reason, regardless of whether TCAP
dialogue is established or not.

If the error processing in the SSF/SRF/CUSF leads to the case where the SSF/SRF/CUSF is not able
to process further SCF operations while the dialogue is to be maintained, the SSF/SRF/CUSF aborts
the dialogue with a TC-END request primitive with basic end or a TC-U-ABORT request primitive,
depending on whether any pending ERROR or REJECT component is to be sent or not.

The SSF can end a dialogue with a TC-U-ABORT request primitive in case call release is initiated
by any other entity then the SCF and the SSF has no pending call information requests (or pending
requests which should be treated in the same way, i.e. ApplyCharging nor any armed EDP to notify
the SCF of the call release (for alternative way, see 18.1.2.1.1).

In the case of the SSF relay, it is for further study how to map messages to ROSE capability of bearer
signalling system between the SSF and the SRF, and what services are assumed from ROSE.

The CUSF can end a dialogue with a TC-U-ABORT request primitive in case the association release
between the user and the network is initiated by any other entity.

SCF-SSF – Use of dialogue handling services

On receipt of a TC-U-REJECT.ind in the FE, this primitive should be ignored. It is up to the
application process to abort, continue or terminate the dialogue, if not already terminated by the
sending application process according to the rules as stated in 18.1.2.2. This is also applicable for
invoke problems related to a class 4 linked operation.

A TC-U-REJECT.req should be sent followed by a TC-CONTINUE.req.

On receipt of a TC-R-REJECT.ind in the FE, this primitive should be ignored. It is up to the
application process to abort, continue or terminate the dialogue, if not already terminated by the
sending application process according to the rules as stated in 18.1.2.2. This is also applicable for
invoke problems related to a class 4 linked operation. The dialogue should be released with a TC-U-
ABORT.req.

On receipt of a TC-L-REJECT indication primitive (i.e. when a protocol error has been detected by
the local TC entity) which cannot be related to an active operation, it is up to the application process
to continue or to terminate the dialogue and implicitly trigger the transmission of the reject
component or to abort the dialogue.

On receipt of a TC-NOTICE indication the SACF is informed that a message cannot be delivered by
the Network Layer. It occurs if the Return Option has been set (see 18.1.2.2). It is for the application
process to decide whether to terminate the dialogue or retry.
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The application-process is the sole user of the TC-P-ABORT service and TC-NOTICE service.

The receipt of a TC-U-ABORT.ind or TC-P-ABORT.ind on a dialogue terminates all request
processing.

18.1.2.3 Dialogue handling

18.1.2.3.1 Dialogue establishment

18.1.2.3.2 Dialogue continuation

18.1.2.3.3 Dialogue termination

18.1.2.3.4 User Abort

18.1.2.3.5 Provider Abort

18.1.2.3.6 Mapping to TC dialogue primitives

The SSF-SCF IN services can be mapped onto TC services. This subclause defines the mapping of
the SSF-SCF IN services onto the services of the TC dialogue handling services defined in
Recommendation Q.771.

a) The TC-BEGIN service is used to invoke the operations of the scf-ssfConnectionPackage
and ssf-scfConnectionPackage.

b) The TC-CONTINUE service is used to report the success of the operations invoked in a
TC-BEGIN service and to invoke or respond to any other operations.

c) The TC-U-ABORT service is used to report the failure of operations of the
scf-ssfConnectionPackage and ssf-scfConnectionPackage.

The mapping of the parameters onto the TC-BEGIN primitive is defined in 18.1.1.3.6 with the
following qualifications:

– The Application Context Name parameter shall take the value of the application-context-
name field of the cs2ssf-scfGenericAC, cs2ssf-scfDPSpecificAC,
cs2ssf-scfAssistHandoffAC or cs2ssf-scfServiceManagementAC object if the initiating
AE is a SSF or the cs2scf-ssfGenericAC, cs2scf-ssfDPSpecificAC,
cs2scf-ssfTrafficManagementAC, cs2scf-ssfServiceManagementAC or
cs2scf-ssfStatusReportingAC object if the originating AE is a SCF.

The mapping of the parameters onto the TC-CONTINUE primitive is defined in 18.1.1.3.6.

The mapping of the parameters onto the TC-U-ABORT primitive is defined in 18.1.1.3.6 with the
following qualifications:

– The Application-Context-Name parameter shall be used as specified in
Recommendation Q.771. When the responding AE refuses a dialogue because the
application-context-name it receives is not supported, this parameter shall have the value of
the application-context-name field of the cs2ssf-scfGenericAC, cs2ssf-scfDPSpecificAC,
cs2ssf-scfAssistHandoffAC, cs2ssf-scfServiceManagementAC or cs2scf-ssfGenericAC
object if the responding AE is a SCF or the cs2scf-ssfDPSpecificAC,
cs2scf-ssfTrafficManagementAC, cs2scf-ssfServiceManagementAC or
cs2scf-ssfStatusReportingAC object if the responding AE is a SSF.

The use of the parameters of the TC-END service is defined in 18.1.1.3.6.
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18.1.2.4 Component handling

18.1.2.4.1 Procedures for INAP operations

The INAP ASEs are users of the TC component handling services except for the TC-L-REJECT and
TC-L-CANCEL services which are used by the application-process. Receipt of a TC-L-REJECT.ind
leads the application-process to abandon the dialogue (i.e. it issues a TC-U-ABORT.request
primitive).

The TC-U-CANCEL service is never used.

18.1.2.4.2 Mapping to TC component parameters

The SSF-SCF IN ASE services are mapped onto the TC component handling services. The mapping
of operations and errors onto TC services is defined in 18.1.1.4.2 with the following qualification:

The time-out parameter of the TC-INVOKE.req primitives is set according to Table 5-1.

18.1.3 SCF-SRF interface

18.1.3.1 Normal procedures

SCF-to/from-SRF messages

A dialogue is established when the SRF sends an AssistRequestInstructions operation to the SCF.
For all other operations sent to/from the SRF, the dialogue shall be maintained.

In the case that there is no pending operation and TCAP dialogue is established, TCAP dialogue can
be terminated by TC-END primitive with zero component. When the SCSM makes a non-error case
state transition to end-user interaction and there is no operation to be sent, the dialogue is ended by
means of a TC-END request primitive (basic) with zero components.

The dialogue shall no longer be maintained when sending the SpecializedResourceReport operation
for PlayAnnouncement with disconnection from the SRF set to TRUE or Return Result of the
PromptAndCollectUserInformation with disconnection from the SRF set to TRUE. The dialogue is
ended by means of a TC-END request primitive with basic end, and one of the above operations is
transmitted with the same request.

Regardless of whether pending operation exists or not, when the SRSM-FSM is informed of the
disconnection of bearer connection (in the case of SCF initiated disconnection or call abandon from
call party) and dialogue is established, the dialogue is ended by means of a TC-END request
primitive (basic) with zero components or TC-END request primitive (prearranged end).

The dialogue shall no longer be maintained when the prearranged end condition is met in the SRF.
When the SRSM-FSM is informed the disconnection of bearer connection and TCAP dialogue is not
established, TCAP dialogue is locally terminated by TC-END primitive with prearranged end.

When the SCF does not expect any messages other than possibly REJECT or ERROR messages for
the operations sent and when the last associated operation timer expires, the dialogue is locally ended
by means of a TC-END request primitive with prearranged end. Alternatively, the sending of
operations, leading to the termination of the relationship, by means of a TC-END request primitive
(basic end) is possible.

In the relay case, the SRF-SCF relationship uses the SSF-SCF TCAP dialogue. This is possible,
because begin and end of the SRF-SCF relationship are embedded in the SSF-SCF relationship.
SRF-SCF information shall be exchanged with TC-CONTINUE request primitives.

In the case of the SSF relay, it is for further study how to map messages to ROSE capability of bearer
signalling system between the SSF and the SRF, and what services are assumed from ROSE.
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18.1.3.2 Abnormal procedures

18.1.3.3 Dialogue handling

18.1.3.3.1 Dialogue establishment

18.1.3.3.2 Dialogue continuation

18.1.3.3.3 Dialogue termination

18.1.3.3.4 User Abort

18.1.3.3.5 Provider Abort

18.1.3.3.6 Mapping to TC dialogue primitives

The SCF-SRF IN services can be mapped onto TC services. This subclause defines the mapping of
the SCF-SRF IN services onto the services of the TC dialogue handling services defined in
Recommendation Q.771.

a) The TC-BEGIN service is used to invoke the operations of the srf-scfConnectionPackage.

b) The TC-CONTINUE service is used to report the success of the operations invoked in a
TC-BEGIN service and to invoke or respond to any other operations.

c) The TC-U-ABORT service is used to report the failure of operation of the
scf-srfOperationPackage and srf-scfOperationPackage.

The mapping of parameters onto the TC Dialogue services is as defined in 18.1.1.3.6.

The mapping of the parameters onto the TC-BEGIN primitive is defined in 18.1.1.3.6 with the
following qualification:

– The Application Context Name parameter shall take the value of the application-context-
name field of the srf-scf-ac object.

18.1.3.4 Component handling

18.1.3.4.1 Procedures for INAP operations

18.1.3.4.2 Mapping to TC component parameters

The mapping of parameters for the TC component services is defined in 18.1.1.4.2 with the
following qualification:

The Time-out Parameter of the TC-INVOKE service is set according to Table 6-1.

18.1.4 SCF-CUSF interface

18.1.4.1 Normal procedures

18.1.4.1.1 CUSF-to-SCF messages

CUSF-FSM related messages

A dialogue shall be established when the CUSF-FSM moves from the state Idle to the state Waiting
for Instructions. The relevant INAP operation, which is one of operations for TDP-R, shall be
transmitted in the same message.
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No dialogue shall be established when the CUSF-FSM moves from the state Idle and back to the
state Idle on the detection of TDP-N. The relevant INAP operation, which is one of operations for
TDP-N, shall be sent with a TC-BEGIN request primitive and the dialogue is locally ended by means
of TC-END request primitive with prearranged end.

For all other operations sent from the CUSF-FSM, the dialogue shall be maintained except for the
following cases.

When the CUSF sends the last event report operation (currently only ComponentReceived is
applicable), the dialogue may be ended from the CUSF by a TC-END request primitive with basic
end.

In the case that there is no pending operation and TCAP dialogue is established, TCAP dialogue can
be terminated by TC-END primitive with zero component or prearranged end. When the CUSF-FSM
makes a non-error case state transition to the state Idle and there is no operation to be sent, the
dialogue is ended by means of a TC-END request primitive (basic) with zero components, or the
dialogue is locally ended by means of a TC-END request primitive with prearranged end. The CUSF
can end a dialogue with a TC-END request primitive with zero component or prearranged end
depending on whether TCAP dialogue is established or not, in the case association release between
the user and the network is initiated by any other entity.

When the CUSF has sent the last event report operation (currently only ComponentReceived is
applicable), the dialogue may be ended from the SCF by a TC-END request primitive with basic end.

CUSME-FSM related messages

The dialogue shall be maintained when the ActivityTest Return Result is sent.

18.1.4.1.2 SCF-to-CUSF messages

SCSM-FSM related messages

No dialogue shall be established when the SCSM-FSM moves from state Idle to state Idle upon
receipt of one of DP-specific operations for TDP-N. The operation is received with a TC-BEGIN
indication primitive and the dialogue is locally terminated by means of a TC-END request primitive
with prearranged end.

A dialogue shall be established when the SCSM-FSM moves from state Idle to state
Preparing CUSF Instructions upon the receipt of one of operations for TDP-R.

For subsequent operations sent from the SCSM-FSM, the dialogue shall be maintained except for the
following cases, i.e. all other operations are sent after a dialogue was established from the CUSF (the
SCF has previously received a TC-BEGIN indication primitive with one of the operations for
TDP-R).

The dialogue shall no longer be maintained when the prearranged end condition is met in the SCF.
When the SCF does not expect any messages other than possibly REJECT or ERROR messages for
the operations sent and when the last associated operation timer expires, the dialogue is locally ended
by means of a TC-END request primitive with prearranged end.

Alternatively, the sending of operations, leading to the termination of the relationship, by means of a
TC-END request primitive (basic end) is possible.

SCME-FSM related messages

The operation(s) sent from the SCME-FSM shall be issued according to the following procedure(s):

– The dialogue shall be maintained when the ActivityTest operation is sent.
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18.1.4.2 Abnormal procedures

18.1.4.3 Dialogue handling

18.1.4.3.1 Dialogue establishment

18.1.4.3.2 Dialogue continuation

18.1.4.3.3 Dialogue termination

18.1.4.3.4 User Abort

18.1.4.3.5 Provider Abort

18.1.4.3.6 Mapping to TC dialogue primitives

The CUSF-SCF IN services can be mapped onto TC services. This subclause defines the mapping of
the CUSF-SCF IN services onto the services of the TC dialogue handling services defined in
Recommendation Q.771.

a) The TC-BEGIN service is used to invoke the operations of the cusf-scfConnectionPackage.

b) The TC-CONTINUE service is used to report the success of the operations invoked in a TC-
BEGIN service and to invoke or respond to any other operations.

c) The TC-U-ABORT service is used to report the failure of operation of the
cusf-scfOperationPackage and scf-cusfOperationPackage.

The mapping of parameters onto the TC Dialogue services is as defined in 18.1.1.3.6.

The mapping of the parameters onto the TC-BEGIN primitive is defined in 18.1.1.3.6 with the
following qualification:

– The Application Context Name parameter shall take the value of the application-context-
name field of the cusf-scf-ac object if the originating AE is a CUSF or the scf-cusf-ac object
if the originating AE is a SCF.

18.1.4.4 Component handling

18.1.4.4.1 Procedures for INAP operations

18.1.4.4.2 Mapping to TC component parameters

The mapping of parameters for the TC component services is defined in 18.1.1.4.2 with the
following qualification:

The Time-out Parameter of the TC-INVOKE service is set according to Table 10-1.

18.1.5 SCF-SCF interface

18.1.5.1 Normal procedures

Dialogue handling services are used to trigger the sending of the APDUs associated with the
operations involved in the INAP packages.

Component grouping is performed under the control of the application-process through an
appropriate usage of the TC-BEGIN and TC-CONTINUE service.

The TC-END service is solely used to support the dialogue closing procedure (i.e. it is never used to
trigger the sending of components).
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On receipt of an empty TC-CONTINUE.ind primitive, the application process should ignore the
primitive.

The prearranged end can be used.

It is an application-process responsibility to provide in the TC-BEGIN.req primitive a destination
address which can be used by the underlying SCCP to route the message to the proper FE if this FE
is addressed through the SS7 network.

18.1.5.2 Abnormal procedures

On receipt of a TC-U-REJECT.ind in the FE, this primitive should be ignored. It is up to the
application process to abort, continue or terminate the dialogue, if not already terminated by the
sending application process according to the rules as stated in 18.1.1.4.1. This is also applicable for
invoke problems related to a class 4 linked operation.

On receipt of a TC-L-REJECT indication primitive (i.e. when a protocol error has been detected by
the local TC entity) which cannot be related to an active operation, it is up to the application process
to continue or to terminate the dialogue and implicitly trigger the transmission of the reject
component or to abort the dialogue.

On receipt of a TC-NOTICE indication the SACF is informed that a message cannot be delivered by
the Network Layer. It occurs if the Return Option has been set (see 18.1.1.3.7). It is for the
application process to decide whether to terminate the dialogue or retry.

The receipt of a TC-U-ABORT.Ind or TC-P-ABORT.Ind on a dialogue terminates all request
processing.

18.1.5.3 Dialogue handling

18.1.5.3.1 Dialogue establishment

18.1.5.3.2 Dialogue continuation

18.1.5.3.3 Dialogue termination

18.1.5.3.4 User Abort

18.1.5.3.5 Provider Abort

If the Security Exchange Service Element (SESE) is included in the application context, and an
SE-P-ABORT is required, then the SE-P-ABORT is mapped to the TC-U-ABORT primitive.

18.1.5.3.6 Mapping to TC dialogue primitives

The SCF-SCF IN services can be mapped onto TC services. This subclause defines the mapping of
the SCF-SCF IN services onto the services of the TC dialogue handling services defined in
Recommendation Q.771.

a) The TC-BEGIN service is used to invoke the operations of the scf-scfConnectionPackage
and the dsspConnectionPackage and SETransfer operations.

b) The TC-CONTINUE service is used to report the success of the operations invoked in a TC-
BEGIN service and to invoke or respond to any other operations. If the SESE is included in
the application context, the TC-CONTINUE service is used for the second and third
exchanges.

c) The TC-U-ABORT service is used to report the failure of operation of the
scf-scfConnectionPackage and dsspConnectionPackage and SETransfer operations.
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The mapping of the parameters onto the TC-service is as follows:

The use of the parameters of the TC-BEGIN service is as defined in 18.1.1.3.6 with the following
qualifications:

– The Application Context Name parameter of the TC-BEGIN service shall take the value of
the application-context-name field of the scf-scfOperationsAC or
distributedSCFSystemAC object.

– The use of the User Information parameter of the TC-BEGIN service shall contain an
EXTERNAL ASN.1 Type with the direct-reference field, if present, set to id-as-
scfBindingAS and the value to be encoded shall be of type SCF-SCFBinding-
PDUs.bind.bind-invoke (SCFBindRequestArgument). If the SESE is included in the
application context, the User Information parameter of the TC-BEGIN service shall contain
a value of type seItem.

The use of the parameters of the TC-CONTINUE service is as defined in 18.1.1.3.6 with the
following qualifications:

– The use of the User Information parameter of the first TC-CONTINUE service shall contain
an EXTERNAL ASN.1 Type with the direct-reference field, if present, set to
id-as-scfBindingAS and the value to be encoded shall be of type
SCF-SCFBinding-PDUs.bind.bind-result (SCFBindResultArgument). If the SESE is
included in the application context, the User Information parameter of the TC-CONTINUE
service shall contain a value of type seItem.

In subsequent TC-CONTINUE services, the use of the User Information field is
network-operator specific.

The use of the parameters of the TC-U-ABORT service is as defined in 18.1.1.3.6 with the following
qualifications:

– The Application-Context-Name parameter of the TC-U-ABORT service shall be used as
specified in Recommendation Q.771. When the SCF refuses a dialogue because the
application-context-name it receives is not supported, the value of the application-context-
name it returns is selected as follows:

• if the value has the same root as the scf-scfOperationsAC, the scf-scfOperationsAC is
used;

• if the value has the same root as the distributedSCFSystemAC, the
distributedSCFSystemAC is used;

• otherwise the received value is returned.

The use of the parameters of the TC-END service is as defined in 18.1.1.3.6.

18.1.5.4 Component handling

18.1.5.4.1 Procedures for INAP operations

The INAP ASEs are users of the TC component handling services except for the TC-L-REJECT and
TC-L-CANCEL services which are used by the application-process. Receipt of a TC-L-REJECT.ind
leads the application-process to abandon the dialogue (i.e. it issues a TC-U-ABORT.request
primitive).

The TC-U-CANCEL service is never used.
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18.1.5.4.2 Mapping to TC component parameters

The SCF-SCF IN ASE services are mapped onto the TC component handling services. The mapping
of operations and errors onto TC services is defined in 18.1.1.4.2 with the following qualification:

The time-out parameter of the TC-INVOKE.req primitives is set according to Table 9-1. The
SCFBind timer (Tbi) does not map to a TC timer.

18.1.6 SCF-SDF interface

All the services provided by the Directory ASEs are contained in a single AE. The Component
Handler (CHA) of the Transaction Capabilities (TC) supports the request/reply paradigm of the
operation. The Directory ASEs provide the mapping function of the abstract-syntax notation of the
directory operation packages onto the services provided by TC. The Dialogue Handler (DHA) of the
TC supports the establishment and release of an application-association called "dialogue" between a
pair of AEs. Dialogues between a DUA and a DSA may be established only by the DUA.

18.1.6.1 Normal procedures

Dialogue handling services are used to support the DirectoryBind and DirectoryUnbind operations
and to trigger the sending of the APDUs associated with the operations involved in the Directory
packages.

Component grouping is performed under the control of the application-process through an
appropriate usage of the TC-BEGIN and TC-CONTINUE service.

The TC-END service is solely used to support the unbind procedure (i.e. it is never used to trigger
the sending of components).

On receipt of an empty TC-CONTINUE.req primitive, the SDF should ignore the primitive.

On receipt of an TC-END.req with a database request, the SDF should not perform the database
request and consider the requested TC-END service as an unbind procedure. The dialogue is then
terminated.

18.1.6.2 Abnormal procedures

On receipt of a TC-U-REJECT.ind in the SDF, this primitive should be ignored.

On receipt of a TC-R-REJECT.ind in the SDF, the dialogue should be released with a
TC-U-ABORT.req.

If reject situations are detected in the SDF, a TC-U-REJECT.req should be sent followed by a
TC-CONTINUE.req.

The prearranged termination procedure is never used.

The application-process is the sole user of the TC-P-ABORT service and TC-NOTICE service.

The receipt of a TC-U-ABORT.ind or TC-P-ABORT.ind on a dialogue terminates all request
processing. It is the application-process responsibility to confirm if requested modifications occurred.

It is an application-process responsibility to provide in the TC-BEGIN.req primitive a destination
address which can be used by the underlying SCCP to route the message to the proper SDF.
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18.1.6.3 Dialogue handling

18.1.6.3.1 Dialogue establishment

18.1.6.3.2 Dialogue continuation

18.1.6.3.3 Dialogue termination

18.1.6.3.4 User Abort

If the SESE is included in the application context, and an SE-U-ABORT is required, then the
SE-U-ABORT is mapped to the TC-U-ABORT primitive.

18.1.6.3.5 Provider Abort

If the SESE is included in the application context, and an SE-P-ABORT is required, then the
SE-P-ABORT is mapped to the TC-U-ABORT primitive.

18.1.6.3.6 Mapping to TC dialogue primitives

This subclause defines the mapping of the DirectoryBind and DirectoryUnbind services onto the
services of the TC dialogue handling services defined in Recommendation Q.771.

Bind

The DirectoryBind service is mapped onto TC-services as follows:

a) The TC-BEGIN service is used to invoke the DirectoryBind operation and SETransfer
operations.

b) The TC-CONTINUE service is used to report the success of the DirectoryBind operation. If
the SESE is included in the application context, the TC-CONTINUE service is used for the
second and third exchanges.

c) The TC-U-ABORT service is used to report the failure of the DirectoryBind operation and
SETransfer operations.

The use of the parameter of these services is qualified in the following subclauses.

The use of parameters of the TC-BEGIN service is defined in 18.1.1.3.6 with the following
qualifications:

– The Application Context Name parameter of the TC-BEGIN service shall take the value of
the application-context-name field of the iNdirectoryAccessAC or
inExtendedDirectoryAccessAC object.

– The Dialogue ID parameter of the TC-CONTINUE service shall be used as specified in
18.1.1.3.7.

The Authorized Relationship Id can be mapped onto the TC Dialogue ID parameter.

– The User Information parameter of the TC-BEGIN service shall contain an EXTERNAL
ASN.1 Type with the direct-reference field, if present, set to id-as-indirectoryBindingAS
and the value to be encoded shall be of type DAPBinding-PDUs.bind.bind-invoke
(DirectoryBindArgument).

If the SESE is included in the application context, the User Information parameter of the
TC-BEGIN service shall contain a value of type seItem.
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The use of parameters of the TC-CONTINUE service is defined in 18.1.1.3.6 with the following
qualifications:

– The Dialogue ID parameter of the TC-CONTINUE service shall be used as specified in
18.1.1.3.7.

The Authorized Relationship Id can be mapped onto the TC Dialogue ID parameter.

– The User Information parameter of the TC-CONTINUE service shall contain an
EXTERNAL ASN.1 Type with the direct-reference field, if present, set to
id-as-indirectoryBindingAS and the value to be encoded shall be of type
DAPBinding-PDUs.bind.bind-result (DirectoryBindResult).

If the SESE is included in the application context, the User Information parameter of the
TC-CONTINUE service shall contain a value of type seItem.

The use of parameters of the TC-U-ABORT service is defined in 18.1.1.3.6 with the following
qualifications:

– The Dialogue ID parameter of the TC-CONTINUE service shall be used as specified in
18.1.1.3.7.

The Authorized Relationship Id can be mapped onto the TC Dialogue ID parameter.

– The Application Context Name parameter of the TC-U-ABORT service shall be set as
defined in 18.1.1.3.6 unless the TC-U-ABORT is reporting the failure of the directoryBind
operation. In this case it is set to the value of the application-context-name field of the
iNdirectoryAccessAC or inExtendedDirectoryAccessAC object.

– The User Information parameter of the TC-U-ABORT service shall be used as specified in
18.1.1.3.7, unless the TC-U-ABORT is reporting the failure of a directoryBind operation. In
this case this parameter shall contain an EXTERNAL ASN.1 Type with the direct-reference
field, if present, set to id-as-indirectoryBindingAS and the value to be encoded shall be of
type DAPBinding-PDUs.bind.bind-error (DirectoryBindError).

Unbind

The DirectoryUnbind service is mapped onto the TC-END service.

The use of the parameters of the TC-END service is defined in 18.1.1.3.6 with the following
qualifications:

– The Dialogue ID parameter of the TC-CONTINUE service shall be used as specified in
18.1.1.3.7.

The Authorized Relationship Id can be mapped onto the TC Dialogue ID parameter.

18.1.6.4 Component handling

18.1.6.4.1 Procedures for INAP operations

The Directory ASEs are users of the TC component handling services except for the TC-L-REJECT
and TC-L-CANCEL services which are used by the application-process. Receipt of a
TC-L-REJECT.ind leads the application-process to abandon the dialogue (i.e. it issues a
TC-U-ABORT.request primitive).

The TC-U-CANCEL service is never used.
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18.1.6.4.2 Mapping to TC component parameters

The Directory ASE services are mapped onto the TC component handling services. The mapping of
operations and errors onto TC services is defined in 18.1.1.4.2 with the following qualification:

The time-out parameter of the TC-INVOKE.req primitives is set according to Table 18-2.

Table 18-2/Q.1228 – TC timer values
of DAP operations

Operation Time-out

search Medium

modifyEntry Medium

addEntry Medium

removeEntry Medium

execute Medium

18.1.7 SDF-SDF interface

18.1.7.1 Normal procedures

18.1.7.2 Abnormal procedures

18.1.7.3 Dialogue handling

18.1.7.3.1 Dialogue establishment

18.1.7.3.2 Dialogue continuation

18.1.7.3.3 Dialogue termination

18.1.7.3.4 User Abort

If the SESE is included in the application context, and an SE-U-ABORT is required, then the
SE-U-ABORT is mapped to the TC-U-ABORT primitive.

18.1.7.3.5 Provider Abort

If the SESE is included in the application context, and an SE-P-ABORT is required, then the
SE-P-ABORT is mapped to the TC-U-ABORT primitive.

18.1.7.3.6 Mapping to TC dialogue primitives

The DSP and DISP can be mapped onto TC services. This subclause defines the mapping of the
DSABind, DSAUnbind, DSAShadowBind and DSAShadowUnbind services onto the services of
the TC dialogue handling services defined in Recommendation Q.771.

The DirectoryBind  service in mapped onto TC-services as follows:

a) The TC-BEGIN service is used to invoke the DSAShadowBind and DSABind operations.

b) The TC-CONTINUE service is used to report the success of the DSAShadowBind and
DSABind operations.

c) The TC-U-ABORT service is used to report the failure of the DSAShadowBind and
DSABind operations.



Recommendation Q.1228 (09/97) – Part 4 747

The mapping of parameters onto the TC Dialogue services is as follows:

The use of parameters of the TC-BEGIN service is defined in 18.1.1.3.6 with the following
qualifications:

– The Application Context Name parameter of the TC-BEGIN service shall take the value of
the application-context-name field of the inDirectorySystemAC or
shadowSupplierInitiatedAC or shadowConsumerInitiatedAC object.

– The User Information parameter of the TC-BEGIN service shall contain a value of type
EXTERNAL which depends on the value of the Application Context being used.

If the Application Context being used is inDirectorySystemAC then the User Information
parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set
to id-as-indirectoryDSABindingAS and the value to be encoded shall be of type
DSABinding-PDUs.bind.bind-invoke.

If the Application Context being used is shadowSupplierInitiatedAC or
shadowConsumerInitiatedAC then the User Information parameter shall contain an
EXTERNAL Type with the direct-reference field, if present, set to
id-as-indsaShadowBindingAS and the value to be encoded shall be of type
DISBinding-PDUs.bind.bind-invoke.

The use of parameters of the TC-CONTINUE service is defined in 18.1.1.3.6 with the following
qualifications:

– The Dialogue Id parameter of the TC-CONTINUE service shall be used as specified in
Recommendation Q.771. The Authorized Relationship Id can be mapped onto the TCAP
Dialogue Id.

– The User Information parameter of the first TC-CONTINUE service shall contain a value of
type EXTERNAL which depends on the value of the Application Context being used.

If the Application Context being used is inDirectorySystemAC then the User Information
parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set
to id-as-indirectoryDSABindingAS and the value to be encoded shall be of type
DSABinding-PDUs.bind.bind-result.

If the Application Context being used is shadowSupplierInitiatedAC or
shadowConsumerInitiatedAC then the User Information parameter shall contain an
EXTERNAL Type with the direct-reference field, if present, set to
id-as-indsaShadowBindingAS and the value to be encoded shall be of type
DISPBinding-PDUs.bind.bind-result.

The use of parameters of the TC-U-ABORT service is defined in 18.1.1.3.6 with the following
qualifications:

– The Dialogue Id parameter of the TC-U-ABORT service shall be used as specified in
18.1.1.3.6. The Authorized Relationship Id can be mapped onto the TCAP Dialogue Id.

– The Application-Context-Name parameter of the TC-U-ABORT service shall be used as
specified in Recommendation Q.771. When the SDF refuses a dialogue because the
application-context-name it receives is not supported, this parameter shall have the value of
the application-context-name field of the inDirectorySystemAC or
shadowSupplierInitiatedAC or shadowConsumerInitiatedAC object.
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– When the TC-U-ABORT is reporting the failure of a bind operation, i.e. the abort reason
parameter has the value "dialogue-refused", the User Information parameter of the TC-U-
ABORT service shall contain a value of type EXTERNAL which depends on the value of
the Application Context being used.

If the Application Context being used is inDirectorySystemAC then the User Information
parameter shall contain an EXTERNAL Type with the direct-reference field, if present, set
to id-as-indirectoryDSABindingAS and the value to be encoded shall be of type
DSABinding-PDUs.bind.bind-error.

If the Application Context being used is shadowSupplierInitiatedAC or
shadowConsumerInitiatedAC then the User Information parameter shall contain an
EXTERNAL Type with the direct-reference field, if present, set to
id-as-indsaShadowBindingAS and the value to be encoded shall be of type
DISPBinding-PDUs.bind.bind-error.

Otherwise it shall be absent.

The inDSAUnbind and inDSAShadowUnbind services are mapped onto the TC-END service. The
use of the parameters of the TC-END service is defined in 18.1.1.3.6.

The SETransfer service is mapped onto TC-services is the same as for the other services except:

– If the SESE is included in the application context, the User Information parameter of the
TC-CONTINUE service shall contain a value of type seItem.

18.1.7.4 Component handling

18.1.7.4.1 Procedures for INAP operations

18.1.7.4.2 Mapping to TC component parameters

The Directory ASE services are mapped onto the TC component handling services. The mapping of
operations and errors onto TC services is defined in 18.1.1.4.2 with the following qualification:

The time-out parameter of the TC-INVOKE.req primitives is set according to Table 18-3.

Table 18-3/Q.1228 – TC timer values
of DSP/DISP operations

Operation Time-out

chainedAddEntry Medium

chainedRemoveEntry Medium

chainedModifyEntry Medium

chainedExecute Medium

chainedSearch Medium

updateShadow Medium

coordinateShadowUpdate Medium

requestShadowUpdate Medium
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18.2 Services assumed from SCCP

This subclause describes the services required from the SCCP that may be used by the IN
applications for the IN Application Protocol used between the SSF, SCF and SRF, SDF and CUSF.

The services described are those given in the SCCP post White Book Recommendations
Q.711-Q.714 (07/96) and Q.715 (SCCP User Guide) should be consulted to identify possible
interworking and compatibility issues between the different SCCP versions.

18.2.1 Normal procedures

The SCCP forms the link between the TC and the MTP and provides (in conjunction with the MTP)
the network services for the IN applications. The network services provided allow the signalling
messages sent by the application to the lower layers to be successfully delivered to the peer
application.

18.2.2 Service functions from SCCP

18.2.2.1 SCCP connectionless services

The following Connectionless services are expected from the SCCP:

a) Network Addressing to enable signalling connections between SCCP users.

b) Sequence Control to enable the SCCP users to invoke "sequence guaranteed" or "sequence
not guaranteed" options for a given stream of messages to the same destination.

c) Segmentation/reassembly of large user messages.

d) Return Option to enable the SCCP users to invoke "discard message on error" or "return
message on error" for a given message not able to be delivered by the SCCP to the
destination SCCP user, due to routing or segmentation/reassembly failure.

e) Congestion control.

The primitives used for the above services are given below.

The N-UNITDATA request and N-UNITDATA indication primitives are used to send and receive
data. The parameters of these primitives include the Called and Calling Addresses, Sequence
Control, Return Option and User Data with the addressing parameters always mandatory.

The N-NOTICE indication primitive is used to return undelivered data if return option is set and a
routing/segmentation error occurs.

18.2.2.1.1 INAP addressing

The INAP addressing elements consist of information contained within the Calling and the Called
Addresses which are sent by the application to TC for use by SCCP.

The application expects the SCCP to route messages by either:

a) the use of the Destination Point Code (DPC), the SubSystem Number (SSN) and MTP SAP
(Service Access Point) instance; or

b) the use of the Global Title (GT) plus optionally the SSN, DPC and MTP SAP.

The application also specifies to SCCP whether to use Route on SSN or Route on GT for both the
Called and Calling Addresses.

If INAP requires additional addressing information, it must be carried in the GT portion of the
address specification regardless of which form of routing is specified.
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Method a) above may be used when the application is aware of the destination point code and the
destination SSN located at that point code to which the message is to be delivered. Within a national
network different SSNs, according to Recommendation Q.713, may be allocated for the different
network-specific applications, e.g. a SSN may be allocated for a SCF functionality.

Method b) above may be used when a message is to be delivered to a SCCP-user which can be
identified by the combination of the elements within the GT. An example of the use of this method is
when messages have to be delivered between different networks. This method may be used since the
originating network is unaware of the point code and SSN’s allocations within the destination
network. The network that determines the end-node to which the message is to be delivered has to
perform a Global Title Translation to derive the destination Point Code and the SSN. If optionally
the original address contained the SSN, then this may be used as the destination SSN, or the
translation may, if required, provide an appropriate new SSN. Where the destination node is in
another network (and is not the gateway node) then the application populates the SSN field with
either the SSN in use at the destination or zero.

When GT is used for addressing, the IN application expects that the SCCP supports the following
elements as defined in Recommendation Q.713:

Global Title Indicator

This indicator specifies the method employed for the formatting of the address information. The
format with the indicator value 4 is always used for internetwork connections.

Translation Type

The Translation Types are defined within Recommendation Q.713.

Numbering Plan

1) For Addresses used on internetwork interfaces the Numbering Plan must be either Generic
Numbering, or E.164 as defined in Annex B/Q.713.

2) For Addresses used on all other interfaces, any of the Numbering plans defined in
Recommendation Q.713 may be used if deemed suitable.

Global Title Address Information

This is the actual INAP address information supplied by the application and is encoded as indicated
by the encoding scheme.

Encoding scheme

The application should set the value of the encoding scheme according to the format of the GTAI.
The allowed values are defined in Recommendation Q.713.

The network provider must ensure that any change of GT value during translation preserves any
INAP specific information contained in the initial GT value. The GT translation data in the network
must not delete the GT information, if present, from the Address.

This requirement applies to all interfaces, not just those used for internetworking.

If route on SSN is to be supported from the originating node, then a non-zero internationally
standardised SSN is required for international internetworking.

In the absence of a standardized non-zero SSN for INAP services, the use of route on GT is
mandatory from the origin node to the network containing the destination node.

The version of SCCP used to support INAP operations must be at least White Book, 1993.
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18.2.2.1.2 Sequence control

The application will specify whether SCCP protocol class 0 or 1 is required.

Class 0 is used when the in-sequence delivery of messages to a specific called address is not
required.

Class 1 is used when the in-sequence delivery of messages to a specific called address is required.

18.2.2.1.3 Return on error

The use of Return on Error mechanism may be required by the IN applications so that the application
is aware of messages that have not been delivered to the destination by the SCCP. The return option
allows the return of the message that was not delivered due to routing or segmentation/reassembly
failure back to the issuing user.

If the return option is invoked by the application and the message is not delivered, then the SCCP
specifies the "return reason" as specified in Recommendation Q.711. The N-NOTICE primitive is
used to return the undelivered message to the originating user.

18.2.2.1.4 Segmentation/reassembly

The application expects that since the SCCP can send up to 260 octets of user data (including the
address information and TC-message) in a UDT message (248 octets in a XUDT message
performing segmentation and congestion control), segmentation is available for long user data.

Also the SCCP is expected to perform the reassembly function on received segmented messages and
deliver the reassembled user data to the user.

However, it should be noted that even though the theoretical maximum size of SCCP-user data and
addresses that can be segmented by the SCCP is 3968 octets, the SCCP-user would limit the length
to about 2560 octets to allow for the largest known addresses. Note that the application must also
allow for the octets used for the TC-message in the 2560 octets.

The IN application does not expect the SCCP to segment the user data into more than 16 segments.

18.2.2.1.5 Congestion control

To help control of possible congestion that might occur in the lower layers, the application may
assign a value to indicate the importance of the message. The use of this parameter requires the use
of SCCP [Q.711-Q.714 (07/96) and Q.715 (SCCP User Guide)] Recommendations.

Also there exist other congestion control mechanisms as indicated below in SCCP Management.

18.2.2.2 SCCP Connection-oriented Services

The use by IN applications for the Connection-oriented services is outside the scope of IN CS-2.

18.2.2.3 SCCP management

The subsystems used within the IN scenario expect the SCCP to provide management procedures to
maintain network performance by re-routing in the event of failure of a subsystem, and in case of
network congestion by use of the congestion handling procedure. These procedures have appropriate
interactions with the SCCP user as described in Recommendation Q.711.

To achieve the above, the SCCP is expected to perform the following procedures:

– Signalling point status management (N-PCSTATE, which includes the signalling point
prohibited, signalling point allowed, signalling point congested, and local MTP availability
subprocedures).
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– Subsystem status management (N-STATE, which includes the subsystem prohibited,
subsystem allowed, and subsystem status test subprocedures).

– Coordinated state change (N-COORD, which is a procedure which allows a duplicated
subsystem to be withdrawn from service without affecting the performance of the network).

19 IN generic interface security

Any interface within the IN functional architecture may have the need to apply security functions to
the information flows passing across the interface. This clause defines a generic set of security
mechanisms and procedures based on the X.509 Authentication Framework and the Simple Public
Key GSS API Mechanism (SPKM) to enable any interfaces to provide suitable secured
communications. This clause defines a sub-profile of X.509 and SPKM for use of IN CS-2.

For IN CS-2, the provision for security functions is required for the SCF-SDF, SDF-SDF, and
SCF-SCF interfaces.

19.1 Interface security requirements

The security requirements on an IN system could be divided in the two following main families:

1) Requirements to offer security features (Network access security requirements): This covers
the various aspects relating to the protection of user access to services and of terminals to
networks against attacks at the access interface (for instance user impersonation), by means
of security features such as: user/terminal authentication (i.e. the result of a process by which
a service user proves his or her identity to an IN system), user profile verification (i.e. the
verification that a user is authorised to use a functionality), etc.

2) Requirements on the internetworking interfaces (Internetworking security requirements):
This covers the protection of interactions between the various entities and agents involved in
the provision of a telecommunication service against attacks at the internal interfaces of the
system or even against data stored inside equipment, by means of security features such as:
peer entity authentication (i.e. a process which allows a communicating entity to prove its
identity to another entity in the network), signalling data or TMN data integrity, non-
repudiation, confidentiality, entity profile verification (i.e. the verification that an entity is
authorised to use a functionality), etc.

For each of the above problems, the interfaces have to provide processes to enable data
confidentiality, data origin authentication and data integrity. These capabilities are generally
described in Recommendation X.500.

19.1.1 Data confidentiality

Data Confidentiality ensures that only the parties involved can examine the contents of the message.
Encryption, which applies an algorithm to transform the message into a protected form, is sufficient
to provide data confidentiality. The encryption methods for all communications with the directory
shall be conformant to Directory Security Mechanisms or to directory entry methods.

19.1.2 Data integrity and data origin authentication

Data Integrity ensures that the contents of the message have not been altered during transmission.
Data Origin Authentication ensures that the message came from the expected origin. Digital
Signatures, which applies an encryption algorithm to the result of applying a hash function to the
contents of message, are sufficient for providing data integrity and data origin authentication. Data
integrity methods for all communications with the directory shall be conformant to Directory
Security Mechanisms or to directory entry methods.
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19.1.3 Key management

Key Management refers to the generation, distribution and maintenance of private keys used in the
cryptographic system. Key Management methods conformant with X.509 Recommendation shall be
used.

19.2 Procedures and algorithms

Several assumptions are provided to the IN CS-2 interface security procedures to focus the work, but
which also provides acceptable levels of security (see Table 19-1):

• Generic Security Interface shall be based on SPKM as much as possible.

• The number of parameters in messages and procedures should be minimized, because each
of them adds to the signalling traffic load and to some processing time.

• Only one type of security shall be applied to the interface. The order of selection will be
none, User, Peer:

Table 19-1/Q.1228 – Categories of security levels

Signature Encryption

None None None

User None User

User None

User User

Peer None Peer

Peer None

Peer Peer

• If both user and peer signature/encryption are requested, then user signature/encryption
should be used.

• Only the mechanisms Encryption and Digital Signatures [including Message Authentication
Code (MAC) techniques] shall be used.

19.2.1 Authentication procedures

The Authentication Procedure defines the process of establishing authentication and shall perform
the following functions:

• Authenticate the Entity (User/FE) as being allowed to access an FE.

• Establish the level of security for all messages between the Entity and the FE.

• If required, establish a session key for encryption of messages between the Entity and the FE.

The current IN CS-2 authentication uses possible procedures defined in Recommendation X.509,
together with a new procedure, SPKM. The primary purpose of the X.509 Recommendation is to
provide authentication for a directory service, which includes mechanisms on Simple Authentication,
Strong Authentication and SPKM. This subclause indicates which aspects of the Directory
Authentication should be considered and supported by implementors within the scope of IN CS-2.
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The current CS-2 authentication procedures are:

1) Simple Authentication (see 6.2/X.509), using Bind operations with passwords for IN CS-1
(1995) or IN CS-2.

2) Strong Authentication, (see clause 10/X.509), using Bind operations with strong credentials
for IN CS-2 and 1993 Directory; or using SPKM for IN CS-2.

3) External Procedures, using Bind operations for IN CS-1 (1995) or IN CS-2.

4) SPKM (Simple Public Key GSS-API Mechanism):

– The SPKM allows both unilateral and mutual authentication to be accomplished without
the use of secure timestamps. This enables environments which do not have access to
secure time to nevertheless have access to secure authentication.

– The SPKM uses Algorithm Identifiers to specify various algorithms (for data
confidentiality, data integrity, etc.) to be used by the communicating peers. This allows
maximum flexibility for a variety of environments, for future enhancements, and for
alternative algorithms.

19.2.2 SPKM algorithms and negotiation

Additional information on SPKM is provided in this subclause. For additional information on other
authentication mechanisms, including Directory entry methods, please refer to the user guide and
relevant Directory specifications.

A number of algorithm types are employed in SPKM. Examples of algorithms are presented in
Appendix III. It should be noted that in the SPKM algorithms, the terms "initiator" and "target" are
used. For IN CS-2, the term "target" may be referred to as "consumer".

19.2.2.1 Data Confidentiality Algorithm (C-ALG)

The symmetric algorithm is used to generate the encrypted data. The DES-CBC algorithm is an
example for data confidentiality.

19.2.2.2 Data Integrity Algorithm (I-ALG)

The purpose of this algorithm is to ensure that a message has not been altered in any way after being
constructed by the legitimate sender. Depending on the algorithm used, the application of this
algorithm may also provide authenticity and support non-repudiation (including data origin
authentication) for the message. Algorithms such as md5WithRSA, DES-MAC, md5-DES-CBC, and
sum64-DES-CBC are examples for data integrity.

19.2.2.3 Key Management Algorithm (K-ALG)

The purpose of this algorithm is to establish a symmetric key (called context key) for use by both the
initiator and the responder (called target) over the established context. The keys used for C-ALG and
any keyed I-ALGs (for example, DES-MAC) are derived from this context key. Key establishment is
done within the X.509 authentication exchange and so the resulting shared symmetric key is
authenticated. Algorithms such as RSAEncryption and dhKeyAgreement are examples for Key
Management.



Recommendation Q.1228 (09/97) – Part 4 755

19.2.2.4 One-Way Function (O-ALG) for Subkey Derivation Algorithm

Having established a context key using the negotiated K-ALG, both initiator and target must be able
to derive a set of subkeys for the various C-ALGs and keyed I-ALGs.

19.2.2.5 SPKM negotiation

During context establishment in SPKM, the initiator offers a set of possible confidentiality
algorithms and a set of possible integrity algorithms to the target (note that the term "integrity
algorithms" includes digital signature algorithms). The confidentiality algorithms selected by the
target become those that may be used for C-ALG over the established context, and the integrity
algorithms selected by the target become those that may be used for I-ALG over the established
context (the target "selects" algorithms by returning, in the same relative order, the subset of each
offered list that it supports). Note that any C-ALG and I-ALG may be used for any message over the
context and that the first confidentiality algorithm and the first integrity algorithm in the agreed sets
become the default algorithms for that context.

The agreed confidentiality and integrity algorithms for a specific context define the valid values of
the Quality of Protection (QOP) parameter. If no response is expected from the target in unilateral
authentication, then the algorithms offered by the initiator are the ones that may be used over the
context (if this is unacceptable to the target, then the association with this context will not be
successfully established).

Furthermore, in the first context establishment token the initiator offers a set of possible K-ALGs,
along with the key (or key half) corresponding to the first algorithm in the set (its preferred
algorithm). If this K-ALG is unacceptable to the target, then the target must choose one of the other
K-ALGs in the set and send, this choice along with the key (or key half) corresponding to this choice
in its response (otherwise the association with this context will not be established). If necessary (that
is, if the target chooses a 2-pass K-ALG such as dhKeyAgreement), the initiator will send its key half
in a response to the target.

Finally, in the first context establishment token the initiator offers a set of possible O-ALGs (subkey
derivation algorithms) (only a single O-ALG if no response is expected). The (single) O-ALG chosen
by the target becomes the subkey derivation algorithm to be used over the context.

19.2.3 Three-way mutual authentication

The use of three-way mutual authentication procedures (including SPKM) in the establishment of a
security association between two Functional Entities (FEs) implies the use of the Generic Upper
Layers Security (GULS) Security Exchange Service Element (SESE) protocol (defined in
Recommendations X.831 and X.832) as described in Recommendation X.519.

19.2.4 Assignment of credentials

Procedures for assigning credentials to users or FEs are generally defined in Recommendation
X.500.

19.3 Mapping of security information flow definitions to tokens

In the case of the SCF-SDF interface, the Context Establishment Tokens will be conveyed in Bind
procedure and the Per-Message Tokens will be used in DAP operations.

In the case of the SDF-SDF interface, the Context Establishment Tokens will be conveyed in Bind
procedure and the Per-Message Tokens will be used in DSP and DISP operations.
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In the case of the SCF-SCF interface, the Context Establishment Tokens will be conveyed in the SCF
Bind procedure and the Per-Message Tokens will be used in SCF-SCF operations and Distributed
SCF System operations.

19.4 Security FSM definitions

The Security FSMs described here are generic machines. They illustrate how the security procedures
are handled across the interface between two FEs.

19.4.1 Two-way mutual authentication FSMs

19.4.1.1 Outgoing FSM

The outgoing FSM controls the originating side of the interface. It is shown in Figure 19-1.

T1185340-97

1. Idle

(e1) AuthRequest

(e2) Request to remote FE

(e3) Send AuthRequest with requests

(E4) AuthError

(e6) Request to remote FE

(E7) Response from remote FE

(e8) AuthEnd

2. Wait for
    subsequent
    requests

3. Wait for
    AuthResult

4. Secured

(E5) Response with AuthGrant

Figure 19-1/Q.1228 – The originating FSM states

19.4.1.1.1 State 1: Idle

The following event is considered in this state:

– (e1) AuthRequest: This is an internal event, caused by the need of the service logic to
create an association with a remote FE in order to begin accessing a service function. This
event causes a transition to the state 2, Wait for subsequent requests.

19.4.1.1.2 State 2: Wait for subsequent requests

In this state, subsequent operations to be sent with the AuthRequest operation (in the same message)
to the remote FE are expected. The following two events are considered in this state:

– (e2) Request_to_remote_FE: This is an internal event caused by the reception of an
operation. The operation is buffered until the reception of a delimiter (or a timer expiration).
The Originating FSM remains in the same state; and
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– (e3) Send_AuthRequest_with_requests: This is an internal event caused by the reception of
a delimiter, that indicates the reception of the last operation to be sent. Once the delimiter is
received, a message containing the argument of the AuthRequest operation and other
operations' arguments, if any, is sent to the remote FE. This event causes a transition out of
this state to the state 3, Wait for AuthResult.

19.4.1.1.3 State 3: Wait for AuthResult

In this state, the local FE is waiting for the response from the remote FE. Two events are considered in
this state:

– (E4) Auth_Error: This is an external event, caused by the reception of an error to the
AuthRequest operation previously issued to the remote FE. This event causes a transition
out of this state to state 1, Idle; and

– (E5) Response_with_AuthGrant: This is an external event, caused by the reception of a
AuthRequest result combined with the responses to other operations previously issued to
the remote FE (if any). This event causes a transition to state 4, Secured.

19.4.1.1.4 State 4: Secured

In this state, the local FE has established an authenticated access to the remote FE, and is waiting for
requests to the remote FE from the service logic or is waiting for responses to the operations previously
issued to the remote FE. Three events are considered in this state:

– (e6) Request_to_remote_FE: This is an internal event, caused by the need of the service
logic to access the remote FE. The Originating FSM remains in the same state;

– (E7) Response_from_remote_FE: This is an external event, caused by the reception of
responses to the operations previously issued to the remote FE. The Originating FSM
remains in the same state; and

– (e8) AuthEnd: This is an internal event, caused by the need of the service logic to
terminate the authenticated access to the remote FE. This event causes a transition state to
state 1, Idle.

19.4.1.2 Incoming FSM

The incoming FSM controls the terminating side of the interface. It is shown in Figure 19-2.
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T1185350-97
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3. Secured

(e6) Response to remote FE

Figure 19-2/Q.1228 – The terminating FSM states

Each state is discussed in one of the following subclauses.

General rules applicable to more than one state are as follows:

In any state, if the dialogue with the Remote FE is terminated, then the Terminating FSM returns to Idle
state after ensuring that any resources allocated to the call have been de-allocated.

19.4.1.2.1 State 1: Idle

The only event accepted in this state is:

– (E1) AuthRequest: This is an external event caused by the reception of AuthRequest
operation from the remote FE. This event causes a transition out of this state to state 2,
Grant Pending.

19.4.1.2.2 State 2: Grant Pending

In this state, an Auth Request has been received from the remote FE. The local FE is performing the
authentication procedures. Three events are considered in this state:

– (e2) AuthError: This is an internal event, caused by the failure of the AuthRequest
operation previously issued to the local FE. This event causes a transition out of this state to
state 1, Idle and a AuthError is returned to the invoking SCF;

– (E3) Request_from_remote_FE: This is an external event, caused by the reception of
operations before the result from the AuthRequest operation is determined. The SDSM
remains in the same state; and

– (e4) AuthRequest_Granted: This is an internal event, caused by the successful completion
of the AuthRequest operation previously issued to the local FE. This event causes a
transition out of this state to state 3, Secured.



Recommendation Q.1228 (09/97) – Part 4 759

19.4.1.2.3 State 3: Secured

In this state, the access of the remote FE to the local FE was authorized and operations coming from the
remote FE are accepted. Besides waiting for requests from the remote FE, the local FE can send
responses to previously issued operations. Three events are considered in this state:

– (E5) AuthEnd: This is an external event, caused by the reception of the AuthEnd operation
from the remote FE. The authorised association is ended and all associated resources are
released. This event causes a transition out of this state to state 1, Idle;

– (e6) Response_to_remote_FE: This is an internal event, caused by the completion of the
operations previously issued by the remote FE. The results or errors of these operations are
returned to the remote FE. The Terminating FSM remains in the same state; and

– (E7) Request_from_remote_FE: This is an external event, caused by the reception of a
request from the remote FE. The Terminating FSM remains in the same state.

19.4.2 Three-way mutual authentication FSMs

An outgoing and incoming generic security FSMs for three-way mutual authentication are described
in this subclause. The Security FSMs described here are generic machines. They illustrate how the
security procedures are handled across the interface between two FEs.

19.4.2.1 Outgoing FSM for three-way mutual authentication

The outgoing FSM controls the originating side of the interface. It is shown in Figure 19-3.
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Figure 19-3/Q.1228 – The originating FSM states for three-way mutual authentication

19.4.2.1.1 State 1: Idle

The following event is considered in this state:

– (e1) AuthRequest1: This is an internal event, caused by the need of the service logic to
create an association with a Remote FE in order to begin accessing a service function. This
event causes a transition to the state 2, Wait for AuthResult1.
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19.4.2.1.2 State 2: Wait for AuthResult1

In this state, a response to the initial challenge (sent in the AuthRequest1) from the remote FE is
expected. The following event is considered in this state:

– (E2) AuthGrant1/AuthRequest2: This is an external event caused by the reception of a
response to the initial challenge and a subsequent challenge from the remote FE. This event
causes a transition out of this state to the state 3, AuthGrant Processing/AuthRequest
Processing.

19.4.2.1.3 State 3: AuthGrant Processing/AuthRequest Processing

In this state, the local FE confirms the correct response to the AuthRequest1. In addition, an
appropriate response to AuthRequest2 is created. Two events are considered in this state:

– (e3) AuthError: This is an internal event, caused by the an error in processing AuthGrant1
received from the remote FE in response to AuthRequest1. This event causes a transition
out of this state to state 1, Idle; and

– (e4) AuthGrant2: This is an internal event, caused by the processing of an appropriate
response to AuthRequest2 which is issued to the remote FE. This event causes a transition to
state 4, Secured.

19.4.2.1.4 State 4: Secured

In this state, the local FE has established a unilateral authentication with the remote FE. Once the
remote FE also progresses to a Secured state, requests to and from the remote FE may be processed
(these events are not shown for clarification). One event is considered in this state:

– (e5) AuthEnd: This is an internal event, caused by the need of the service logic to
terminate the authenticated access to the remote FE. This event causes a transition state to
state 1, Idle.

19.4.2.2 Incoming FSM for three-way mutual authentication

The incoming FSM controls the terminating side of the interface. It is shown in Figure 19-4.
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Figure 19-4/Q.1228 – The terminating FSM states for three-way mutual authentication
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19.4.2.2.1 State 1: Idle

The only event accepted in this state is:

– (E1) AuthRequest1: This is an external event caused by the reception of AuthRequest1
information from the remote FE. This event causes a transition out of this state to state 2,
AuthRequest Processing.

19.4.2.2.2 State 2: AuthRequest Processing

In this state, an AuthRequest has been received from the remote FE. The local FE is performing the
authentication procedures. One event is considered in this state:

– (e2) AuthGrant1/AuthRequest2: This is an internal event, caused by the successful
completion of the AuthRequest1 operation previously issued to the local FE. In addition, the
local FE authentication challenge (AuthRequest2) is generated. This event causes a
transition out of this state to state 3, Wait for AuthResult.

19.4.2.2.3 State 3: Wait for AuthResult

In this state, the local FE awaits confirmation from the remote FE that either the AuthGrant1
response to AuthRequest1 challenge was accepted, or a response (AuthGrant2) to the AuthRequest2
challenge is received. Two external events are considered in this state:

– (E3) AuthError: This is an external error event, generated by the remote FE, on receipt of
an invalid response to its challenge. This event causes a transition out of this state to state 1,
Idle; and

– (E4) AuthGrant2: This is an external event, generated by the remote FE, containing the
response (AuthGrant2) to the local FE challenge (AuthRequest2). This event causes a
transition out of this state to state 4, AuthGrant Processing.

19.4.2.2.4 State 4: AuthGrant Processing

In this state, the local FE confirms the received response (AuthGrant2) to the challenge
(AuthRequest2). Two internal events are considered in this state:

– (e5) AuthError: This is an internal error event, generated by the local FE, on receipt of an
invalid response to its challenge. This event causes a transition out of this state to state 1,
Idle; and

– (e6) AuthGrant OK: This is an internal event, generated by the local FE, on receipt of a
valid response to its challenge. This event causes a transition to state 5, Secured.

19.4.2.2.5 State 5: Secured

In this state, the local FE has established a unilateral authentication with the remote FE. Since the
remote FE is also in a Secured state, requests to and from the remote FE may be processed (these
events are not shown for clarification). One event is considered in this state:

– (E7) AuthEnd: This is an external event, caused by the need of the service logic to
terminate the authenticated access to the remote FE. This event causes a transition state to
state 1, Idle.
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