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  �   v�%�� 	����' 	���iX.500/LDAP 	���� " SAML¢ 
  �   	����' 	���iv�%�� DCE PAC 	���� " SAML¢ 
  �   v�%�� 	����' 	���iXACML  	���� "SAML¢  

(5  	��� 	���5 �����
SAML¢  
(6  	���i������� 	��� 	������ SAML:  
(7  	���� " ;�/���N� \���SAML.  

2 �������  

	������ >?9 -
 S�
�
�� CL%�� �?9 " �X��, 	���k� +�Yz r�B0 S�
�
�� V'���� -
 �94�( 	������ �������� -�Q�0 . !h(
������� V�� v��A�9��� vh( " 	��� �X
�h*6< �X��, *����  . 	��1 ��M.� V'����( �������� V�� v��A ��(

 �!�� CpX%

� �
 C��/��3 ;� _, S���� ;(�1!
 C	������ >?9 7�1 	�%�
 ��h��0� " 	A����� ^��8.� ;�d C	�'�����
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>��+� )+!��� ��M.� V'����( �������� ����8 . &�

 £��Z( 	���/< �N�B0P� ~(!�� +�TN� " �N�B0N� x��/0
	�%�¤E�
 y��/�� ������< ITU-T)?d�%��  . v����k� " 	��!%[� $�X�� c3�d £��Z ��A(IEFT) ��/������ �����< 	%�b 	���/< 

(RFC) �������< m�?A( CRFC ������� ���< 	���< �*�� ��� RFC�X%
 �!�.�  .V�� £��Z ��A &3��� 	
�5 
 	������(W3C) V�Y��� )!���� )�����( (Unicode Consortium) 	3��� +�T�( C(Liberty Alliance) 	���/<  	�%�¤E�


��M.� ��*��%��( �������� �!�6<.  

– ITU-T Recommendation X.660 (2004) | ISO/IEC 9834-1:2005, Information technology – Open 

Systems Interconnection – Procedures for the operation of OSI Registration Authorities: General 

procedures and top arcs of the ASN.1 Object Identifier tree. 

– ITU-T Recommendation X.667 (2004) | ISO/IEC 9834-8:2005, Information technology – Open 

Systems Interconnection – Procedures for the operation of OSI Registration Authorities: Generation 

and Registration of Universally Unique Identifiers (UUIDs) and their use as ASN.1 Object 

Identifier components. 

– ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology – Abstract 

Syntax Notation One (ASN.1): Specification of basic notation. 

– ITU-T Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for 

CCITT applications. 

– ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology – Open 

Systems Interconnection – Security frameworks for open systems: authentication framework. 

– ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology – Open 

Systems Interconnection – Security frameworks for open systems: Access control framework. 

– ITU-T Recommendation X.1142 (2006), eXtensible Access Control Markup Language (XACML 

2.0). 

– IETF RFC 1034 (1987), Domain Names – Concepts and Facilities. 

– IETF RFC 1510 (1993), The Kerberos Network Authentication Service (V5). 

– IETF RFC 1750 (1994), Randomness Recommendations for Security. 

– IETF RFC 1951 (1996), DEFLATE Compressed Data Format Specification Version 1.3. 

– IETF RFC 1991 (1996), PGP Message Exchange Formats. 

– IETF RFC 2045 (1996), Multipurpose Internet Mail Extensions (MIME) Part One: Format of 

Internet Message Bodies. 

– IETF RFC 2119 (1997), Keywords for use in RFCs to Indicate Requirement Levels. 

– IETF RFC 2246 (1999), The TLS Protocol Version 1.0. 

– IETF RFC 2253 (1997), Lightweight Directory Access Protocol (v3): UTF-8 String Representation 

of Distinguished Names. 

– IETF RFC 2396 (1998), Uniform Resource Identifiers (URI): Generic Syntax. 

– IETF RFC 2535 (1999), Domain Name System Security Extensions. 

– IETF RFC 2616 (1999), Hypertext Transfer Protocol – HTTP/1.1. 

– IETF RFC 2617 (1999), HTTP Authentication: Basic and Digest Access Authentication. 

– IETF RFC 2798 (2000), Definition of the inetOrgPerson LDAP Object Class. 
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– IETF RFC 2828 (2000), Internet Security Glossary. 

– IETF RFC 2914 (2000), Congestion Control Principles. 

– IETF RFC 2915 (2000), The Naming Authority Pointer (NAPTR) DNS Resource Record. 

– IETF RFC 2945 (2000), The SRP Authentication and Key Exchange System. 

– IETF RFC 2965 (2000), HTTP State Management Mechanism. 

– IETF RFC 3023 (2001), XML Media Types. 

– IETF RFC 3061 (2001), A URN Namespace of Object Identifiers. 

– IETF RFC 3075 (2001), XML-Signature Syntax and Processing. 

– IETF RFC 3377 (2002), Lightweight Directory Access Protocol (v3): Technical Specification. 

– IETF RFC 3403 (2002), Dynamic Delegation Discovery System (DDDS) Part Three: The Domain 
Name System (DNS) Database. 

– IETF RFC 3513 (2003), Internet Protocol Version 6 (IPv6) Addressing Architecture. 

– IETF RFC 3546 (2003), Transport Layer Security (TLS) Extensions. 

– IETF RFC 3923 (2004), End-to-End Signing and Object Encryption for the Extensible Messaging 
and Presence Protocol (XMPP). 

– IETF RFC 4122 (2005), A Universally Unique IDentifier (UUID) URN Namespace. 

– Liberty Alliance POAS:2003, R. Aarts, Liberty Reverse HTTP Binding for SOAP Specification 
Version 1.0, Liberty Alliance Project. 

– OASIS WSS:2006, WS-Security Core Specification 1.1. 

– UNICODE-C, M. Davis; M. J. Dürst: Unicode Normalization Forms. UNICODE Consortium, 

March 2001. 

– W3C Canonicalization:2002, Exclusive XML Canonicalization Version 1.0, W3C Recommendation, 
Copyright © [18 July 2002] World Wide Web Consortium, (Massachusetts Institute of Technology, 

Institut National de Recherche en Informatique et en Automatique, Keio University), 

http://www.w3.org/TR/xml-exc-c14n/. 

– W3C Character Model:2005, Character Model for the World Wide Web 1.0: Fundamentals, 

W3C Recommendation, Copyright © [15 February 2005] World Wide Web Consortium, 

(Massachusetts Institute of Technology, Institut National de Recherche en Informatique et en 

Automatique, Keio University), http://www.w3.org/TR/2005/REC-charmod-20050215/. 

– W3C Datatypes:2001, XML Schema Part 2: Datatypes, W3C Recommendation, Copyright © 
[2 May 2001] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut 

National de Recherche en Informatique et en Automatique, Keio University), 

http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/. 

– W3C Encryption:2002, XML Encryption Syntax and Processing, W3C Recommendation, Copyright 
© [10 December 2002] World Wide Web Consortium, (Massachusetts Institute of Technology, 

Institut National de Recherche en Informatique et en Automatique, Keio University, 

http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/. 

– W3C Web Services Glossary:2004, Web Services Glossary, W3C Note, Copyright © [11 February 
2004] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de 

Recherche en Informatique et en Automatique, Keio University), http://www.w3.org/TR/ws-gloss/. 

http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.w3.org/TR/xml-exc-c14n/
http://www.w3.org/TR/2005/REC-charmod-20050215/
http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/
http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/
http://www.w3.org/TR/ws-gloss/
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– W3C HTML:1999, HTML 4.01 Specification, W3C Recommendation, Copyright © [24 December 

1999] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de 

Recherche en Informatique et en Automatique, Keio University), http://www.w3.org/TR/REC-

html40/. 

– W3C Namespaces:1999, Namespaces in XML, W3C Recommendation, Copyright © [14 January 

1999] World Wide Web Consortium (Massachusetts Institute of Technology, Institut National de 

Recherche en Informatique et en Automatique, Keio University), http://www.w3.org/TR/REC-xml-
names/. 

– W3C Primer:2005, SOAP Version 1.2 Part 0: Primer, W3C Recommendation, Copyright © 

[24 June 2005] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut 
National de Recherche en Informatique et en Automatique, Keio University), 

http://www.w3.org/TR/2003/REC-soap12-part0-20030624/. 

– W3C Signature:2002, XML Signature Syntax and Processing, W3C Recommendation, Copyright © 

[12 February 2002] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut 
National de Recherche en Informatique et en Automatique, Keio University), 

http://www.w3.org/TR/xmldsigcore/. 

– W3C Signature Schema:2001, XML Signature Schema, W3C Recommendation, Copyright © 

[1 March 2001] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut 
National de Recherche en Informatique et en Automatique, Keio University), 

http://www.w3.org/TR/xmldsig-core/xmldsig-core-schema.xsd. 

– W3C String:1998, Requirements for String Identity Matching and String Indexing, W3C Note, 
Copyright © [10 July 1998] World Wide Web Consortium, (Massachusetts Institute of Technology, 

Institut National de Recherche en Informatique et en Automatique, Keio University, 

http://www.w3.org/TR/WD-charreq. 

– W3C SOAP:2000, Simple Object Access Protocol (SOAP) 1.1, W3C Note, Copyright © [08 May 
2000] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de 

Recherche en Informatique et en Automatique, Keio University), 

http://www.w3.org/TR/2000/NOTE-SOAP-20000508. 

– W3C XHTML:2002, The Extensible HyperText Markup Language (Second Edition), 

W3C Recommendation, Copyright © [1 August 2002] World Wide Web Consortium, 

(Massachusetts Institute of Technology, Institut National de Recherche en Informatique et en 

Automatique, Keio University), http://www.w3.org/TR/xhtml1/. 

– W3C XML 1.0:2004, Extensible Markup Language (XML) 1.0 (Third Edition), W3C 
Recommendation, Copyright © [4 February 2004] World Wide Web Consortium, (Massachusetts 

Institute of Technology, Institut National de Recherche en Informatique et en Automatique, Keio 

University), http://www.w3.org/TR/REC-xml/. 

– W3C XML Schema Part 1:2001, XML Schema Part 1: Structures, W3C Recommendation, 
Copyright © [2 May 2001] World Wide Web Consortium, (Massachusetts Institute of Technology, 

Institut National de Recherche en Informatique et en Automatique, Keio University), 

http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/. 

��	
�  ������� ��	
��� 
���� ������� ������ �
���� � �������� ��� ���� ����! "# ��
$%� . 

http://www.w3.org/TR/REC-html40/
http://www.w3.org/TR/REC-html40/
http://www.w3.org/TR/REC-xml-names/
http://www.w3.org/TR/REC-xml-names/
http://www.w3.org/TR/2003/REC-soap12-part0-20030624/
http://www.w3.org/TR/xmldsigcore/
http://www.w3.org/TR/xmldsig-core/xmldsig-core-schema.xsd
http://www.w3.org/TR/WD-charreq
http://www.w3.org/TR/2000/NOTE-SOAP-20000508
http://www.w3.org/TR/xhtml1/
http://www.w3.org/TR/REC-xml/
http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/
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3 ��������  

������� ��� &�'() ���
��� *
+,'-��� /012.  

1.3 �
����� �������  

1.1.3   ������� 3 4'5-6� 7
��� 8�196� ������� ��� :;<��2ITU-T X.667:  
   > (   �,�� 4'-� @6
A ;�$!(UUID).  

2.1.3  ������� 3 BC'5-6� B��
��� B��196� ������� ��� :;<��2ITU-T X.680:  
    >(  D@E �,�� 4'-�F  
  G(  H��+� IJ K��'2.  

3.1.3  ������� 3 4'5-6� 7
��� 8�196� ������� ��� :;<��2ITU-T X.811:  
    >(  >;06�.  

4.1.3 �196� ������� ��� :;<��2 ������� 3 BC'5-6� B��
��� B�ITU-T X.812:  
    >(  FL
+��� 3 MN���� *
���-�  
  G(   �O-��6�):;<��6�.(  

5.1.3 :;<��2  
OQ��� RA S�
9�� T,��� *
�;� MQ-� 3 �C'5-6� ���
��� *
��196� ������� ���W3C:  
    >(   U���2!V�� 7!)� �W'6�SOAPF  
  G(  FMW� X
N�  
  Y(  6� U���2!V�� @Z
���� M���SOAP.  

6.1.3 :;<��2 *
���-��� T�[ 3 �C'5-6� ���
��� *
��196� ������� ��� (RFC) 2828 ��W;�\� :
�6� /,'C RA S�
9�� 
 ]	'�	%� 3(IETF):  

    >(  FL
+	  
  G(  FL
+��� 3 MN^  
  Y(  F&_�+6� ������  
  � (  F&_�+6� ������ :;̀<6�  
  �  (  FT��,  
  ! (  F
C;,  
  a (  F����> �,S
O-�  
  H(  F����> �W
�W  
  b(  ����> ��;�.  

7.1.3  T�1�� 3 BC'5-6� B��
��� B��196� ������� ��� :;<��2RFC 2396 /,'+�� RA S�
9�� IETF:  
    >(   �S��O�� ;$�� �,�� 4'-�(URI)F  
  G(   �,�\� 4'-� 
c'�URI. 
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2.3 	
���
 �������  

1.2.3 ���� ���	 ��(access rights) : �d� �
� �S�� 
� e� X�N2 X> T$
9� f�'6� *g�
-��� R� IO�� h�!
D
i�%�! �,;-���! �C
�%�! ��+����! �j
�N��! kD�'��� *
��OA.  

2.2.3 ���	 (account) : �5!K�! @��ZS 4'[ Bj �Ml��� �Nmj *
�;�! *g�
-� n;��� @oS pS
q r
+2�
�,S
q *
�;�.  

3.2.3 ���	 ����� (account linkage) : �@��Z'�� 4'1�� s+	 Xgd� B+��t B��� R,�5!K� *
j
�$ Ij'� ��,'[
@��Z'�� 4'1�� Xumj ������� R� X��5!K6� RNO�, v�w .*
,�\� �
^� !> *�-��� MW
�2 VA G
�$ �1j�S D
m	# RN�!.  

4.2.3  ���! �"
)#$�%( (active role) :, p��� S!;��xgd� �S�� "# L
+��� ;�A �
� ���OA eZ��> ;�A :
l	 3 X
�� e,�y.  
5.2.3 &��
' *�+�� (administration domain) : 
� �k;A !> k;$�! �,S��# �W
�W R� �-�Oq eC'-2 r
�W !> �z�j

 ��A'E ��	;� *
	
��! �]	'�	%� 3 R,�
�� D
o> *g�Q�2)Ol�� {'�> *
	
�� !> *
�'E !> ��'C>@oS �Nmj �( �
 |�0�� ������� *
N0E! �N0m�� kK�c>! B+�}6� R� �A�O~ "# �C
�%
j)��O��� 8�g6� R� 
��( !>( x
},> �C
�%
j! �

 �N0E *
��012! *
�;� "#)x
0�
( �A���� (
\�$ S!;2 . !> k;A !> ;$�! |�> X�;�� ��A pS��%� X�;�6� p��� X> RN�!

�C'-, X> .�!k;A !> x�;$�! x
-��� pS��%� X�;�6� RO}�, X> RN . S�1�j x
,S��# x
	�;�� �;^ ��� 8�g6� S�1�2 X> RN�!

R�K�� .k;,;A *�'� ��L �;� X>! . Xumj 
���j 
O�C *
�
+2� ;�-2 X>! �
�}-j 
� ��
-�2 X> �,S��%� R,�
�O�� RN�!
! n;�2/��%� 
��!;$ VA *
�;� U
O-�W� !>�,S.  
6.2.3 &��
' ,"-�� (administrator) :! :
l	 *
	
�� kS��% e�;<��, !> e�	
�� R�y, !> x
�
l	 M��, f<E/ !>

! e��O-���/e2
,��� !> . pS��# X�;�� R� 'd�) x
-j
2 X�N, X> !> �B-� pS��# X�;�6 x
-j
2 pS��%� U!y�6� X�N, X> RN�
;$�!.  
7.2.3 �.� �$�/ 0����!1��2���.� �$�34� 052�� (affiliation, affiliation group) : :
l	 *
	
�� R� �A�O~

 ;$�! MW� X
N� MW
��2)p;�$���� �-6
j (����Z'�� 4�'[)� �,�� *
C'-6.  
8.2.3 671� ,��8' (anonymity) : MW� D@m�� e�C X�N, p��� 4'l�� ��! �MW�� �+i� D@m�� X�� ��
$ !> �+�

~ �,��X
�+t !> X���.  
9.2.3 +9:-.� ;���� (asserting party): �i��� *
1�W R� k;$�! �1�W h�}��, p��� pS��%� X�;�6� �� �x
�oS 

SAML ��$'� �� ���oS �( kS�9j! �'d�> !> )�cS� ( �i��� 3 �1�W R�SAML.  
10.2.3 +�:<� (assertion): �i��� 3 �1�W eQ��2 *
�1-6� R� DKc SAML !> �T$
9j /�-�, X
���W� �-C f�! �

B-� �S�� "# �0���
j �T$
� ��A /01�2 f��'2 *
�1-� !> �T$
� Xumj ]-	 *
���-�.  
11.2.3 =�! (attribute):  kK�� ���
�D@m� . 8�g6� *
��19� x
0�
( *�-��� RA V-, �������� D
�E)� f� 
O�C!

�! �Nm��! ;��� �d� ���Z
,K�+��X����! Xa�� . pV���� D
}+�� D
�E> f� 
O�C 
�>)@��'�C�� ( *�-	 
\ X�N2 X> RNO�C

��(! �N0m�� X���A! �+m��� I��! �;��� h92 . R� Y�!auj x
0�
( *�-��� �dO�2!"]-��� MW� "!"]-��� �O��" �d� �

"foo" �O�� e� X�N2 'bar'! �"count" �O�� e� X�N2 1! �"gizmo"e� X�N2  X
�O���� "frob" ! "2".  
12.2.3  =�! +�:<�(attribute assertion): T$
� *�-	 RA *
���-� �O� ;��u2.  

13.2.3  =�! ��?7(attribute authority): ]-	 *�;��u2 ���, :
l	 3 X
��.  

14.2.3  *����7�(authentication):  @A5;, 
� 
����� 3 �� D@E !> f<E X
� �L# 
� ;,;^ ���OA ��L! �e	��
��d�� R� ���-� �cS;j.  
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15.2.3  *����7� +�:<�(authentication assertion):  U�$ ],'c> ��c
	 X
���W� ���OA RA *
���-� �O� ;��u2
B-� T$
�.  

16.2.3  *����7� ��?7(authentication authority): X
���W� *�;��u2 ���, :
l	 3 X
��.  

17.2.3  @�A��(authorization):  
� T$
� X
� �L# 
� �L
+��� 3 MN���� ��016� *
���-6� n��2 ;-j ��;^ ���OA
B-� �S�� "# k�;� L
+	 b
J> ��A U�9�
j e� x
$�O�� .X
���W�� r
�W 3 x���c�� k�
A f��'��� X�N,! . X> 
OC

L
+��� R� �+��t b
Juj :
���
j e� f�', X> RN� �$ �T$
� R����,.  
18.2.3  @�A�� ���B(authorization decision): f��'��� �-C �Q��	 . ���0�W �Q����� X�N2 ;�! �m2 X> RN� p>

�S�6� "# L
+��
j e� f�'� �( T$
9�� X> "#.  
19.2.3  @�A�� ���B +�:<�(authorization decision assertion): f��'2 S�'� RA *
���-� �O� ;��u2.  
20.2.3 ��?A ���B �(back channel): ��
WS X!� :
l	 3 B	
�� Bj k'E
06� *�
92�� "# ��+��� k
���� ��^ " k�
A#
e�c�2 " /Z
C f	 ��	 U���2!'j X�ja �d� �:
l��� 3 '�� X
�� VA(HTTP)) �O-��6� ���! �d�.(  
21.2.3  ,�:��"�� ����� 0�����(binding; protocol binding):  ���
A kS�9j �Z
W'�� �-j 
��� h���2 @�

'�� U���2!'j 3 �W�O�� kS�9j �j
�2 ��A ��Z
W'�� U�
02 *
1�1� 
�S !> �U���2!'j R� ���-6� . ��
WS 
�! xgdOC
 �i���SAML <AuthnRequest> U���2!'j 3 �j
�2 ��A HTTP�1j�S ��  . �i��� ��
WS s+	 
�!!SAML �j
�2 ��A 


+��� I�0� U���2!'j 3 4;\� "# L(SOAP){'�> �1j�S ��  . �i��� r
�W 3 MW� �1j�S �N� �1-,!SAML R� 
 �1�1<���"SAML xxx binding".  

22.2.3 �����2C (credentials): @��ZS 4'1� �j��1� �,�� M�l�2 �c> R� ���2 *
�1-�.  
23.2.3 DE�F #3���� (end user): ����012 &�'() �S��� :;<��, @-�0[ f<E.  
24.2.3  *��:(entity):  'l	�":
l	 X
��."  
25.2.3  +G	��(federate): 'd�> !> B	
�� Bj �1j�S !> ���! M��,.  
26.2.3  
�H�(federation):B��-� 3 8�196� ��� �O-��, .  

  (1  FB	
�� Bj ��gA ��
�# �-C  
  (2  *
,�\� p�5!K�! *
�;�� p�5!K� R� �;A p> M}2 ��-�.  

27.2.3 I�+J	�� ��� (federated identity):  
�;�A �R,�5!K6� R� �A�O~ Bj k;_$�� 
�# @��ZS 4'[ �,�� RA U
�,
! �,�\� *
C'-� R� �A�O~ U�$ R,�5!K6� Bj r
+2� �
�� X�N,/@��Z'�� 4'1�� "# ��
$%� 3 
\
O-�W� *�-��� !>.  

28.2.3  ��K2L ���B(front channel):���� ��-2  "# ���0�� k
"*�
92� k
�� " X
O�N�, B�5;t Bj :
�2 X> RN�
 U���2!V�
jHTTP �Z
WS B�;<��� �" U���2!V��HTTPe��c�2 �
-6�  " "# 
�;$> R� �Z
W'�� X�S'� 
O�C 7
��
j!

 U���2!V�� '�� X�ja p> !> T,��� �N0m� 8+9�� VA p> ��O-��� ���! VA '���HTTP.  
29.2.3 ���I ;��� (identifier):  *
�1-6� R� D@E)xgd� ����W ( ��� "# ��� �:
l	 R� X
�� 
� �j
�2 ��A 
��,

k;�$! ��,'1j :
l��� R� X
�N�� .e��# ��^ kK,
O�� �,�� *
C'-� k;A :
l	 3 X
�N� X�N, X> RN�! . R� �� �,�\� 4'-�!
 '���� v�$"K�� ]-	 "X
�N��.  

30.2.3 ���I (identity): e���
�! X
�� '��c . R� X�N, X> RN� ��� �e9Z
9� f<m�� �,�� h�! k�
A p'�!
�,�\� *
C'-� R� �;A 
���j.  
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31.2.3  ���M� +�	�� N$ D?O���(identity defederation): 4
�,# ��A X!�!K6� /+�, 
�;�A �;� p��� �O-�� 
 R� �A�O~ VA @��Z'�� 4'1�� "# ��
$%�! �,�\� *
C'-�/*�-��� !>.  

32.2.3  ���M� +�	��(identity federation): @��ZS 4'[ MW
j k5;$�� �,�� ��;$# �-C.  
33.2.3  ���I 
G"P�(identity provider):  ��;�� p�5!K� R� ��	�m�, R�y,! ����Z'�� 4�'[�� �,�\� *
���-� 

�Z'�� 4'1�� X
���W� :;�, 
O� �
�',;,! 
��	
�� ���� ��;�� p�5!K� R� ��( "# @��
^� *
�0	
c ��
$ 3 
O� �
)*
$� (T,��� �N0E 8+9��.  

34.2.3  Q��A ���I 
G"P�(identity provider lite):  ��;�� p�5!K� R� ��	�m�, ����Z'�� 4�'[�� �,�\� *
���-� 
��( "# @��Z'�� 4'1�� X
���W� :;�, 
O� �
�',;,! 
��	
�� R�y,! ��
^� ���� ��;�� p�5!K� R�  D�Kc)� I�C x
�;<���

 �i��� R� ��ag��SAML.  
35.2.3  ����:� 0��"
 R���%�(login, logon, sign-on):  �X
���W� �1�W "# *
�2�0� :;<��� 
��C :;�, ��� ���O-��

���( kS!� M��, x
,S
���� !> �1��j kS!� M��,!.  
36.2.3  ��S�!� 0��"
 T���A�(logout, logoff, sign-off): kS!� D
�# 3 e�0(S RA :;<��� 
��C '50-, ��� ���O-�� 

���( kS!� !> �1��j.  
37.2.3  ��
�U�' �V�(markup language): ��-5W���� �,�
ES%� �i��� *�-	! '�
�A R� �A�O~ (XML) G��1� �

 �i��
j ����! ���j ��A 
���012XML �5;� &'i� .�
A 45'-2! �i��� *
1�1� R� �A�O~ /,'[ RA �,�
ES%� �i��� kXML 
/C�'6� /������ 
�.  

38.2.3 67� Q��" (name qualifier):  MW� X
N� R� 'd�> 3 ���;<�W� RN� �,�� 4'-� s0� gj 8��2 ����W
)p;�$���� �-6
j (�+��t ����ZS 4�'[> ��d  �c> R�.  

39.2.3 ;�W (party): �( kS�9j �� 3 !> ���OA 3 ��'�m� ����ZS 4�'[> k;A !> ;$�! @��ZS 4'[ ��oS 
�S�� "# L
+��� !> ;��u2 :g�W
� �U
92�.  

40.2.3  6E�
 ������ 67�(persistent pseudonym): �,�¡ h,'-��� �,�� �5!K� e�5�-, �e�,'�j ¢+�� MW� �,�� 4'-� 
�  ��,�[ k'�+� �B-� /��! 4'[ {;� @��ZS 4'[*�S!� k;A ��A ; .�,�� ;�$�2 ��dO�� :;<��, X> RN�!.  

41.2.3  D7��7 ���B ���!(policy decision point) (PDP): R� ��i�! e2��� f��'��� *�S�'� �<�, :
l	 3 X
�� 
*�S�'��� ��2 �d� T�12 ��� :
l��� *
	
�� . �1��CPDP  �i��� 3 SAMlS f��'��
j S�'� *
0�[ �����2 xgd�  ��A x��

��L . �W
���� S�'� �1�	!(PDP) @� "f��'��� S�'� �1�W."  
42.2.3  X������ YZ�� �7��7 YZ" ���!(policy enforcement point) (PEP):  *�S�'� T�1, :
l	 3 X
��

��+���� 
��� 7
��
j 
�-},! �f��'��
j . �1��CPEP �i��� 3 SAML�	 "# f��'��
j S�'� *
0�[ �W'2 xgd�  �1PDP �

\ �j
Q�W� ��W'6 � f��'��� S�'� *�;��u2 �����2!.  

43.2.3  ����E� ���I(principal identity):'[ �,�\ ��d  �,�� 45'-� k�
A X�N,! �@��ZS 4.  
44.2.3  ��2!�L)�[	1 ((profile): &�'(> k;-j !> &'ij f�� ;A����� R� �A�O~ . 3 MW� �A�O~ �N� �1-,!

���< �1�1" ��0	
cxxx �i��� 3 SAML " �1�1<��� !>" �i��� 3 ��0	
cxxx SAML":  
(1 e�� 
�c�'<�W� ��+��! �'�� U
O-�W� r
�W p> 3 !> ���2!'j 3 *�;��u��� ]��02 ��+�� Xumj ;A���.  
  (2  �i��� U���2!'j �Z
WS :�;<�W� Xumj ;A���SAML£
� :�;<�W� r
�W 3   

(3  -� *�-	 
�! Xumj ;A��� �i��� 3 
��A '50SAML*�-��� ��dO�� {'�> �Ol	> 3 �j
�2 ��A  . �A;2!
�d�  ;A����� R� �A�O¤� ���"*�-	 ��0	
c."  
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45.2.3  ,�:��"�� �����(protocol binding): 'l	� "�1j�S) " k'�+��21.2.3.(  
46.2.3  
G"P�(pfovider):"#! �,�\� p�5!K� "# ]���� s+�j �m, :
A �0-2 ��;�� p�5!K� .  
47.2.3 \C�" ;�W (relying party):  3 '�� X
�� R� k�S�! *
���-� "# x��
��W� D�'c# L
�� S'�, :
l	 3 X
��
:
l��� . �i��� 3 /����� 4'1�
CSAML ;¥�y� 4'[ R� k�S�! *�;��u2 :g�W� ��A ;O�-, ) �i��� 3 �1�WSAML ( U�$

�����.  
48.2.3  ]��W(requester): �i��� U���2!'j �O-��, :
l	 3 X
�� SAML 3 '�� X
�� R� *
�;� T�1, @N� 
 :
l���) �i��� 3 �1�W ��SAMLT�Q��� � .( 8�19� �O-��, �!"X�jK�� "��\� *
	
�� R� ;,;-�� X) :��+6�  :
l��

x
-� *
�;<O�! RZ
jK� 7����� ��A !> X!¦��� ��A �O-2 . �O-��2 ��� *�
�� 3! U���2!V�� �1j�S 
��CSOAP�� 3 � �i
SAML �i��� 3 T�
1�� X�N, �SAML U���2!V�� 3 7!)� �W'6� RA x
,S
O-� K�O�, SOAP.  
49.2.3  
���(resource):  §
���-� :
l	 3 k��c�� *
�1-�)¨# k'����� 3 *
���-� !> *
+�� �NE ��A(����! �:  

  (1 :
l	 
��;�, ��;�.  
  (2 3 ;�j :
l	 *�K��q )*
�~V�� !> *
�~V�� !> *
,�
�-�� �d� :
l	 *
	5�N� {;$# {'�> kS
0-j!  

*
��Z
���� !> �<W�'��.(  
50.2.3 ]�^��� (responder):  :
l	 3 X
��) �i��� 3 �1�WSAML ( �i��� U���2!'j :;<��,SAML @N� 

 :
l	 3 '�� X
�� R� �S�! *
�;� T�1� T�Q��,)T�
[ .(�! 8�19� �O-��, ":5;t " R� ;,;-�� X) :��+6� ��\
x
-� *
�5;<O�! RZ
jK� 7����� ��A !> X!¦��� ��A �O-2 :
l��� *
	
�� .*�
�� 3! U���2!V�� �1j�S 
��C �O-��2 ��� 

SOAP �i��� 3 SAML �i��� 3 T�Q��6� X�N, �SAML�2!V�� 3 ��)� �0���6� RA x
,S
O-� K�O�,  U��SOAP.  
51.2.3  �"
(role): e	uj S!;�� s������� 4'-2 "�d� e,�y, p��� f��� !> ��9<m�� " !>"
���� !> �+�©��� �� ."

 �1�m��� S!�)� �d� �X!¦��� ��A !> 7����� ��A �+��t x�S!�> :
l��� *
	
�� T-�2!)��A
+�� (��-+�6� S�!�)�! . :��+� V�-,!
x�S!� pS��%� U!y�6�T�
i�� ��A .  

52.2.3  �V?�� _ Y��`� aDUSAML (SAML artifact): 4;���, ;��� ]j
� ���N��� *
�1-� R� �i� D@E 
 �i��� 3 U���2!'j ��
WSSAMLk�
-�� 3 e�� V�> X�N2 �;��� k�i��  . �i��� *
+19� MO92!SAML 3 ]5�02 @N� 

 �S��O�� k;$�6� 
���6� *�;�(URL)3 �O�ª2! � U���2!V�� �Z
WS HTTP U���2!V�� 3 �j
Q�W�� �Z
WS �d� �
HTTP ��
�� *�'+E 
� "3xx Redirection" ��$g�� �Z
W'��! HTTP GET . �O� X> ��;�� �5!K� 
�1��, �Nm�� ��¡!

 �i��� 3 x
-�19� x
z�E ��O-��� ���! VA �k'E
0� �( kS�9jSAML'��� �� 
�1��, '�� �5!K� "#  '5�i, X> x
�$� 
 �i��� 3 U���2!V�� ��
WS ��A U�9��! �@�-+�� �5!K6� 
� 'E
06� ��
-��� /,'[ RA �
�196� D@m�� ��
$#SAML.  

53.2.3  �V?�� _ ��?7SAML (SAML authority):  �i��� X�;�� YL�J ���� :
l	 3 �5'~ X
��SAML S;9, ��! �
*�;��u��� .]-	 �1�W x
},> 'l	� @W
�W S�'� �1�	! �X
���W� �1�W! �(PDP).  
54.2.3 N�b (security):  3 ��O-��6� *
N0m�� !> �Ol	)� @O^! �*
���-6� �,'W RO}2 ¢+�� *�D�'c# R� �-�Oq


���# L
+��� 3 MN��2! �*
���-6� ��
-� .'�����! ��g���! ��	
O�Z��! �,'��� M��
+� k�
A R�)� �Om,! . 4;�,! R�)�
*
OQ���� ��!
�� ��A x�S�
� e	�� :
l��� RO}, X> "#.  

55.2.3  c�b 6�$+�(security assertion):����> �,S
O-� r
�W 3 «S;, M�A;2 .  
56.2.3  c�b ���7(security context): �i��� U���2!'j 3 �,�'C ��
W'j /�-�, 
O�C ���
W'� |�)� r
���� SAML �� �

7�;�� �
^��M���� "# ����)� ��W>'�� *�S;C Bj  . *
�01�� 3��O-��6� ����)� ����� ��d�> R� X�N, ���)� Xum�� ��� 3!
���
��� *����2!V�� ��N0m�� �W¬;­� R� ���+��� :HTTP ����� ��0[ R�>! (TLS) ]	'�	%� U���2!'j R�>! �(IPSec).  
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57.2.3  c�b *�+��(security domain):j  �S��6� R� �A�O~ ��L 3 
� �����> �,S
O-�! ����> YL
J ��;^ r
�W !> �z�
�S��6� "# L
+��
j 
\ f�'� :
l��� *
	
�� R� �A�O~ 
� . X�;�� 3 R,�
�� k;A !> |�> X�;�� ��
�# X�N2 X> RN�!

;$�! pS��# .K�� 
� k�
A S�1�2 x
��-� x
���> x
	�;�� �;^ ��� 8�g6�!R�.  
58.2.3  ����b �7��7 N$ d2��(security policy expression):! ����ZS *
,�� 
�! / U
OA> 
� �j
�2 ��A *�-	 !>
kKZ
c .@W
W> �Nmj L
+��� 3 MN^ MZ��� x
0�
( ����)� �W
���� *��0-2 X�N2!.  
59.2.3  ��+A 
G"P�(service provider):Xuj :
l	 3 X
�� e,�y, p��� S!;��  "# !> ����ZS 4�'[> "# *
�;� :5;�, 

{'�> :
l	 *
	
��.  
60.2.3  Q��A ��+A 
G"P�(service provider lite): 4�'[> "# *
�;� :;�, Xuj :
l	 3 X
�� e,�y, p��� S!;�� 

 �i��� U���2!'j R� :ag�� DK�� I�C x
�;<��� �{'�> :
l	 *
	
�� "# !> ����ZSSAML.  
61.2.3  ��"
(session): 
� ��
$ ��A ®
+�
j M�5�,! �x
0�
( @��ZS 4'[ 
��C �'�m, �:
l	 *
	
�� Bj :!;, �A
+2 

�A
+��� k;� D
��> �A
+��� R�.  
62.2.3  ��"
 ��?7(session authority):*�S!;�
j ���-�6� ��
�� ��A e©
+$ ;�A :
l	 3 X
�� e,�y, S!� .  
63.2.3  ��"
 _ e����(session participant):��)� ��A k;$�! kS!� �1�W 
� kS!� 3 e��'�E� ;�A :
l	 3 X
�� e,�y, S!� .  
64.2.3  ��S�!�(sign-off): 'l	� "kS!� :
����) " k'�+��36.2.3.(  
65.2.3  ����:�(sign-on):  'l	�"kS!� H
��C�) " k'�+��35.2.3.(  
66.2.3  YB��(site): ;�� ��A ���;�� @oS �( 8�19� X�;�6� D
o> :
l	 3 MW�� �-� !> 3�'i�� �-6
j pS��# X�
(DNS) . X�N, ;�!��� X�,S��# R,�
�� k;A @1i, X�N, ;� !> �pS��# X�;�� R� ���-� ��c���j�[ !> ��C�'ic ��1�� "# 

 ����012 ��;� �5!K� 
��� Xumj U
�� @� 
O�(ASP).  
67.2.3 ]	�� (subject): 3 @��ZS 4'[|�> X�;�� r
�W  . �i��� *�;��u2 :5;�2!SAMLG
��)� RA *
	gA# .  
68.2.3  T��! *��:)T��! _ "b( *��: 0(system entity, entity): �N0E !> G�W
$ :
l	 R� I�m	 '9�A . ���OA �d�

O�� �A�O~ ;5�q £
<E)� R� �A�O~ !> f<E !> �@A'C :
l	 !> �*
��O-�� R� �A�O~ !> �� y�*
�+Z
©��� R� kK�.  
69.2.3  ,�K�f� a�g�!�(time-out):��;$)� �-j �;^ ¯ X# �
�Z
��	� ;�A �0Z
� b!'m�� �-j 8092 ����a k'�C  .

 �A;2 k�;� k'�C D
��> �1�m	 �( ]�© 
���
$ X) @���2 ��� kS!;�� �d�"���6� �,
� °��j."  
70.2.3  ���$ ������ 67�(transient pseudonym): �,�¡ h,'-��� �,�� �5!K� ���-, �e�,'�j ¢+�� MW� �,�� 4'-� 

*�S!� k;A ��A ;�  � x
�0�	 k�9� k'�+� �B-� /��! 4'[ {;� @��ZS 4'[.  
71.2.3  �V?�� _ =�!XML (XML attribute):  �i��� *
�1-� R� ���jXML  ��5�0� �i��� '9�A R� �,�;0�� MW�! 3XML �

� 
\! MW� 
\�O�.  
72.2.3  �V?�� N� �`�$XML (XML element):  �i��� *
�1-� R� ���jXML �02'�  3 �0�� �d� �
��( Bj x
�02�'2

 �i��� 3 ����!XML°S
C MW�! !> �,
� MW�!! �,�;j MW�! 
���A U;, �. 

4 �������� 

 &�'() ���
��� *�'9�<6� /012 ������� ���|S
�-6� ��� 7!;�� :  
AA W]-	 �1�  (Attribute Authority) 

ASN.1  T��'��� ;A��� K��'2)����� ( �5'¤�1  (Abstract Syntax Notation One) 

ASP ����012 ��;� �5!K�  (Application Service Provider) 
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CA  k�
�m�� S�;�# �1�W (Certification Authority) 

CMP  k�
�m�� kS��# U���2!'j (Certificate Management Protocol) 

CRL *��
�m�� U
1j# �OZ
�  (Certificate Revocation List) 

DCE *
},�+��� 4
m��� @N,'^ :
l	  (Distributed Computing Environment) 

DDDS �_a�6� G
��� �z�j  (Dynamic Delegation Discovery System) 

DNS X�;�6� D
o> :
l	  (Domain Name System) 

ECP !> X�jaa5K-� &5�+� ���!  (Enhanced Client/Proxy) 

HTTP /Z
C f	 ��	 U���2!'j (HyperText Transfer Protocol) 

HTTPS /Z
C f	 ���� X��u� U���2!'j  (Secure HyperText Transfer Protocol)  
IdP �,�� �5!K�  (Identity Provider) 

IdP Lite h�+� �,�� �5!K�  (Identity Provider Lite)  
IP ]	'�	# U���2!'j  (Internet Protocol) 

IPSec ]	'�	%� U���2!'j R�>  (Internet Protocol Security) 

MD5  ���aS����5��
W'�� Kc�6   (Message Digest algorithm 5) 

MIME -5W�2]	'�	%� ;,'j 3 &�'()� k�;-�� *
  (Multipurpose Internet Mail Extensions) 

NAPTR �1�W �;̀����O����   (Naming Authority PoinTeR) 

OID D@E �,�� 4'-�  (Object IDentifier) 

PAC K�� ]-	 *��
�E  (Privilege Attribute Certificates) 

PAOS  U���2!V��SOAPx
j����   (Reverse SOAP) 

PDP @W
�W S�'� �1�	  (Policy Decision Point) 

PEP ��+���� 
��� �W
�W 
�! �1�	  (Policy Enforcement Point) 

PGP 
� x
A�	 k;�c �,'W  (Pretty Good Privacy) 

PKI @��O-�� H
�+O�� ���^ ���j (Public-Key Infrastructure) 

POP ��O��� X
�'j    (Proof of Possession) 

RA ��Q�2 �1�W (Registration Authority)  
RSA  ���aS�������O-�� X
O���>! �±! ]�+,�S  (Rivest, Shamir, Adleman (public key algorithm)  

SHA-1 X��u6� :'+�� ���aS����1 (Secure Hash Algorithm 1) 

SP ��;� �5!K�  (Service Provider) 

SPKI @��O-�� H
�+O�� �1��j ���^ ���j  (Simple Public Key Infrastructure) 

SP Lite h�+� ��;� �5!K�  (Service Provider Lite) 

SSO �� G
��;�$��� 
�����
j (Single Sign On) 

TLS ����� ��0[ R�> U���2!'j  (Transport Layer Security protocol) 

URI �S��O�� ;5$�� �,�� 45'-�  (Uniform Resource Identifier) 

UTC /5��6� @6
-�� ]������  (Coordinated Universal Time) 

UUID @6
A ;�$! �,�� 4'-�  (Universal Unique IDentifier) 

XACML L
+��� 3 MN���� ��-5W�2 �,�Eu2 �i�  (eXtensible Access Control Markup Language) 

XML ��-5W�2 �,�Eu2 �i�  (eXtensible Markup Language) 

 



 

12   �������ITU-T X.1141 (2006/06)  

5 �������  

�� *
O�N�� ������� ��� �O-��2 ���
��� �O�
"B-�, "!"�> B-�, "!"T�1�, "!"T� "!" T��> "!"�> @i0�, "!"RN� "
!"pS
���� ." *
���-��� T�[ 3 H!'m6� ����� ��A ������� ��� 3 k�S���� *
��196� ��� '�+2!RFC 2119 S�
9�� 

 ]	'�	%� 3 ��W;�\� :
�6� /,'C RA(IETF).  

 �i��� 3 �1�1<��� /Z
�! ������� ��� �O-��2!XML DKQ�� ��j
16� 1�i��� �1�1� R�  XML 
OQ��� RA kS�
9�� W3C �
 DKQ��!2 �i��� �1�1� R� XML 
OQ��� RA kS�
9�� W3C T��'��� ;A��� H'm2 ��� *
+���6� ���� pS
�-6� f���! �

 �i��� *�;��u�� *��;�� M�A!SAML �i��� 3 k'+m6� 
��C U���2!V�� �Z
W'�! XML . Bj /C����� :;A *�
$ 3!
3 �1�1<��� /Z
�! �i��� XML�1�1<��� /Z
�! ���2 �������� ��� 3 �1�1<��� MZ���!  . &'+2 ������� ��� X> ¢$g,!

�1�1<��� /Z
�! 
��'+2 ��� ������ R� ;-j> "# T��2 x����� *�
�� �-j 3. 

6 	���� ����  

 �i�9�� ;,;^ "# ������� ��� @�'22 |�)� M�A;��� �,�
ES%� �i��� R� (SAML). ����� ��A �;^ @�! )T��'��� ;A��� (

� ����� Xumj :
l	 R� X
�� 
��;�, ��� *�;��u��� ��
-� 3 B�O-��6� *��;��! . !> �*�;��u��� ��� n;�2 D
��>!

 �i��� 3 :
l��� *
	
�� 
1���2 �
���A �
O�A�� D
��>SAML !> e�+	 ;��u��� RA k�
C²� {'�> *����2!'j :�;<�W�  RA
;��u��� ����� . �i��� *�;��u2 �j �;^ ������� ���!SAML ;A��� "# �C
�# *����2!V��  R� �0$
9� �A�O~! �

 �i��� 3 :
l	 kS��# 3 ���;�6� ��
-6�SAML.  
 �i��� *�;��u2 '+m2!SAML�� �,�Eu��� �i��
j 
��� U���2!V�� U
WS! -5W�� ��(XML)
o)� R�
�> :;<��2! � ��� 3 D

�i��� .��;<��� {'�> �j 3 k�
A ���0� X�N2! ;,V�
j U
WS%� *
0�[ �d� ������ HTTP POST�Z
WS !>  

 U���2!V��SOAP �i��� 3 k'+m6� XML . ;�0�� �;�!7 �i��� *�
O-�W� 3 ��'�m6� *
�1-6� b
J> SAML . ;�0�� :;�,!8 
 3 *����2!V��! *�;��u��� �OA S
[# �i���SAML . ;�0�� H'm,!9 �i�� ��$'m�� *
�1-6� YL�J SAML . ;�0�� �9+,!

10 �i��� U���2!'j �Z
WS ��	! ��;� �O-�� '[> SAML . ;�0�� :;�, 
O�11 3 
���;<�W� *
�0	
�� R� ��W
W> �A�O~ 
 �i��� *����2!'j! *�;��u2SAML^ �c> R� !> ��
� U
O-�W� *�
$ ��
-� �c> R�  :�;<�W� ;�A |�0�� ��im��� /��

 �i��� *�K��SAML . ;�0�� &'-,!12 �i��� 3 X
���W�� r
�W SAML .x
��9� ���
��� *
�
���� 
��C �;^!:  
  �   �i��� 3 X
���W�� r
�W �1�1�SAMLF  
  �   X
���W�� r
��� *
1�1<��� b
J>SAMLF  
  �   �i��� 3 r
���� h�� �1�1�SAML'j �c> R� F]	'�	%� *����2!  
  �   �i��� 3 r
���� h�� �1�1�SAMLF]	'�	%� U���2!'j 3 'W �O�� �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAML U���2!V�� �c> R� «!'j��F  
  �   �i��� 3 r
���� h�� �1�1�SAMLF�Q�� �( ;$�! ��
-j ����6� �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAMLF�Q�� �( B��� B��
-j ����6� �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAMLF;�A 
� ;$�! ��
-j ����6� �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAMLF;�A 
� B��� B��
-j ����6� �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAMLF'��� �O�� �c> R�   
  �  r
���� h�� �1�1� �i��� 3 SAMLF'W �O�Nj @O¬�³� ��	 �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAMLF��j
W kS!� �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAML@��OA H
�+� �c> R� � �������X.509F  
  �   �i��� 3 r
���� h�� �1�1�SAML@��OA H
�+� �c> R� � 
� x
A�	 k;�c �,'W(PGP)F  
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  �   �1�1� �i��� 3 r
���� h��SAML@��OA H
�+� �c> R� �@��O-�� H
�+O�� �1��j ���^ ���j  (SPKI)F  
  �   �i��� 3 r
���� h�� �1�1�SAML@��OA H
�+� �c> R� � �i��� 3 
���2XMLF  
  �   �i��� 3 r
���� h�� �1�1�SAMLF���L ��
1j �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAML �c> R�  @��O-�� H
�+O�� ���^ ���j(PKI)F���L ��
10j   
  �   �i��� 3 r
���� h�� �1�1�SAMLF@��O-�� H
�+O�� ���^ ���j ��~'j �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAMLF�+2
�6� �c> R�   
  �   �i��� 3 r
���� h�� �1�1�SAML �+2
�6� �c> R� )��
5$'��(F  
  �  ���� h�� �1�1� �i��� 3 r
SAML �+2
�6� �c> R� )��	
9<m��(F  
  �   �i��� 3 r
���� h�� �1�1�SAML �+2
�6� �c> R� )������6�(F  
  �   �i��� 3 r
���� h�� �1�1�SAML�c> R�  F�	��u� k;�-j 'W �O��  
  �   �i��� 3 r
���� h�� �1�1�SAML k�
�E ��A |0� X�ja X
���W� �c> R� SL/TLSF  
  �  � �i��� 3 r
���� h�� �1�1SAML����K�� �	L# �c> R� .  

 ;�0�� 'C�,!13 �i��� ��+��� �OA S
[# SAML��j
16� B�u2 ��ij eA
02� :K�,  . ;�0�� 3!13 R� ��j
16� *
0�1�� ´�
�2 
����)� YL
O���! �O-�� �W T��
W> . /��6� RO}�, x���>!A �i��� *
1�1� 
�Oµ �OZ
� SAML� ��C�'6.  

7 	������ ��
���� ��!"  

 �i��� *
1�1� 3 k��S��� ��'�m6� *
�1-6� b
J> ��+2! U
O-�W� ���
��� *�'�+�� 4'-2SAML.  

1.7 #7
��� 6�B  

 �i��� 3 �Wg��� M�� 
�� IJ X�N,SAML IO��� �� xs:string �i��� 3 *
�1-6� b
J> R� X5�N6� XML �-j
��� 
 
OQ���W3C . �i��� 3 �Z
W'�� �WgW 
�� X�N2 X> T�!SAML �o R� ��)� ��A �	�N� ������� ��� 3 k�S���� 

��L �( ��A f�, ¯ 
� ���j> x
('C ]���.  
 �i��� /Z
�! '�
�A 
�� ���
� ��0	
c 3 !> ������� ��� 3 ��L �( ��A f�, ¯ 
� �XS
�2 X> T�SAML ��� 


��1�1�R�  IO��� xs:string �i��� 3 XML�[�0}� ������� �	S
�� :�;<�W
j �IO��� ��� R� /�m� IJ R� !> � . kS�9j!
 �i��� *�',�12! *
��012 X�N2 �> T� ��
�SAML 4!'$ r!;�9j s���2 � �WgW *
	S
�� ��A �+���� 

 r
�	)� �,�^ ��A !> �D
}�0�� *
(�'+�� T,�m2 !> s���2 ��A �! ��A
01��*gO-�� !> ��;A)� �d� ��
�� ����� .
���W 
� /j
1��� "# T�1�6� ��� @�',!� 
OQ��� W3C.  

 ��,'[ :;<��, X> /�01��� ��� ��A T� �*
O��� �+��t *��+m2 :�;<�W
j ��d� x
O�� XS
�, *
��01��� ;$> X
� �L#!
+m2 3 B�O�� �,�^ 
�;�-, ��� �Q����� s+	 ;�-2 �	S
�O�� s������ �Nmj �k;5$�6� k'+m�
j *
O��� �C �	S
�� D�'c# ¶ �

� X�N2 ��L ;-j�[�0}� ������ .T�1�6� ��� @�',! 
OQ��� *
O��� YL�J 
� /j
1��� "# W3C� ;A����� 
� ��
�! 
k;5$�6� k'+m�� 3 s��6� f��
j ���-�6�.  

Z
�! 3 �O���6� *
�1-6� XS
�2 ��� *
��01��� 
�> �i��� /SAML X> 
���A TQ�C ���cS
� S�
9� 3 k�S���� *
�1-6
j 
 �i�� k�;�� s������ ;A��� X
0��
j ��u2XML . S�1��� *
,
� �dO�2 v�w x
���� X�N, '�
�-�� 3 �S���� f���!

 '1��� U!> "# ��c'�� *
o :�;<�W
j(ASCII CODE 10Decimal) . 
O��j3 ]-��� M�� s���2 M�, �i��� XML �C'-6� 
 �WgW �Nmj)�WgW R� ���m� b
J> !>(� k'�+�� 3 H!'m� �� 
O� 3.3.3 �i��� R� XML 1.0 
OQ��� �-j
��� W3C .

 *
�
�0j D
}�0�� *
(�'+�� *
o 
�� RA &
-��,!(ASCII CODE 32Decimeal).  
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�-�� *
,��� !> ]-��� M�� �	S
�6 T�2'2 p> ������� ��� �;^ � �i��� 3 '9XML*
,���� !> M���� ��� a'+� �! � .
 �i��� *
��012 h���2 �> T�!SAML ����� I0}�� *
��OA 4g��
j h��� ;� 
�) �M���
j £
�� a'+�� T�2'2 ��A 

X���;�6� r��}�� 
¡ :��, ���.  

2.7  
���3?� �+G	�.� ���M� ��%�G�� 6�B(URI)  

 M���� 
�� IJ X�N, 4'-O�� ��-c'6�URI �i��� 3 SAML IO��� �� xs:anyURI �i��� 3 *
�1-6� b
J> R� X5�N6� �
XML 
OQ��� �-j
��� W3C.  

 4'-O�� ��-c'6� M���� 
�� X�N2 X> T�URI �i��� 3 �C'-6� *�-��� !> '�
�-�� ���� k�S���� SAML ��A �	�N� �
���j> x
(�'C ]��� k;$�! �o R� ��)��+���6� ��� 3 ��L �( ��A f�, ¯ 
� ����1� X�N2 X> T�1,! .  

 4'-6� 
c�'� �-5W�� kS�9j ������� ��� :;<��2URI D
o>! �r
�	)� b
J>! ���
�� *�'+E �d� ��,�� *
C'-O� 

��(! :
l��� *
	
��! �*�-��� .W
O��! k;�$! ]���� s+�j M���� X�N2 X> «
W)� v�$ R� T� ���� � �$ ��N

 4'5-6� s+	 x�;j> :;<��,URI�+��t ���^ *
���-� �dO�� ��+��t *
�!> 3 .  

3.7 ����h 6�B  

 �i��� 3 ����K�� M���� 
�O� X�N,SAML IO��� xs:dateTime �i��� 3 *
�1-6� b
J> R� X5�N6� �XML�-j
���   
 
OQ���W3C /5��6� ]�����
j 
��A V-, X> B-�,! �(UTC)]������ /[
�� R� �0�'� p> X!� �.  

��	
� @��6� R� r�> ����a �	
0�W� ��A :
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�� ;O�-2 �> @i0�,! . ���d�� �;^ ����a *
l� *
��01��� ;��2 �> B-�,!
�25�+6�.  

4.7  ���M� ��%��. ���L�.� 6����" ���M� ��%���(ID) 

 I��0�� IO��� :;<��,xs:IDRA XgA²�  �i��� 3 �,�\� *
C'-� SAML*
j
Q�W��! *
0�1��! *�;��u��� �c> R�  .
 IO��� R� 
�> ������� ��� 3 
��A R�-6� M���� ��A B-�,!xs:ID 
��'+, ��� *
+9�� "# �C
�# ���
��� *
+9�
j @+2 X> 

 IO��� h,'-2xs:ID*���
j :  
  �  � X> R� ;�u�, X> ��,�� 4'-� ;��, DKc �� ��A> 3 �O�� U
O�$�X DKc p> !> DK�� ��� ;��, 

'��  ����� "# ;9� �( RA e2�L �,�\� 4'-�*
�1-�h��t .  
  �  ��� �d� {�W I0}�
j �
�� X�N, �> B-�, �x
�
� �,�� 4'-� e� X> *
�1-� ����� R�-, 
�;�A! 

;�$��� XgA%�.  
 �i��� 3 :
l	 3 X
�� 
¡ ;�u�, ��� �����!SAML /�01��� ��+�2 "# ��-2 ��,�\� 4'-� ��	�;$! R� . ����2 :�;<�W� ;�A!

 RA ��, !> p!
�, �R,S
�t B��� �,�� 3'-� /j
12 U
O�$� X�N, �> B-�, ���Z��mA e0E !> ��Z��mA 
�128-2 @i0�,! � �>
 RA ��, !> U
O�$�� p!
�,160-2 .��mA kS
�t �O�� �+m�j T�16� ��� ·���,! Bj S�9� *
�0�� R� U�1j x
�Z128 ��j 

!160��j  . *
�1-6� IJ �;^ ��� ;A����� x
�j
1� �+m��� X�N, X> B-�,!xs:ID . ���� @Z��mA e0E ;��� p> �,�i2 T�!
 k;�$!�$ 2�+��<6� �Ol	)� Bj �j��16� ��	�;$��� *
+� RO}.  

 I��0�� IO��� :;<��,!xs:NCName  �i��� 3SAML IO��� R� �,�\� *
C'-� ��-c'6 xs:ID IO��� X) �xs:IDREF 
&'i�� ��\ e��;<�W� RN� � . �i��� @+CSAML �i��� 3 �,�� 4'-� 
c'� e�O�, p��� '9�-�� RN� �SAML X> �

�,�\� 4'-� 
c'� 
��C �O-��6� ������� RA ��9+�� ����! 3 4'-ª, . IO��� :�;<�W
Cxs:IDREF��, ;�  X�� T�1� ��
 �i��� ����! s+	 R� 
� '9�A ��A �,�\� 4'-6 ]-	 �O�� �j
�2 �O���� ���XML.  
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8  	#�$� % �&'�'�()$�( ��*
�+�$�SAML 

 �i��� �;^SAML Xumj :
l	 R� X
�� 
��;�, ��� *�;��u��� ��
-� 3 B�O-��6� *��;��! T��'��� ;A��� ��A 

� ����� .� n;�2 D
��>! �i��� 3 :
l��� *
	
�� 
�1��2 �
���A �
O�A�� D
��> !> �*�;��u��� ��SAML :�;<�W� 

;��u��� ����� RA !> �e�+	 ;��u��� RA k�
C²� {'�> *����2!'j . �i��� *�;��u2 �j ������� ��� �;^!SAML �
# 3 ����;�6� ��
-6� ;A��� "# �C
�# *����2!V�� R� �0$
9� �A�O~! �i��� 3 :
l	 kS��SAML.  

 �i��� *�;��u2 '+m2!SAML�� �,�Eu��� �i��
j 
��C U���2!V�� �Z
WS! -5W�� ��(XML))  �i��� �i�� 'l	�XML 1.0 
 
OQ��� �-j
���(W3C �i��� ��� 3 D
o)� R�
�> :;<��2! �) 
OQ��� �-j
��� D
o)� R�
�> 'l	�W3C .( k�
A ��5�0� X�N2!

'�> �j 3 U
WS# *
0�[ �d� ������ ��;<��� {HTTP ;,V�
j (HTTP POST) U���2!V�� �Z
WS !> SOAP k'+m6� 
 �i��� 3XML . ;�0�� :;�,!10 �i��� 3 U���2!V�� �Z
WS ��	! ]��0�� �OA '[> SAML . ;�0�� 
�>11 �A�O~ :;��C 

 �i��� *����2!'j! *�;��u2 :�;<�W� *
�0	
�� R� ��W
W>SAML �c> R� !> ��
� U
O-�W� *�
$ D��> �c> R� 
 �i��� *�K�� :�;<�W� ;�A |�0�� ��im��� /��^SAML.  

1.8  �V?�� ��+�:<�SAML 

 
��;�2 *
	gA%� R� �;A !> '+� ��A p�1�2 *
���-6� R� na'2 �� ;��u��� �V?�� _ ��?7SAML . *
1�W �O�2!
 �i���SAML�
�6� 3 k;�̧y� x
C�'[>  ��� :;<��2 ��� :
l��� *
	
�� �O�2 
O� �
\�
02! *�;��u��� ;���2 U�$ *
m

 *�;��u�����C���� ;��Wi�.)  RA X
��196� X��� h���!]����� !]�^��.� �Z
WS U�
02 *
m�
�6 
O¡ ¢+�� R,���� 
 �i��� 3 U���2!V��(SAML.  

 �i��� *�;��u2 :;�2!SAML U�$ k�
A ]	��� e�d� � '9�-�<subject> . '9�-�� :�;<�W
C ��L 
�!<subject> 
 �i��� ;��u2 ���j :;<��, X> {'�> *
�0	
c! *
+���� 
�1��2 L# �pS
����SAML ;,;^ X!� �¡
m� *
	gA# n;��� 

{'�> ��+�Nj T$
9�� ;,;��j !> �T$
� . R� �;A k�
-�� 3 ;c�,!��+j� &
G"P���u��� :�;<�W� M��N� R,���  *�;
 4'1j ������� 4�'[)� M� 7
��
j X��09�C �X�jK�� T�[ T�$ ��;� n;�2! L
+��� 3 MN���� �c> R� T$
� U�$

 �A;, ;�̧y�
G"P���+j� .  
 �i��� 3 �1�W 
�S;92 X> RN� ��� ;��u��� *
	gA# R� ���	> ��g� ������� ��� 4'-2SAML . k�;�� *
	gA%� 
��!

� 3 
�> ��A �i��SAMLT$
9j �102'� X�N2  .@� ������� ��� 3 �C'5-6� ��gd�� *
	gA%� ���	>!:  
  �  *����71� :���-� �l� 3 ��
� ���W�j ;��u��� T$
� R� X
���W�� {'c.  
  �  =���� :k;O�-� *�-	 
� ;��u��� T$
� /C�'�,.  
  �  @�A���� ���B :"# L
+��
j ;��u��� T$
9� f��'��� T�[ D
cx
��C'� !> x
$��� ���-6� �S��6� .  

   �l$g�)�g¥[g� (� H'��, PE13)  'l	�OASIS PE:2006 ( �C
�#"�;� �( !> "��j
��� k'�+�� "#.  

�,��^ ��� *
	gA%� 
�O� ��'�m6� *
���-6� :;�2 �����OA ;��u��� ��cS
�� ���0�� X�N2 . R� ����W ;��u��� ���� ;c�,!

�
�-�����-6� '�
�-�� ��A p��^ ���! �O-��6� 
��;� ��� *
	gA%� !> f��'��� S�'� !> ]-��� !> X
���W�� h��2 �����;�� '.  
 �i��� 3 *�;��u��� �1�1� 8O�2!SAML�
j -5W�� k'�+�� 3 H!'m� �� 
O� �*
11.8�
j 8O�2 ��� �-5W�� ��� *

	gA%�! *�;��u��� �O-��6� 
��;�*
	gA%�! *�;��u��� R� k;,;c ���	> h,'-�j 8O�2 
O� �*
.  

1.1.8 a�ki� ��l�b N$ ��!
$f�" ����O��� ��7b� 

 �i��� 3 D
o)� ��N�> 4'-2 �1�1<��� R� ���
��� �-1���XML;��u��� �1�1� ��W>'j ��
�� {'�)� *
���-6�! �.  
 
<schema targetNamespace="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
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    xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <import namespace="http://www.w3.org/2000/09/xmldsig#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-
20020212/xmldsig-core-schema.xsd"/> 
    <import namespace="http://www.w3.org/2001/04/xmlenc#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmlenc-core-
20021210/xenc-schema.xsd"/> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-assertion-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
            V1.0 (November, 2002): 
              Initial Standard Schema. 
            V1.1 (September, 2003): 
              Updates within the same V1.0 namespace. 
            V2.0 (March, 2005): 
              New assertion schema for SAML V2.0 namespace. 
        </documentation> 
    </annotation> 
… 
</schema> 

2.1.8 671� ���I ��%��� 

 �i��� T��'2 ���
��� *�'�+�� �;^SAML��� ��+������ �,�\� *
C'-� ��A p��� p���  *�;��u��� pS;9�! G
�
)k;�y6� 4�'[)� (U���2!V�� �Z
WS!.  

 �i��� 3 k;�+� X�N2 *
0W
�� k;A �
��SAML U���2!'j 8��, xgdOC �v�
� 4'[ Xumj :
l	 3 X
	
�� �����, @N� 
 �i��� 3 X
���W�� T�[SAMLv�
� 4'[ �1W��j T$
� X
���W�  .�1W��j RN� ���W! 
�! ;�+6� R� x�L# �0$
9� 
�

4�'[)� R� ;$�! �N� ����� X�N2 �,�� *
C'-6 4�'[)� . e�C RN� p��� X�;�6� '9� X
�$)� �-j 3 :K�, ;�!
 :
l��� *
	
�� R� k�i� �A�O~ ��A �,�� 4'-� :�;<�W�)xgd� T$
� �,'W ��A ®
+��� .( U
O-�W� x
},> RN�!

�
WS S;9� "# kS
E²� �¡
m� �,�� *
C'-� �i��� 3 ;��u2 !> U���2!'j �SAML.  
�+��t *
,�� "# ��
$%� ;�A MW�� �,�� 4'-� �O�� s+	 U
O-�W� 'd�> !> :
l	 
	
�� 
�1��,! . X�N, X> RN� e��A!

MW�� ��� s+�� h��t M�C X
�� �N� . �i��� 'C�2!SAML a�kb �����" �MW� �,�� 4'-� RA s0� �� �,K2 @N� 
3 xgd� e-}�C X
N�  MW�(namespace)MW�� *
+��! "# ��-, ;5$��  . �i��� �i�� 8��2!SAML v2.0 X> �,�\� 4'-6 

:
�> U
¤� 8�+2 ���j! �£
�� T���6� !> /����� 4'1�� !> ;�̧y6� 4'1�� §S
0-j ]���� s+�j h��, �,�\� *
C'-� 
x
�c!�K2 *��� M�A :!K��� ;�A &'-2 @N�.  

x
},> RN�! 4'-� X�N, 
�;�A x
��9�! ��,'��� ��A ®
+�
j ���-�6� 
�9Z
9� B�^ �c> R� �,�\� *
C'-� �+q 
I�W! VA �W�W �,�\�.  

   �l$g� � �i��� �1�1<�� x
�0�	 k;�-� *
0��'2 :�;<�W� G
��c� XML *
C'-� '�
�-�� b
J> h��t MW
��2 � �
��'�m� ��02�'2 �,�\�.  
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1.2.1.8 ��� �`�<BaseID> 

 '9�-��<BaseID>�,�\� *
C'-� R� k;,;c x
A��	> h�}2 X> *
��01��� 8��2 
5W�2 �1�	 ��  . ;�-6� e1J!
BaseIDAbstractTyupe/�m� IO�� x
W
W> �# 7
��
j e�
O-�W� RN� gC ��'~ IJ ��  . B��
��� B�-��� ��A p�1�, ��!

� *g�dO��� 3 
O���;<�W� G��16��-5W���,�\� 4'-6 ��:  
�  NameQualifier ]pS
����[ 

�,�\� 4'-� h9, pS��# !> |�> X�;��. *�'��L R� k�S���� �,�\� *
C'-� ;�$��� ���W! ]-��� ��� 'C�,! 
GS
}2 X!� R� ��+��t B�O-���.  

�  SPNameQualifier ]pS
����[ 


� !> ��;�� �5!K� MW� �,�\� 4'-� h���2 "# h�},B0���6� R,�5!K6� �A . ��C
�# ���W! ]-��� ��� 'C�,!
������� 4�'[)� !> /����� 4'1�� «
W> ��A �,�\� *
C'-� ;�$���.  

 B�-��� 4�$ @i0�,!NameQualifier! SPNameQualifier �$�'� 4'-, �,�\� 4'-� IJ h,'-2 X
� �L# �# �

O¹��� M�A! 
���;<�W�.  

R� ���
��� �-1���! '9�-�� 4'-2 �1�1<��� <BaseID> ;�-6� e1J! BaseIDAbstracType:  
 
<attributeGroup name="IDNameQualifiers"> 
 <attribute name="NameQualifier" type="string" use="optional"/> 
 <attribute name="SPNameQualifier" type="string" use="optional"/> 
</attributeGroup> 
<element name="BaseID" type="saml:BaseIDAbstractType"/> 
<complexType name="BaseIDAbstractType" abstract="true"> 
 <attributeGroup ref="saml:IDNameQualifiers"/> 
</complexType> 
 

2.2.1.8 +m��.� �3��� NameIDType 

 ;¥�-6� IO��� :;<��,NameIDType� '9�A :;<��, 
�;�A ����W eO5�º�ª2 MW
j X
�� ��dO� . �,�\� *
C'5-� R� �NE e	#
 '9�-�� R� x�;���2 ;E><BaseID> s+	 3 p�1�, IJ ��! � R,'9�-�� ��A ]����<NameID>! <Issuer> . 'C�, ��!

@����� �,�\� 4'-� ��O}�6� ������� {��� "# �C
�# �,S
����� ���
��� *�-���:  
�  NameQualifier ]pS
����[ 

X�;�6�MW�� h9, p��� pS��%� !> |�)�  . *�'��L R� k�S���� D
o)� ;�$��� ���W! ]-��� ��� 'C�,!
GS
}2 X!� R� ��+��t B�O-���.  

�  SPNameQualifier ]pS
����[  

B0���6� R,�5!K6� �A
� !> ��;�� �5!K� MW� MW�� h���2 "# h�}, .# ���W! ]-��� ��� 'C�,! ;�$��� ��C
�
������� 4�'[)� !> /����� 4'1�� «
W> ��A D
o)�.  

�  Format ]pS
����[  

 4'-� "# 
c'�URI����W ��A ���06� �,�\� 4'-� *
���-� h��92 �d� �. k'�+�� 'l	� ��A'+�� 3.7.8 �i��� *
+,'-2 
SAML 4'-6� 
c'6 URI ]-��� M��� 
\
O-�W� RN� ��� Format> 
� ��0$
96� 
���
-� ;A���! 
�C
�! . ¯ 
�!

 ]-��� �O�� p> :;�2 ¯ �L#! �IO��� ��� «
W> ��A '9�A 
��;�, k',
i� �+���� ;c�2Format�O���� X»C �:  
Urn:oasis:names:tc:SAML:1.0:nameid-format:unspecified)  ��A'+�� k'�+�� 'l	�1.3.7.8 (U�-+6� k�C
	 ��02.  

� :�;<�W� ;�A! ]-��Format ��A'+�� k'�+�� 3 k�;�� �O���� �( @� �O��j 3.7.8 ��� R� '9�A {��� ��+2 T� �
������� ��� YS
� 'C��6� /���� ��� h,'-�� x
�0[ IO��� . 
,
}� X»C �/���� h,'-2 
��;�, k',
i� ���� ;c�2 ¯ 
�!

�
j �,�\� 4'-� �����! �S
-��6� MW��! �MW�� U
+(#��+���� ���!y�� "# ��-2 �������! k;�y6� 4�'[)� "# �0��.  



 

18   �������ITU-T X.1141 (2006/06)  

�  SPProvidedID ]pS
����[  

 RA h��� 4'-6� ��� X
� X# �X
�N�� Xumj B0���6� R,�5!K6� �A
� !> ��;�� �5!K� e�;�, MW� �,�� 4'-�
'9�-�� {��� 3 �1-6� @��Z'�� MW�� �,�� 4'-� .��W! ]-��� ��� 'C�,! �i��� :�;<�W� ��;� �SAML 
� 

��;� �5!K� 
��;<�W� X> /0W ���! k��c�6� �,�\� *
C'-� . ��c�6� ��;�� 4'-� X�N, X> xgd� RNO�C
"x
102'� " ��A'+�� k'�+�� 3 �;�� D
o)� �,�� *
C'-� kS��# U���2!'j :�;<�W� /,'[ RA X
�N�
j8.2.8.  

� {��� f� ;A��� �C
�# RN�! *�-��� ��)
�C�$ !> ( *
+,'-2 �1W��j! �IO��� ��� :;<��2 '�
�A 
��;^
���-� /�	 . B�-��� 4�$ @i0�,!NameQualifier! SPNameQualifier 4'-, /���� !> '9�-�� X
� �L# �# �


O����� M�A! 
O���;<�W� �$�'�.  
 �1�1<��� R� ���
��� �-1���!4'-2 ;�-6� IO��� NameIDType:  

 
<complexType name="NameIDType"> 
 <simpleContent> 
  <extension base="string"> 
   <attributeGroup ref="saml:IDNameQualifiers"/> 
   <attribute name="Format" type="anyURI" use="optional"/> 
   <attribute name="SPProvidedID" type="string" use="optional"/> 
  </extension> 
 </simpleContent> 
</complexType> 

3.2.1.8  �`����<NameID> 

 '9�-�� X�N,<NameID> IO��� R� NameIDType)  ��A'+�� k'�+�� 'l	�2.2.1.8 ( *�;��u�� �+��t *
0��'2 3 :;<��,!
 �i���SAML R,'9�-�� 3 
O� �<Subject>! <SubjectConfirmation> �+��t U���2!'j �Z
WS 3! )'l	�  
 k'�+��2.8.(  

<element name="NameID" type="saml:NameIDType"/> 
 

4.2.1.8  �`����<EncryptedID> 

 '9�-�� X�N,<EncryptedID> IO��� R� EncryptedElementType �'+~ �( �,�� 4'-� '9�A {��� �O�! �
 
OQ��� �+q 3 4'-� �� 
O� �'+~ G��WujW3C . '9�-�� p���!<EncryptedID>B��
��� R,'9�-�� :  

�  <xenc:EncryptedData> ]G��1�[  

 
OQ��� �+q 3 4'-� �� 
O� �0$
96� �+Q��� *g�9+2! '+¤� {����W3C . ]-��� X�N, X> @i0�,!Type 
 R� �O�� ��A p��� X> T� �x���c�� X
� �L#! �x���c��http://www.w3.org/2001/04/xmlenc#Element.  

 IO��� R� '9�A ��A p��� X> T� '+¤� '9�-��!NameIDType !> AssertionType R� /�m� IJ ��A !> 
BaseIDAbstractType !> NameIDType !> AssertionType.  

�  <xenc:EncryptedKey> ]'d�> !> '+�[  

 
OQ��� �+q 3 4'-� �� 
O� ��+�i� �+q �C 8�2
+�W3C . ]-	 ��A h�i� H
�+� �� p��� X> @i0�,!
Recipient� '+c p��� X
�N�� �;� e�c> R� H
�+6 . ]-��� �O�� X�N2 X> T�!Recipient�,�\� 4'-� @�   
 4'-O��URI �i��� 3 :
l	 X
�N� SAML� k'�+�� 3 �;� �� 
O� 4.8.  

I�W! VA 'O�W 8����� f��� �O�� X�N2 
�;�A ��,'��� @O^ ���� S!� T-�2 @N� ku��� k'+¤� �,�\� *
C'-�! . �d� 3!
 T� ���
�� ������-� �+q ���OA �� 3 x�;�$! '+m6� f��� X�N, X> . k'�+�� 'l	� ��u�6� ��� U�$ 8������ R� ;,K6!

3.6 �i��� �+q R� XML 
OQ��� 
j
��� W3C.  
�,�� 4'-O� ���;<�W�! �'9�-�� ��� 3 e��
Nj ;��u2 �+q RN� . '9�-�� :;�, ���
�� ��� 3!<Subject> ;��u��� R� 

'+¤�" �,�\� 4'-� "@+��i��� ;��u��� T$
9� .@+��i��� ;��u��� X�N, ���� �¼
� �( �,���� 4'-6� ;��u��� X
� �L# e��A!.  
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 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<EncryptedID> ;�-6� e1J! EncryptedElementType:  
 
<complexType name="EncryptedElementType"> 
 <sequence> 
  <element ref="xenc:EncryptedData"/> 
  <element ref="xenc:EncryptedKey" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
</complexType> 
<element name="EncryptedID" type="saml:EncryptedElementType"/> 
 

5.2.1.8  �`����<Issuer> 

 '9�-�� @1-,<Issuer>O��� 
�  ;�-6� INameIDType �i��� 3 U���2!'j ��
WS !> ;��u2 S;9� RA *
���-� SAML .
 ��+���� *
�1-6� R� �+��t 
1�j 8O�, e�N�! �S;96� MW� �O^ @N� ����W :�;<�W� '9�-�� T�1�,!) ��A'+�� k'�+�� 'l	�

2.2.1.8 (;�2 ¯ �L#! �'�
�-�� R� IO��� ��\ �cS�;�� k;A
��� a!
q 
� ]-��� �O�� p> :Format �O���� ��02 �'9�-�� ��� 
� 
urn : oasis : names : tc : SAML : 2 : 0 : nameid-format : entity U�-+6� �,S
W ) ��A'+�� k'�+�� 'l	�2.2.1.8.(  

 '9�-�� 4'-2 ��1�1<��� R� ���
��� �-1���!<Issuer>:  
 
<element name="Issuer" type="saml:NameIDType"/> 
 

3.1.8 ��+n�:<��� 

 �i��� *
0��'2 ���
��� k'�+�� �;^SAML��c�� ;��u2 "# ��c'�� �Z
WS :;�2 ��� !> ;��u��� *
���-� ��A p��^ ��� .  
1.3.1.8  �`����<AssertionIDRef> 

 '9�-��<AssertionIDRef> �i��� 3 ;��u2 "# ��� SAML;�$��� e�,�� 4'-�  .� ��
�� �1����! ;��u��� S;92 ��
��
$%� R� DKQ� k�;� ]��� �
�,;� ;��u��� ��A U�9�� RN� ��� �1���� !> . ��A'+�� k'�+�� 'l	�3.2.8 '9�A 

�j
�6� ;��u��� T�1, @N� ��
$%� ��� �d� :;<��, p��� U���2!V��.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AssertionIDRef>:  

 
<element name="AssertionIDRef" type="NCName"/> 
 

2.3.1.8  �`����<AssertionURIRef> 

 '9�-��<AssertionURIRef> �i��� 3 ;��u2 "# ��� SAML 4'-O�� 
c'� URI .
c'� :�;<�W� RN�!  
 4'-6�URI 4'-6� 
c'� R� ���-� ��+�Nj �j
�6� ;��u��� �
c'�W� URI .k'�+�� 'l	� 3.7A *
���-�  U
O-�W� ��+�� R

���j :
���� U���2!'j �1j�S 3 '9�-�� ���.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AssertionURIRef>: 

 
<element name="AssertionURIRef" type="anyURI"/> 

3.3.1.8  �`����<Assertion> 

 '9�-�� X�N,<Assertion> ;�-6� IO��� R� AssertionType .�� �;�! ��'�m� @� ��� ��W
W)� *
���-6� IO��� �
���
��� *�-���! '�
�-�� 
��C 
� �*�;��u��� 
�� Bj:  

�  Version ]G��1�[  

;��u��� ��� �i�� . �i��� �i�9� �,�\� 4'-�!SAML �� ������� ��� 3 “2.0” . �i��� 3 ½�9��!SAML 3 ´�
�2 �
 k'�+��3.8.  
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�  ID ]G��1�[  

��� �,�� 4'-�;��u���  . IO��� R� e	#xs:ID . k'�+�� 3 k�;�� *
0�1�6� 
0�, X> B-�,!3.7 ��	�;$! �c> R� 
�,�\� 4'-�.  

�  <IssueInstant> ]G��1�[  

 ]�����
j kS;�� �S�;�%� ]�! �l�UTC k'�+�� 3 H!'m� �� 
O� �3.7.  
�  <Issuer> ]G��1�[  

 �i��� 3 �1�WSAML;��u��� ;O�-2 ���  .,!k��9�6� ������� 4�'[)� ;�A e�C s0� � S;96� X�N, X> @i0�.  
 ;��u��� ��A 
��6� Bj! '9�-�� ��� e�d� p��� X
�N�� Bj ��
� *
�gA p> ������� ��� �;^ �!);cª! X# .( X#!

��� R� @� ���-� *
�0	
c 
��'+2 !> ;��u��� :;<��, /��! 4'[ 
��'+, ��� *
0�1�6� ��� �d�/�01��� £
9.  
�  <ds:Signature> ]pS
����[  

 �i��� 3 
���2XML k'�+�� 3 �
	�> H!'m� �� 
O� ��S;9ª� R����,! �;��u��� ��gW @O� 4.8.  
�  <Subject> ]pS
����[  

;��u��� 3 k�S���� *
	gA%� !> XgA%� T$
�.  
�  <Conditions> ]pS
����[  

� /����� ;�A 
�',;�2 Tc���� b!'m��! ;��u��� ��$g� R/e�
O-�W� ;�A !> . ��A'+�� k'�+�� 'l	�5.18 R� ;,K6 
b!'m�� ��� ',;�2 ��+�� U�$ *
���-6�.  

�  <Advice> ]pS
����[  

*�
�� �-j 3 ��
-6� ��A ;A
�2 �;��u��
j /�-�2 ��C
�# *
���-��01��� RN�! � M�+2 � 
�) 
���
Q�2 *
�
T('2 � 
�> !> ���9���
\
O-�W� 3 .  

���
��� XgA%� '�
�A R� 'd�> !> '+�:  
�  <Statement>  

��-5W�2 �1�1� 3 B-� IJ RA XgA# . ]-��� U
O-�W� T�!xs:typeXgA²� @����� IO��� ��A ���;�� .  
�  <AuthnStatement>  

X
���W� RA XgA#.  
�  <AuthzDecisionStatement>  

f��'2 S�'� RA XgA#.  
�  <AttributeStatement>  

]-	 RA XgA#.  
 '9�-�� ��A p��� X> T� �*
	gA# gj ;��u2 ��!<Subject> . ��,'1j @��ZS 4'[ �,�� 4'-, ;��u��� ��� �d�!

 �i��� /Z�'[ U
O-�W
j 
¹
0�# !> 
���
$# RN�SAML@��Z'�� 4'1�� ��� T�92 ��C
�# *
���-� p> ;�y, � e�N�! �.  
 X
� �L»C �#!<Subject>;��u��� 3 k�S���� *
	gA%� 
�� T$
� �,�� 4'-, ��C �x���c��  . X
� �L# 
�><Subject> 

��0	
�� 3 !> /�01��� 3 ���-� ��+�Nj M¹
,�� 4'-2 G
��> !> T$
� ��A /01�2 ;��u��� 3 k�S���� *
	gA%� X»C �x
C!�� .
 �i���!SAML*
	gA%� ��� �d� 4'-2 � 
��+	 ������� ��� 3 �;� �-� p> e� X�N, � e� T$
� � p��� ;��u���! �.  
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 �i��� ;��u2 S;9ª� Y
�� ;� ���
�� *
�0	
�� !> *����2!V�� *
0�1�� T�$!SAML ;� 
O� �e	
���W� p'� X> "# 
��g��� �,
¾ x
0�
( '�)� T�1�, ./,'[ RA ��
W'�� ��gW! X
���W�� 'C��, X> RN�! D
��> U���2!'j �1j�S 
�'C�2 *
��� 

 ;��u2 M���2) ;�0�� 'l	�10 .( �i��� 3 ;��u���!SAML 3 ��g��� �,
¾! S;¬9­6� X
���W� RO}, 
� �x
-��� X�N, X> RN� 
]���� s+	.  

#!�L '9�-�� X�N, X> T� x�L# �xgO-��� 
������ ��� �d� X
� <ds : Signature>��A T�! �x���c��  /��! 4'[ 
 
������ ��$g� R� /���, X>)s� ¯ ;��u��� X> |-, 
� ( �i��� 
���� e��j
1� v�$ R�XML 
OQ��� 
j
��� W3C . �L#!

;��u��� *
,��� ��A ;O�-, �> /,���� 4'1�� ��A T� �¼
� �( 
������ ;c! . 4'1�� @i0��C �x
�
� 
������ X
� �L# 
�>
���� M5��, X> /������������ ��\ x
�C! ;��u��� ��
-� �-j
�� e�N� �e��� �0W
��! S;¬9­6� �,�� �;� @N� 
�� e� !;0, 
6! 

 x
0W
��)��L �(! *
�0	
�
j ��
�� ;A����� �
052�! p>'�� D�;j#! b!'m�� ',;�2 �d�.(  
�u2 ���� 
��� ;,;-�� Y�S�# X»C ��-��� �( !> �-��� *
	gA%� ]	
� D��W! *��;�� v�$ R� �C
N� �� ;$�! ;�

 �,�'C kS�9j *
	gA%� ��� ��A p��^ *�;��u��� R� �A�O¤)
¹�L @� 
���# 
�! b!'m��! T$
9�� X�N, X> �1,'E.(  
�!4'-ª2 �1�1<��� R� ���
��� �-1�� '9�-�� <Assertion> ;�-6� e1J! AssertionType:  

<element name="Assertion" type="saml:AssertionType"/> 
<complexType name="AssertionType"> 
 <sequence> 
  <element ref="saml:Issuer"/> 
  <element ref="ds:Signature" minOccurs="0"/> 
  <element ref="saml:Subject" minOccurs="0"/> 
  <element ref="saml:Conditions" minOccurs="0"/> 
  <element ref="saml:Advice" minOccurs="0"/> 
  <choice minOccurs="0" maxOccurs="unbounded"> 
   <element ref="saml:Statement"/> 
   <element ref="saml:AuthnStatement"/> 
   <element ref="saml:AuthzDecisionStatement"/> 
   <element ref="saml:AttributeStatement"/> 
  </choice>   
 </sequence> 
 <attribute name="Version" type="string" use="required"/> 
 <attribute name="ID" type="ID" use="required"/> 
 <attribute name="IssueInstant" type="dateTime" use="required"/> 
</complexType> 

 

4.3.1.8  �`����<EncryptedAssertion> 

 '9�-�� �d�<EncyptedAssertion> 
OQ��� �+q 3 4'-� �� 
O� �'+¤� G��W)
j x�;��u2 W3C . '9�-�� p���!
<EncryptedAssertion>B��
��� R,'9�-�� ��A :  

�  <xenc:EncryptedData> ]G��1�[  

 
OQ��� �+q 3 4!'-� �� 
O� ��0$
96� �+Q��� *g�9+2! '+¤� {����W3C.]-��� X�N, X> @i0�,!  
Type R� �O�� ��A p��� X> T� �x���c�� X
� �L#! �x���c�� 

http://www.w3.org/2001/04/xm1enc#Element . e1J X�N, '9�A ��A '+¤� {���� p��� X> T�!
AssertionTypee�� x
��m� x
1J !> .  

�  <xenc:EncryptedKey> ]'d�> !> '+�[  

3 4'-� �� 
O� ��+�i� �+q �C 8�2
+� 
OQ��� �+q W3C . ]-	 ��A h�i� H
�+� �� p��� X> @i0�,!
Recipiente�c> R� H
�+6� '¥+c p��� X
�N�� �;�  . ]-��� �O�� X�N2 X> T�!Recipient �,�\� 4'-� @� 

4'-O�� URI �i��� 3 :
l	 3 X
�N� SAML k'�+�� 3 �;� �� 
O� �7.8.  
��� X�N�� ku��� k'+¤� *�;��u���!I�W! TA 'O�W ;$���� f��� �O�� X�N2 
�;�A ��,'��� @O^ �.  
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 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<EncryptedAssertion>:  
<element name="EncryptedAssertion" type="saml:EncryptedElementType"/> 

 

4.1.8 ��S�i� 

 �i��� �0��'2 k'�+�� ��� �;^SAML$
� h��� ��O-��6� ;��u2 T . pS
����� '9�-��!<Subject> 4'1�� �;� 
 *
	gA%� 
�� T$
� �� p��� @��Z'��)'d�> !> '+� (;��u��� 3 k����� . ��A !> �;$�! �,�� 4'-� ��A p��� ��!


O���� ��A !> �*�;��u2 k;A R� !> T$
9�� ;$�! ;��u2 R� �+�y� ����W:  
�   �,�\� *
C'-�<BaseID>! <NameID> !> <EncryptedID> ]pS
����[  

  T$
9�� �,�� 4'-2.  
�  <SubjectConfirmation> ]'d�> !> '+�[  

  T$
9�� *
0�# 8��2 *
���-� . *
0�% I�C 
��� ;$�! D
+��W� @+N, �T$
9�� *
0�# R� 'd�> :;� �L»C
;��u��� /�012 &�'() T$
9��.  

 '9�-�� p��� X> RN�<Subject>-� ��A ]���� s+�j  
�1��, T$
9�� *
2
0�# R� 'd�> !> '+� ��A! �,�� 4'
;��u��� ��
-� ;�A 
��� /���, X> /��! 4'[ . /����� 4'1�� 
1���, ���O}�6� T$
9�� *
2
0�# R� ;$�! p> /�^ �L»C

�Z'�� 4'1�� T$
92 ;�̧y6� 4'1�� 
��-c ��� *
2
0�%� R� k;$��� ;��u��� :;�, p��� X
�N�� ¿
-, X> e�,�� �C'-6� @�
MW�� �,�� 4'-� 3 .;��u��� 3 k�S���� *
	gA%� T$
92 @�! . T$
9�� ! ;�
m�� X
�N�� ��� X�N, X> RN�!

���� 
	�N, �> RN� 
O� �X
�N�� s+	 
� @�����.  
 T$
9��! ;��u��� :5;�� Bj k�;� ��gA p> �
�� X�N2 R� �RO}�� T$
� *
0�# �
�� RN, ¯ �L#!@�����.  

 '9�-�� a�� �!<Subject>;$�! @��ZS 4'[ R� 'd�> �,�� 4'-, X> .  
'-2 �1�1<��� R� ���
��� �-1���!4 '9�-�� <Subject> ;�-6� e1J! <SubjectType>:  

<element name="Subject" type="saml:SubjectType"/> 
<complexType name="SubjectType"> 
 <choice> 
  <sequence> 
   <choice> 
    <element ref="saml:BaseID"/> 
    <element ref="saml:NameID"/> 
    <element ref="saml:EncryptedID"/> 
   </choice> 
   <element ref="saml:SubjectConfirmation" minOccurs="0" 
maxOccurs="unbounded"/> 
  </sequence> 
  <element ref="saml:SubjectConfirmation" maxOccurs="unbounded"/> 
 </choice> 
</complexType> 

  
1.4.1.8  �`����<SubjectConfirmation> 

 '9�-�� :;�,<SubjectConfirmation> 4'1��! ;��u��� T$
� Bj �j
���� R� /���, @N� /��! 4'[ "# �Z
W��� 
e-� ������� /Z���� 4'1�� p'� p��� .���
��� '�
�-��! *�-��� ��A p��� ��!:  

�  <Method> ]G��1�[  
   4'-O�� 
c'�URI��2!'j �,�� 4'-, T$
9�� *
0�% 
\
O-�W� T�1, ���� !> U� . 4'-6� 
c�'�!URI ��� 

 �i��� 3 �C'-6� *
0�%� /Z�'[ *
,�� 4'-2SAML ;�0�� 3 �C'-� @� �11 . ;-j ��C
�# /Z�'[ �C
�# RN�!
 *
C'-� h,'-2URI£
� r
+2
j !> k;,;c *
�0	
c! .  
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�  <BaseID> !> <NameID> !> <EncryptedID> ]
����pS[  
  T$
9�� *
0�% ��O}�6� *
0�1�6� 3���, X> e�� 
���6� X
�N�� �,�� 4'-,.  

�  <SubjectConfirmationData> ]pS
����[  
  ��
� *
0�# ��,'[ 3 
\
O-�W� ��C
�# *
0�# *
���-� . R� x�'9�A '9�-�� ��\ �
-�� {���� xgd� X�N, ;�C

<ds:KeyInfo>� �+q 3 4'-� �� 
O�  
OQ��W3C �+q H
�+� �,�� 4'-, �) k'�+�� x
},> 'l	�3.4.1.8 .(
 3 '�l2 ;� ��� *
,���� !> *�-��� !> '�
�-�� h9, �1�1� R� x
1J 4'-2 X> ��
� *
0�# /Z�'1� RN�!

 '9�-��<SubjectConfirmationData>.  
!4'-2 �1�1<��� R� ���
��� �-1��� '9�-�� <SubjectConfirmation> ;�-6� e1J! SubjectConfirmationType:  

<element name="SubjectConfirmation" type="saml:SubjectConfirmationType"/> 
<complexType name="SubjectConfirmationType"> 
 <sequence> 
  <choice minOccurs="0"> 
   <element ref="saml:BaseID"/> 
   <element ref="saml:NameID"/> 
   <element ref="saml:EncryptedID"/> 
  </choice> 
  <element ref="saml:SubjectConfirmationData" minOccurs="0"/> 
 </sequence> 
 <attribute name="Method" type="anyURI" use="required"/> 
</complexType> 

  
2.4.1.8  �`����<SubjectConfirmationData> 

 '9�-�� X�N,<SubjectConfirmationData> ;�-6� IO��� R� SubjectConfirmationDataType . �;� ��!

��C M�, X> T$
9�� *
0�# �-+� RN� ��� 4!'l�� �;^ ��� !> �T$
9�� *
0�# ��A ��C
�%� *
�1-6� . *
0�# 
�,!

 X
�N�� Bj �OZ
��� *
�g-�� R� /����� "# ;�̧y� 4'[ �-�, 
�;�A T$
9�� ;��u��� :5;� p���);�
m�� X
�N�� p> ( Bj!
;��u��
j T�
16� T$
9��.  

�  <NotBefore> ]pS
����[  
  
��0� T$
9�� *
0�# RN� � ����a �l� . ]�����
j ����K�� �O���� '+m2!UTC k'�+�� 3 H!'m� �� 
O� �3.7.  

�  <NotOnOrAfter> ]pS
����[  
  -j T$
9�� *
0�# RN� � ����a �l�x�;j> 
�;. ]�����
j ����K�� �O���� '+m2! UTC k'�+�� 3 H!'m� �� 
O� �3.7.  

�  <Recipient> ]pS
����[  
   �,�\� 4'-�URIe�C !> e� ;��u��� :;�, X> ;�
E X
�N� RN� p��� 
��6� !> X
�N�� �;� p��� . ��� U;, ;�C 

�Z
��	� �1�	 "# eO���2 T� ;��u��� X> ��A xgd� ]-��� e��c�2 k�
A# R� I�W! p> 
�� ��ij ��N0m�� R� ��
� �
'�� X
N� "#.  

�  <InResponseTo> ]pS
����[  
   �i��� 3 U���2!'j ��
WS �,�� 4'-�SAML
\ �j
Q�W� ;��u��� :;�, X> ;�
E X
�N� RN� � . RN� ]-��� ���C

 �i��� 3 T�1j ;��u��� Ij'� e�
O-�W�SAMLe�;�2 "# {�> .  
�  <Address> ]pS
����[  

;��u��� 
O��� :;�, X> ;�
E X
�N� RN� ��N0m�� 3 ��~ !> X���A . ;��u��� Ij'� xgd� e�
O-�W� RN� ]-��� ���C
� p> 
�� @N� ���
� X�ja R,!
�-j ;��u���{'�> ��~ p> R� x�S
0�A� e�;�2! �����j ;��u��� ��'W R� À;�- .

 U���2!'j R,!
�A n;�2 @i0�,! �i�9�� R� ]	'�	%�(IPv4) 4 b
�	 
���j �9+2 �,'m-�� :
�S)� R� �
�-6� /���
j 
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) �d�4.3.2.1( R,!
�-�� n;�2 @i0�, 
O��j �IPv6 *
���-��� T�[ R� k'�+�� 3 4'-� �� 
O� RFC 3513 
 /,'+�� RA S�
9��IETF)  �d�“FEDC:BA98:7654:3210:FEDC:BA98:7654:3210”(.  

�  *�Á-	0�A� ��[
  
 
5W�2 �1�	 ;¥�-6� IO��� ��� �O-��,<xs:anyAttribute> �i��� 3 ��[
0�A� *�-	 �C
�»j 8O�, @N� �

XML *
0��'��� MW� X
N� 3 �C���� �<SubjectConfirmationData> "# �c
�� X!� �
5W�2 8,'� 
�1�1<��� 3 .��C
�%� *�
¤� R� :K�, 
� �C
�# 8��, ���!���-� n;��� *
0�%� ;�+2 ��C
�# *
 . ��A B-�,!

 �i��� *
-5W�2SAML �i��� R� ���� x
2�-	 h�}2 �> XML) MW� X
N� 3 �C���� �( (R� x
2�-	 !> 

 �i���XML �i��� 3 4���� MW� X
N� 3 �C���� XML ;�-6� IO��� SubjectConfirmationDataType 
� *�-��� ��� �d� X# �e�� /�m� IJ "# !> �i��� B�^! �	
�9� ka�QSAML�0���6� 3 *���
j .  

�  ��[
0�A� '�
�A  
 
5W�2 �1�	 ;¥�-6� IO��� ��� �O-��,<xs:any> �i��� 3 ��[
0�A� '�
�A �C
�»j 8O�, @N� �XML "# 

 *
0��'���<SubjectConfirmationData> "# �c
�� X!� �
5W�2�1�1<��� 3 8,'�  . �C
�# 8��, ���!

�*
0�%� 3 ;�+2 ��C
�# *
���-� n;��� ��C
�%� '�
�-�� R� :K�, .  

 ��� R� 'd�> !> ;$�! ]-	 U
O-�W
j T�
12 X> 
��N� /Z�'1�� ��� �O-��2 ��� ��
�� *
0�%� *
�0	
c! /Z�'[ X#
;�-6� IO��� ��� 3 �C'-6� *�-��� . *�-��� ��� �;A �� 
OC)��
A T$
9�� *
2
0�#! (��� ;�0�� 'l	� �
\
O-�W� RN� 13.  

 B,S
����� B�-��� k�;�� ����K�� k;6� X#NotBefore! NotOnOrAfter ���N�� k'�+�� 3 
�2 X> @i0�, �R,��c�� 
	
� X# �
 B�-��� 3 k�;� @� 
O�d� �;��u��� ��$g9�NotBefore ! NotOnOrAfter '9�-�� <Conditions> . X
�-��� X
� �L#!

� �O�� X�N2 X> B-�, �R,��c�NotBefore R� ��> )R� 'Nj> ( �O��NotOnOrAfter.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<SubjectConfirmationData> ;�-6� e1J! 

SubjectConfirmationDataType:  
<element name="SubjectConfirmationData" 
type="saml:SubjectConfirmationDataType"/> 
<complexType name="SubjectConfirmationDataType" mixed="true"> 
 <complexContent> 
  <restriction base="anyType"> 
   <sequence> 
    <any namespace="##any" processContents="lax" 
minOccurs="0" maxOccurs="unbounded"/> 
   </sequence>  
   <attribute name="NotBefore" type="dateTime" 
use="optional"/> 
   <attribute name="NotOnOrAfter" type="dateTime" 
use="optional"/> 
   <attribute name="Recipient" type="anyURI" 
use="optional"/> 
   <attribute name="InResponseTo" type="NCName" 
use="optional"/> 
   <attribute name="Address" type="string" 
use="optional"/> 
   <anyAttribute namespace="##other" 
processContents="lax"/> 
  </restriction> 
 </complexContent> 
</complexType> 

 

3.4.1.8 +��.� �3��� KeyInfoConfirmationDataType 

 ;�-6� IO��� &'+,KeyInfoConfirmationDataType-�� ��A  '9�<SubjectConfirmationData> p��� X> 
 '�
�-�� R� 'd�> !> ;$�! '9�A ��A<ds:KeyInfo> 
� ��,'1j :;<��ª2 ��� �+Q��� 8�2
+� *
,�� 4'-2 ��� 
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;�
E X
�� X
���W� .*
0�%� *
�1-� U
O-�W� 
¡ RN� ��� ����9�� ����� �;^ X> T� ��
�� *
0�%� ��,'[! . RN�!
2 X> ;�-6� IO��� 
�C'-, ��� �,S
����� *�-��� x
},> '�lSubjectConfirmationDataType.  

 '9�-�� *
��19� 
¹
0�# *
�1-� 4'-2 *
0�# ��,'[ �� e�O-��2 X> �e�� /�m� IJ p) !> �;�-6� IO��� ��\ @i0�,!
<ds:KeyInfo>.  

 
OQ��� �+Q�� x
�0[!W3C '9�A �� ��A �<ds:KeyInfo> p�+q ;$�! H
�+� �,�� 4'-, X> . kK�O�� '�
�-� RN�!
<ds:KeyInfo>@��ZS 4'1� �;� 
O� x
�
  �8�2
+� k;A *
,�� 4'-2 X> .  

�+��t ����! 4�'[> {;� e�+	 ]0d, @N� �+��t 8�2
+� :;<��, B$.  
 ;�-6� IO��� 4'-2 �1�1<��� R� ���
��� �-1���!KeyInfoConfirmationDataType:  

<complexType name="KeyInfoConfirmationDataType" mixed="false"> 
 <complexContent> 
  <restriction base="saml:SubjectConfirmationDataType"> 
   <sequence> 
    <element ref="ds:KeyInfo" 
maxOccurs="unbounded"/> 
   </sequence> 
  </restriction>  
 </complexContent> 
</complexType> 

 

4.4.1.8  o?$ ,�p�<Subject> R���� q�2p� 

 '9�A ��A U
d� �
	�> �', ��+��t b
J>! '�
�A 
¡ /+�2 ��� ��+�N�� H'm�<Subject> MW� �,�� 4'-� ��A p��� 
H
�+6 ��O��� X
�'j ��A B��0� T$
� *
0�# ��A! . IO��� :�;<�W� 
�� X�N,!KeyInfoConfirmationDataType 

;A��� �,�¡ h,'-��� '9�A �� �*
0�%� *
�1-6 T��'��� <ds:KeyInfo>:  
<Subject> 
 <NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress"> 
 scott@example.org 
 </NameID> 
 <SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-
of-key"> 
  <SubjectConfirmationData 
xsi:type="saml:KeyInfoConfirmationDataType"> 
   <ds:KeyInfo> 
    <ds:KeyName>Scott's Key</ds:KeyName> 
   </ds:KeyInfo> 
  </SubjectConfirmationData> 
 </SubjectConfirmation> 
</Subject> 

 

5.1.8 Conditions 

 �i��� �0��'2 k'�+�� ��� �;^SAML�� 
}2 ���  �i��� *�;��u�� U�0�6� U
O-�W�� ��A ����SAML . p��� X> RN�!
 '9�-��<Conditions>���
��� *�-���! '�
�-�� ��A :  

�  NotBefore ]pS
����[  

�;�A x
�
� ;��u��� X�N, �l� 'Nj> �;� . ]�����
j ����K�� �O���� '+m2!UTC k'�+�� 3 H!'m� �� 
O� �3.7.  

�  NotOnOrAfter ]�pS
���[  
e��$g� D
}�	� "# ;��u��� 
��C �9, ��� �l���� �;� . ]�����
j ����K�� �O���� '+m2!UTC H!'m� �� 
O� �

 k'�+�� 33.7.  
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�  <Condition> ]�;A p>[  
  �1�1� 3 4'-� IJ b'E-5W�2�� . ]-��� :�;<�W� B-��Cxsi:type@����� b'm�� ��A ���;�� .  

�  <AudienceRestriction> ]�;A p>[  
£
� S��� "# e5c�� ;��u��� X> �;�.  

�  <OneTimeUse> ]pS
����[  
/$� U
O-�W� ej ¢+�� �> B-�,! �x�S�C �O-��, X> @i0�, ;��u��� X> �;� . 8��2 �1�1<��� X> R� M('�� ��A!

'd�)� ��A k;$�! ��'C '9�-�� ��\ X�N2 X> B-�, e	> �# �*
0W
�� k;A.  
�  <ProxyRestriction> ]pS
����[  

 4�'[u� x
�$� �O-2 X> 3 T('2 ��� ������� 4�'[)� ��A ;�̧y6� 4'1�� 
��'+, ��� *�;,;���� B-,
@��)� ;��u��� 3 k�S���� *
���-6� "# x��
��W� �
¡ ��
� *�;��u2 S;9�C �k;�̧y� . X> R� M('�� ��A!

8��2 �1�1<���k;A > �# �*
0W
�� 'd�)� ��A k;$�! ��'C '9�-�� ��\ X�N2 X> B-�, e	.  
 ]-��� :�;<�W� X
� 
6!xsi:type �i��� ��;^ @A'C IJ R� k;$�! ��'C R� 'd�> ��A p��� X> ;��u�� 8��, SAML 

 R�ConditionsType)  �d�OneTimeType(!'E BO}2 
��C RN� ��� *�'6� �;A �$�'� 5;^ � �1�1<��� X»C � b
��
� .�gA> B0� �� 
O� �U
O-�W�� ��� �d6 x�;$ 
}, X> b!'m�� R� £
� IO�� RN�!.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<Conditions> ;�-6� e1J! ConditionsType:  
 

<element name="Conditions" type="saml:ConditionsType"/> 
<complexType name="ConditionsType"> 
 <choice minOccurs="0" maxOccurs="unbounded"> 
  <element ref="saml:Condition"/> 
  <element ref="saml:AudienceRestriction"/> 
     <element ref="saml:OneTimeUse"/> 
  <element ref="saml:ProxyRestriction"/> 
 </choice>  
 <attribute name="NotBefore" type="dateTime" use="optional"/> 
 <attribute name="NotOnOrAfter" type="dateTime" use="optional"/> 
</complexType> 

 

1.5.1.8 �4��3?� ������ +$����� 

 '9�-�� ��A p��� ;��u2 X
� �L#<Conditions> *�-���! ��A'+�� '�
�-�� ��A �Z;�A �+���� ;��u��� ��$g� X�N2 �
�
	�> B06� T�2'��
j ���
��� ;A����� U
O-�W
j ���;�6�.  

 b'm�� �;� ;��u2 ��Valid ',;c �( X�N, X> ��L 
� RN� �e��$g� ��
$  ��+��t G
0W) ¼
� �( !> ��d�
j 
���
 �i��� 3 �1�W RA S�
� �( e	> !> ���
� �( �1�1� !> ;�c �Nmj X5�N� �( e	>SAML �( e	> !> ���d�
j k',;c 

��d�
j k',;c �Z
W�j R�����.  
 {���� ;��u��� e��$g� 3 k'E
0� b!'m�� �-j '�y2 � ;�!) ¼
9�
j x
�!� M��2 
�#(Valid)( ���W ;5��2 
��N�! �

;��u��� 
���;<�W� v�$ R� ������� 4�'[)�:  
  �   '9�-�� 3 x
�;�� ]-	 !> @A'C '9�A p> RN, ¯ �L#<Condition> x
�
� ;��u��� V�-, �(Valid) 

b'm�� ��
-� "# �0���
j.  
  �   '9�-�� R� ]-	 !> @A'C '9�A p> �;^ �L#<Conditions>¼
� �( e	>  �( �Z;�A ;��u��� V�-, �

¼
�.  
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  �   '9�-�� R� ]-	 !> @A'C '9�A p> M���2 RN� � X
� �L#<Conditions> '9�A p> X
� �L# !> �
�5;� �( V�-�C �;��u��� ��$g� ;,;^ �Z;�A RN� � �:��+� �( 4�
9�.  

  �   '9�-�� R� *�-���! ��A'+�� '�
�-�� 
�� ]	
� �L#<Conditions>�  ;��u��� V�-, ���
� 
�uj k�;
b'm�� ��
-� "# �0���
j x
�
� �Z;�A.  

�;� �( ;��u��� X�� ��A :;��, ¼
� �( ;��u��� X�� ;,;^ X�N, 7
��
j! �b!'m�� ��
-� @��2 /501ª2 k;A
� U!>!.  
��0�, X> /����� 4'1�� ��A B-�, ��5;� �( !> ¼
� �( e	> �;��, ;��u2 ��!) 
���0	
c !> ��
-6� r
�W RN, 
O��( �

 ;��u��� X
� �� 
O���WU
O-�Wg� �j
� �( !> R,�N��� .  
2.5.1.8  *������NotBefore" NotOnOrAfter 

 X
�-��� �;�NotBefore! NotOnOrAfter r
�W ���� ;��u��� ��$g9� B���a R,5;$ ��0	
c �0	
c !> e�
O-�W� 

O\
O-�W� . � 
O�#��$g9�� k'�C D
��> ����� !> ����� ;��u��� 3 *
	gA%� X�� D
�j X
�O},.  

 ]-��� B-,NotBefore��$g9�� k'�C 
��C >;02 ��� ����K�� �l����  . ]-��� B-, 
O��jNotOnOrAfter V�-2 ��C!�� 
�5��-� �( �Z;�A.  
 ]-��� X
� �L»CNotBefore B-� �( )!'m�� 
�� ]	
� �L#! ��
� 
�> ��A �O5��� ��;�6� {'�)� b“Valid”( X�N, �

 ]-��� 
���-, ��� ����K�� �l���� �0� �l� p> 3 b!'m�� "# �0���
j x
�
� ;��u���NotOnOrAfter . ]-��� X
� �L#!
NotOnOrAfter B-� �( ) ��
� 
�> ��A �O5��� ��5;�6� {'�)� b!'m�� 
�� ]	
� �L#!“Valid”( ;��u��� X�N, �

 ]-��� 
���-, ��� ����K�� �l���� R� x�D;j �l� p> 3 b!'m�� "# �0���
j x
�
�NotBeforeD
}�	� ���� p> X!� R�! . 
 x
��-� B�-��� R� ;$�! p> RN, ¯ �L#!) ��
� 
�> ��A �O5��� ��;�6� {'�)� b!'m�� 
�� ]	
� �L#!“Valid” X�N, �

j x
�
� ;��u���]	
� �l� p> 3 b!'m�� "# �0���
.  
 �O�� X�N2 X> B-�, �R,��c�� B�-��� g� X
� �L#!NoBefore R� ��> )R� 'Nj>(  ]-��� �O��NotOnOrAfter.  

3.5.1.8  �`����<Conditions> 

 '9�-�� �O-,<Conditions>k;,;c b!'m� ��-5W�2 �1�	  . ;�-6� e1J!ConditionAbstractType IJ ��  �! ��'~
/�m� IO�� «
Wu� �# 7
��
j e�
O-�W� RN�.  

 �1�1<��� R� ���
��� �-1���!4'-2'9�-��  <Condition> ;�-6� e1J! ConditionAbstractTypee:  
<element name="Condition" type="saml:ConditionAbstractType"/> 
<complexType name="ConditionAbstractType" abstract="true"/> 

 

4.5.1.8 �`����*� <AudienceRestriction>" <Audience> 

 '9�-�� �;�<AudienceRestriction> '�
�A 
¹
,�� 4'-2 ��
� k;A "# !> B-� ;$�! S��� "# ec�� ;��u��� X> 
<Audience> . �i��� 3 /����� 4'1�� X> R� M('�� ��A!SAML �;��u2 R� �Z
���� £g<�W� 
�1��,  4'1�� X> �#
 �i��� 3 ;�̧y6�SAML4'1�� ��� �d6 ��d�
j kS�;�� !> ��9�� ��
�! Xumj 8,'� ��d  p> :;�, �  . '9�-�� ��A p��� e	#

7
���:  
�  <Audience>  

 �,�\� 4'-6 
c'�URI��9�� S��� �,�� 4'-,  . 4'-6� 
c'6 RN�URI ���j H'm2 ����! �,�� 4'-, X> 
-�� b!'E!S��� 3 �,�} . ;�$��� �,�\� 4'-� ��A p��� X> x
},> e�N�!URI3 MW� �,�� 4'-� R�   

 �i���SAML:
l	 3 x
	
�� H'm, .  
S��� R� 'd�> 3 !> k�;�� ��
O�� R� ;$�! 3 x��}A.  
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 �i��� 3 ;¥�y6� 4'1�� 
�1��, �SAMLOA p> ��� R� �;��u��� e� x
C�mN� x
C'[ 
�� X>  ��;�6� *
���-6� "# x��
��W� �
e,;� . '9�-�� X»C ��L 
�!<AudienceRestriction> �i��� 3 ;�y6� 4'1�� 8��, SAML :;A RA �$�'� XgA%� 

���� R�! X
�	%� R� D!'�6� �Nm�
j 4'1�� ��� �d6 �	
O� p> 'C�2 . p> ��O�2 X> R� �	
O� p> ;c�2 � 
O��j!
�� ��� �d� �ON�x��d� R5�^ ;� �	
O}�� �
-0�W
j ��O��� U
O�$� X> �# ��0W
�� �� 3 �	
O}�� �
-0�W.  

 '�
�-�� R� ;,;-�� RN�!<AudienceRestriction> *
A�O~ B-� ;$�! 4'© 3 B-�,! �;$�! ;��u2 3 �'2 X> 
 ��9+��) !>“OR”���1�6� ( �C�1-� *
A�O~ k;,;A 4!'© 3 �Nm2! �) !“AND”� ���1�6.( 

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AudienceRestriction> ;�-6� e1J! AudienceRestriction:  
<element name="AudienceRestriction"   
 type="saml:AudienceRestrictionType"/> 
<complexType name="AudienceRestrictionType"> 
 <complexContent> 
  <extension base="saml:ConditionAbstractType"> 
   <sequence> 
    <element ref="saml:Audience" 
maxOccurs="unbounded"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="Audience" type="anyURI"/> 

 

5.5.1.8  �`����<OneTimeUse> 

 4�'[�� RN�'�� �Nmj �
�,��^ ��� *
���-6
j !> �*�;��u��
j ®
+�$�� ��
A kS�9j S
�� X> ������� . '9�A 8��,!
 b'm��<OneTimeUse> ��A U�9�� @i0��C �x�;c x
0,'� �i�2 
� x
0�
( ;��u��� 3 k�S���� *
���-6� X> B02 X> 
� �1��� 

U
O-�W� �� {;� �d,;$ *
���-� .��L ��d�> R�! ��A p��� ;��u2 <AuthzDecisionStatement> �Q��	 �� 
:���� R� �A
W �� 3 L
+��� 3 MN���� �;^ �W
���.  

 �Nj ��$g9�� k'�C :�;<�W� ;�A T�16� ��� D
+��W� RN� �k'�
��� �z�j 3 x
���� x
���K2 ����K�� :
l��� *
�2
��� ]	
� �L#!
�,
�A.��c! R� ;j� X
� 
6 ��L 
�!  ��u��� �-j 
� I��� X�;��� ��� X>! ��Ol	)� *
�2
��� Bj X�;��� �-j 

 �Ca
Q� k'[
<6� X!� �;��u��� 'OA R� x
0W
�� x�;,;^ S;¬9­6� ;� @N� TW
�� ��0W p> ;c�, gC �U
WS%� 3 �O���
e���! �0� ;��u��� ��$g� D
}�	� 3 k�0�.  

 '9�-�� U;,!<OneTimeUse> ��A  U
O-�W� ej ®
+�$�� :;�A B-�,! �x�S�C /����� 4'1�� e�O-��, X> @i0�, ;��u��� X>
/$� .x
d,;$ x�;��u2 U
O-�W� �N� T�12 X> 3 x
OZ�� k'$ ������� 4�'[)� X�N2! . X> S
�� ��� *
��01��
C ��L 
�!

 '9�-�
j ;���2 X> 
���A B-�, �/$� U
O-�W� *�;��u��
j ¢+�^<OneTimeUse> . *
���-� RA ����� b'm�� ���!
 b'm��<NotBefore>! <NotOnOrAfter>.  

 
��
A ��� *�;��u��� u0¬<³� k'���j ¢+�� X> e� @i0�, �e�2
A ��A ;�$��� U
O-�W�� ;�� /����� 4'1�� ��u, @N�!
b'm�� ��� �d� p��^! .�, �b'm�� ��� ��A p��� ;��u2 
��C ¿
-, k'� �� 3! ��� X> R� ;�u��� u0<6� R� /����� @i0

e�
A! eO��W� X> /����� 4'1�� /0�, ¯ *���
j ;��u���.  
 �i��� �1�W ��A B-�,!SAML ;$�! '9�A R� 'd�> �S�2 �> <OneTimeUse> '9�-�� ���� <Condition> R� 

;��u2.  
 '9�-�� ��$g� ;,;^ &�'()!<Conditions> '9�-�� V�-, �<OneTimeUse>x
OZ�� x
�
�  . b'm�� ��� X> |-, ���!

U
O-�Wg� b'E e�N�! ��$g9�� 3 '�y, �.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<OneTimeUse> ;�-6� e1J! OneTimeUseType:  

<element name="OneTimeUse" type="saml:OneTimeUseType"/> 
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<complexType name="OneTimeUseType"> 
 <complexContent> 
  <extension base="saml:ConditionAbstractType"/> 
</complexContent> 
</complexType> 

 

6.5.1.8  �`����<ProxyRestriction> 

 S;9�C �k;�y� 4�'[u� 
�S!;j �O-2 X> 3 T('2 ��� ������� 4�'[)� ��A ;�y6� 4'1�� 
��'+, ��� *�;,;���� B-,
��u2 x
�$�@��)� ;��u��� 3 k�S���� *
���-6� "# x��
��W� �
¡ ��
� *�; . 4'1� �O-, p��� /����� 4'1�� ��A B-�,!

b'm�� ��� �d� ��A p��� x�;��u2 �S
0�A
j b'm�� ��� 3 k�;�� *�;������ e�+	 �� ����, x�;��u2 S;9, �> ;¥�y�.  
 '9�-�� p���!<ProxyRestriction>'9�-�� ��A B��
��� ]-���! :  

�  Count ]pS
����[  
 ;� X
� '�� ;��u2! ;��u��� ��� Bj 
� M���c�j ;�̧y6� 4'1�� 8O�, p��� D
1W��� R� MlA)� �;-�� �;�

;��u��� ��� ��A x��
O�A� 4
16� '�� 3 S;�.  
�  >Audience< ]'d�> !> '+�[  

92 X> ;¥�y6� 4'1�� 8O�, ��� ��
O�� �A�O~ �;�;��u��� ��� ��A x��
O�A� k;,;c *�;��u2 
\ S;.  
 �O�� ]	
� �L#!Count '�� /��! 4'[ "# x�;��u2 S;9, �> /��! 4'[ ��A B-�, e	> ��A U;2 @�C �'+9�� p!
�2 

;��u��� ��� ��A x��
O�A� .��� X> ����� ��� ��A S�
� ;��u2 �� ��A B-��C �'+9�� R� V�> e�O�� ]	
� �L# 
�> �� p
 '9�A ��A e�+	<ProxyRestriction> G
���� �O�� 
� Count'd�)� ��A ;$��j �O���� ��� R� 'i�> X�N2 .  

 '�
�A ;c�2 � ]	
� �L#!<Audience> 4�'[)� ��A ��!'+� S��O�� ��A *�;���2 �
�� X�N2 � �Z;�A �k�;� 
x
�$� *�;��u2 
\ :;�2 X> RN� ��� ������� .-��C �#! ��A e�+	 �� p��� X> ����� ��� ��A S�
� ;��u2 �� ��A B

 '9�A<AudienceRestriction> ;$�! '9�A 
� <Audience> /j
��� '9�-�� 3 x���c�� X
� ��)� ��A 
<ProxyRestriction> '9�A p> ;c�, R�! �<Audience> /j
��� '9�-�� 3 x���c�� RN, ¯ 
<ProxyRestriction>.  

��A B-�,! �i��� �1�W SAML ;$�! '9�A R� 'd�> �S�2 �> <ProxyRestriction>  '9�-�� ����
<Conditions>;��u2 R� .  

 '�9-�� ��$g� ;,;^ &�'()!<Conditions> '9�-�� V�-, �<ProxyRestriction>x
OZ�� x
�
�  . X> |-, ���!
��$g9�� 3 '�y, � b'm�� ����U
O-�Wg� b'E e�N�! .  

���! '9�-�� 4'-2 �1�1<��� R� ���
��� �-1<ProxyRestriction> ;�-6� e1J! ProxyRestrictionType:  
<element name="ProxyRestriction" type="saml:ProxyRestrictionType"/> 
<complexType name="ProxyRestrictionType"> 
 <complexContent> 
  <extension base="saml:ConditionAbstractType"> 
   <sequence> 
    <element ref="saml:Audience" minOccurs="0" 
maxOccurs="unbounded"/> 
   </sequence> 
   <attribute name="Count" type="nonNegativeInteger" 
use="optional"/> 
  </extension>  
 </complexContent> 
</complexType> 
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6.1.8 Advice 

+�� ��� 4'-2 �i��� *
0��'2 k'�SAML 
�Z
1A# 3 ;�̧y6� 4'1�� T(', �;��u2 RA ��C
�%� *
���-6� ��A p��^ ��� 
/����� 4'1�� "#.  
 '9�-�� p���!<Advice> �i��� 3 �1�W 
��C�2 3 T('2 ��C
�# *
���-� p> ��A SAML . X> *
��01��� RN�!

 � ��L '�y, X> X!� *
���-6� ��� ��
Q�2e��$g� 3 �! ;��u��� *��� 3.  
 '9�-�� p���<Advice> '�
�-�� R� I��� ��A <Assertion>! <EncryptedAssertion> 

!<AssertionIDRef>! <AssertionURIRef> D
o> ��N�> 3 MW� X
N� �C���6� '�
�-��! �'d�> !> '+� 
��;A 
 �i��� 3 ]��� {'�>SAML.  


O-�W�� �-j @�, 
O�C! '9�-�� ��O��� *�<Advice>:  
  �   k'E
0� D��W �S���6� ;��u��� *
0�
1� MA;2 ����! B��'j ��',#)*
0�
16� ��� VA ( �( kS�9j !>

 k'E
0�)MA;�� kS���6� *�;��u��� "# ��
$%
j.(  
  �  �#;��u��� *
0�
1� ��A X
�V�� ��
.  
  �  ��� *
������ 
,a���� b
�	! ]������ ;,;^;��u.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<Advice> ;�-6� e1J! AdvideType:  
<element name="Advice" type="saml:AdviceType"/> 
<complexType name="AdviceType"> 
 <choice minOccurs="0" maxOccurs="unbounded"> 
  <element ref="saml:AssertionIDRef"/> 
  <element ref="saml:AssertionURIRef"/> 
  <element ref="saml:Assertion"/> 
  <element ref="saml:EncryptedAssertion"/> 
  <any namespace="##other" processContents="lax"/> 
 </choice> 
</complexType> 

 

7.1.8  ��!
$f�(Statements) 

 �i��� 3 �C'-6� *
	gA%� 
��SAML� X�N2 T$
9j ��C' . �i��� *�;��u2 X�N2!SAML U�$ kS�
� ]	�� e�d� �
 '9�-��<Subject> . '9�-�
C ��L 
�!<Subject> ���j �O-��2 X> {'�)� *
�0	
��! *
+���O�� RN�! �pS
���� 

 �i��� ;��u2SAML'�� G��Wuj T$
9�� �;^ 
�S !> �x
0$
� �;^ X> X!� R� �¡
m� *�;��u2 
�92 @N� � . 45'-2!
 �i��� *
0��'2 ���
��� ��A'+�� *�'�+��SAMLXgA%� *
���-� ��A p��^ ��� .  

1.7.1.8 �`���� (Statement) 

 '9�-��<Statement> �1�	 �� 
5W�2;��u�� �O-�� S
[# U
O-�W� ;�-2 X> ;��u��� "# k;���6� {'�)� *
��01��� 8��2   
 �i���SAML . �i���!SAMLm2 
��+	 @� �� �1���� ��� R� �,K�'6� 
¹
	gA# /�-5W���� . ;�-6� 
�1J!

StatementAbstractType����! ��'~ IJ �� /�m� IO�� «
Wu� I�C �O-��, ��C .  
 f�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<Statement> ;�-6� e1J! StatementAbstractType:  

<element name="Statement" type="saml:StatementAbstractType"/> 
<complexType name="StatementAbstractType" abstract="true"/> 
 

2.7.1.8  �`����<AuthnStatement> 

 '9�-�� h9,<AuthnStatement> �i��� �1�W R� x
	gA# SAML G��Wuj e	
���W� {'c ;� ;��u��� T$
� X> ;�y, 
B-� ]�! 3 £
� .��^ ��� *�;��u���! '�
�-�� ��A p<AuthnStatement> '9�-�� ��A p��^ X> 
���A B-�, 

<Subject>.  
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 �� '9�-�� ��� IJ!AuthnStatementType 
W�, p��� StatementAbstractType���
��� *�-���! '�
�-�� �C
�»j :  
   �l$g�– '9�-�� �,a> <AuthorityBinding> '9�-�� R� �j
�6� e1J! <AuthnStatement> R� ���i�9  

 ���
���V2.0 �i�� SAML.  
�  AuthnInstant ]G��1�[  

X
���W�� 
��C {'c ��� �l���� �;� . ]�����
j ����K�� �O���� '+m2!UTC k'�+�� 3 H!'m� �� 
O� 3.7.  
�  SessioinIndex ]pS
����[  

��� Bj! e�,�� T$
9�� 4'-, p��� @��Z'�� 4'1�� Bj 
� ��
� kS!� ���� �;���	
���W�� �1�.  
�  SessionNotOnOrAfter ]pS
����[  

 �i��� �1�W Bj! e�,�� T$
9�� 4'-, p��� @��Z'�� 4'1�� Bj kS!;�� 
��C V�-2 ��� �l���� �;�SAML ��� 
]��	� ;� �XgA%� ��� S;92. ]�����
j ����K�� �O���� '+m2! UTC k'�+�� 3 H!'m� �� 
O� 3.7 . ]���!

�gA �
�� b'm�� ]-	! ]-��� ��� Bj ��a� �NotOnOrAfter;��u��� 3 x���c�� X�N, ;� p��� .  
�  SubjectLocality ]pS
����[  

 :
l��� 3 X�;�6� MW� �;�DNS U���2!V�� 3 X���-��! IP T$
� X
���W� x
,'�
© e�C {'c p��� :
l��� 
;��u���.  

�  AuthnContext ]G��1�[  
��;<�W� p��� r
����XgA%� ��� "# {�> p��� �
���W�� �;�� D
��>! �$ ��	
���W�� �1���� e . ��A p���!


O���� "# !> �XgA%� RA 
c'� !> X
���W�� r
�W RA XgA# "# !> �X
���W�� r
�W h�� "# 
c'� . 'l	�
 ;�0��12) X
���W�� r
�W (��W�� r
�W RA *
���-O�� ��
� h�! ��A U�9���X
�.  

 ]-��� �O��� ����W �O�� p> U
O-�W� ��
A kS�9j RN�!SessionIndex . T� ��j��1� �,'��� X�N2 
�;�A ��L 
�!
 �O�� U�^ �uj :
O����SessionIndex{'�)� �,'��� *
��� ��$g� X!�  . �O���� ��� U
O-�W� RN� �> @i0�, e��A!

 B�'�m� VA b
m��� @��ZS 4'[ 
j
�, @N�kS!;�� 3 B+��t .
O¡ ���,! 4;\� ��� X
��� Xg$ @�, 
O�C �
��!:  
  �   �0c�� ������ ��;A> :;<��2)�OZ
� 3 k�S�! ]j��� S'N2 !> ( ]-���SessionIndex . @i0�,!

 �i��� �1���SAML @+N, 
� x��0� 8��� �;A p> X�N, v�w ����)� ��;A)� M�� R� x�
~ S
�� X> 
�� �$kS!;�� 3 R,;,;A B�'�m� VA B-� @��ZS 4'[ U
OA> {'q X> 
 . �i��� �1��� @i0�,!
SAML ]-��� x
O�� x
�Z��mA S
�� X> SessionIndex U
¤� ��� ���� R� ) M�� B�u2 T�1, 
�;�A �#

kK�O�� kS!� R� DKQ� RN�! �kS!;�� 3 �'�m6� s+�� k
1-6� ��$g�� *
	gA²� k;�$!(.  
  �   ]-��� 3 h�i6� ;��u��� �,�\� 4'-� �O�� :;<��2SessionIndex. 

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AuthnStatement> ;�-6� e1J! AuthnStatementType:  
<element name="AuthnStatement" type="saml:AuthnStatementType"/> 
<complexType name="AuthnStatementType"> 
 <complexContent> 
  <extension base="saml:StatementAbstractType"> 
   <sequence> 
    <element ref="saml:SubjectLocality" 
minOccurs="0"/> 
    <element ref="saml:AuthnContext"/> 
   </sequence> 
   <attribute name="AuthnInstant" type="dateTime" 
use="required"/> 
   <attribute name="SessionIndex" type="string" 
use="optional"/> 
   <attribute name="SessionNotOnOrAfter" type="dateTime" 
use="optional"/> 
  </extension> 
 </complexContent> 
</complexType> 
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1.2.7.1.8  �`����<SubjectLocality> 

 '9�-�� �;�<SubjectLocality>:
l��� 3 X�;�6� MW�  DNS U���2!V�� 3 X���-��! IP e�� {'c p��� :
l��� 
;��u��� T$
� X
���W� .X
��
��� X
�-��� e�!:  

�  Address ]pS
����[  
� 4'A p��� @��Z'�� 4'1�� X
���W� e�� {'c p��� :
l��� �N0m�� X���Ae�,�� T$
9� . �i�9�� R,!
�A!4 

 ]	'�	%� U���2!V�(IPv4) I��6� p'm-�� /���
j �dO�2 X> @i0�, ) �d�“4.3.2.1”.( �i�9�� R,!
�A! 6 
 ]	'�	%� U���2!V�(IPv6) *
���-��� T�[ 3 �;� �� 
� �dO�2 X> @i0�, RFC 3513, 2.2 /,'C RA S�
9�� 

 :
�6�IETF)  �d�“FEDC:BA98:7654:3210:FEDC:BA98:7654:3210”.(  
�  DNSName ]pS
����[  

 :
l��� 3 X�;�6� MW�DNSe�,�� T$
9�� 4'5A p��� @��Z'�� 4'1�� X
���W� e�� {'c p��� :
l���  . ���
 �����j ��'A B�
¤� R,�� X> 
6
[ ���
N�
j pS
m�W� '9�-��"'�
��� h,'����" XgNm, ;� 
O�> �( �

 k;�+� *
���-�*
��01��� �-j 3.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<SubjectLocality> ;�-6� e1J! SubjectLocalityType:  

<element name="SubjectLocality" type="saml:SubjectLocalityType"/> 
<complexType name="SubjectLocalityType"> 
 <attribute name="Address" type="string" use="optional"/> 
 <attribute name="DNSName" type="string" use="optional"/> 
</complexType> 

 

2.2.7.1.8  �`����<SubjectLocality> 

 '9�-�� �;�<AuthnContext>�
���W� �;$ r
�W  . �X
���W�� r
�W h�� "# 
c'� ��A '9�-�� p��� X> RN�!
��W�� r
�W RA XgA# "# !>
O���� "# !> �XgA%� "# 
c'� !> X
� . ;�-6� e1O��!AuthnContextType '�
�-�� 

���
���:  
�  >AuthnContextClassRef< ]pS
����[  

 4'-� "# 
c'�URI7
��� X
���W�� r
�W RA XgA%� H'm, p��� X
���W�� r
�W h�� �,�� 4'-, .  
�  >AuthnContextDecl<  !><AuthnContextDeclRef>] pS
����[  

 4'-� "# 
c'� 
�#! ��O�� �'C�2 X
���W� r
�W RA XgA# 
�#URIXgA%� ��� �d� �,�� 4'-,  . X> RN�!
 4'-6� "# 
c'6� ���,URI �i�� ����! 3 k'E
0� XMLe��# U
�� XgA%� ��A p��^ .  

�  >AuthenticatingAuthority< ]'d�> !> '+�[  

C'-� R� 'd�> !> '+� @��Z'�� 4'1�� X
���W� 3 ]�'�E� ��� X
���W�� *
1��� k;�$��� �,�\� *) �Om2 �!

�$�'� 
�� �O�, X> X!� R� x
�'�m� X�N, X> e�C &'�+, p�� � ;��u��� S;¬9ª�.(  
 ;�0�� 'l	�12X
���W�� r
�W *
���-� RA ��
N�� H'm�� .  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AuthnContext> ;�-6� e1J! AuthnContextType:  
<element name="AuthnContext" type="saml:AuthnContextType"/> 
<complexType name="AuthnContextType"> 
 <sequence> 
  <choice> 
   <sequence> 
    <element ref="saml:AuthnContextClassRef"/> 
    <choice minOccurs="0"> 
     <element ref="saml:AuthnContextDecl"/> 
     <element 
ref="saml:AuthnContextDeclRef"/> 
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    </choice> 
   </sequence> 
   <choice> 
    <element ref="saml:AuthnContextDecl"/> 
    <element ref="saml:AuthnContextDeclRef"/> 
   </choice> 
  </choice> 
  <element ref="saml:AuthenticatingAuthority" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
</complexType> 
<element name="AuthnContextClassRef" type="anyURI"/> 
<element name="AuthnContextDeclRef" type="anyURI"/> 
<element name="AuthnContextDecl" type="anyType"/> 
<element name="AuthenticatingAuthority" type="anyURI"/> 

 

3.7.1.8  �`����<AttributeStatement>  

 '9�-�� H'm,<AttributeStatement> �i��� �1�W XgA# SAML T$
96� �� ;��u��� T$
� X> ;�y, p��� 
k�;�� *�-��� . '�
�-�� ��A p��^ ��� *�;��u��� ��A B-�,!<AttributeStatement> '9�-�� ��A p��^ X> 
<Subject>.  
 IO��� R� e	#AttributeStatementType IO��� 
5W�, p��� StatementAbstractTypee��# 7
��� '9�-�� �C
�»j :  

�  >Attribute<  !><EncryptedAttribute> ];$�!'d�> !> [  
 '9�-�� �;�<Attribute>;��u��� T$
9� x
�-	  .��� 3 '+~ ]-�� RN�! �iSAML '9�-�� 3 x
�O}�� X�N, X> 

<EncryptedAttribute>.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AttributeStatement> ;�-6� e1J! AttributeStatementType:  

<element name="AttributeStatement" type="saml:AttributeStatementType"/> 
<complexType name="AttributeStatementType"> 
 <complexContent> 
  <extension base="saml:StatementAbstractType"> 
   <choice maxOccurs="unbounded"> 
    <element ref="saml:Attribute"/> 
    <element ref="saml:EncryptedAttribute"/> 
   </choice> 
  </extension> 
 </complexContent>  
</complexType> 

 

1.3.7.1.8  �`����<Attribute>  

 '9�-�� 4'-,<Attribute>eO�� !> e�O�� x
,S
���� RO}�,! �eo
j ]-��� �,��  . ;�-6� IO��� R� ��!AttributeType .
��j
��� k'�+�� 3 H!'m� �� 
O� �;��u2 T$
9� �0$
9� ��
� M��! *�-	 RA V-�� ]-	 XgA# ���� :;<��,! . ��!

A :
�+�W� 3 x
},> :;<��, �i��� M�� �
-2 Xuj T�
1, @N� ]-	 RSAMLk�;��  . '9�-�� p���!<Attribute> ��A 
 �i��� *�-	XML���
��� :  

�  >Name< ]G��1�[  
]-��� MW�.  

�  NameFormat ]pS
����[  
   4'-6� 
c'�URIMW�� ��+2 &�'() ]-��� D
o> h��92 ��dO��  . ��A'+�� k'�+�� 'l	�2.7.8 
c�'� �-j 

-6� 4'URI ]-��� �O��� 
���;<�W� RN� ��� NameFormat�0$
96� 
���
-� ;A���! 
¹
$!'E! � . �L#!
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 �O�� p> 'C��2 � ]	
�NameFormat 7
��� �,�\� 4'-� X�N, �
urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified U�-+6� �C
	. 

�  FriendlyName ]pS
����[  
  'C�2 ����W MW�� 
��C *�
$ 3 ;�+, X> RON� �X
�	%� R� x�D!'�� ]-��� MW� xgNE (Name) x�;�-� @�-+�� 

x
 
A !> D@m�� �,�� 4'-� 
� U
�� @� 
O� �(OID))  ������� eC'-2 
O�ITU-T X.660 ( �,�\� 4'-� 
� !>
 @6
-�� ;�$���(UUID))  ������� eC'-2 
O�ITU-T X.667 .(W� B-�,! h,'-�� «
Wu� ��� ]-��� �O�� :�;<�

 �i��� *�-	 �,�\ @oSSAML.  
�  ��[
0�A� *�-	  

   �1�	 ;�-6� IO��� ��� �O-��,
5W�2 <xs:Attribute> �i��� 3 ��[
0�A� *�-	 �C
�»j 8O�, @N� �XML 
 *
0��'��� "#<Attribute> "# �c
�� X!� �
5W�2�1�1<��� 3 8,'�  .� �C
�# 8��, ���! *�
¤� R� :K�, 


]-��� RA :
�+�W�� 3 xgd� �O-��2 ��C
�# *
O�-� n;��� ��C
�%�. ��A B-�,! -5W�2*
  
 �i���SAML �i��� R� ���� x
2�-	 h�}2 �> XML) MW� X
N� 3 �C���� �( ( �i��� R� x
2�-	 !>XML 

 �i��� 3 4���� MW� X
N� 3 �C����SAML ;�-6� IO��� AttributeTypee�� /�m� IJ "# !>  . �d� X#
 �i��� B�^! �	
�9� ka�Q� *�-��� ���SAML�0���6� 3 *���
j .  

�  >AttributeValue< ]�;A p>[  
  ]-��� �O�� ��A p��� . �O�� �� '�l2 Xuj ���, ���9+�� k;$�! �O�� R� 'd�> ��A p��� ]-	 p> X
� �L#!

 £
�� 
�'9�A 3<AttributeValue> . ;$�! '9�A R� 'd�> {KA �L#!<AttributeValue> ]-	 "# 
 *
�1-� IJ '�
�-�� R� ;$�! p) X
�! �
�(datatype) VA ;��� xsi:type 
�� ��A �Z;�A B-�, �

 '�
�-��<AttributeValue>;��� /j
1� *
�1-� IJ 
\ X�N, X> .  
 '9�-�� �-� h���,!<AttributeValue> p��� � p���  '�
�-�� ��A<AttributeValue> ��c�6� r
���� ��A �

e�C . ���� @+C<AttributeStatement> �i��� ]-	 ;c! �L# �SAML '9�-�� 4�$ �Z;�A B-�, �M�� e� RN2 ¯! 
<AttributeValue> . ���� 3!<Sample:AttributeQuery> puj M��� T�
1�� X> ��A M���� G
�( U;, �

 ]-��� M�� R� k;$�! �O�6�
�-�Oµ !>)  k'�+�� x
},> 'l	�2.8.(  
 '9�-�� {'�> *�
O-�W� p>!<Attribute> *��� 4'-2 X> 
���A B-�, �{'�> *
+���� !> *
�0	
c �0� R� 

 '�
�-�� 4�$ !> �+����<AttributeValue>.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<Attribute> ;�-6� e1J! AttributeType:  

<element name="Attribute" type="saml:AttributeType"/> 
<complexType name="AttributeType"> 
 <sequence> 
  <element ref="saml:AttributeValue" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
 <attribute name="Name" type="string" use="required"/> 
 <attribute name="NameFormat" type="anyURI" use="optional"/> 
 <attribute name="FriendlyName" type="string" use="optional"/> 
 <anyAttribute namespace="##other" processContents="lax"/> 
</complexType> 

 

 '9�-�� 'C�,<AttributeValue> �i��� 3 �;�� ]-��� �O�� SAML . IO��� R� e	#xs: anyType�N� 8��, p���   
 �i�XML'9�-�� {���O� '�l2 X> T��'��� k;�c .  

 '9�A 3 k�S���� *
�1-6� {��� X
� �L#!<AttributeValue> �i��� �1�1� 3 I��j IJ R� XML)  �d�
xs:integer !> xs:string( *
�1-6� IJ RA �$�'� XgA%� RN� �(datatype) XgA# �1W��j xsi:type '9�-�� 3 
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<AttributeVlue> . �1�1� 3 ��ag�� *
�1-6� h,'-2 RN� �����0ª� *
�1-� ��A p��^ ]-��� �O�� ]	
� �L#!
-5W�2��.  

   �l$g�– � �1�1� 3 I��0�� IO��� �( *
�1-� IJ ;,;^ X# �i��XML RA <AttributeValue>  
 :�;<�W
jxsi:type �1�1� ��c! T�1�, �-5W�2 *
�1-6� IJ 4'-2 ��(datatype)ij  ��
-� �-j
�� H
O��� ��
�1�1<���.  

 �i��� 3 ]-	 p> X
� �L#!SAML '9�-�� ��A B-�, ����
�� ������� �d� ����
� �O�� RO}�, <AttributeValue> 
N, X> �j
�6� x
��
� X�) �Nm�
j ��
A kS�9j ��L &'-ª,!<AttributeValue> .( T�1�6� ��A ���0W)� 3 ��� :;��,!

 k'�+�� 3 ��c�6�1.7 �i��� {��� 3 k�S���� ������� M�� Xuj �Z
��� SAML x
(�'C ]��� k;$�! �o ��)� ��A p��� 
��j>.  

 �i��� ]-	 X
� �L#!SAML �O�� RO}�, ":!;-�", � �j
�6� '9�-�� ��A B-�<AttributeValue> �x
��
� X�N, X> 
 �i��� ]-	 ��A p��� X>!XML xsi:nil �O�� 
� "TZ
� " !>“1”.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �O����!<AttributeValue>.  
<element name="AttributeValue" type="anyType" nillable="true"/> 

  
2.3.7.1.8  �`����<EncryptedAttribute>  

 '9�-�� �d�<EncryptedAttribute> �i��� 3 x
�-	 SAML 
OQ��� �+q 3 H!'m� �� 
O� '+~ G��Wuj x
(�9� W3C .
 '9�-�� p���!<EncryptedAttribute>���
��� '�
�-�� ��A :  

�  <xenc:EncryptedData> ]G��1�[  
   �0$
96� �+Q��� *g�9+2! '+¤� {���� 
OQ��� �+q 3 4'-� p�� 
O�W3C . X> IO��� ]-�� @i0�,!

R� �O�� ��A p��� X> e��A B-�, x���c�� X
� �L#! �x���c�� X�N, :
http://www.w3.org/2001/04/xmlenc#Element . '9�A ��A p��� X> '+¤� {���� ��A B-�,!

 e1J X�N,AttributeTypee�� x
��m� x
1J X�N, !> �.  
�  <xenc:EncryptedKey> ]'d�> !> '+�[  

   
OQ��� �+q 3 4'-� �� 
O� ��+�i� �+q �C 8�2
+�W3C , ]-	 ��A p��� X> h�i� H
�+� �N� @i0�,!
Recipient) M���� (e�c> R� H
�+6� �+q {'c p��� X
�N�� �;� . 4'-6� X�N2 X> M���6� �O��� @i0�,!URI 

 4'-� 
� :
l	 3 X
�N� �i��� 3 MW� �,��SAML k'�+�� 3 4'-� �� 
O� �7.8.  
I�W! VA 'O�W 8,'9�� f��� �O�� X�N2 
�;�A �,'��� �,
¾ B�u�� k5;-� k'+¤� *�-���!.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<EncryptedAttribute>:  
<element name="EncryptedAttribute" type="saml:EncryptedElementType"/> 

 

4.7.1.8  �`����<AuthzDecisionStatement>  

 '9�-�� H'm,<AuthzDecisionStatement> �i��� 3 �1�W �S;92 x
	gA# SAML �S�6� "# L
+��� x
0�[ X> ;�y, 
�,S
���� kS�9j B-� X
�'j "# x��
��W� f��'2 S�'� ��	> ;� �;��u2 T$
� e�;� B-6� .;��u��� ��A B-�,! p��^ ��� *�

 '�
�-�� ��A<AuthzDecisionStatement> '9�-�� ��A p��^ X> <Subject>.  
 4'-6� "# 
c'� /,'[ RA �S�6� �,�� 4'-2!URI . �e��gW ��A £'��! ;��u��� 8��� ��+2 ��A U�9�� ��ij!

 �i��� �1�W ��A B-�,SAML6� "# 
c'� �� �'�+, X> 
��C /����� 4'1�� ��A!  4'-URI����� ��,'1j  . 3 �m+��!
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 4'-6� "# 
c'O�� /��6� ��+���URI 4'-6� "# 
c'6� �+m2 T�$ ��+��t f��'2 *�S�'� e�A ���2 URI�S�O��  .
 4'-6� "# 
c�'6� s���2 ;A��� ;c�2!URI ;�0�� 3 6 *
���-��� T�[ R� REC 2396 :
�6� /,'+� 
j
��� IETF.  

( p> @E
���! 4'-6� �+m2 4g��� RA �2
	 &�OURI �i��� 3 :
l��� *
	
�N� @i0�, �SAML �Nm�� :;<��2 X> 
 4'-O�� s��6�URI@�, 
O� ��L RN�> 
Od�$ :  

  �   �i��� *
1��� @i0�,SAML 4'-6� "# 
c�'6� 
�� '+m2 X> URIs��6� �Nm�� x
�C! �S�O�� .  
  �  6� U�^ X> ������� 4�'[�� @i0�, 4'-6� "# 
c�'URI
���
-� �0� s��6� �Nm�� "# �S�O�� .  

 4'-6� "# 
c'O�� /��6� �( ��+��� ���, ;�!URI 4'-6� "# 
c'O�� T��'��� ;A��� Bj *
Cg��� RA URI *���! 
�^ *
+�� :
l	 . 4'-6� "# 
c�'6� ]	
� �L# �:
O���� R� x�;,K� '�)� T�1�,!URI�O-��� ��W
�W �i� ;,;��� � R� 

L
+��� 3 MN���� �c>.  �i��� *�;��u2 :;<��, p��� :
l��� @i0�,!SAMLB��
��� B���)� B['m�� 3���, X> :  
  �   
c'O�� T��'��� ;A��� D�Kc> �-j X# 4'-6� "#URI�A
01�� 4!'$ r!;�9� �W
�$ X�N2  . �L»C

�� ��\ «
�$ �( ����� *
+�6� :
l	 X
� L
+��� T�� ��A x�S�
� X�N, �> T�
1�� @i0�, �r!;�9
 4'-6� "# 
c'6� R� DK� @�!;�9�� 
��6� ���i�j �&�C'� �S�� "#URI�S�O�� .  

  �   8��, 
� ��,K�'�� *g����! ���1�6� *���6� �d� *
��� *
+�6� �Ol	> R� ;,;-�� {;� 'C��2
Bj ���1�� *�yC
N2 ��
�# B�O-��O��*
+�6� :
l	 ���;�  . ��A x�S�
� X�N, �� T�
1�� @i0�,!

yC
N��� ��� �d� e��;$»j &�C'� �S�� "# L
+��� T��.  
 '9�-�� X�N,<AuthzDecisionStatement> IO��� R� AuthzDecisionStatementType IO��� 
W�, p��� �

StatementAbstractType���
��� *�-���! '�
�-�� �C
�»j :  
�  Resource] G��1�[  

   4'-6� "# 
c'6�URIe��# L
+��� f��'2 G��16� �S�6� e�,�� 4'-, p���  . �O�� ]-��� ��\ X�N, X> RN�!
 ���
� ("") 4'-6� "# 
c'O��URI �� �
�-� X�N,! �"���
�� ������� �,�;j" *
���-��� T�[ 3 �;� �� 
O� X

RFC 2396, 4.2 :
�6� /,'+� 
j
��� IETF.  
�  Decision] G��1�[  

   �i��� �1�W �S;92 p��� S�'���SAML�;�� �S�6� Xumj  . I��0�� IO��� R� �O���� X�N2!DecisionType.  
�  <Action>] 'd�> !> ;$�![    

  B-6� �S�6� ��A 
¡ :
���� f�'6� U
OA)� �A�O~.  
�  <Evidence>] pS
����[  

  ���A ;O�-2 ��� *�;��u��� �A�O~ �i��� �1�W 
SAMLS�'��� 
�S�;�# {;� .  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AuthzDecisionStatement> ;�-6� e1J! 

AuthDecisionStatementType:  
 

<element name="AuthzDecisionStatement" 
type="saml:AuthzDecisionStatementType"/> 
<complexType name="AuthzDecisionStatementType"> 
 <complexContent> 
  <extension base="saml:StatementAbstractType"> 
   <sequence> 
    <element ref="saml:Action" 
maxOccurs="unbounded"/> 
    <element ref="saml:Evidence" minOccurs="0"/> 
   </sequence> 
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   <attribute name="Resource" type="anyURI" 
use="required"/> 
   <attribute name="Decision" type="saml:DecisionType" 
use="required"/> 
  </extension> 
 </complexContent> 
</complexType> 

 

1.4.7.1.8  ���2�� �3���DecisionType  

 I��0�� IO���DecisionTypef��'��� S�'� RA XgA%� R� ��
�� 
���',# �O��� M���� 4'-, .  
�  Permit  

  H�O�� B-6� �O-��.  
�  Deny  

  &�C'� B-6� �O-��.  
�  Indeterminate  

   �i��� �1�W 
�1��2 �SAMLC'� !> x
A�O�� B-6� �O-�� X
� X# �;^ X> x
��.  
 S�'��� �O�� �O-��2Indeterminate �i��� �1�W 
��C T�1�2 ��� *�
�� 3 SAML �Ä
�# XgA# �C�2 ��A kS;��� 

S�'� S�;�# ��A kS�
� �( 
��N�! . �S�'��� S�;�# ��A kS;��� :;A !> �C'�� G
0W> Xumj ��C
�# *
���-� �
-2 X> RN�!
 '�
�A �Nmj<StatusDential> RO� <Rsponse>�+�i6� .  

 R� I��0�� '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!DecisionType:  
 

<simpleType name="DecisionType"> 
 <restriction base="string"> 
  <enumeration value="Permit"/> 
  <enumeration value="Deny"/> 
  <enumeration value="Indeterminate"/> 
 </restriction> 
</simpleType> 

 

2.4.7.1.8  �`����<Action>  

 '9�-��<Action>e� G��1� XL%�! B-6� �S�6� ��A ej :
���� RN� xgOA �;�  . �O-�� MW� :;�, *
�1-6� ����W {���!
7
��� ]-��� e�! �B-6� �S�6� ��A ej :
���� G��16�:  

�  NameSpace] pS
����[  
   4'-6� "# 
c'�URIB-6� �O-�� e�C H'mª, X> T�1ª, p��� MW�� X
N� �d�  . X�N, �x
0Z
( '9�-�� X
� �L»C

 MW�� X
N�urn:oasis:names:tc:SAML:1.0:action:rwedc-negation  k'�+�� 3 �;��7.8 �C
	 
U�-+6�.  

   �l$g�)�g¥[g� (– H'��, PE36)  'l	�OASIS PE:2006 (��� f��� RA &
-��, X>@�, 
� /j
:  
�  NameSpace] G��1�[  

   4'-6� "# 
c'�URIB-6� �O-�� e�C H'mª, X> T�1ª, p��� MW�� X
N� �d� .  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<Action> ;�-6� e1J! ActionType:  

 

<element name="Action" type="saml:ActionType"/> 
<complexType name="ActionType"> 
 <simpleContent> 
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  <extension base="string"> 
   <attribute name="Namespace" type="anyURI" 
use="required"/> 
  </extension> 
 </simpleContent> 
</complexType> 

 

3.4.7.1.8  �`����<Evidence>  

 '9�-�� p���<Evidence># *�
$# !> *�;��u2 k;A !> ;$�! ;��u2 ��A  �i��� �1�W 
���A ;O�-2 *�;��u2 "SAML 
f��'��� S�'� 
�L
�� {;� . �� ;�-6� e1J!EvidenceType:  

�  <AssertionIDRef>] �;A p>[  
  ;��u��� �,�� 4'-6 ]-��� �O�� "# ��
$%
j x�;��u2 �;�.  

�  <AssertionURIRef>] �;A p>[  
   4'-6� "# 
c'� /,'[ RA x�;��u2 �;�URI.  

�  <Assertion>] �;A p>[  
  �O�� /,'[ RA x�;��u2 �;�.  

�  <EncryptedAssertion>] �;A p>[  
  �O�� /,'[ RA x�'+~ x�;��u2 �;�.  

 �i��� 3 /����� 4'1�� Bj ��d�� r
+2� ��A '�y, ;� X
�V� ;��u2 n;�2 X#SAML �i��� �1�W! SAML S�'� �<�2 ��� 
f��'��� .! 4'[ :;�, 
�;�A xgdOC �i��� 3 /��SAML �i��� �1�W "# T�[ 3 x�;��u2 SAML �i��� ��1W �O-��2 ;� �
SAML '9�-�� ;��u2 ��$g� ��A /,;9��� X!� �f��'��� S�'� 
�L
�� {;� X
�V� ;��u��� ��� <Evidence>�   U
�$

�! �/����� 4'1�� v�
� 4'[ p> U
�$.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<Evidence> ;�-6� e1J! EvidenceType:  

 

<element name="Evidence" type="saml:EvidenceType"/> 
<complexType name="EvidenceType"> 
 <choice maxOccurs="unbounded"> 
  <element ref="saml:AssertionIDRef"/> 
  <element ref="saml:AssertionURIRef"/> 
  <element ref="saml:Assertion"/> 
  <element ref="saml:EncryptedAssertion"/> 
 </choice> 
</complexType> 

 

2.8 	#�$� �&'�'�(�, SAML  

 �i��� *����2!'j! �Z
WS U�
02! ;���2 RN�SAML�A���� *����2!'j :�;<�W
j  . �i��� Ij�!S!SAML 3 k�S���� 
 ;�0��10!V�� �Z
WS ���� ���-� �Z
W! H'm2 
W�! r
1	 ��A k'm��6� ���
�� ����� *����2!'j :�;<�W
j U���2 . ��0	
c!
 �i���SAML ;�0�� 3 k�S���� 11 ;A��� H'm2 
O� �k'�+�� ��� 3 �C'-6� *����2!V�� *
��012 R� x
��-� x��;A H'm2 

|�0�� ��im��� ���2 ��� ��C
�%� *
0�1�6�! *�;������! ��
-6�.  
 �Z
WS! �i��� 3 ���-6� �j
Q�W��! T�1��SAML R� x
��m� x�'9�A T�
1�� �W�C ���'�m� b
J> R� ���m� 

RequestAbstractType �i��� 3 T�Q��� "# SAML IO��� x
�j
1� x�'9�A T�Q��6� ;���C �StatusResponseType 
 �Nm�� 3 B0� �� 
O� �e�� x
��m� !>1.8.  
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 #l���1-8/X.1141 – �V?�� _ ���^�71�" ]?��� ,�:��"�� SAML 

 �i��� 3 �j
Q�W� ;���2 RN� �*
�0	
�� 
¡ 8O�2 ��� *�
�� �-j 3!SAML ;� T�Q��6� X�N, X> X!� R� �
\
WS#! 

\ xgj
�� x
0�[ M��W�.  

 �i��� 3 �C'-6� *����2!V�� p�y2!SAML U
OA)� ���
���:  
�  
��� k;A !> �j��16� *�;��u��� ;$> 8c'2 . *�;��u�� 'E
0� T�1� 
�# �j
Q�W� ��� �;� X> RN�!

��
� �,
-� 3���2 *�;��u2 RA :
�+�W� 
�#! ���-�.  
�  �j
�6� ;��u��� 
c'2! �T�1�� ��A D
�j X
���W�� p�y2.  
�  MW� ��Q�2 @��2 !> MW� �,�\� 4'-� �Q�2�ÅD
�j T�1�� ��A .  
�   T��2
�19� D@E /,'[ RA ]0�[ ;� ]	
� U���2!'j ��
WS.  
�   �1j�'�� *�S!� �A�O~ R� R��K�� e0E x
j
��	� p�y2");�$! G
��	�("T�1�� ��A ÆD
�j �.  
�  T�1�� ��A D
�j �MW� �,�� 4'-6 �j
�2 ��A x
-�! 'C�2.  

! '�
�-�� ��9��� *
+������ k'�+�� ��� 3 '�l2 �! �i��� U���2!'j R� MW�� X
N� 3 b
J)�SAML ��j
��� 
� �
@� ��� MW�� X
N6 �,;������ :samlp3 ;��u�� MW�� X
N� 3 b
J)�! '�
�-�� ��9��� *
+������ X»C 8������! �  

 �i���SAML@� ��� MW�� X
N6 �,;������ ��j
��� 
� '�l2  :saml.  
1.2.8 
$'" ����O��� ��7b�671� *�l� ��!  

U���2!V�� �1�1� �c> R� ��W>'�� *
���-� R� 
��(! D
o)� R�
�> 4'-2 �1�1<��� R� ���
��� �-1���:  
 

<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:protocol" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <import namespace="urn:oasis:names:tc:SAML:2.0:assertion" 
        schemaLocation="saml-schema-assertion-2.0.xsd"/> 
    <import namespace="http://www.w3.org/2000/09/xmldsig#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-
20020212/xmldsig-core-schema.xsd"/> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-protocol-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
            V1.0 (November, 2002): 
              Initial Standard Schema. 
            V1.1 (September, 2003): 
              Updates within the same V1.0 namespace. 
            V2.0 (March, 2005): 
              New protocol schema based in a SAML V2.0 namespace. 
     </documentation> 
    </annotation> 
… 
</schema> 

T�1�� ��
-�
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2.2.8 ����^�71�" ��2?���  

 �i��� *
0��'2 ���
��� ��A'+�� *�'�+�� �;^SAML ��� *
j
Q�W��! *
0�1�� �Z
WS 
���# ;���2 ��� ��W
W)� *
0�1�6�! 
 �i��� *����2!'j 
��O-��2SAML.  

1.2.2.8  +m��.� �3���RequestAbstractType 

 *
0�1�� 
�� �i��� 3SAML �'¤� ;�-6� IO��� R� ���m� 
�[
J> X�N2  RequestAbstractType . IO��� ��� 4'-,!
 �i��� 3 *
0�1�� 
�� T$
92 ��'�m� '�
�A! x
2�-	SAML:  

   �l$g�� '9�-�� �,a> <RespondWith> IO��� ��	
d�� �i�9�� R� RequestAbstractType �i��� 3 
SAML.  

�  ID] G��1�[  
  T�1�� �,�� 4'-� . IO��� R� e	#xs:ID k'�+�� 3 k�;�� *
0�1�6
j ;���, X> T�! �4.7 ��	�;$! �c> R� 

�,�\� �C'-� . ]-��� M�� :D���2 X> T�!ID ]-��� M�� 
� T�[ 3 InResponseToT�1�� ��j
�6� �j
Q�W�� 3 .  
�  Version] G��1�[  

  T�1�� ��� �i�� . �i�� �,�� 4'-OC �i���SAML �� ������� ��� 3 “2.0”.  
�  IssueInstant] G��1�[  

  
��C T�1�� S;� ��� ����K�� �l���� . ]�����
j ����K�� �O���� '+m2!UTC k'�+�� 3 H!'m� �� 
O� �3.7.  
�  Destination] pS
����[  

   4'-6� 
c'�URIe��# T�1�� ��� �WS> p��� X���-�� B0, p���  .3 ;�+, ���! �d�0�� U
WS%� k�
A# D
�2� 
U���2!V�� Ij�!S �-j 3 �j��1� �,
O�� ���! �k��9�� �( ;�
�� "# *
0�1�� . @����� M���6� X
� �L»C

 4'-6� "# 
c'6� X> R� /���, X> e��A B-�, �x���c��URI��
W'�� :g�W� e�C {'c p��� 
��6� �,�� 4'-,  .
�1�� �
-0�W� B-��C �#!T . ]-��� ��� U
O-�W� U���2!V�� Ij�!S �-j T�1�2 X> RN�!) ;�0�� 'l	�10.(  

�  Consent] pS
����[  
   � :> ]�9$ ;� T�1�� ��� U
WS# ��A @��Z'�� 4'1�� ��C��� ]	
� �L# 
� B0,)b!'E p> /C!! .( 'l	�

k'�+�� ��A'+�� 4.7.8 4'-6� "# 
c�'6� @� 
� URI\
O-�W� RN� ���  ]-��� �O��� 
Consent 
¹
+���2! 
�0$
96� . ]-��� �O�� p> 'C��2 ¯ �L»CConsent �,�\� 4'-� X�N, �

urn:oasis:names:tc:SAML:2.0:consent:unspecified U�-+6� �C
	.  
�  saml:Issuer] pS
����[  

  T�1�� ��
WS ;¥�! p��� X
�N�� �,�� 4'-,.  
�  ds:Signature] pS
����[  

   
���2 �i��� 3XML k'�+�� 3 �
	�> H!'m� �� 
O� ���
W'�� ��gW 'C�,! T�
1�� R����, 4.8.  
�  <Extensions>] pS
����[  

  �� �1�	 p��^
5W�� '�
�A ��A ��� 
5W�2 4�'[)� Bj 
�umj r
+2�� {'c �U���2!V�� ��
W'� �,S
���� 
������6� .�� �1�1� p> T�12 �!
5W��O-�W� �c> R� �� �1�	 U

5W�� �1�1� ]�;� ;� ]	
� �L# �$! ���� 

�� X�� ��A T�1�� p> &'+, � /��;�� �( ��$g9�� I0� X»C �
�
5W��x
�
�  .�� '�
�A!
5W�� �i��� 3 
SAML �i��� 3 h5��� �( MW� X
N� 3 �MW� X
N� �+5��� X�N2 X> T� SAML.  
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 �i��� 3 T�
1�� Y
�� ;�SAML�� T�$ � x
0�
( T�Ç1ª2 
O� �e�+	 R����, X> �*
�0	
�� !> *����2!V�� �-j *
0�1
��
W'�� ��gW . U���2!V�� �1j�S 
�'C�2 *
��¦j ��
W'��! X
���W�� ��gW B�u2 RN�!) ;�0�� 'l	�10 .( X�N, X> RN�!

 �i��� 3 T�1��SAML¥��� W'�� ��gW! T�
1�� X
���W� 'C�, p��� '�)� �x
-x
-� ��
.  
 '9�-�� ��c! B-�, �
������ ��� �d� U
O-�W� ;�A!<ds:Signature> �i��� 3 T�Q��6� ��A B-�,! �SAML X> 


������ ��� ��$g� R� /���,) TAg2 
��C s�� ��
W'�� X> |-, ���! ( 
OQ��� 3 
������ x
�0[W3C . �( X
� �L»C
-, �> �Z;�A T�Q��6� ��A B-�, �¼
�u1� ��c�j T�� X> @i0�,! T�1�� *
,��� ��A ;O� . @i0�, �x
�
� X
� �L# 
�>

 u1� ��c�j T�� !> T�1�� ��
-� 
j
�, X> e�N�! �e��� ��
�!! 
��6� �,�� �;� @N� 
������ M5��, X> �Z;�A T�Q��O��
)X#'�� T0�� ¼
� �( T�1�� X
� .(  

 ]-��� X
� �L#Consentx��S�! �]	
�!  
���2 �Z;�A @i0�, �
� �Nmj @��Z'�� 4'1�� ��C��� U�9$ ��A U;2 �O���� 
T�1��.  

 �i��� 3 T�Q��O�� �;j �L#SAML �i��� 3 T��'��� ;A���� x
�C! �¼
� �( 
� x
0�[ X> SAML �
��C ��
-6� ;A���� !> 
 �i��� 3 �j
Q�W� ��
WS 
c', X> T�� 
�;�A e��A B-�,SAML'9�-�� 
�  <StatusCode> �O���� 
�! 
urn:oasis:names:tc:SAML:2.0:status:Requester . �j
c%� :;A *�
�� �-j 3 M�W)� R� X�N, ;�!

��;�� �C'� �OQ� 
���j �E ��c! ��
$ 3 
O� �x
�g[>.  
 ;�-6� IO��� 4'-2 �1�1<��� R� ���
��� �-1���!RequestAbstractType:  

 

<complexType name="RequestAbstractType" abstract="true"> 
 <sequence> 
  <element ref="saml:Issuer" minOccurs="0"/> 
  <element ref="ds:Signature" minOccurs="0"/> 
  <element ref="samlp:Extensions" minOccurs="0"/> 
 </sequence> 
 <attribute name="ID" type="ID" use="required"/> 
 <attribute name="Version" type="string" use="required"/> 
 <attribute name="IssueInstant" type="dateTime" use="required"/> 
 <attribute name="Destination" type="anyURI" use="optional"/> 
 <attribute name="Consent" type="anyURI" use="optional"/> 
</complexType> 
<element name="Extensions" type="samlp:ExtensionsType"/> 
<complexType name="ExtensionsType"> 
 <sequence> 
  <any namespace="##other" processContents="lax" 
maxOccurs="unbounded"/> 
 </sequence> 
</complexType> 

 

2.2.2.8  +m��.� �3���StatusResponseType 

�� ��� ���	� 
 ��
����SAML  ;�-6� IO��� R� ���m� 
�[
J>StatusResponseType . '�
�A! x
2�-	 IO��� ��� 4'-,!
 �i��� 3 *
j
Q�W�� 
�� T$
92 ��'�m�SAML.  

�  ID] G��1�[  
  �j
Q�W�� �,�� 4'-� . IO��� R� e	#xs:ID k'�+�� 3 k�;�� *
0�1�6
j ;���, X> T�! �4.7! �c> R�  ��	�;$

�,�\� 4'-�.  
�  InResponseTo] pS
����[  

  ;c! X# ��j
Q�W�� e�j
�2 p��� T�1�� �,�� 4'-� "# ��
$# . �j
Q�W� k;��� ]��� �j
Q�W�� ]	
� �L#!
 ]-��� �O�� ]	
� �L# !> �T�1�ID 
�;,;^ RN� � T�1�� /C��6� )R,�N��� ��W T�1�� X�N, Xu�( X> B-�, �
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-��� ��� X�N,��c�� �( ] . ]-��� �O�� 
� e�O�� :D���2 X>! �x���c�� X�N, X> B-�, �#!ID T�1�� /C��6� 
�j
�6�.  

�  Version] G��1�[  
  �j
Q�W�� ��� �i�� . �i��� �i�� �,�� 4'-OCSAML �� ������� ��� 3 “2.0”.  

�  IssueInstant] G��1�[  
  
��C �j
Q�W�� *S;� ��� ����K�� �l���� .2! ]�����
j ����K�� �O���� '+mUTC k'�+�� 3 H!'m� �� 
O� 3.7.  

�  Destination] pS
����[  
   4'-6� 
c'�URIe��# �j
Q�W�� ��� ]�WS> p��� X���-�� B0, p���  . �d�0�� U
WS%� k�
A# D
�2� 3 ;�+, ���!

Ij�!S �-j 3 �j��1� �,
O�� ���! �k��9�� �( ;�
�� "# *
j
Q�Wg�U���2!V��  . M���6� X
� �L»C
 4'-6� "# 
c'6� X> R� /���, X> e��A B-�, �x���c�� @�����URI :g�W� e�C {'c p��� 
��6� �,�� 45'-, 

��
W'�� .�j
Q�W�� �
-0�W� B-��C �#! . ]-��� ��� U
O-�W� U���2!V�� Ij�!S �-j T�1�2 X> RN�!)'l	�  
 ;�0��10.(  

�  Consent] �pS
���[  
   � :> ]�9$ ;� �j
Q�W�� U
WS# ��A @��Z'�� 4'1�� ��C��� ]	
� �L# 
� B0,)b!'E p> /C!!.(  

k'�+�� 'l	� ��A'+�� 4.7.8 4'-6� "# 
c�'6� @� 
� URI ]-��� �O��� 
\
O-�W� RN� ��� Consent  
�0$
96� e2
+���2!.  ]-��� �O�� p> 'C��2 ¯ �L»CConsent-� X�N, � �,�\� 4'

urn:oasis:names:tc:SAML:2.0:consent:unspecified ) ��A'+�� k'�+�� 'l	�4.7.8 ( �C
	
U�-+6�.  

�  saml:Issuer] pS
����[  
  �j
Q�W�� ��
WS ;¥�! p��� X
�N�� �,�� 4'-,) . ��A'+�� k'�+�� 'l	� �'9�-�� ��� RA *
���-6� R� ;,K6

5.2.1.8.(  
�  <ds:Signature>] ����pS
[  

   �i��� 3 
���2XML k'�+�� 3 �
	�> H!'m� �� 
O� ���
W'�� ��gW 'C�,! T�Q��6� R����, 4.8.  
�  <Extentions>] pS
����[  

�� �1�	 p��^
5W�� '�
�A ��A ��� 
5W�2 4�'[)� Bj 
�umj r
+2�� {'c �U���2!V�� ��
W'� �,S
���� 
������6� .�� �1�1� p> T�12 �!
5W���� �1�	 U
O-�W� �c> R� 
5W�� �1�1� ]�;� ;� ]	
� �L# �$! ���� 

�� X�� ��A T�1�� p> &'+, � /��;�� �( ��$g9�� I0� X»C �
�
5W��x
�
�  .�� '�
�A!
5W��3   
 �i���SAML �i��� 3 h5��� �( MW� X
N� 3 �MW� X
N� �+5��� X�N2 X> T� SAML.  

�  <Status>] G��1�[  
  k'+E�j
�6� T�1�� ��
$ �d  .  

 �i��� 3 T�Q��6� Y
�� ;�SAML T�Ç1ª2 ;�! �e�+	 R����, X> �*
�0	
�� !> *����2!V�� �-j *
0�1�� T�$ �
��
W'�� ��gW x
0�
( .U���2!V�� �1j�S 
�'C�2 *
��¦j ��
W'��! X
���W�� ��gW B�u2 RN�! . 3 ��
W'�� X�N2 X> RN�!

 �i���SAML x
-� ��
W'�� ��gW! T�Q��6� X
���W� 'C�, p��� '�)� ��-¥���.  
U
O-�W� ;�A! '9�-�� ��c! B-�, �
������ ��� �d� <ds:Signature> �i��� 3 T�
1�� ��A B-�,! �SAML /���, X> 

 
������ ��� ��$g� R�)TAg2 
��C s�� ��
W'�� X> |-, ���! ( �i��� 3 
������ x
�0[XML��  
OQ�W3C . �( X
� �L»C
u1� 
�> ��A 
��
-, X> e� @i0�,! ��j
Q�W�� *
,��� ��A ;O�-, �> �Z;�A T�
1�� ��A B-�, �¼
� . �x
�
� X
� �L# 
�>
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� ����� ��A �j
Q�W�� ��
-� 
j
�, X> e�N�! �e��� ��
�!! 
¥��6� �,�� �;� @N� 
������ M5��, X> �Z;�A T�
1�� @i0��C p��
� !;0,x
0W
�.  

 ]-��� X
� �L#!Consent 
���2 �Z;�A @i0�, �
� �Nmj @��Z'�� 4'1�� ��C��� U�9$ ��A U;2 �O���� ]	
�! �x��S�! 
�j
Q�W��.  

 ;�-6� IO��� 45'-2 �1�1<��� R� ���
��� �-1���!StatusResponseType:  
 

<complexType name="StatusResponseType"> 
 <sequence> 
  <element ref="saml:Issuer" minOccurs="0"/> 
  <element ref="ds:Signature" minOccurs="0"/> 
  <element ref="samlp:Extensions" minOccurs="0"/> 
  <element ref="samlp:Status"/> 
 </sequence> 
 <attribute name="ID" type="ID" use="required"/> 
 <attribute name="InResponseTo" type="NCName" use="optional"/> 
 <attribute name="Version" type="string" use="required"/> 
 <attribute name="IssueInstant" type="dateTime" use="required"/> 
 <attribute name="Destination" type="anyURI" use="optional"/> 
 <attribute name="Consent" type="anyURI" use="optional"/> 
</complexType> 

 

(1  �`����<Status>  

 '9�-�� p���<Status>���
��� '�
�-�� ��A :  
�  <StatusCode> ]G��1�[  

  �j
�6� T�1�� �j
Q�W� pS
�� b
m��� ��
$ �d  k'+E.  
�  <StatusMessage> ]pS
����[  

�ìm� "# 
�-�c'2 RN� ��
WS.  
�  <StatusDetail> ]pS
����[  

  T�1�� ��
$ f� ��C
�# *
���-�.  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<Status> ;�-6� e1J! StatusType:  

 

<element name="Status" type="samlp:StatusType"/> 
<complexType name="StatusType"> 
 <sequence> 
  <element ref="samlp:StatusCode"/> 
  <element ref="samlp:StatusMessage" minOccurs="0"/> 
  <element ref="samlp:StatusDetail" minOccurs="0"/> 
 </sequence> 
</complexType> 

 

(2  �`����<StatusCode>  

 '9�-�� �;�<StatusCode>�j
�6� T�1�� ��
$ �d  ����06� *�'+m�� R� �A�O~ !> k'+E  . '9�-��!<StatusCode> 

�X
��
��� ]-���! '9�-�:  
�  Value ]G��1�[  

  ��
�� k'+E �O��. 4'-6� "# 
c'� ��A ]-��� ��� p���! URI . '9�-�� 
��-�� �O����!
<StatusCode>k'�+�� ��� 3 k'C��6� {���6� ���
-�� �OZ
��� R� 
���> B-�, .  
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�  <StatusCode> ]pS
����[  

   R� x�;,K� :;�2 ��-j
2 ��
$ k'+Eu1�� 4'© RA ��
�� *
���-6� . T�Q��6� 4�� X> RN�!
 *
0�[ n;�2 /,'[ RA ��C
�# *
���-� S
0��� "# �-�2 ��� *
OQ\� D
�2� ��ij �-j
��� ��
�� *�'+E

;9� RA �z[
�.  
 M��<StatusCode>���
��� @� �$�O�6� {���6� ���
-�� :  

urn:oasis:names:tc:SAML:2.0:status:Success 

 

8È T�1�� . R,'9�-�� 3 ��C
�# *
���-� 
�c'2 RN�<StatusMessage>! / !><StatusDetail>.  
urn:oasis:names:tc:SAML:2.0:status:Requester 

 

T�
1�� T	
c R� u1� T0�j �T�1�� D�'c# RN� ¯.  
urn:oasis:names:tc:SAML:2.0:status:Responder 

 

� T0�j �T�1�� D�'c# RN, ¯ �i��� 3 T�Q��6� T	
c R� u1SAML �i��� 3 �1���� T	
c R� !> SAML.  
urn:oasis:names:tc:SAML:2.0:status:VersionMismatch 

 

 �i��� 3 T�Q��6� 
�1��, ¯SAML����� �( ]	
� T�1�� U
WS# �i�� X) �T�1�� ¿
-, X>  . *�'+E "# ��$>
 3 �
d�� {���6� R� ���
��� ��
��������� ��� R� �+��t 
���� . �
d�� {���6� R� ��C
�# ��
$ *�'+E 45'-2 X> RN�!

 �i��� ������ ���0���6� ½�9�� 3SAML . 
c�'� 
�+,'-�j ��
�� ��
�� *�'+E R� x�;,K� 45'-2 X> 3 k'$ :
l��� *
	
��!
 4'-6� "# �0W
��URI.  

 

urn:oasis:names:tc:SAML:2.0:status:AuthnFailed 

 

H
Q�j @��Z'�� 4'1�� X
���W� ��A x�S�
� T�Q��6� �5!K6� RN, ¯.  
urn:oasis:names:tc:SAML:2.0:status:InvalidAttrNameOrValue 

 

'9�-�� ���� ¼
� �( !> 
���� �( {��� 4���.<saml:Attribute>.'9�-�� !>.<saml:AttributeValue>.  
urn:oasis:names:tc:SAML:2.0:status:InvalidNameIDPolicy 

 

�j��16� MW�� �,�� 4'-� �W
�W MA� ;,', � !> S;�, � T�Q��6� �5!K6�.  
urn:oasis:names:tc:SAML:2.0:status:NoAuthnContext 

 

k�;�� X
���W�� r
�W *
0�1�� ��0�2 T�Q��6� 
�1��, �.  
urn:oasis:names:tc:SAML:2.0:status:NoAvailableIDP 

 

 '�
�-�� R� ;$�! p> ;c�, � e	> "# �m�� I�W! e�;<��,<Loc>   3 U�0�� �,�� �!K� {;�<IDPList> e�$ RN� 
x�'���� B��0�6� *
,�\� p�!K� R� ;$�! p> ;c�, � !>.  

urn:oasis:names:tc:SAML:2.0:status:NoPassive 

 

 ��A U;,�� X
���W� 
�1��, � T�Q��6� �5!K6� X>x
j��1� X
� 
O� ���-+�� kS�9j @��Z'�� 4'1.  
urn:oasis:names:tc:SAML:2.0:status:NoSupportedIDP 
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 3 �,�\� p�5!K� R� ;$�! p> ;c�, � e	> "# �m�� I�W! e�;<��,<IDPList>I�W��� �;O�-, .  
urn:oasis:names:tc:SAML:2.0:status:PartialLogout 

 

 �m�� kS!� �1�W e�;<��2B�'�m6� 
�� "# kS!;�� H
��C� 'm	 ��A x�S�
� RN, ¯ e	> ��A kS!� 3 �'�m� "# R,'��� 
kS!;�� 3.  

urn:oasis:names:tc:SAML:2.0:status:ProxyCountExceeded 

 

 "# �m, X>
j �,�+��� ;�-, X> e� H�O�� �(! �k'E
0� @��Z'�� 4'1�� X
���W� 
�1��, � T�Q��6� �5!K6�T�1�.  
urn:oasis:names:tc:SAML:2.0:status:RequestDenied 

 

 �i��� 3 T�Q��6� R� p>SAML �i��� 3 �1���� R� !> SAML�j
Q�W�� :;A S
��� e	> �# �T�1�� ��
-� ��A S�
�  .
WS 
j
�2 Xumj !> T�1�� ��
W'� |�)� r
���� Xumj É��� ;c�, v�$ ��� ��
�� k'+E U
O-�W� RN�! �O���6� T�1�� �Z


£
� T�
[ R�.  
urn:oasis:names:tc:SAML:2.0:status:RequestUnsupported 

 

 �i��� 3 T�Q��6� R� p> T�1�� ;O�-, �SAML �i��� 3 �1���� !> SAML.  
urn:oasis:names:tc:SAML:2.0:status:RequestVersionDeprecated 

 

 �i��� 3 T�Q��6� 
�1��, �SAML��
-� T�1�� 3 �'2 ��� U���2!V�� �i�9j *
0�[ p> .  
urn:oasis:names:tc:SAML:2.0:status:RequestVersionTooHigh 

 

 �i��� 3 T�Q��6� 
�1��, �SAML ��Auj M��c D
�2S� @� T�1�� ��
WS 3 k�;�� U���2!V�� �i�� X) T�1�� ��
-� 
T�Q��6� 
�;O�-, U���2!V�� �i��.  

urn:oasis:names:tc:SAML:2.0:status:RequestVersionTooLow 

 

 �i��� 3 T�Q��6� 
�1��, �SAMLx�;c ��;� T�1�� ��
WS 3 k�;�� U���2!V�� �i�� X) T�1�� ��
-� .  
urn:oasis:names:tc:SAML:2.0:status:ResourceNotRecognized 

 

�
� �( @� T�1�� ��
WS 3 k�S���� �S�6� �O�� X#
¡ 4'�-� �( !> �.  
urn:oasis:names:tc:SAML:2.0:status:TooManyResponses 

 

 �i��� 3 T�Q��6� e-�c'2 
�1��, 
� V�> '�
�-�� R� x��;A �j
Q�W�� ��
WS p��^ X> RN�SAML.  
urn:oasis:names:tc:SAML:2.0:status:UnknownAttrProfile 

 

-	 ��0	
µ e� �C'-� � X
�� :5;­���0	
�� ��� R� G���� ]-	 
� �£
� ].  
urn:oasis:names:tc:SAML:2.0:status:UnknownPrincipal 

 

e��A p�1�, !> T�1�� ��;� p��� @��Z'�� 4'1�� "# 4'-�, � T�Q��6� �5!K6�.  
urn:oasis:names:tc:SAML:2.0:status:UnsupportedBinding 

 

 �i��� 3 T�Q��6� 
�1��, �SAML�2 T�1�� 3 k�;�� U���2!V�� �1j�S :�;<�W
j �I0}�
j T�1�� ��0 . ���
��� �-1���!
 '9�-�� 45'-2 �1�1<��� R�<StatusCode> ;�-6� e1J! StatusCodeType.  
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<element name="StatusCode" type="samlp:StatusCodeType"/> 
<complexType name="StatusCodeType"> 
 <sequence> 
  <element ref="samlp:StatusCode" minOccurs="0"/> 
 </sequence> 
 <attribute name="Value" type="anyURI" use="required"/> 
</complexType> 

  
(3  �`����<StatusMessage>  

 '9�-�� �;�<StatusMessage> �5im� "# 
�-�c'2 RN� ��
WS:  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<StatusMessage>:  

 

<element name="StatusMessage" type="string"/> 

  
(4  �`����<StatusDetail> 

 '9�-�� U
O-�W� RN�<StatusDetail> T�1�� ��
$ f� ��C
�# *
���-� ;,;��� . R� ��C
�%� *
���-6� X�N�2!
S�'�# !> �1�1� ��c! T�12 X!� �MW� X
N� p> R� kL��u� 'd�> !> '9�A '9�-�� *
,��� �1�1� ��$g� 

<StatusDetail>.  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<StatusDetail> ;�-6� e1J! StatusDetailType:  

<element name="StatusDetail" type="samlp:StatusDetailType"/> 
<complexType name="StatusDetailType"> 
 <sequence> 
  <any namespace="##any" processContents="lax" minOccurs="0"  
  maxOccurs="unbounded"/> 
 </sequence> 
</complexType> 

 

3.2.8 ]?��� ,�:��"��" +�:<� N$ T�K��71� 

�j 
��A :
�+�W�� !> 
c'6� �1W��j k��c�6� *�;��u��� T�[ ;�A ��
-6� ;A���! �Z
W'�� ��A'+�� k'�+�� ��� �;^ �1W�
XgA%� IJ !> T$
9��.  

1.3.2.8  �`����<AssertionIDRequest> 

 ��
W'�� '9�A :�;<�W� RN� �*�;��u�� !> ;$�! ;��u�� ;�$��� �,�\� 45'-� 4'-, T�
1�� X
� �L#
<AssertionIDRequest>  ��
WS 3 
�-�c'2 T�[ �c> R�<Response> . '9�-�� :;<��,!

<saml:AssertionIDRequest> e-�c'2 G��1� ;��u2 �� ;,;���.  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<AssertionIDRequest>:  

<element name="AssertionIDRequest" type="samlp:AssertionIDRequestType"/> 
<complexType name="AssertionIDRequestType"> 
 <complexContent> 
  <extension base="samlp:RequestAbstractType"> 
   <sequence> 
    <element ref="saml:AssertionIDRef" 
maxOccurs="unbounded"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 
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2.3.2.8 ����K��71� 

 �i��� 3 :
�+�W�� T�[ �Z
WS ���
��� ��A'+�� *�'�+�� 4'-2SAML.  
1.2.3.2.8  �`����<SubjectQuery> 

 ��
W'�� '9�A<SubjectQuery> �1�	 �� 
5W�2 �i��� 3 k;,;c *
�
�+�W� h,'-�j 8O�2 SAML x
$
0� �;^ @N� 
 �i��� 3 x�;$�!SAML . ;�-6� e1J!SubjectQueryAbstractType «
Wu� �# �O-��, � 7
��
j ��C �'~ IJ �� 

/�m� IO�� . IO��� X#SubjectQueryAbstractType '9�-�� h�}, <saml:Subject>)  ��A'+�� k'�+�� 3 4'-6�
4.1.8 ( IO��� "#RequestAbstractType.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<SubjectQuery>  ;�-6� e1J!SubjectQueryAbstractType:  
 

<element name="SubjectQuery" type="samlp:SubjectQueryAbstractType"/> 
<complexType name="SubjectQueryAbstractType" abstract="true"> 
 <complexContent> 
  <extension base="samlp:RequestAbstractType"> 
   <sequence> 
    <element ref="saml:Subject"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 

 

2.2.3.2.8  �`����<AuthnQuery> 

 ��
W'�� '9�A �O-��,<AuthnQuery> :
�+�W�� H'1� " ��\ k'���� @� X
���W�� *
	gA# RO}�2 ��� *�;��u��� p>
ÊT$
9�� " �j
Q�W��!<Response> X
���W�� *
	gA# RO}�2 �'d�> !> ;$�! ;��u2 ��A p��^ 4�W ��c
���.  

 ��
W'�� �O-��2 �> B-�,!<AuthnQuery>T�1�� 3 ��;�6� *
2�0d�� :�;<�W
j ;,;c X
���W� T�1�  . '9�-�� X#
<AuthnQuery> �1�W! e��# S
m6� T$
9�� Bj /j
W ��
-2 3 *'c ;� ]	
� X
���W� U
OA> RA *
	gA# T�[ �� 

X
���W��.  
 IO��� �� '9�-�� ���AuthnQueryType IO��� 
5W�, p��� SubjectQueryAbstractType ]-���! '9�-�� �C
�»j 

B��
���:  
�  SessionIndex ]pS
����[  

  ��O�� *
j
Q�W� x
$
E'� ���c! ;�A �Nm, . 7
��� U�y��� H'1, :
�+�W�� ��� �d�!" @� 
�
 *
���-6� r
�W ���� T$
9�� ��¡ ��
� X
���W� *
	gA# RO}�2! �2a�w k��c�6� *�;��u���

ÊkS!;�� RA ��;�6�"  
�  <RequestAuthnContext> ]pS
����[  

  ��O�� *
j
Q�W� x
$
E'� ���c! ;�A �Nm, . 7
��� U�y��� H'1, :
�+�W�� ��� �d�!" @� 
�
 3 k�S���� *
0�1�6� Ë�2! T$
9�� ��¡ ��
� X
���W� *
	gA# RO}�2! �2a�w k��c�6� *�;��u���

Ê'9�-�� ��� ���� X
���W�� r
�W"  
�Q��2 
�;�A! �i��� �1�W TSAML7
��� ����� ��A X
���W�� *
	gA# 
� *�;��u��� 
c'2 ��
���W� :
�+�W� :  

�   ��A'+�� k'�+�� 3 k
1-6� ;A����� X#4.3.2.8 '9�-�� 
� :Ì����� Xumj <Subject> 3 

��-c'2 RN� ��� *�;��u��� �,�� 45'-2 ��� @� :
�+�W��.  
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�   ]-��� X
� �L#SessionIndex R� ��)� ��A ;$�! ��A B-�, �:
�+�W�� 3 x���c�� 
 '�
�-��<AuthnStatement> ��A p��� X> ��-c'6� *�;��u��� �A�O~ 3 k��c�6� 

 ]-	SessionIndex ]-��� 
� :D���, SessionIndex:
�+�W�� 3 ��c�6�  . 
�c'2!
� ���� �OZ��6� *�;��u��� 
�� R� ���
N�� �A�O¤�pS
���� '�> �� �j
Q�W�.  

�   '9�-�� X
� �L#<RequestAuthnContext> ;$�! ��A B-�, �:
�+�W�� 3 x���c�� 
 '�
�-�� R� ��)� ��A<AuthnStatement> X> ��-5c'6� *�;��u��� �A�O~ 3 k��c�6� 

 '9�A ��A p���<AuthnContext>:
�+�W�� 3 ��c�6� '9�-�� 3���,  . 
�c'2!
¤�pS
���� '�> �� �j
Q�W�� ���� �OZ��6� *�;��u��� 
�� R� ���
N�� �A�O.  

 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<AuthnQuery> ;�-6� e1J! AuthnQuery:  
 

<element name="AuthnQuery" type="samlp:AuthnQueryType"/> 
<complexType name="AuthnQueryType"> 
 <complexContent> 
  <extension base="samlp:SubjectQueryAbstractType"> 
   <sequence> 
    <element ref="samlp:RequestedAuthnContext" 
minOccurs="0"/> 
   </sequence> 
   <attribute name="SessionIndex" type="string" 
use="optional"/> 
  </extension> 
 </complexContent> 
</complexType> 

 

(1  �`����<RequestAuthnContext>  

 '9�-�� �;�<RequestAuthnContext> !> T�1� �j
Q�W� ��-5c'6� X
���W�� *
	gA# 3 X
���W�� r
�W *
0�1�� 
:
�+�W� . ;�-6� e1J 45'-,!RequestAuthnContextTypeB��
��� ]-���! '9�-�� :  

�  <saml:AuthnContextClassRef> !> <saml:AuthnContextDeclRef> ]'d�> !> ;$�![  

   45'-6� "# x�;$�! x
-c'� �;�URIe2
	gA# !> X
���W�� r
�W 4
��> �,�� h,'-��  .���!X X�'9�-�� 
 ��A'+�� k'�+�� 3 X
C'-�2.2.7.1.8 . ;�0�� 'l	�12X
���W�� r
�W 4
��> U�$ *
���-6� R� ;,K6 .  

�  Comparison ]pS
����[  

   ��,'[ �;� @�, 
� k;$�! �r
���� �j��16� *
	gA%� !> 4
��)� M����� ��O-��6� �	S
�6�“exact” 
 !>“minimum” !> “maximum” !> “better” . @� T�i��� �O��!“exact”.  

*
	gA%� 
c�'� R� !> 4
��)� 
c�'� R� �A�O~ U
O-�W� RN�! .X> k;O�-�� 
c�'6� �A�O~ ��A B-�,!  
�� X�N2 3 xg�}+2 'd�)� XgA%� !> h�9�� �� 
��C U!)� '9�-�� X�N, ��02'� �A�OQO� �O5�  

X
���W�� r
�W. ;A����� x
�0[ e��0�2 RN� k�;�� *
	gA%� !> 4
��)� R� ;$�! p> RN, ¯ �L#!  
��
	�> k�S����  ��
WS 
c', X> T�Q��6� X> T�<Response> 
� <StatusCode> ���6� R�R� �
d�� {: 

urn:oasis:names:tc:SAML:2.0:status:NoAuthnContext.  
 ]-��� X
� �L#Comparison   ��A x
A����"exact" 3 �2
��� X
���W�� r
�W ��A �Z;�A B-�, �x
C!�� X
� !> 

*
�
�W R� ��)� ��A ;$�! 
� x
�
  x
OZ���� X�N, X> X
���W�� XgA#k�;�� X
���W�� .  
#! ]-��� X
� �LComparison   ��A x
A����“minimum” XgA# 3 �2
��� X
���W�� r
�W ��A �Z;�A B-�, �

 k��j ��)� ��A X�N, X> �X
���W��)T�Q��O�� !;0, 
O� (k�;�� X
���W�� *
�
�W R� ;$�!.  
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 ]-��� X
� �L#!Comparison   ��A x
A����“better”�� r
�W ��A �Z;�A B-�, � �X
���W�� XgA# 3 �2
��� X
���W
 {��> X�N, X>)T�Q��O�� !;0, 
O� (k�;�� X
���W�� *
�
�W R� ;$�! p> R�.  

 ]-��� X
� �L#!Comparison   ��A x
A����“maximum” ، XgA# 3 �2
��� X
���W�� r
�W ��A �Z;�A B-�,
 RN� 
� {��> X�N, X> �X
���W��)T�Q��O�� !;0, 
O�(� X
���W�� *
�
�W R� ;$�! k�� ��)� ��A a!
Q�, X> X!� 

k�;��.  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<RequestedAuthnContext> ;�-6� e1J! RequestAuthnContextType:  

 

<element name="RequestedAuthnContext" type="samlp:RequestedAuthnContextType"/> 
<complexType name="RequestedAuthnContextType"> 
 <choice> 
  <element ref="saml:AuthnContextClassRef" maxOccurs="unbounded"/> 
  <element ref="saml:AuthnContextDeclRef" maxOccurs="unbounded"/> 
 </choice> 
 <attribute name="Comparison" type="samlp:AuthnContextComparisonType" 
use="optional"/> 
</complexType> 
<simpleType name="AuthnContextComparisonType"> 
 <restriction base="string"> 
  <enumeration value="exact"/> 
  <enumeration value="minimum"/> 
  <enumeration value="maximum"/> 
  <enumeration value="better"/> 
 </restriction> 
</simpleType> 

 

3.2.3.2.8  �`����<AttributeQuery> 

 '9�-�� :;<��,<AttributeQuery>  :
�+�W�� 
���"T$
9�� ��\ �j��16� *�-��� 
�c'2 ." �j
Q�W�� X�N2!
�W
���� ej 8O�2 p��� ;�� "# �*�-	 *
	gA# ��A p��^ *�;��u2 �Nmj ��c
��� . IO��� R� '9�-�� ��� X�N,!

AttributeQueryType 
5W�, p��� SubjectQueryAbstractType7
��� '9�-�� �C
�»j :  
�  <saml:Attribute> ]�;A p>[  

   '9�A �� �;�<saml:Attribute> e�O�� X�N2 x
�-	 )eO�� !> (
��-c'2 x
j��1� . p> �;��, ¯ �L»C
1� @� �W
���� 
¡ 8O�2 ��� *�-��� 
�� X> ��A U;, ��L X»C �]-	�j�� . B-� '9�A X
� �L»C

<saml:Attribure> '�
�-�� R� 'd�> !> ;$�! '9�A ��A p��� <saml:AttributeValues> �
 3 k�;�� M���� �,!
�� ]��� M�� ��A p��� �> e��A B-�, ��j
Q�W�� 3 '9�-�� ��� 
�c'2 Í �L#!

:
�+�W�� . *
�0	
c 
��;^ ��� p!
���� ;A��� G
�( 3! e	> ��A p!
���� 45'-, ����-� *�-	 !>
 �i��� 3 /j
1� ��d XML�O����  . '9�-�� RA *
���-6� R� ;,K6!<saml:Attribute> 'l	� �

 ��A'+�� k'�+��1.3.7.1.8.  
 R,'9�A ��A p��� �> ;�$! :
�+�W� ��A B-�,!<saml:Attribute> MW�� �O�� s+	 
� (Name) MW�� /�	! 

(NameFormat)) :
�+�W�� 3 I�C k;$�! k'� �O�, X> T� x
��-� x
�-	 X> |-, ���!.(  
T�Q��2 
�;�A �i��� 3 �1�W SAML7
��� ����� ��A ]-	 RA *
	gA# 
� *�;��u2 
c'2 
�»C �]-	 RA :
�+�W� :  

�   ��A'+�� k'�+�� 3 k
1-6� ;A����� X#4.3.2.8 '9�-�� 
� :Ì����� Xumj <Subject> 3 

�-�c'2 RN� ��� *�;��u��� �,�� 45'-2 ��� @� :
�+�W��.  

�   '9�A p> X
� �L#<Attribute>;5��, e	»C �:
�+�W�� 3 x���c�� / �*�-��� 85E',
;5��, x
,S
����!/�gA> S���� �� 
O� �-5c'6� M���� 85E',.  
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�  ;��2 X> x
},> RN� �-5c'6� M����! *�-��� X#� *�S
0�A� 
�/�01��� �W
��j ��
.  
 B���
��� �
d�� {���6� R� ��
�� §'+E U
O-�W� RN�!urn:oasis:names:tc:SAML:2.0:status:UnknownAttrProfile 

 
�urn:oasis:names:tc:SAML:2.0:status:InvalidAttrNameOrValue  ���
$ *�
NE# ��A ���;��
W�� 3 �O���� !> ]-��� *
���-� ��+2 3:
�+�.  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<AttributeQuery> ;�-6� e1J! AttributeQueryType:  

 

<element name="AttributeQuery" type="samlp:AttributeQueryType"/> 
<complexType name="AttributeQueryType"> 
 <complexContent> 
  <extension base="samlp:SubjectQueryAbstractType"> 
   <sequence> 
    <element ref="saml:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 

 

4.2.3.2.8  �`����<AuthzDecisionQuery> 

 '9�-�� :;<��,<AuthzDecisionQuery>:
�+�W�� 
��� "  ��� ��A U
OA)� ��¡ T$
9�� ��\ 8O�, X> @i0�, ��
ÊX
�V�� ��� ��A x��
O�A� ��S�6� ."f��'��� S�'� *
	gA# ��A p��^ *�;��u2 �Nmj ��c
��� �j
Q�W�� X�N2!.  

   �l$g�� kK�6� *;� <AuthzDecisionQuery> �i�9�� 3 V2.0 �i�� SAML B���� I�1� p> X!� R� �
@�0���� . L
+��� 3 MN���� ��-5W���� �,�
ES%� �i��� "# k��-�� M��N� ��C
�# ��+Z
©! X�0�1, R,��� X��O-��6�!

(XACML))  ������� 'l	�ITU-T X.1142 (f��'��� S�'�� ���� *�K�� :;�2 ���.  
 IO��� R� �� '9�-�� ���!AuthzDecisionQuery 
5W�, p��� SubjectQueryAbstractTypej  '�
�-�� �C
�»

���
��� *�-���!:  
�  Resource ]G��1�[  

 45'-6� "# 
c'�URIe� f��'��� T�1, p��� �S�6� ��A U;, .  
�  <Saml:Action> ]'d�> !> ;$�![  

  
\ f��'��� T�1, ��� U
OA)� . ��A'+�� k'�+�� 'l	�2.4.7.1.86 �'9�-�� ��� RA *
���-6� R� ;,K.  
�  <Saml:Evidence> ]�pS
���[  

   �i��� �1�W 
���A ;O�-2 X> RN� *�;��u��� R� �A�O~SAMLf��'��� S�'� 
�L
�� {;�  . ��A'+�� k'�+�� 'l	�
3.4.7.1.8'9�-�� ��� RA *
���-6� R� ;,K6 �.  

 �i��� 3 �1�W T�Q��2 
�;�ASAML��'��� S�'� RA *
	gA# 
� *�;��u2 
c'2 
�»C �f��'2 S�'� RA :
�+�W�  f
@�, 
O�:  

�   ��A'+�� k'�+�� 3 k
1-6� ;A����� X#4.3.2.8 '9�-�� 
� :Ì����� Xumj <Subject>  @� :
�+�W�� 3

�-�c'2 RN� ��� *�;��u��� �,�� 4'-2 ���.  

 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<AuthzDecisionQuery> ;�-6� e1J! AuthzDecisionQueryType:  
<element name="AuthzDecisionQuery" type="samlp:AuthzDecisionQueryType"/> 
<complexType name="AuthzDecisionQueryType"> 
 <complexContent> 
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  <extension base="samlp:SubjectQueryAbstractType"> 
   <sequence> 
    <element ref="saml:Action" maxOccurs="unbounded"/> 
    <element ref="saml:Evidence" minOccurs="0"/> 
   </sequence> 
   <attribute name="Resource" type="anyURI" use="required"/> 
  </extension> 
 </complexContent> 
</complexType> 

 

3.3.2.8  �`����<Response> 

 ��
W'�� '9�A :;<��,<Response> Ë�2 
��� k;A !> *�;��u��� R� x�'+� RO}�2 �OZ
� R� �j
Q�W�� X�N�2 
�;�A 
T�1�� . ;�-6� IO��� R� ��!ResponseType 
5W�, p��� StatusResponseType7
��� '9�-�� �C
�»j :  

�  <saml:Assertion> !> <saml:EncryptedAssertion> ]�;A p>[  
  �O��j x�'+~ x�;��u2 �;� x
,S
���� !> ��O��j x�;��u2 �;� . ��A'+�� k'�+�� 'l	�3.3.1.8 ��� RA *
���-6� R� ;,K6 

'9�-��.  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<Response> ;�-6� e1J! ResponseType:  

 

<element name="Response" type="samlp:ResponseType"/> 
<complexType name="ResponseType"> 
 <complexContent> 
  <extension base="samlp:StatusResponseType"> 
   <choice minOccurs="0" maxOccurs="unbounded"> 
    <element ref="saml:Assertion"/> 
    <element ref="saml:EncryptedAssertion"/> 
   </choice> 
  </extension> 
 </complexContent> 
</complexType> 

 

4.3.2.8  �`����<Response>  

 ;�A �i��� 3 �C'-� ��
W'� �j
Q�W��SAML �i��� 3 �1�W e-c'2 ;��u2 �� ��A B-�, �SAML '9�A ��A p��� X> 
<Saml:Subject>  '9�-�� 
� :Ì����� ;,;E<Saml:Subject> '9�A! :
�+�W�� 3 ��c�6� S1 
<Saml:Subject> '9�A 
� k;mj :D���, S2�L# I�C! ��L# x
-� X
��
��� X
['m�� /�^ �:  

�   '9�-�� X
� �L#S2 �,���� x
C'-� x�'9�A RO}�, )<BaseID>  !><NameID> !> 
<EncryptedID>(�  '9�-�� ��A B-�,S1 45'-� RN�! �x
�j
1� �,���� x
C'-� x�'9�A RO}�, X> 

 x�'+~ X�N, X> RN� �,�\�)� :> ( R,'9�-�� R� ;$�! p> 3S1 !> S2 . X> B-�, �{'�> kS
0-j!
 R,'9�-�� 3 x
�j
1�� ��+q ��N+6� �,�\� 45'-� �NE X�N,S1! S2
O����  . |-,!"/j
1��� " X>

��+	 @� ]-��� M��! �,���� 45'-6� '9�-�� *
,��� X�N2 . x
�j
1� X�N�W '¥+¤� �,�\� 45'-�!

��+q �C ;-j �h,'-��� ��� /C! @����.  
�   X
� �L# '9�-��S2 '�
�-�� R� 'd�> !> x�;$�! x�'9�A RO}�, <saml:SubjectConfirmation> �

 '9�-�� ��A B-�,S1 x�;$�! x�'9�A ��)� ��A RO}�, X> <saml:SubjectConfirmation> �
 '9�-�� *
0�# RN� v�wS1 ;$�! '9�A ��)� ��A 
�$'m, ��� ��+�N�� s+�j 

<saml:SubjectConfirmation>  '9�-�� 3S2.  
 '9�-�
C �H�O�� �( �� 
�! H�O�� �� 
� ��A x�
d� ���#!S1 ��A p��� X> e�N� <saml:NameID>  �O�� 
�

 /���� ��
�(Format) '9�-�� X> 
O� �S2 '9�A ��A p��� X> e�N� <saml:EncryptedID> �+q �Q��	 �� 
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 '9�-��<saml:NameID> '9�-�� 3 S1 .�$)� �� 3! R,'9�-�� RN� � U�S1! S2 '9�A ��A 
,��� X> 
<saml:NameID> /���� M�� e�C h��� (Format) s+	 "# Xg�� X
���� �,�\� 
C5'-� X
� �� �$ �'9�-�� {���! 

@��Z'�� 4'1��.  
 �i��� 3 �1�W ]	
� �L#SAML�A '50-, ��� *�;�����
j ;���, XgA# 
� ;��u2 n;�2 
�1��2 �  �;��u2 
c'� !> :
�+�W� 
�

 '9�-�� ��A B-�,<Response> '9�A ��A p��� �> <Assertion> '9�A ��A p��� X>! �<StatusCode> e� 
 ���
��� �O����urn:oasis:names:tc:SAML:2.0:status:Success.  

� �j
Q�W��! T�1�� �Z
W'� �0$
96� {'�)� ��
-6� ;A��� 
�Oµ ;����� B-�,!������.  
4.2.8 *����7� ]?W ,�:��"��  

 @��ZS 4'[ T(', 
�;�A)@��Z'�� 4'1�� MW
j �O-, ���! !> ( �X
���W� *
	gA# ��A p��^ *�;��u2 ��A U�9�� 3
 ��
WS '9�A �W', @N� �X
���W� T�[ U���2!'j U
O-�W� e�N� �'d�> !> ;$�! /��! 4'[ ;�A x
���> x
�
�W 
}, @N�

<AuthnRequest> �i��� 3 �1�W "# SAML ��
WS 
�c'2 
��� T�1,! �<Response> R� 'd�> !> ;$�! ��A p��^ 
*�;��u��� ��� �d� . ��)� ��A x�;$�! x�;��u2 RN�! �IJ p> R� ��C
�# *
	gA# ��A p��^ X> RN� *�;��u��� ��� �d�!

X
���W� ;��u2 ��A ��)� ��A p��� X> T� . �i��� 3 �1�W!SAML�,�� �5!K� x
},> �A;2 U���2!V�� ��� ;O�-2 ��� .  
U
O-�W�� r
�W !> ��0	
c ��A h���2 �-5c'6� *�;��u��� 3 ���-6� *
,���� X»C �T�16� ��� RA 'l��� �ij! . ����!

;� ]��� �,�\� �5!K� {;� e�+	 ������ !> @��Z'�� 4'1�� 
¡ R����, ��� ����9�� �Z
W��� X»C �Z
W! X»C ���� �k�
�j
Q�W�� {��� ��A '�y2 X> RN� X
���W�� . �0� R� X
���W�� *
�2�0� ��$g� S�'�»j ��g-�� *�L {'�)� 
,
}���!

 ��� r
1	 YS
� 
��� 
�2 �X
���W�� ���OA 3 ��'�m� {'�> *
	
�� p>! �,�\� �5!K� Bj *g���2 p> !> �,�\� �5!K�
U���2!V��.  

���! X�N, X> RN� ��� ���
��� ��A
+�� '�
�-�� "# 
c�'� :;<��2 ���
��� ��A'+�� *�'�+�� 3 k�S���� ��
-6� ;A���! *
+���
��
� U
O-�W� ��0	
c 3 ��c�6� X
�N�� s+	 
��� ;,;-��:  

�  T�
1��  
  e��# �j
Q�W�� 
�c'2 T� p���! �X
���W�� T�[ �m�, p��� X
�N��.  

�  :;¥�6�  
   ��A ;O�-, X> 
�#! ���
W'�� U
WS# D
��> e�+	 R����, X> 
�# ��! ��,�\� �5!K� "# T�1�� :5;�, p��� X
�N��

e�,�� RA 45'-�� ��c�� |�> r
�W . �5!K�! T�
1�� Bj I�W�� �O-, :;�6� X»C ��O-�
j T�
1�� M�, ¯ �L#
T�Q��6� �,�\�.  

�  G��16� T$
9��  
   p'� p��� X
�N��e�A *�;��
2 !> ;��u2 T�[.  

�  ;�
m�� X
�N��  
   '�
�-�� R� ;$�! ��0�2 ��A kS�
� X�N2 X> 
��� 
���6� *
	
�N�� !> X
�N��<SubjectConfirmation> 

�q
��� *�;��u��� !> ;��u��� 3 k��c�6�.  
�  ����� 4'1��/  

  �;��u��� !> ;��u��� �����2 X> 
��� 
���6� *
	
�N�� !> X
�N�� !> U
O-�W�� ��0	
c eC'-2 x
�'( /�^ @N� �*
|�> r
�W 
��� ��
A kS�9j! �e�
�W.  

�  �,�� �5!K�  
  �j
Q�W�� :5;�6� e�� M���, p���! �T�1�� :5;�6� eO��, p��� X
�N��.  
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 �`����<AuthnRequest> 

R����, X> e��A �X
���W� XgA# 
� ;��u2 S�;�# �,�� �5!K� R� :5;�� T�1, @N� ��� �,�\� �5!K� {;� e�+	 ) ;O�-, !>
��c�� |�> r
�W ��A( ��
WS e� �W',! �<AuthnRequest> ��� 
¡ 
�O�, X> Y
�� ��� *
+9�� H'm2 �$ ��2
��� ;��u

&'i�� Ë�, .! ;��u��� {���� /�-�2 *
���-� ;c�2 ;� �*
+9�� ��� Bj R�!/ ��
WS M���2 ��+�Nj /�-�2 *
���-� !>
<Response> T�
1�� "# �q
��� . ��
W'�� 7!)� M������ ;-j !> D
��> !> �0� p'q X> RN� :5;�6� X
���W� ���OA!

<AuthnRequest>. 
 X
���W� �2
��� ;��u��� U
O-�W� p��, x
���! x
C'[ xgd� T�
1�� X
� �L# �T�1�� :5;�� s+	 �� T�
1�� X�N, �> RN�

'��� !> G��16� T$
9����;�� :;��W X
� X# S'�, X> R� /����� 4'1�� RNO�, v�w �e� f��.  
 ��
W'�� X�N2 X> @i0�,<AuthnRequest>  ��O-��6� U���2!V�� �1j�S �1W��j �5�O� 
���gW! ������OC �#! �-Ð���

��
W'�� M�����.  
 ;�-6� IO��� R� @� ��
W'�� ���AuthnRequest 
5W�, p��� RequestAbstractType ����
��� *�-���! '�
�-�� �C
�»j 

*
�0	
�� �-j 3 �j��1� X�N2 ;� 
�> �# �k�
A �,S
���� 
�-�� @� ���:  
�  <Saml:subject> ]pS
����[  

   '�
�-�� R� 'd�> !> ;$�! '9�A ��A p��^ ;� ��! ��q
��� *�;��u��� !> ;��u��� G��16� T$
9�� �;�
<saml:SubjectConfirmation>
��0d, R�! ��q
��� *�;��u��� ]0d2 h�� B0, @N� � . ��A'+�� k'�+�� 'l	�

4.1.8'9�-�� ��� RA *
���-6� R� ;,K6 .  
 �� X�N, X> ��
W'�� :5;�� 3 &'�+, ��,�� 4'-� p> e�C x
cS;� RN, ¯ �L# !> ��
N�
j x
C!�� X
� �L#!

G��16� T$
9�� .'�
�-�� �cS;� RN2 ¯ �L#! <saml:SubjectConfirmation> X> :5;�6� 3 &'�+, �
! U
O-�W�� ��0	
c 3 ��O}�� ��,'1�� X�N2 X> &'�+, 
O� �G��16� ;�$��� ;�
m�� X
�N�� �� X�N,/ 3 !>

�,�\� �5!K� *
W
�W.  
�  <NameIDPolicy> ]pS
����[  

  � ��dO�� 
\
O-�W� G��16� MW�� �,�� 4'-� ��A ������ �5;�G��16� T$
9� . �Z;�A RN� �x
C!�� X
� �L#!
 �W
�W p> 
���-2 ��� �!;�� RO� �G��16� T$
9�� �,�\� �!K� 
��0�, ��� �,�\� *
C'-� R� IJ p> U
O-�W�

xgd� �,'��
j /�-�, 
O�C �S
m�	�
j ��� *�L ��
�.  
�  <saml:Conditions> ]pS
����[  

   �i��� b!'E �;�SAML, ��� ! ��$g9�� R� ;��� 
���g, X> T�
1�� 
���/ *�;��u��� !> ;��u��� U
O-�W� !>
�q
��� .x
�a� ��', 
O0�$ �
�;,K, X> !> �A�O¤� ��� U5;-, X> T�Q��O�� RN�! . 3 k��c�6� ����-6� �O-��2!

� U
O-�W� x
[!'E 
��� R� x�;j �;��u��� T��'2 ���OA "# ��;O� '9�-�� ���*���
j T�1�) . k'�+�� 'l	�
 ��A'+��5.1.8'9�-�� ��� RA *
���-6� R� ;,K6 .(  

�  <RequestAuthnContext> ]pS
����[  
   �5!K6� :5;�� X
���W� ��A /01�, p��� X
���W�� r
�W ��A T�
1�� 
��'+, ��� �*;c! X# �*
0�1�6� �;�

T�Q��6�.  
�  <Scoping> ]pS
����[  

  � �A�O~ �;� ���-�6� r
����! *�;,;���� ����! �:5;�6� X
���W� T�
1�� M¡ /d, p��� �,�\� p�5!K� R
 ��
W'�
j @},�+��� ������
j<AuthnRequest> �B�
��� �,�\� p�5!K� "# T�Q��6� R.  



 

54   �������ITU-T X.1141 (2006/06)  

�  ForceAuthn ]pS
����[  
  ��	��j �O�� . ]	
� X#"�0Z
�" R����, X> �,�\� �5!K� ��A B-�, � r
�W ��A ;O�-, X> R� x�;j �k'E
0� :5;�6�
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W |�> . @� T�i��
j �O���� X�N2 ���;�� �O�� �
�� RN2 ¯ �L#!"�z[
� ." 
��� ]	
� �L# �U��$)� �� 3!
 B�O����ForceAuthn وIsPassive" B�0Z
�" ]	
� �L# �# �x
d,;$ :5;�6� R����, �> �,�\� �5!K� ��A B-�, �

 ����IsPassive
�Ì
+��W� RN� .  
�  IsPassive ]pS
����[  

  ��	��j �O�� . ]	
� X#"�0Z
�"B-�, � 3 x
�Zy� x
ON^ 
ON��, �> *���
j �O-��6� ���! ��A! �,�\� �5!K� ��A 
�W��� ��+�Nj :5;�6� 
� g�
-�, X>! �T�
1�� R� x
�g1	� �O-��O�� |�0�� 81��� .O�� �
�� RN2 ¯ �L#! �

 @� T�i��
j �O���� X�N2 ���;��"�z[
�."  
�  AssertionConsumerServiceIndex ]pS
����[  

   ��
W'�� 
�c'2 e�C @i0�, p��� X
N6� �,�� k'E
0� �( kS�9j 4'-,<Response> T�
1�� "# . I�C /01�, ��!
0	
c ��
$ 3 
O� �:5;�6� RA x
+��t T�
1�� 
��C X�N, ��� *
�0	
�� ��A ;�$��� G
����� ��(SSO) 8+9�6 

������� ��� 3 T,��� �N0E . ]-��� 3 ���;�� �O�� 
}, @N� ������ ���W! ���� X> �,�\� �5!K� ��A B-�,!
T�
1�� T$
96� X
N6� 
� �j
�2 ��A . ;�0�� :;�,!9k;$�! ��O�� ����  . �!K� ��A B-�, �x
�!;t X
� �L#!


W'�� 
c', X> �,�\� ��<Response> U
O-�W�� ��0	
c �c> R� T�
1�� T�i��
j T$
96� X
N6� "# . �L#!
 ��
W'�� 
c', X> �,�\� �5!K6 �Z;�A RN� �¼
� �( �;�� ���;�� X
�<Response>  U
O-�W� e�N� !> u1� 
�

T�i��
j X
N6�. B�-��� 
� U�
0��
j ]-��� ��� ;-0��,! AssertionConsumerServiceURL 
!ProtocolBinding.  

�  AssertionConsumerServiceURL ]pS
����[  
   ��
W'�� 
�c'2 e�C B-�, p��� X
N6� �O���
j �;�<Response> T�
1�� "# . RO}, X> T�Q��6� ��A B-�,!

T�
1�� �0$
9� 
����� 3 @� k�;�� �O���� X> 
� ���W�j . ;�0�� :;�,!9 �k;$�! ��O�� ����  ��A 
������ 
�>
 ��O}�6� ��
W'��<AuthnRequest> '�� '�> ��C . ]-��� 
� U�
0��
j ]-��� ��� ;-0��,!

AssertionConsumerServiceIndex]-��� 
� k�
A /C�'�, ��! � ProtocolBinding.  
�  ProtocolBinding ]pS
����[  

   45'-6� "# 
c'�URI�i��� 3 U���2!V�� �1j�S �,�� 45'-,  SAML ��
W'�� 
�c'2 ;�A 
\
O-�W� G��16� 
<Response> . ;�0�� 'l	�10 45'-6� "# 
c�'6�! U���2!V�� Ij�!S RA *
���-6� R� ;,K6 URI
\ �C'-̀6�  .

 ]-��� 
� U�
0��
j ]-��� ��� ;-0��,!AssertionConsumerServiceIndex ]-��� 
� k�
A /C�'�, ��! �
AssertionConsumerServiceURL.  

�  AttributeConsumingServiceIndex ]pS
����[  
   �i��� *�-	 H'm2 ��� T�
1�� �0$
96� *
���-6� �,�� k'E
0� �( kS�9j 4'-,SAML R� T�
1�� T(', ��� 

 X> e�� T�1, !> �,�\� �5!K� ��
W'�� 
��O}�2<Response> .������ ���W! ���� X> �,�\� �5!K� ��A B-�,! 
T�
1�� �0$
96� *
���-6� 
� �j
�2 ��A ]-��� 3 ���;�� �O�� 
}, @N� . ;�0�� :;�,!9k;$�! ��O�� ����  .

 '�
�-�� R� 'd�> !> ;$�! '9�A D�6 *
���-6� ��� :;<��, X> �,�\� �5!K6 RN�!
<Saml:AttributeStatement> 
�-c', ��� *�;��u��� !> ;��u��� 3 k�S����.  
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�  ProviderName ]pS
����[  
  �O-��� ���! e�O-��, @N� �X
�	%� R� D!'�� �Nmj T�
1�� MW� �;��,�\� �5!K� !> :5;�6�  . k'�+�� 'l	�

 ��A'+��4.4.2.8��
W'�� ��¡ ��
�� ��
-O�� ��
-�� ;A����� �c> R� .  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<AuthnRequest> -6� e1J! ;�AuthnRequestType:  

<element name="AuthnRequest" type="samlp:AuthnRequestType"/> 
<complexType name="AuthnRequestType"> 
 <complexContent> 
  <extension base="samlp:RequestAbstractType"> 
   <sequence> 
    <element ref="saml:Subject" minOccurs="0"/> 
    <element ref="samlp:NameIDPolicy" 
minOccurs="0"/> 
    <element ref="saml:Conditions" 
minOccurs="0"/> 
    <element ref="samlp:RequestedAuthnContext" 
minOccurs="0"/> 
    <element ref="samlp:Scoping" minOccurs="0"/> 
   </sequence> 
   <attribute name="ForceAuthn" type="boolean" 
use="optional"/> 
   <attribute name="IsPassive" type="boolean" 
use="optional"/> 
   <attribute name="ProtocolBinding" type="anyURI" 
use="optional"/> 
   <attribute name="AssertionConsumerServiceIndex" 
type="unsignedShort" use="optional"/> 
   <attribute name="AssertionConsumerServiceURL" 
type="anyURI" use="optional"/> 
   <attribute name="AttributeConsumingServiceIndex" 
type="unsignedShort" use="optional"/> 
   <attribute name="ProviderName" type="string" 
use="optional"/> 
  </extension> 
 </complexContent> 
</complexType> 
 

1.4.2.8  �`����<NameIDPolicy>  

 '9�-�� I0},<NameIDPolicy>  '9�-�� R� �q
��� *�;��u��� G
��> 3 MW�� �,�� 45'-�<AuthnRequest> .
 ;�-6� e1J 45'-,!NameIDPolicyType���
��� *�-��� :  

�  Format ]pS
����[  
   4'-6� "# 
c'6� �;�URI3 4'-6� MW�� �,�� 4'-� /��� �j
�6�  
��( 3 !> ������� ��� ) 3 ��d�> 'l	�

 ��A'+�� k'�+��3.7.8 .( R� ��C
�%� M���� 45'-2!urn:oasis:names:tc:SAML:2.0:nameid-format:encrypted 
'+~ �� �2
��� �,�\� 4'-� X> 
� T�1� B02 �$ ]-��� ��� ���� �O-��2 @N� x
��9�.  

�  SPNameQualifier ]pS
����[  
  � �;� ;��u��� T$
� �,�� 4'-� 
c', X> x
,S
���)e��;$# M�, X> !> ( �( �� p��� ��;�� �5!K6 MW�� X
N� 3

��;�� p�5!K� B0���6� �A
O� MW�� X
N� 3 !> �T�
1�� . h,'-��� U
d6� ��0W ��A ������� ��� 3 'l	�
urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.  

�  AllowCreate ]pS
����[  
   �,�� 4'-� �;� X> �T�1�� D
+��W� D
��> ��,�\� �5!K6 x
$�O�� X
� �L# 
OA ���;�� �O-��2 ��	��j �O��

@��Z'�� 4'1�� �d� @N� x�;,;c . @� T�i��� �O��!"�z[
� ." �O���� X�N2 
�;�A!"�z[
�" ;5��, T�
1�� X»C �
 x�;��u2 S;9, �> �,�\� �5!K�@��Z'�� 4'1�� U�0�� �,�� 4'-� 
�!! /0W ;� X
� X# �e� �# . 
�� � ���!
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 £
�� T�1�� ��� r
�W YS
� �Nm�� ��� ��A �,�� *
C'-� ��;$# R� �,�\� �5!K�) e��
�# R� �0� �;-�
xgd� �x
�0�� ����Z'�� 4�'[)�.(  

  6� �l$g1) �g¥[g� (� 8��, PE14)  'l	�OASIS PE:2006 (>p��-�� h,'-��� �
	�:  
   ��;$»j XL%� �T�1�� D
+��W� D
��> ��,�\� �5!K6 RO}, T�
1�� X
� �L# 
OA ���;�� ��O-��� ��	��j �O��

/��! 4'1� @��Z'�� 4'1�� �d� ��c�� �,�� 4'-� �0$
9� !> ;,;c �,�� 4'-� . @� T�i��� �O��!
"�z[
� " X
� �L# !> x���c�� ]-��� RN, ¯ �L#x
C!�� e��
Nj '9�-��.  
  6� �l$g2) �g¥[g� (� H'��, PE14)  'l	�OASIS PE:2006 (�gA> k'�+�� "# 7
��� f��� 4
}, X>:  
   ]-��� U
O-�W� RN�AllowCreate �,�\� �5!K� 
�OA;, *�
$ ��;$# 3 ��u��� *�S�1��� �-j �0� R� 

 MW�� �,�� 4'-� U
O-�W
j �9�2)�� ]-	 p> !>k;�$! ��,'1j �,�\� 45'-, MZ ( £
� /��! 4'[ �0� R�
 /$� U
O-�W� !> ��C��� ��A U�9��� @-W !> ]-	 !> �,�� 4'-6 @�
�,� ��;$# 
��� �+��t &�'()

��� *�L {'�> &�'(> !> MW�� �,�� 4'-� kS��# U���2!V�.  
   �O���� X�N2 
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�"�,�\� �5!K� ;���2 T�
1�� U!
� � �-+�
j X
� �L# �# x�;��u2 S;9, � @N� �

�,�� 4'-� U
O-�W� /�012 RNO6� R� X> �,�\� �5!K6 !;0, � X
� !� ��
�� ��� �d� D
m	# . 
�� � ���!
 £
�� T�1�� ��� r
�W YS
� k��c�� *
���-6� ��� �d� X> &�'�C�� R� �,�\� �5!K�) �;-� e��
�# �d�

�� 4�'[)� R� �0�@��Z'.(  
   �O���� 8��2 
O��j"�0Z
� " p) ¢+���� 
� �T�1�� ��0��� �� e�C T(', ��� pL D�'c# p> L
�� �,�\� �5!K6

 �W
���� 
��'+2 !> T�1�� 
��'+, {'�> ����) ]-��� �d�IsPassive.( 

   R� !> 7!)� ��;$%� U
�$ �,�\� p�5!K� R� B-� ���W &�'�C� X�0�
1�� 
�1��, �! �,�\� 3'-� �1j�S
*�S�1��� !> *
��01��� ��!'�� *g�}+��� ��� X> "# x�'l	 �M�o
j . ��
�� *
�0	
�� R� x
0Z
( X
� �L#!

 �,�\� 4'-� X�K��� T�
1�� ��	 Xumj �,�\� p�!K6 ���9�� e�
O-�W� RN� �]-��� ��� U
O-�W� MN^ ���
���� �O��j e1jS !>.  

  �O���� X�N2 ;�!" �z[
� " ��A x�S�
� s�� !> ���j :��, X> x�;-��� s�� T�
1�� X> ��A ���;�� ��O-���

��C �Z
[ � ���c U�j �,�\� �5!K� ��A 'C�,! ���L.  

   ��A �O���� ��-}, X> M\ @i0�, x
�
� x�
O-�W� ]-��� ��� X��O-��, � R,��� X�0�
1��!"�0Z
� " U
dO�W�
|�0�� ��im��� .B-�,! ]-��� �O-��, �> AllowCreate RA kS�
9�� *�;��u��� !> *
0�1�� 3 e��
q @i0�,! �

/���� 
� D
o)� �,�� *
C'-�: urn:oasis:names:tc:SAML:2.0:nameid-format:transient 
)M��� x
�g1	� !> M¹�!L 3 �Nm�� ��� R� ��
$ p> X�-�� M�C.(  

 X�N,! �'9�-�� ��� �O-��, 
�;�A ��
W'�� '9�A ��A B-�, ��,�\� �5!K� "# �0���
j U�0�� �( !> :��+� �( �����
<Response>  ��
$ 
� e-�c'2 M�, X><Status>  ��A p��� X> e�N�! �u1�<StatusCode> R� �
d�� {���6� R� 

urn:oasis:names:tc:SAML:2.0:status:InvalidNameIDPolicy.  
/���� �O�� ]	
� �L#! (Format) ��A �A���� ]	
� !> �C!�� urn:oasis:names:tc:SAML:2.0:nameid-

format:unspecified ��C
�# *�;���2 p) ¢+���� 
� ��,�\� *
C'-� R� ��	 p> 
�c'2 3 x�'$ �,�\� �5!K� X�N, �
 ��
�� /���� �O�� U;2!urn:oasis:names:tc:SAML:2.0:nameid-format:encrypted ��A  ;��u��� X>

)*�;��u��� !> ( '�
�-�� ��A p��� X> T� �2
���<EncryptedID>8����� f��� R� x�;j .  
G��16� T$
9�� �,�\� �5!K� �;O�-, IJ p> R� X�N, X> RN� MW�� �,�� 4'-6 ����� '+¤� �( �Nm�� X#.  

  6� �l$g3) �g¥[g� (� H'��, PE6)  'l	�OASIS PE:2003 ( X>�gA> k'�+�� �,
� "# 7
��� f��� 4
},:  
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   T�1, X
� X# ��,�\� *
C'-� R� £
� ��	 
�c'2 M�, X> ��
� �+9j T�1, X> ��;�� �5!K� 
�1��, �
�+Q��� . ��$'m�� *
�1-6� '9�A X#<md:NameIDFormat> ;�0�� 3 �S���� 9 YS
� {'�> ���W! p> !> 

 ;,;��� 
\
O-�W� RN� �r
1���e�-c'2! ��+q Tc���� �,�\� 4'-� ��	.  
  6� �l$g4) �g¥[g� (� H'��, PE15)  'l	�OASIS PE:2006 (���
��� k'�+�� 4
}2 X>:  
   /�	 �O-��, 
�;�A(Format) ��A'+�� k'�+�� 3 4'-� 7.3.7.8 �( �� 

urn:oasis:names:TC:SAML:2.0:nameid-format:unspecified �( !> 
urn:oasis:names:TC:SAML:2.0:nameid-format:encrypted �,�\� �5!K� X
� �L#! �

�Z;�A X�N, �;��u2 p> ;�-,:  
  �   '9�-�� /���� �O�� ��A B-�,<NameID> ���� <Subject> p) <Assertion> X�N2 X> 

 3 ;O�-6� /���� �O��� ��j
1�<NameIDPolicy>.  
 �   X
� �L#!SPNameQualifier3 4!�� �(  <NameIDPolicy> �O���� ��A B-�, �

SPnameQualifier '9�-�� <NameID> ���� <Subject> p) <Assertion> X�N2 X> 
 �O��� ��j
1�SPNameQualifier 3 k;O�-6� <NameIDPolicy>.  

 /���� RA 'l��� �ij!(Format) 3 <NameIDPolicy> 
c', X> �,�\� �5!K� 
�1��, �<EncryptedID> 3  T$
�
 �,�\� �5!K� {;� k�C
��� *
W
���� ]	
� X# ��2
��� ;��u���)��;�� �5!K� x
�
� X�N, X> RN� p��� ( �O-��, X> T�1�2

x�'+~ �,�� 4'-�.  
 p> e� ;c�, RN, ¯ X# �@��Z'�� 4'1�� x�;,;c �,�� 4'-� 
}, X> �,�\� �5!K6 8O�, X> 3 T(', T�
1�� X
� �L#!

�, ��,�� 4'-� ]-��� 
� '9�-�� ��� �S�, X> e��A B-AllowCreate ��A ����6� "TZ
� ." �# RN� ��-, gC �#!
H
Q�j e	
���W� M�, X> �T�
1�� e�O-��, X> RN� �,�� 4'-� e� 
�! X> �,�� �5!K6 /0W p��� @��Z'�� 4'1�� . ���!

 �O���� 
� ��'�E�
j ��
� ;�+�urn:oasis:names:tc:SAML:2.0:nameid-format:persistent)  ;�0�� 'l	�12.(  
 6� �l$g5) �g¥[g� (� H'��, PE14)  'l	�OASIS PE:2006 (�,��-�� k'�+�� ��
q.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<NameIDPolicy> ;�-6� e1J! NameIDPolicyType:  
<element name="NameIDPolicy" type="samlp:NameIDPolicyType"/> 
<complexType name="NameIDPolicyType"> 
 <attribute name="Format" type="anyURI" use="optional"/> 
 <attribute name="SPNameQualifier" type="string" use="optional"/> 
 <attribute name="AllowCreate" type="boolean" use="optional"/> 
</complexType> 
 

2.4.2.8  �`����<Scoping>  

 '9�-�� �;�<Scoping> ����! �:;�6� X
���W� �c> R� M¡ T�
1�� /d, R,��� �,�\� p�5!K�  ���-�6� r
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 ��
W'�
j T�Q��6� e,'� p��� @},�+��� ������
j<AuthnRequest> B�$g�� �,�\� p�5!K� "# . ;�-6� e1J!

ScopingType '�
�-�� 45'-, ���
��� *�-���!:  
�  ProxyCount ]pS
����[  

   ��
W'�� ��� M���, p��� �,�\� �5!K� Bj 
¡ H�O�6� @},�+��� ������� k'E
06� �( *
	��-�� �;A �;�
<AuthnRequest>x���> @��Z'�� 4'1�� R�����W p��� �,�\� �5!K� Bj!  . 8O�, � x�'+� p!
�6� G
���!
�@},�+2 ����2 puj����� ��� R� ;���2 p> G
�( ]-��� ��� 4�$ V-, 
O��j .  

�  IDPList ]pS
����[  
  ¥[� �OZ
�T�1�� �j
Q�W� ���0�� 
�> T�
1�� ;��-, X
\ �0$
96� *
���-6�! �,�\� p�!K� ��Ag.  
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�  RequesterID ]'d�> !> '+�[  
  
�o
j T�
1�� �O-, ��� �0�
1�� *
	
�N�� �A�O~ �,�� 4'-, . �;� 
�;�A B0�
1�� ����W ������ �O-��,

 ��A'+�� k'�+�� 3 H!'m� �� 
O� �@},�+2 ����25.4.2.8 k'�+�� 'l	� ��A'+�� 6.3.7.8 �,�� *
C5'-� h���2 
X
�N��.  

 ��
WS 
c', X>! �OZ
��� f�+�, X> I�W��� RN� �x
1�m	 x
1�W! �;^ ��� *
�0	
�� 3<Response>  
 ��
$ 
�<Status>! u1� <StatusCode> R� �
d�� {���6� R� 

urn:oasis:names:tc:SAML:2.0:status:NoAvailableIDP R� !> 
urn:oasis:names:tc:SAML:2.0:status:NoSupportedIDP puj U
92�� 
�1��, � X
� X# 

M��� x
,> ;O�-, � X
� !> R,�;�� �,�\� p�5!K� R� ;$�!.  
� R� ���
��� �-1���! '9�-�� 45'-2 �1�1<��<Scoping> ;�-6� e1J! ScopingType:  

 

<element name="Scoping" type="samlp:ScopingType"/> 
<complexType name="ScopingType"> 
 <sequence> 
  <element ref="samlp:IDPList" minOccurs="0"/> 
  <element ref="samlp:RequesterID" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
 <attribute name="ProxyCount" type="nonNegativeInteger" 
use="optional"/> 
</complexType> 
<element name="RequesterID" type="anyURI"/> 
 

3.4.2.8  �`����<IDPList>  

 '9�-�� �;�<IDPList>�W� �c> R� M¡ T�
1�� /d, R,��� �,�\� p�5!K� :5;�6� X
�� . ;�-6� e1J!IDPListType 4'-, 
���
��� '�
�-��:  

�  <IDPEntry> ]'d�> !> ;$�![  
  ;�$! �,�� �5!K� RA *
���-�.  

�  <GetComplete> ]pS
����[  
   ��
��� ]	
� �L#<IDPList> 4'-6� "# x
-c'� �;� '9�-�� ��� U
O-�W� X»C ���O�N� ]��� URI RN� 

�
c'�W� e�
O-�W���O�N6� �OZ
���  . 4'-O�� �0$
96� �S��6� �
c'�W� RA ���, X> T�!URI �i��� R� ��$'� XML �
 �� pS��� 
�'9�A X�N,!<IDPList> '9�-�� ��A e�+	 �� p��� � p��� <GetComplete>.  
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 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<IDPList> ;�-6� e1J! IDPListType:  
 
<element name="IDPList" type="samlp:IDPListType"/> 
<complexType name="IDPListType"> 
 <sequence> 
  <element ref="samlp:IDPEntry" maxOccurs="unbounded"/> 
  <element ref="samlp:GetComplete" minOccurs="0"/> 
 </sequence> 
</complexType> 
<element name="GetComplete" type="anyURI"/> 
 

 '9�-�� �;�!<IDPEntry>:5;�6� X
���W� �c> R� ej T�
1�� /d, x�;�$! �,�� 4'-�  . ;�-6� e1J 45'-,!
IDPEntryType���
��� *�-��� :  

�  <ProviderID> ]G��1�[  
  �,�\� �5!K6 ;�$��� �,�\� 4'-�. ��A'+�� k'�+�� 'l	� 6.3.7.8�,���� *
C'-6� ��� �d� h����� .  

�  Name ]���pS
�[  
  X
�	%� R� D!'�� �,�\� �5!K6 MW�.  

�  Loc ]pS
����[  
   4'-6� "# 
c'�URIX
���W�� T�[ U���2!'j ;O�-2 ���0	
µ ��
� ��Z
��	� �1�	 
��� �d�  . ��A B-�,!

U
O-�W�� ��0	
c R� ����+� X�N2 X> 
\
O-�W� G��16� �1j�'��.  
'-2 �1�1<��� R� ���
��� �-1���!4��  '9�-<IDPEntry> ;�-6� e1J! IDPEntry:  

 
 
<element name="IDPEntry" type="samlp:IDPEntryType"/> 
<complexType name="IDPEntryType"> 
 <attribute name="ProviderID" type="anyURI" use="required"/> 
 <attribute name="Name" type="string" use="optional"/> 
 <attribute name="Loc" type="anyURI" use="optional"/> 
</complexType> 
 

4.4.2.8 �4��.� +$��B  

 �Z
W'�� U�
02 ;O�-,<AuthnRequest>! <Response> MO9� 7
��
j ��! ��A���� U
O-�W� *
��,S
��W ��A 
��! ��;�� R� k�;� ���	> e�C X�N2! ���	
N�%� ��� R� 5;� £
� r
�W 3 e�
O-�W�kS�l� !> �j��1� Y' . /01�2!

U���2!V�� 3 U�
0��� ��� R� ��0	
c p> VA �i�, � ����� ���
��� ��
-6� ;A��� . ��
-6� ;A��� 
�Oµ ;����� x
},> B-�,!
�j
Q�W��! T�1�
j ��
�� ������� �Z
W'�� T�92 ��� {'�)�.  


WS ��A �,
���� 3 T�� X> T�Q��6� ��A B-�,! ��<AuthnRequest> ��
W'j <Response> !> x�;$�! x�;��u2 RO}�2 
 ��
W'j !> �T�1�� 
��;� ��� *
+���6� 3���, 'd�><Response> RO}�2 <Status>�;$ p��� u1�� H'm,  . ;�!

�% !> X
���W�� ���OA "# kS�
0O�� �c
�� T�$ �:5;�6� 
� ��C
�# �Z
WS *��
0�j T�Q��6� :��, ¢+���� 
� �
\
O
X
���W�� ����! U���2!V�� �1j�S �-�01� . e�c��j T�1�� �,�+2 RO}�, ���C ����
��� ��A'+�� k'�+�� 3 H!'m� �� 
O�!

:5;�6� ��
�� e��
WS �S�;�# /,'[ RA '�� �,�� �5!K� "# <AuthnRequest> � �2
��� ;��u��� U
O-�W� RN� �$
6� {;� :5;�6� X
���W� �i��� :�;<�W
j �@��)� T�Q��SAMLX
���W� ���¦� �-+�
j .  

 ;��u2 n;�2 R� x
A��� X
� !> �G��16� T$
9�
j 4'�-, � X
� !> �:5;�6� X
���W� ��A S�
� �( T�Q��6� X
� �L#!
 �,�\� �5!K� {;� U�-+6� k�C
	 *
W
�W �-+j)\� �5!K� ��A 'l$ ;� ��9�6� T$
9�� X�N, Xu� "# *�;��u2 n;�2 �,�
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/����� 4'1��( 
c', X> �Z;�A T�Q��6� ��A B-�, �<Response> 
� <Status> 
�c'2 e�N�! �u1�
j 
<StatusCode>R� �
d�� {���6� R�  :  

urn:oasis:names:tc:SAML:2.0:status:AuthnFailed 

 R� !>urn:oasis:names:tc:SAML:2.0:status:UnknownPrincipal 

! '9�-�� X
� �L#<Saml:Subject> '9�-�� ��A B-�, �T�1�� 3 x���c�� <Saml:Subject> X> �2
��� ;��u��� 3 
�+�� Ta���� T�1�� 
� <Saml:Subject> � ��A'+�� k'�+�� 3 H!'m� �� 
O�4.3.2.8 RN� �,�\� 4'-� X> �;A 
� �

N�! �x
+��t �,�\� 4'-6 @Z
,K�+�� {���� X�N, X>@��Z'�� 4'1�� s+	 "# ��� X> B-�, e�.  
 ���� ��
� 45'-6� {���� ��!<AuthnRequest> �-j R� x
j��1� {���� �-j X�� R� M('�� ��A �x
,S
���� X�N, 

*
�0	
�� .7
��� ������ �
02� @}��, �x
�g[# £
� {��� p> G
�(!:  
 �   ;��u��� ��A B-�,)*�;��u��� !> ( �-5c'6� '9�-�� ��A p��^ X><Saml:Subject> �d� p��� 

:5;�6� .e��	! �,�\� 45'-� IJ �;� p��� �� �,�\� �5!K�! . ��)� ��A ;$�! XgA# X�N, X> B-�,!
 �� ��)� ��A ;$�! ;��u2 3<Saml:AuthnStatement> ej :��, p��� X
���W�� H'm, p��� 

2 ��� X
���W�� ��;� !> T�Q��6�e0�9.  
 �   ��0�2 ��A S�
��� ;�$��� ;�
m�� �� �RN� 
� �9�> "# X�N, X> T�1�� :5;�6 @i0�,

<Saml:SubjectConfirmation>  ;��u��� 3)*�;��u��� !> .( *
0�%� /Z�'[ X�� ��
$ 3!
T�16� ��� ��0�2 ��A k;A
�O�� 
��( !> �1j�'�
j ��
� *
��� U
O-�W� T� ��+�-�.  

 �  B-�, ;��u��� ��A )*�;��u��� !> ( '9�-�� ��A p��� X> �2
���<Saml:AudienceRestriction> 
x��0�� x
���! x
C'[ �S
0�A
j T�
1�� "# ��� p��� . x
0W
�� !;0, 
O0�$ �{'�> ��
� ��',# RN�!

�,�\� �5!K6.  
5.4.2.8 Dg������ #�:����  

 �,�� �5!K� M��W� �L#<AuthnRequest>�!  e�N�! �k'E
0� :5;�6� X
���W� 
�1��, � X
� !> �ª;5-³j :5;�6� R����, ¯ X

 �i��� 3 s�� '�� �C
N� p> !> '�� �,�� �5!K� {;� �-+�
j �	
���W� Í ;� :5;�6� X> ;��-,SAML �j
Q�W�� e�N� �

 �S�;�»j T�1��<AuthnRequest> "# e�;�2 p'Q�� �£
�� eo
j x�;,;c X�N,  R� x
0�[ �S�;�»j !> �'��� �,�\� �5!K�
'�� /�	 p> �i��� 3 s�� SAMLej X
�N�� 4'�-, � .&�̀+6� ��̧�6� �,�\� �5!K� @��)� �,�\� �5!K� �O�,!.  

 
�c'2 H
È ;-j<Response> ) �i��� R� s�� p��� �C
N6� !>SAML (�u��� U
O-�W� RN� �&�̀+6� ��̧�6� �5!K6� "# ;�
 �i��� R� s�� p��� �C
N6� !> �j
Q�W�� e�O}�2 p���SAML &�̀+6� ��̧�6� �5!K6� 
�1��, ���j! �:;̀�6� X
���W� �

 @��)� T�1�� �j
Q�W� e��
� R� ;��u2 S�;�#<AuthnRequest> �@�N�� �Z
W'�� U�
02 xgON� . ��,�\� p�5!K6 RN�!
�� R����6�! &�̀+6� ��̧�6� �
��S;9, ��� *�;��u���! �Z
W'�� 3 @},�+��� ������� b
m	 ��A *�;���2 
�O}�, X> �
O��

���
���! ��j
��� ��A'+�� *�'�+�� 3 H!'m� �� 
O�.  

�1��, '9�A ec�S�»j &5�+6� ������ ���W 3 '�y, X> T�
1�� <Scoping> ]-��� �j�('� �O�� �5!K6� 
}, v�$ 

ProxyCount! /, !> �02'� �OZ
� Y�S�»j B��+� Dg�! ��	�N, X> RN� R,��� B�5}+6� �,�\� p�5!K� R� �OZ
� "# �m
<IDPList>B�5}+6� R,�5!K6� R� .  

 '9�-�� :�;<�W
j B�5�+6� B�¥��6� �,�\� p�5!K� �1W��j e2�;��u�� p�	
d�� U
O-�W�� T��', X> �,�\� �5!K� 
�1��,
<ProxyRestriction> '9�-�� :�;<�W
j B�5�+6� B�¥��6� 
�S;9, ��� *�;��u��� 3 <ProxyRestriction> 3 


�S;9, ��� *�;��u���.  
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 &5�+, X> �,�� �5!K6 RN�<AuthnRequest> ]-��� X
� X# ProxyCount'+9�� R� V�> X
� !> x
C!��  . pS
����!
j
2 '�> �� � :> @},�+��� ������
j :
��������� �W
���� 
 . �OZ
��� 3 S���� �5!K� "# �,�+��� �,�\� �!K� S
�� X> RN�

<IDPList>��L �-+j :K�� �( e�N�! �k'C��� ]	
� X# .  
 ]-��� X�N, v�$ �@},�+2 ����2 puj :��, �> �,�\� �5!K� ��A B-�,!ProxyCount'+9�� ��A x
A����  . ��A B-�,!

', X> �,�\� �5!K� ��
$ 
c<Status>  �O�� ��A �p��^ �u1�<StatusCode> R� �
d�� {���6� R� 
urn:oasis:names:tc:SAML:2.0:status:ProxyCountExceeded :5;�6� R����, X> e�N� X
� �L# �# 

k'E
0�.  
 �i��� R� �,�� &�+, X> &�+6� ���6� �,�\� �5!K� S
��� �L#SAMLx�;,;c x
0�[ �;� 
�;�A  <AuthnRequest> �

 @��)� T�1�� 3 k�S���� *
���-6� 
�O� ���'� 'd�> !> �zC
N� x�
NE> YS;, X> e��A B-�,) r
�W �W
�W �d�
X
���W�� .( '9�-�� ;,;^ 3 '$ &�+6� �¥��6� �5!K6� X> 
6
1C ��L 
�!<NameIDPolicy> ���C �e�C T(', p��� 

 ��c
��� �j
Q�W�� £'C ;,K,;$ �9�> "#.  
 �i��� R� �,�� �5!K� s�� X
���W�
j MZ
��� �,�\� �5!K� X
� �L#!SAML ���W! e,;� X�N2 X> �¥��6� �5!K6� ��A B-�, �

 �O-��6� ���! �A
+2 MN^ ��� '�
�-�� RO}2 {'�>) xgd�<IsPassive> (X
���W�
j MZ
��� �5!K6
j '<�+2 X>.  
�� T�1�� p��� X> B-�, ;,;<AuthnRequest> �� x
�-	 <ProxyCount>  �O���� RA 'd�)� ��A ;$��j ��2 �O�� e�

����)� . ]-	 ��A p��� � @��)� T�1�� X
� �L#!<ProxyCount> ]-	 ��A p��� X> ;,;�� T�1�� @i0�, �
<ProxyCount>.  
 �OZ
��� ]	
� �L#!<IDPList>�� X> B-�, �@��)� T�1�� 3 k�;�  �OZ
� ��A x
},> ;,;�� T�1�� p�<IDPList> .

 �OZ
��� '�� "# B�C
�# �,�� p�5!K� h�}, X> &�̀+6� �¥��6� �,�\� �5!K� 
�1��,!<IDPList> �,K, �> T� e�N�! �
�OZ
��� R� ;$�! p>.  

0�� ��� 3 k
1-6� ;A����� x
�C! ��,�
-�� ��,'1�
j e�j
Q�W�! X
���W�� T�[ ¿
-,!U
O-�W�� ��0	
c 3! ;� . M�, X> �'Q�!
 &�̀+6� ��̧�6� �,�\� �5!K� {;� :5;�6� X
���W�) �i��� ��
$ 3SAML M���2 ;�A <Response>(���
��� *��1�� 
0_�ª2 �:  

 �   R� ��9�� *�L *
���-6� Ñ��, Xuj �£
�� eo
j x�;,;c x�;��u2 &5�+6� �¥��6� �,�\� �5!K� '}�
� �i��� 3 �C
N6� R� !> @��)� ;��u��SAML.  

 �   '9�-�� ��A B-�,<Saml:Subject> *
��}C> Ë�, �,�� 4'-� p��� X> ;,;�� ;��u��� R� 
 �'9�A 3 �C'-� @� 
O� �@��)� T�
1��<NameIDPolicy>.  

 �   ��A B-�,<Saml:AuthnStatement> '9�-�� ��A p��� X> ;,;�� ;��u��� 3 
<Saml:AuthnContext>  '9�-�� ��A p��� p���<Saml:AuthnticatingAuthority> 

&5�+6� �¥��6� �,�\� �5!K� R� :;�6� e��# U
�� �,�\� �5!K� "# ��� p��� . @��)� ;��u��� X
� �L#!
 ����-6� ��A p���<Saml:AuthnContext>  '�
�-�� R� 'd�> !> ;$�! '9�A ��A p��^ ���

<Saml:AuthnticatingAuthority> � �;,;�� ;��u��� 3 k�S�! X�N2 X> '�
�-�� ��\ @i0�,

�'�� 3 ;,;�� '9�-�� 
��, X> ��A.  

 �   �i��� 3 �5!K� �� X
���W�
j MZ
��� �,�\� �5!K� RN, ¯ �L#SAML �¥��6� �,�\� �5!K� ��A B-�, �
�\� 4'-6 k;�$! �O�� ;��, X> &5�+6��5!K6� �c> R� �,X
���W�
j MZ
���  . ��� ��02 X> @i0�,!

�+��<6� *
0�1�� VA R�K�� 
� �NW
O�� �O���� . 
��O-��, ��� M���� 
� �O���� ��� &S
-�2 �> B-�,!
 �i��� 3 X!'�� X!�5!K� 
�;��, !>SAML.  
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 �   {'�)� *
���-6� 
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�� @E
^! �.  

 R�! ���
$%
j S'  ��� ������� ��
W'�� fZ
9� ��A h���, ��L! �*
,
¾ 
�196� D@m�� �	
0�W� U���2!'j T�1�, ;�!
,'���! ��g��� �,
¾! U�
0�6� X
���W�� *
,
O�� ���¨# � D@m�� �	
0�W� ��O-��6� U���2!V�� �1j�S R� T�12 ��� 


�196� . p> 
��O-��, X> RN� � v�w U
O-�W�� k;�$! *��� '�l, X> 
�196� D@m�� ��A B-�, U��$)� �� 3!
H
Q�j 
�196� D@m�� �	
0�W� �'Q� �'�� 4'[.  

B-�, ����
�� U���2!V�� ��
WS RA 'l��� �ij! ���
�� ��
W'�� ]	
� �� 
O� x
�
  
�196� D@m�� �	
0�W� �Q��	 ��
-� 

�196� D@m�� �¾ xg�> ]�WS> ;�.  

1.5.2.8  �`����<ArtifactResolve>  

 ��
W'�� :;<��2<ArtifactResolve>  �i��� 3 U���2!V�� ��
WS 
�c'2 T�12 @N�SAML ��
WS 3 
<ArtifactResponse>;,;^ ;-j � �i��� 3 U���2!V�� ��
WS �d� 
�19� D@E SAML.  

 ��
W'�� X�N2 X> @i0�,!<ArtifactResolve>  3 ��O-��6� U���2!V�� �1j�S R� ��O� 
���gW! ������OC �#! �-�̧��
��
W'�� M���2.  

 ;�-6� IO��� R� ��
W'�� ���!ArtifactResolveType 
W�, p��� RequestAbstractType},! 7
��� '9�-�� h�:  
�  Artifact ]G��1�[  


��d� ��� U���2!V�� ��
WS "# 
���'2 3 X�� T(',! �T�
1�� 
�O���, ��� 
�196� D@m�� �O��.  
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 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<ArtifactResolve>  ;�-6� e1J!ArtifactResolveType:  
<element name="ArtifactResolve" type="samlp:ArtifactResolveType"/> 
<complexType name="ArtifactResolveType"> 
 <complexContent> 
  <extension base="samlp:RequestAbstractType"> 
   <sequence> 
    <element ref="samlp:Artifact"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="Artifact" type="string"/> 

 

2.5.2.8  �`����<ArtifactResponse>  

 ��
W'�� M���� ��A B-�,<ArtifactResolve>  ��
W'�� '9�-j T�Q��, X><ArtifactResponse> . '9�-�� ���!
 ;�-6� IO��� R�ArtifactResponseType 
5W�, p��� StatusResponseType �j
�, 7�;0�W� pS
���� ;�$! '9�-j 

 �i��� 3 U���2!V�� ��
WSSAML �-5c'6�.�j
Q�W� !� x
0�[ h�i6� '9�-�� ��� X�N, X> RN�! .  
 ��
W'�� @i0�,!<ArtifactResponse>  ��O-��6� U���2!V�� �1j�S R� ��O� 
���gW! ������ªOC �#! �-¥��� X�N2 X>
��
W'�� M�����.  

 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<ArtifactResponse> �-6� e1J! ;ArtifactResponseType:  
 

 
<element name="ArtifactResponse" type="samlp:ArtifactResponseType"/> 
<complexType name="ArtifactResponseType"> 
 <complexContent> 
  <extension base="samlp:StatusResponseType"> 
   <sequence> 
    <any namespace="##any" processContents="lax" 
minOccurs="0"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 

 

3.5.2.8 �4��.� +$��B  

 ��
W'�� '9�A 3 �0$
96� U���2!V�� ��
W'j T�� �¼
� 
�196� D@m�� Xuj 4'�-, T�Q��6� X
� �L#
<ArtifactResponse> . '9�-�
j T�� e	»C �#!<ArtifactResponse> e�C ���0� ��
WS X!� R� . 
��� 3!

 '9�-�� RO}�, X> B-�, �B��
��<Status>  x�'9�A<StatusCode>  k'+m�� �O�� 
�
urn:oasis:names:tc:SAML:2.0:status:Success . �O�2 
����� ���0� ��
WS X!� R� �j
Q�W� ��
WS!

k'�+�� ��� ���j 3 ���
� �j
Q�W� .  
�A B-�,! s+	 
� /$� T�[ �� X> R� ;�u��� 
� �
�196� D@m�� ��A k;$�! k'� U
O-�W�� �+� �+�, X> T�Q��6� �

x
+	� H'E 
O� ���
� �j
Q�W� e� ����W �T�
[ p> e�;�, 
�196� D@m��.  
 �i��� 3 U���2!V�� �Z
WS �-0� RN�!SAML ��
W'�� ��
� kS�9j! �<AuthnRequest> �0	
�� �-j 3 X> �*


TW
�� �Nmj 
\ T�Q��, X> S;�,! �
�O���, 4'[ p> 
�N����, @N� k5;-� X�N2 . {'�)� *�
�� R� �d� 3!
B-� X
�N� k5;-� ��
W'�� X�N2 . M���6
j x
j��9� �S�;�# ;�A X�N, X> 
�196� D@m�� ��A *�
�� ��� 3 B-�, ����

196� D@m�� 
��d� ��� ��
W'�� ��9�6�
� . ��
WS 
�196� D@m�� S;¬9ª� M��W� �L»C<ArtifactResolve>  T�
1�� R�
���
� �j
Q�W� 
c', X> D@m�� S;9ª� ��A B-�, ���9�� @��> M���O� e2�L X
���W� 
�1��, � e	> B02.  
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 v�w �
�196� D@m�� U
O-�W� ���j
�� @�OA |�a 5;$ '9�> �+�, X> 
�196� D@m�� S;96 @i0�,! ����a �<�	 'C��2
 ���0��)'d�> s�� RN�! ( ��
WS 3 e-c',! 
�196� D@m�� ��A �9� @N� 
�196� D@m�� M���� :
�>

<ArtifactResolve> �S;¬9ª� "#.  
 ]-��� RO}�, X> B-�,InResponseTo ��
W'�� 3 <ArtifactResponse>  ��
W'�� 3 �j
�6� �,�\� 4'-� ]-��� �O��

<ArtifactResolve> � �j
Q�W� ��
$ 3! �
¡ £
�� ��
W'�� �,�� 4'-� ��A p����W ���06� U���2!V�� ��
WS RN�!
 ]-��� �+��t �O�� ��A p��^ ;� 
�»C ��5�0�InResponseTo��5�06� ��
W'�� 
���A T�q ��� @��)� T�1�� ��
WS �j
�2 .  


96� {'�)� ��
-6� ;A��� 
�Oµ ;����� T�!������� �j
Q�W��! T�1�� �Z
W'� �0$.  
6.2.8 671� ���I ;��� ���
' ,�:��"��  

! �O�� ��i2 3 �,�� �5!K� T(',! �@��ZS 4'1� MW�� �,�� 4'-� 
��, X> ;-j/ 4�W p��� �,�\� 4'-� /�	 !>

$²� �O-��, ;-, ¯ MW�� �,�� 4'-� X> B0�� !> @��Z'�� 4'1�� "# ��
$²� e�;<��,e	»C �@��Z'�� 4'1�� "# �� V� 

 ��
WS M\ �W', Xuj ���i��
j ��;�� p�5!K�<ManageNameIDRequest>.  
 6� �l$g1) �g¥[g� ( � 4'-, PE12) OASIS PE:2006 ( 
��j
�� ;�-, Xuj ��gA> k'�+�� R� k��9�6� �����

7
��� ����� ��A:  
 �@��ZS 4'1� MW�� �,�� 4'-� 
��, X> ;-j p��� �,�\� 4'-� �O�� ��i2 3 �,�� �5!K� T(',!

 "# ��
$²� �O-��, ;-, ¯ MW�� �,�� 4'-� X> B0�� !> @��Z'�� 4'1�� "# ��
$²� e�;<��, 4�W
 ��
WS M\ �W', Xuj ���i��
j ��;�� p�5!K� V� e	»C �@��Z'�� 4'1��

<ManageNameIDRequest>.  
 ��� ��;�� �5!K� �O-��,! �O�� �i, !> �Q�, @N� x
},> ��
W'��SPProvidedID 4'-� �O-��, 
�;�A 
���',# G��16� 

�,�\� �5!K� Bj! e��j MW�� �,�� 4'-� U
O-�W� @��, @N� !> �ej U
92g� ����� MW�� �,��.  
 D
o)� �,�� *
C'-� 
� k�
A U���2!V�� ��� �O-��, �"k'j
-��"u��� ]��� 
�O�� X) � ;�> «
W> ��A S�;2 @N� k

�,�[.  
 6� �l$g2) �g¥[g� (� 85��, PE14) OASIS PE:2006 (@�, 
O� p��-�� f���:  

/���� 
� ��'�E�
j U���2!V�� ��� �O-��, �> B-�,  
<NameID> Format urn:oasis:names:tc:SAML:2.0:nameidformat:transient.  

1.6.2.8  �`����<ManageNameIDRequest>  

 ��
WS �5!K6� �W',<ManageNameIDRequest>  4'-� D
��	� ��A U;�� !> MW�� �,�� 4'-� ��i�j M���6� V� @N�
MW� �,��.  

 ��
W'�� X�N2 X> @i0�,!<ManageNameIDRequest>  U���2!V�� �1j�S �0� R� ��O� 
���gW! ������OC �#! �-¥���
��
W'�� M����� ��O-��6�.  

�� ���! ;�-6� IO��� R� @� ��
W'ManageNameIDRequestType 
5W�, p��� RequestAbstractType h�},! 
B��
��� R,'9�-��:  

�  <Saml:NameID> !> <Saml:EncryptedID> ]G��1�[  
   e� �0$
96� h������ *
�1-�! MW�� �,�� 4'-�)'+~ �Nmj !> 8��! f�j ( 
O� @��Z'�� 4'1�� �;� p���

4'�-� �� T�1�� ��� �0� ��;�� �5!K�! �,�\
j ej ) ��A'+�� k'�+�� 'l	�2.1.8 ��� RA *
���-6� R� ;,K6 
'�
�-��.(  
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�  <NewID> !> <NewEncryptedID>  !><Terminate> ]G��1�[  
   k;,;�� MW�� �,�� 4'-� �O��)'+~ �Nmj !> 8��! f�j (�C T�
1�� �5!K6
j U
92�� ;�A 
\
O-�W� T�1, 
O

���	� ;� n;��� �,�\� 4'-� U
O-�W� X> ��A ���� !> �@��Z'�� 4'1�� ��� f� . X
� X# �"!)� ��
�� @+C
 '�
�-�� 3 ;,;�� �,�\� 4'-� '�l, X> B-�, ���;�� �!K� �� T�
1��<NewID>  ]-��� 3 ���
���

SPProvidedID . X> @i0�, ��,�\� �5!K� �� T�
1�� X
� �L# 
�> '�
�-�� 3 k;,;�� �O���� '�l2<NameID> 
'9�-�� *
,���O� ���
���.  

  �l$g�)�g¥[g� (– H'��, PE12)  'l	�OASIS PE:2006 (@�, 
� �gA> k'�+�� �5,�, X>:  
  X
� �L# �B��
�� R� �� 3!<NewEncryptedID>  '9�-�� I�C �� '+¤� ����� X�N, ��O-��6� ��

<NewID>� p���  �,�\� 4'-6 k;,;�� �O���� I�C p��)
�-�! �'Q� *
+�����! /���� ��i2 RN� �.(  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���<ManageNameIDRequest> ;�-6� e1J! ManageNameIDRequestType:  

 

<element name="ManageNameIDRequest" type="samlp:ManageNameIDRequestType"/> 
<complexType name="ManageNameIDRequestType"> 
 <complexContent> 
  <extension base="samlp:RequestAbstractType"> 
   <sequence> 
    <choice> 
     <element ref="saml:NameID"/> 
     <element ref="saml:EncryptedID"/> 
    </choice> 
    <choice> 
     <element ref="samlp:NewID"/> 
     <element ref="samlp:NewEncryptedID"/> 
     <element ref="samlp:Terminate"/> 
    </choice> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="NewID" type="string"/> 
<element name="NewEncryptedID" type="saml:EncryptedElementType"/> 
<element name="Terminate" type="samlp:TerminateType"/> 
<complexType name="TerminateType"/> 

 

2.6.2.8  �`����<ManageNameIDResponse>  

 ��
W'�� M���� ��A B-�,<ManageNameIDRequest>  ��
W'�
j T�� X><ManageNameIDResponse>  R� @� ���
 IO���StatusResponseType3
�# {��� X!� R� .  

 ��
W'�� X�N2 X> @i0�,!<ManageNameIDResponse>  U���2!V�� �1j�S �0� R� ��O� 
���gW! ������OC �#! �-¥���
��
W'�� M����� ��O-��6�.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<ManageNameIDResponse>:  
 
<element name="ManageNameIDResponse" type="samlp:StatusResponseType"/> 
 

3.6.2.8 �n4��.� +$��B  

 '9�-�� RO}�, T�1�� X
� �L#<Saml:NameID> )k'¥+¤� e�i�� !> ( �5!K6� ��A B-�, �M���6� ej 4'�-, � p���
 ��
�
j T�� X> T�Q��6�<Status>  '9�-�
j T�� X> e�N� !> �u1�<StatusCode> R� :

urn:oasis:names:tc:SAML:2.0:status:UnknownPrincipal. 
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6� �l$g1) �g¥[g� ( � 85��, PE14)  'l	�OASIS PE:2006 (�
	�> k'�+�� . ��,���� "# ��c'�� �c',VIII ;,K6 
���
+��� R�.  

 '9�-�� RO}�, T�1�� X
� �L#!<Terminate> "# �m, T�
1�� �5!K6� X�N, �) ��
$ 3��;� �!K� ( �0�, R� e	>
@��Z'�� 4'1�� U�$ ��;<�� �5!K6� ��� R� X�� ;-j *�;��u2 . 
� �	
�� ���OA puj :��, X> M���6� �5!K6� 
�1��,!

]��	� ;� MW�� �,�� 4'-� 
� ��dO�6� ��g-�� X> e�C'-� . kS!;�� ��$g� h�! S
�� X> e�N�!)*�S!;�� ( 4'1� �1�m���
]��> @��ZSe-� ��g-�� .  

  6� �l$g2) �g¥[g� ( � H'��, PE8)  'l	�OASIS PE:2006 ( k'�+�� ��� 3 k��)� ��O�� RA &
-��, X>
7
��
j:  

 kS!� p> ��$g� h��, �> ��
A e� @i0�,)*�S!� (e-� ��g-�� ]��> p��� @��Z'�� 4'1�� �1�m	 . M���6� �5!K6� X
� �L»C
�,�� �5!K� ���@i0�,  e� �> kS!� p> ��$g� h��, )*�S!� (R,'�� ��;� p�5!K� 
� ��
�� @��Z'�� 4'1�� �1�m	 .

 ��
WS T�
1�� �5!K6� �W', X> RN�<LogoutRequest> ��
WS ��
WS»j MW�� �,�� 4'-� D
�# "# kS�
06� �0� �
<ManageNameIDRequest> T�
1�� �5!K6� ��	 @� ��� ]	
� X# )� M�2 xgd� VA MW�� �,�� 4'-� D
�# "# kS�
06

�O-��6� �1m	> 
�� D
�# 3 T(', pS��# U!y�� .( ��
WS �W', �> T�
1�� �!K6� ��A T�!<LogoutRequest> 
 ��
W'�� U
WS# ;-j<ManageNameIDRequest>.  

 '9�-�� ec�S�»j �@��Z'�� 4'1�� �,�\ �C'-� ��i2 ��;�� �5!K� T�[ �L#<NewID> !> <NewEncryptedID> B-�, �
 �S
0�A
j '9�-�� {��� �S�, X> �,�\� �5!K� ��ASPProvidedID 4'1�� ��� f� 
O�C ��;�� �!K� x
�$� �9�, 
�;�A �

@��Z'��.  
 '9�-�� ec�S�»j @��Z'�� 4'1�� �,�\ eC'-� ��i2 �,�\� �5!K� T�[ �L#!<NewID> !> <NewEncryptedID>��A B-�, � 

 '9�-�� {��� �S
0�A
j '9�-�� {��� �O-��, �> ��;�� �5!K�<Saml:NameID> 
O�C �,�\� �5!K� x
�$� �9�, 
�;�A �
@��Z'�� 4'1�� ��� f� . ��L �! ��� � !> �
O��� p> !> �
�g� ;,;��! @��)� �,�\� 
C'-� '¥+� X> RN�) :�;<�W
j

 R,'9�-��<EncryptedID>! <NewEncryptedID>.  
 {���� ��A U��$)� 
�� 3 B-�,!<Saml:NameID>  e� T$
96� ]-��� ��A! T�1�� 3 �S����SPProvidedID X> 

@��Z'�� 4'1�� f� 
O�C R,�!K6� Bj H!'16� MW�� �,�� 4'-� RA k;,;�� *
���-6� �;$> ��A 
,���.  
 R� /���� e� �5!K� ��
$ 3!urn:oasis:names:tc:SAML:2.0:nameid-format:persistent ��A B-�, 

 ]-���NameQualifier�,�\� 4'-� �;$> p��� �,�\� �5!K6 ;�$��� �,�\� 4'-� ��A p��� X>  . �,�\� 45'-� X
� �L#!
 ]-��� ��A B-�, �
��C �}A ��;�� 4'-� ��� B0���6� �A
�! �,�\� �5!K� Bj M��> ;�SPNameQualifier p��� X> 

B0���6� �A
O� ;�$��� �,�\� 4'-� ��A .��;�� �5!K6 ;�$��� �,�\� 45'-� ��A p��� X> e��A R-���C �#! . 4�$ RN�!
 '9�-�� �O�� 
� :D���2 ]	
� X# *�-��� ���<Issuer> 8�+, e	) ���j ���, � RN�! �p���� U���2!V�� ��
WS 3 

«
0��g� U
¤�.  
�i2!
O���� T�Q��6�! T�
1�� {;� �Ol	)� Bj 'm��, @N� x
�0�	 xg,�[ x
��! ��u, X> �O�� D�y� �,�\� 3'-� � . ;�!

 4'-� ��i�� 8c
��� U
O���� ;-j ]���� �-0� �,�� 4'-� p> U�0�j 4'[ �N� 8O�2 X> 
���+�2 ;�A *
��01��� T('2
MW�� �,�� .KQA e�A ���, ;� ��L �-C :;A!�S�6� "# L
+��� RA @��Z'�� 4'1�� .  

������� �j
Q�W��! T�1�� �Z
W'� �0$
96� {'�)� ��
-6� ;A��� 
�Oµ ;����� T�!.  
7.2.8 �+�	" ��"
 T���A� ,�:��"��  

� *�S!;�� ��
� �1�W 
��;�2 ��� *�S!;�� 
�� �-� ���
WS U�
02 U���2!'j k;�$! kS!� :
���� U���2!'j :;�, M��
x
0,'�2 R��K��� ��A . !> 
��C �'�m� {;� kS!;�� @��ZS 4'[ M�� 
�;�A 
�# k;�$��� kS!;�� :
���� U���2!'j �O-��,!
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kS!;�� �1�W {;� k'E
0� kS!;�� @��ZS 4'[ M�� 
�;�A . {;� kS!;�� :
���� U���2!V�� ��� U
O-�W� x
},> RN�!
U
��%� D
}�	� T0�j @��ZS 4'[ .RN�! ]-��� VA :
����� �;$ T0W "# kS
E%� Reason.  

 *�;��u2 "# x��
��W� �kS!;�� 3 ��'C)� B�'�m6� 
�! kS!;�� �1�W 
� ������� *�S!� :
�> @��Z'�� 4'1�� X�N, ;�
kS!;�� �1�W 
�;O�-2 X
���W� *
	gA# p��^.  

;� k;�$��� kS!;�� :
���� ���OA @��Z'�� 4'1�� �d, 
�;�A �W', X> kS!;�� 3 �'�m6� ��A B-�, �kS!� 3 �'�m� {
 ��
WS<LogoutRequest>  {;� kS!;�� ��¡ /�-�� �
���W� XgA# ��A p��� x�;��u2 ]�;� ��� kS!;�� �1�W "#

kS!;�� 3 �'�m6�.  
S!;�� 3 �'�m� �W', 
�;�A !> �kS!;�� �1�W {;� :
����� ���OA @��ZS 4'[ �d, 
�;�A kS!;�� �1�W "# :
���� T�[ k

 ��
WS �W'2 X> kS!;�� �1��� @i0�, �@��Z'�� 4'1�� ��� x��;�<LogoutRequest>  ]	
� kS!;�� 3 �'�m� �� "#
 p��� kS!;�� 3 �'�m6� �;A 
� �@��Z'�� 4'1�� 
� �,S
�� e2S!� 3 ��	
���W� *
	gA# ��A p��^ *�;��u2 e� ]�;� ;�

 �WS> ;� X
� ��
W'��<LogoutRequest>  "#kS!;�� �1�W . D�y� R� ;,;-�� 
� U
92�� U!
^ X> 
\ @i0�,!
;�j �B�'�m6�S �@��Z'�� 4'1�� 
� ��
�� 
¹S!� @��2 X>! �U���2!V�� ��� ��O-��� �
�1��2 
� >! x���> 
c'2 X

 ��
WS<LogoutResponse> ;c! X# �T�
1�� kS!;�� 3 �'�m6� "#.  
1.7.2.8  �`����<LogoutRequest>  

 ��
WS kS!;�� �1�W �W'2 !> kS!� 3 �'�m6� �W',<LogoutRequest> ]��	� ;� kS!;�� X> ��A ���;�� . X> @i0�,!
 ��
W'�� X�N2<LogoutRequest>  M����� ��O-��6� U���2!V�� �1j�S �0� R� ��O� 
���gW! ������OC �#! �-¥���

��
W'��.  
���! ;�-6� IO��� R� ��
W'�� LogoutRequestType 
5W�, p��� RequestAbstractType *�-���! '�
�-�� h�},! 
���
���:  

�  NotOnOrAfter ]pS
����[  
��
W'�� �
-0�W� M���6� 
�1��, �;-j! �T�1�� ��$g� �;�A @}��2 p��� ]���� . ]�����
j ]���� �O�� '¥+m2!

UTC�+�� 3 H!'m� �� 
O� � k'3.7. 
�  Reason ]pS
����[ 

   4'-6� "# 
c'� �Nmj �kS!;�� :
���� T0W X
�02URI.  
  6� �l$g1 ) �g¥[g� ( � H'��, PE10)  'l	�OASIS PE:2006 (7
��
j �gA> f��� RA &
-��, X>:  
   ]-���Reason�1�1<��� 3 ����W �Nmj �;�  .�1<��� ��A ��C
�# *�;���2 
}2 �+���6� ���! 
�0�1j �1

 ]-��� X�N, X>Reason 4'-6� "# 
c'� �Nmj URI.  
�  <Saml:BaseID>  !><Saml:NameID>  !><Saml:EncryptedID> ]G��1�[  

   �0$
96� *�-���! �,�\� 45'-�)'¥+~ �Nmj !> 8��! f�j ( �5!K� ej 4'�-, X
� 
O� @��Z'�� 4'1�� �;^ ���
�1�� ��� �0� ��;�� �5!K�! �,�\�T) . ��A'+�� k'�+�� 'l	�2.1.8'9�-�� ��� RA *
���-6� R� ;,K6 .(  

�  <SessionIndex> ]pS
����[ 

  ��
W'�� M���� {;� kS!;�� ��� «'�+, p��� �,�\� 45'-�.  
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  6� �l$g2 ) �g¥[g� ( � 8��, PE38)  'l	�OASIS PE:2006 (�gA> f���:  
  � �C'-6� @��Z'�� 4'1�� Bj kS!;�� ���� '9�-�
j e�,�<Saml:BaseID>  !><Saml:NameID>  !>

<Saml:EncryptedID> kS!;�� �1�W Bj! .]-��
j ��� I02', X> B-�,! !> SessionIndex X# �
3 �;c! <Saml:AuthnStatement> 
��
���� p'� ��� kS!;�� ��
�% �O-��6� ;��u��� R�.  

 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<LogoutRequest> T$
96� ;�-6� e1J! LogoutRequestType.  
 
 
<element name="LogoutRequest" type="samlp:LogoutRequestType"/> 
    <complexType name="LogoutRequestType"> 
        <complexContent> 
            <extension base="samlp:RequestAbstractType"> 
                <sequence> 
                    <choice> 
                        <element ref="saml:BaseID"/> 
                        <element ref="saml:NameID"/> 
                        <element ref="saml:EncryptedID"/> 
                    </choice> 
                    <element ref="samlp:SessionIndex" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
                <attribute name="Reason" type="string" use="optional"/> 
                <attribute name="NotOnOrAfter" type="dateTime" 
use="optional"/> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="SessionIndex" type="string"/> 
 

2.7.2.8  �`����<LogoutResponse>  

 ��
W'�� M���� ��A B-�,<LogoutRequest> ��
W'j T�� X> <LogoutResponse> IO��� R� 
StatusResponseType R� ��;� 3
�# {��� X!�.  
 ��
W'�� X�N2 X> @i0�,!<LogoutResponse> ��O-��6� U���2!V�� �1j�S �0� R� ��O� 
���gW! ������OC �#! �-¥��� 

��
W'�� M�����.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<LogoutResponse>:  

 
<element name="LogoutResponse" type="samlp:StatusResponseType"/>  
 

3.7.2.8 �4��.� +$��B  

 ]-��� :;<��, X> ��
W'�� �W'6 RN�Reasaon T�1�� ��
WS# T0W B0�� �<LogoutRequest> . 
�C'-2 ���
��� M����!
B�'�m6� Bj 
� {'�> M�� ��A r
+2�� M�, X> RN�! ��Z
W'�� @�W'� 
�� 
��;<��, @N� ������� ���:  

 �O����urn:oasis:names:tc:SAML:2.0:logout:user 

���06� kS!;�� D
�# 3 T(', @��Z'�� 4'1�� X) �
\
WS# p'� ��
W'�� ��� X> �;^.  
 �O����!urn:oasis:names:tc:SAML:2.0:logout:admin 

�� ��\ ���06� kS!;�� D
�# 3 T(', x
,S��# x�!y�� X) �
\
WS# p'� ��
W'�� ��� X> �;^@��Z'�� 4'1.  
������� �j
Q�W��! T�1�� �Z
W'� �0$
96� {'�)� ��
-6� ;A��� 
�Oµ ;����� T�!.  

��C
�# ��
-� ;A��� ���
��� ��A'+�� *�'�+�� 3 ;c�,!.  
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(1 ��"
 _ e���.� +$��B  

 ��
WS kS!� 3 �'�m6� M���, 
�;�A<LogoutRequest> X> kS!;�� 3 �'�m6� ��A B-�, ���
W'�� R����, . ]	
� �L»C
 �'�m6� ��A B-�, �@��Z'�� 4'1�� �,S
�� kS!;�
j I02'� X
���W� XgA# ��A p��� x�;��u2 :;�2 ��� �1���� @� 
���W'�

 kS!� ��$g� �10, X> kS!;�� 3)*�S!� ( '9�-�
j 
���# S
m6� @��Z'�� 4'1��<Saml:BaseID> !> 
<Saml:NameID> !> <Saml:EncryptedID> '�
�-�� R� ;$�! puj !> <SessionIndex>��
W'�� 3 ��;�6�  .

 '�
�-�� R� ;$�! p> RN, ¯ �L#!<SessionIndex> �0$
96� *�S!;�� 
�� ��$g� U
1j# �Z;�A B-�, �x
�;�� 
@��Z'�� 4'1��.  

��u2 p> ��A kS!;�� :
���� T�[ ��
WS /01, X> kS!;�� 3 �'�m6� ��A B-�, ��! �� �$ ����
��� b!'m�� 3���, ;
kS!;�� :
���� T�[ ;-j ;��u���:  

 �   ;��u��� T$
��+�� Ta���� '9�-�� 
� <Saml:BaseID> !> <Saml:NameID> !> 
<Saml:EncryptedID> T�1�� 3 <LogoutRequest> ��A'+�� k'�+�� 3 4!'-� �� 
O� �

4.3.2.8. 
 �   ]-���SessionIndex# R� ;$���  '�
�-�� R� ;$�! 
� :D���, ;��u��� X
���W� *
	gA

<SessionIndex> ��A p��� � kS!;�� :
���� T�[ X
� �L# !> �kS!;�� :
���� T�[ 3 k�;�� 
 '�
�-�� R� ;$�! p><SessionIndex>. 

 �  *���
j ;��u��� 3 k�;�� ]������ b!'E "# x��
��W� �x
�
� V�-, ;��u��� X»C �#!)  �O�� x
��9�!
 *�-��� ��NotOnOrAfterT$
9�� !> b!'m�� *
0�# *
�1-� 3 k�;�� .( 

  kS!;�� :
���� T�[ ��$g� ;-j ���2 ¯) ]-��� f�+�j �;��2 ���NotOnOrAfter��
W'�� 3 .( 

   �l$g� ����� kS!� :
���� T�[ kS!� 3 �'�m� 
��C M���, ��
$ D
�2� "# k;A
��� ��� ;9�2  x�;��u2 x
C;
 *�;��u2 k;A !> x�;$�!) '�
�-j !> '9�-j �C'-� 
¹
,�� X�N2 
O�d�<SessionIndex> ( M���, X> �0� R�

 ���
�� *�;��u��� !> ;��u���– ��
� ;-j X�N2 X> �O��� –:
����� T�[ 
�C;���, ���  . ��O�, X> @i0�,!

����� T�[ �
-0�W� M�, X> "# :
����� T�1j e�+	 :) ]-��� �O�� a!
q {'cNotOnOrAfter 3 k��c�6� 

T�1��(�}��6� T�$ e���
-� ] ! e�g�W� {'c ;� :
����� T�1j 4;���6� ;��u��� X�N, X> "# !> �.  
(2 ��"+�� ��?7 +$��B  

 ��
WS kS!� �1�W M���2 
�;�A<LogoutRequest>W'�� �W'� R����2 X> kS!;�� �1�W ��A B-�, ���
 . X
� �L»C
 @i0�, ��,S
�� kS!;�� X
���W� XgA# ��A p��� x�;��u2 kS!;�� �1�W e� :;�2 p��� kS!;�� @��Z'�� 4'1�� �� �W'6�

�;�� T�2'��� x
�C! @�, 
� :��2 X> kS!;�� �1���.  
�   ��
WS �W'2<LogoutRequest>�� X
���W
j 
�o
j kS!;�� �1�W &�+2 kS!� �1�W �� "#  4'1

 T�1�� k;��� @� ��	
d�� �1���� ]	
� �L# �# �@��Z'��<LogoutRequest>.  
�   ��
WS �W'2<LogoutRequest> D
��> *�;��u2 e� kS!;�� �1�W :;�2 kS!� 3 �'�m� �� "# 

 T�1�� S;¬9ª� �� s��! ��,S
�� kS!;��<LogoutRequest>pS
�� .  
�  � �@��Z'�� 4'1�� ���
�� kS!;�� @��2 '9�-�� 3 �;� �� 
O<Saml:BaseID> !> 

<Saml:NameID>  !><Saml:EncryptedID> � '�
�-�� R� ;$�! p> !><SessionIndex> 
kS!;�� :
���� T�[ ��
WS 3 k��c�6�.  

 �@��)� T�
1�� ��A T�q X> 
���A B-�, �H
Q�j @��Z'�� 4'1�� kS!� R� 
�9� 
� kS!;�� �1�W ]�> �L»C
 �;c! X# ��
W'j<LogoutResponse> R� 
�C'�� {���6� R� ��
$ k'+E ��A p��^ 
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urn:oasis:names:tc:SAML:2.0:status:Success. 
���A B-�, ���L �-C 
�1��2 � ]	
� �L#! 
 ��
W'j T�q X><LogoutResponse>u1� ��A U;2 
�C'�� {���6� R� ��
$ k'+E ��A p��^  . U;2 ��N�!

6� R� ��
��
��+	 kS!;�� �1��j /�-�, 
O�C I�C :
����� ���OA ��
$ ��A 
�C'�� {���.  
 !> /�01��� ��j
� U���2!'j �1j�S p> ��;<��� XkS!;�� 3 �'�m� �Nj U
92�� U!
^ X> kS!;�� �1��� @i0�,

 
¡ :
���� RN� ¯ !> *�!
�� ��� R� k;A !> k;$�! ]�mC ��! �$ �U
O-�Wg�)�j xgd� @��)� T�1�� X> T0
B�'�m6� 
�� ��A S
m�	�� R� kS!;�� :
���� RN  ¯ U���2!'j �1j�S U
O-�W� ��A :
� ;�.(  

 �Z
W'�� ��A H
Q�j kS!;�� 3 B�'�m6� 
�� T� ¯ ��
$ 3!<LogoutRequest>)  U
92�� RN� ¯ !>
B�'�m6� 
�Oµ(WS 3 �S�2 X> kS!;�� �1�W ��A B-�, � 
���
<LogoutResponse> {���6� R� ��
$ k'+E 

 R� �
d��urn:oasis:names:tc:SAML:2.0:status:PartialLogout R,'��� B�'�m6� X> B0�� 
kS!;�� :
���� *
0�# 
� H
Q�j M�-�� TQ��, ¯ kS!;�� 3.  

 
��g�W� T0W �( @� G
0W) �kS!� :
���� "# kS!;�� �1�W U�
02 X> RN� x
0�[<LogoutRequest> R� 
kS!� 3 �'�m� .�,'9�� �( G
0W)� ��� R�!:  

 �   x
0�[ �W'2 X> kS!;�� �1��� RN� �kS!� 3 �'C �'�m� 
� r
1��� YS
� U
��# k'�C ��A /+2� �L#
<LogoutRequest>�;$! �'+�� �'�m6� ��� "# . 

 �  �A /+�6� ���
�%� U
��%� k'�+� a!
q {'c �L#
��. 
 �   �1�W R� k'E
0� @��Z'�� 4'1�� kS!� :
���� �r���� '�� X
�� p> !> �@��Z'�� 4'1�� T�[ �L#

kS!;��.  
�  *
�0m�� ]�'-2 ;� @��Z'�� 4'1�� *
2�0� X�N2 X> �O��� R� X> kS!;�� �1�W *�;$ �L#. 

O�� 
}2 X> 
���A B-�, �kS!� :
���
j T�[ ��
WS kS!;�� �1�W T�'2 
�;�A! ]-��� �<NotOnOrAfter> ��
W'�� 3 
kS!;�� :
���� T�[ �
-0�W� 
�;-j M���6� 
�1���C ���
W'�� ��$g� D
}�	� ��A U;2 ]���2 �O�� ��A . 
��2 X> @i0�,!

 ]-	 p> �O�� ��A ;,K2 !> p!
�2 �O�� ��A ��� ]������ �O��NotOnOrAfter R� DKQ� S�
� ;��u2 �;$> 3 �;� 
�6� kS!;�� �C;��) ]-��
j B0� �� 
O�SessionIndexkS!;�� :
���� T�[ 3 .(  

 k'�+�� 3 k�;�� M���� "# �C
�#!3.6.2.8 ]-��� Reason
�;$! kS!;�� �1�W 
��O-��2 @N� k'���� ���
��� M���� X�N2 �:  
 �O����urn:oasis:names:tc:SAML:2.0:logout:global-timeout  

) �W'2 ��
W'�� X> �;^
�a!
q {'c ;� ���
�%� U
��%� D
}�	� k'�C X.  
 �O����!urn:oasis:names:tc:SAML:2.0:logout:sp-timeout 


�a!
q {'c ;� kS!;�� �1�W! kS!;�� 3 �'�m� Bj 
���A /+�6� U
��)� D
}�	� k'�C X) �W'2 ��
W'�� X> �;^.  
8.2.8 #���� o?$ 671� ���I ��%��� YZ" ,�:��"��  

 4'1�� @+�� MW� �,�� 4'-� ��A �9� X> 3 ��,�� �!K� 
� @��ZS 4'1� �,�\� 4'-� MW
��, �X
�� T(', 
�;�A
U���2!V�� ��� xgO-��� �,�\� �!K� "# T�[ U
WS# 
�1��, �p�
^� MW� X
N� !> £
� /��j @��Z'��.  

�'�� ��;� �5!K� U
92�� 3 ��;� �5!K� T(', 
�;�A ��L U
d� 
�1��, �@��Z'�� 4'1�� �,�� 45'-� e-� MW
��, � 
 ��A ej £
�� �,�\� 45'-� 
}�� �
O���� ��;�� p�5!K� 
� @��Z'�� 4'1�� �,�� 45'-� MW
��, �,�� �5!K� :�;<�W�

�
d�� ��;�� �5!K� 
� U
92�� e�,'[ RA 
�1��, ���
A kS�9j x�'+~ X�N, �;,;c �,�� 45'-� 
� �j
�2.  
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9j! '9�-�� ���� x�'¥+~ X�N, X> �j
���� ��A ����6� �,�\� 45'-6 @i0�, �«!S;6� �,�\� 45'-� IJ RA 'l��� 4'
<Saml:EncryptedID>��a� �( �,
O�� ��� �d� X> ��A f�, ',�12 �
�� X
� �L# �# �.  

1.8.2.8  ,�:��"��<NameIDMappingRequest>  

x
C'-� T�1, X> T�
[ ;,', 
�;�A ��
WS e� �W', ��,�� �5!K� R� �@��ZS 4'[ MW� �,�\ xg,;j 
<NameIDMappingRequest>. ;¥�-6� IO��� R� @� ��
W'�� ���! NameIDMappingRequestType 
5W�, p��� 

RequestAbstractTypeB��
��� R,'9�-�� h�},! :  
�  <Saml:BaseID> !> <Saml:NameID> !> <Saml:EncryptedID> ]�1�G�[  

  T�Q��6�! T�
1�� x
��
$ ej 4'�-, 
O� @��Z'�� 4'1�� �;^ ��� �0$
96� h������ *
�1-�! �,�\� 4'-�
) ��A'+�� k'�+�� 'l	�2.1.8'9�-�� ��� RA *
���-6� R� ;,K6 .(  

�  <NameIDPolicy> ]G��1�[  
 G��16� ��,�\� 4'-6 pS
����� MW�� h��!! /��j ��
�� *
0�1�6�
�-�c'2 .  

��
W'�� M����� ��O-��6� U���2!V�� �1j�S �0� R� ��O� 
���gW! ������OC �#! �-��� ��
W'�� X�N2 X> @i0�,!.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<NameIDMappingRequest> ;¥�-6� e1J! NameIDMappingRequestType:  

 
<element name="NameIDMappingRequest" 
type="samlp:NameIDMappingRequestType"/> 
<complexType name="NameIDMappingRequestType"> 
 <complexContent> 
  <extension base="samlp:RequestAbstractType"> 
   <sequence> 
    <choice> 
     <element ref="saml:BaseID"/> 
     <element ref="saml:NameID"/> 
     <element ref="saml:EncryptedID"/> 
    </choice> 
    <element ref="samlp:NameIDPolicy"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 

 

2.8.2.8  �`����<NameIDMappingResponse>  

 ��
W'�� M���� ��A B-�,<NameIDMappingRequest>  ��
W'j T�� X><NameIDMappingResponse>.  ��
W'�� ���!
 IO��� R�NameMappingResponseType 
5W�, p��� StatusResponseType7
��� '9�-�� h�},! :  

�  <Saml:NameID> !> <Saml:EncryptedID> ]1�G��[  
  '¥+¤� �Nm�
j k�
A X�N2! ��j��16� ��+�N�
j @��Z'�� 4'1�� �;^ ��� �0$
96� *�-���! �,�\� 4'-�) 'l	�

 ��A'+�� k'�+��2.1.8'9�-�� ��� RA *
���-6� R� ;,K6 .(  
�O-��6� U���2!V�� �1j�S �0� R� ��O� 
���gW! ������OC �#! �-��� ��
W'�� X�N2 X> @i0�,!��
W'�� M���2 3 �.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<NameIDMappingResponse> ;�-6� e1J! NameMappingResponseType:  
 
<element name="NameIDMappingResponse" 
type="samlp:NameIDMappingResponseType"/> 
<complexType name="NameIDMappingResponseType"> 
 <complexContent> 
  <extension base="samlp:StatusResponseType"> 
   <choice> 
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    <element ref="saml:NameID"/> 
    <element ref="saml:EncryptedID"/> 
   </choice> 
  </extension> 
 </complexContent> 
</complexType> 

 

3.8.2.8 4��.� +$��B�  

�� ��A T�Q��6� 4'-�, � 
�;�A ��
w T�Q��, X> e�N� �T�1�� 3 e�,�� �C5'-6� @��Z'�� 4'1<Status>  p��^ �u1�
 ��A<StatusCode>  R� �
d�� {���6� R�urn:oasis:names:tc:SAML:2.0:status:UnknownPrincipal   

��
�� k'+E 
c', X> T�Q��6� ',;�2 "# ��-,! urn:oasis:names:tc:SAML:2.0:status:InvalidNameIDPolicy 
G��16� MW�� X
N� !> /���� 3 �,�� 45'-� �
O�A� 3 �0('�� :;A !> kS;�6� :;A B0, @N�.  

������� �j
Q�W��! T�1�� �Z
W'� �0$
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<Response 
  IssueInstant="2003-04-17T00:46:02Z" Version="2.0" 
  ID="_c7055387-af61-4fce-8b98-e2927324b306" 
  xmlns="urn:oasis:names:tc:SAML:2.0:protocol" 
  xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"> 
 <saml:Issuer>https://www.opensaml.org/IDP"</saml:Issuer> 
 <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
  <ds:SignedInfo> 
   <ds:CanonicalizationMethod 
    Algorithm="http://www.w3.org/2001/10/xml-exc-
c14n#"/> 
   <ds:SignatureMethod 
   
 Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
   <ds:Reference URI="#_c7055387-af61-4fce-8b98-
e2927324b306"> 
    <ds:Transforms> 
     <ds:Transform 
     
 Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 
     <ds:Transform 
     
 Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 
      <InclusiveNamespaces 
PrefixList="#default saml ds xs xsi" 
      
 xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
     </ds:Transform> 
    </ds:Transforms> 

http://www.w3.org/2000/09/xmldsig - enveloped-signature
http://www.w3.org/2001/10/xml-exc-c14n
http://www.w3.org/2001/10/xml-exc-c14n - WithComments
http://www.w3.org/2001/10/xml-exc-c14n - WithComments
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    <ds:DigestMethod 
    
 Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
   
 <ds:DigestValue>TCDVSuG6grhyHbzhQFWFzGrxIPE=</ds:DigestValue> 
   </ds:Reference> 
  </ds:SignedInfo> 
  <ds:SignatureValue> 
  
 x/GyPbzmFEe85pGD3c1aXG4Vspb9V9jGCjwcRCKrtwPS6vdVNCcY5rHaFPYWkf+5 
  
 EIYcPzx+pX1h43SmwviCqXRjRtMANWbHLhWAptaK1ywS7gFgsD01qjyen3CP+m3D 
   w6vKhaqledl0BYyrIzb4KkHO4ahNyBVXbJwqv5pUaE4= 
  </ds:SignatureValue> 
  <ds:KeyInfo> 
   <ds:X509Data> 
    <ds:X509Certificate> 
   
 MIICyjCCAjOgAwIBAgICAnUwDQYJKoZIhvcNAQEEBQAwgakxCzAJBgNVBAYTAlVT 
   
 MRIwEAYDVQQIEwlXaXNjb25zaW4xEDAOBgNVBAcTB01hZGlzb24xIDAeBgNVBAoT 
   
 F1VuaXZlcnNpdHkgb2YgV2lzY29uc2luMSswKQYDVQQLEyJEaXZpc2lvbiBvZiBJ 
   
 bmZvcm1hdGlvbiBUZWNobm9sb2d5MSUwIwYDVQQDExxIRVBLSSBTZXJ2ZXIgQ0Eg 
   
 LS0gMjAwMjA3MDFBMB4XDTAyMDcyNjA3Mjc1MVoXDTA2MDkwNDA3Mjc1MVowgYsx 
   
 CzAJBgNVBAYTAlVTMREwDwYDVQQIEwhNaWNoaWdhbjESMBAGA1UEBxMJQW5uIEFy 
   
 Ym9yMQ4wDAYDVQQKEwVVQ0FJRDEcMBoGA1UEAxMTc2hpYjEuaW50ZXJuZXQyLmVk 
   
 dTEnMCUGCSqGSIb3DQEJARYYcm9vdEBzaGliMS5pbnRlcm5ldDIuZWR1MIGfMA0G 
   
 CSqGSIb3DQEBAQUAA4GNADCBiQKBgQDZSAb2sxvhAXnXVIVTx8vuRay+x50z7GJj 
   
 IHRYQgIv6IqaGG04eTcyVMhoekE0b45QgvBIaOAPSZBl13R6+KYiE7x4XAWIrCP+ 
   
 c2MZVeXeTgV3Yz+USLg2Y1on+Jh4HxwkPFmZBctyXiUr6DxF8rvoP9W7O27rhRjE 
   
 pmqOIfGTWQIDAQABox0wGzAMBgNVHRMBAf8EAjAAMAsGA1UdDwQEAwIFoDANBgkq 
   
 hkiG9w0BAQQFAAOBgQBfDqEW+OI3jqBQHIBzhujN/PizdN7s/z4D5d3pptWDJf2n 
   
 qgi7lFV6MDkhmTvTqBtjmNk3No7v/dnP6Hr7wHxvCCRwubnmIfZ6QZAv2FU78pLX 
   
 8I3bsbmRAUg4UP9hH6ABVq4KQKMknxu1xQxLhpR1ylGPdiowMNTrEG8cCx3w/w== 
    </ds:X509Certificate> 
   </ds:X509Data> 
  </ds:KeyInfo> 
 </ds:Signature> 
 <Status> 
  <StatusCode 
Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 
 </Status> 
 <Assertion ID="_a75adf55-01d7-40cc-929f-dbd8372ebdfc" 
  IssueInstant="2003-04-17T00:46:02Z" Version="2.0" 
  xmlns="urn:oasis:names:tc:SAML:2.0:assertion"> 
  <Issuer>https://www.opensaml.org/IDP</Issuer> 
  <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
   <ds:SignedInfo> 
    <ds:CanonicalizationMethod 
    
 Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
    <ds:SignatureMethod 
    
 Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
    <ds:Reference URI="#_a75adf55-01d7-40cc-929f-
dbd8372ebdfc"> 
     <ds:Transforms> 
      <ds:Transform 
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 Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 
      <ds:Transform 
      
 Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 
       <InclusiveNamespaces 
       
 PrefixList="#default saml ds xs xsi" 
       
 xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
      </ds:Transform> 
     </ds:Transforms> 
     <ds:DigestMethod 
     
 Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
    
 <ds:DigestValue>Kclet6XcaOgOWXM4gty6/UNdviI=</ds:DigestValue> 
    </ds:Reference> 
   </ds:SignedInfo> 
   <ds:SignatureValue> 
   
 hq4zk+ZknjggCQgZm7ea8fI79gJEsRy3E8LHDpYXWQIgZpkJN9CMLG8ENR4Nrw+n 
   
 7iyzixBvKXX8P53BTCT4VghPBWhFYSt9tHWu/AtJfOTh6qaAsNdeCyG86jmtp3TD 
    MwuL/cBUj2OtBZOQMFn7jQ9YB7klIz3RqVL+wNmeWI4= 
   </ds:SignatureValue> 
   <ds:KeyInfo> 
    <ds:X509Data> 
     <ds:X509Certificate> 
   
 MIICyjCCAjOgAwIBAgICAnUwDQYJKoZIhvcNAQEEBQAwgakxCzAJBgNVBAYTAlVT 
   
 MRIwEAYDVQQIEwlXaXNjb25zaW4xEDAOBgNVBAcTB01hZGlzb24xIDAeBgNVBAoT 
   
 F1VuaXZlcnNpdHkgb2YgV2lzY29uc2luMSswKQYDVQQLEyJEaXZpc2lvbiBvZiBJ 
   
 bmZvcm1hdGlvbiBUZWNobm9sb2d5MSUwIwYDVQQDExxIRVBLSSBTZXJ2ZXIgQ0Eg 
   
 LS0gMjAwMjA3MDFBMB4XDTAyMDcyNjA3Mjc1MVoXDTA2MDkwNDA3Mjc1MVowgYsx 
   
 CzAJBgNVBAYTAlVTMREwDwYDVQQIEwhNaWNoaWdhbjESMBAGA1UEBxMJQW5uIEFy 
   
 Ym9yMQ4wDAYDVQQKEwVVQ0FJRDEcMBoGA1UEAxMTc2hpYjEuaW50ZXJuZXQyLmVk 
   
 dTEnMCUGCSqGSIb3DQEJARYYcm9vdEBzaGliMS5pbnRlcm5ldDIuZWR1MIGfMA0G 
   
 CSqGSIb3DQEBAQUAA4GNADCBiQKBgQDZSAb2sxvhAXnXVIVTx8vuRay+x50z7GJj 
   
 IHRYQgIv6IqaGG04eTcyVMhoekE0b45QgvBIaOAPSZBl13R6+KYiE7x4XAWIrCP+ 
   
 c2MZVeXeTgV3Yz+USLg2Y1on+Jh4HxwkPFmZBctyXiUr6DxF8rvoP9W7O27rhRjE 
   
 pmqOIfGTWQIDAQABox0wGzAMBgNVHRMBAf8EAjAAMAsGA1UdDwQEAwIFoDANBgkq 
   
 hkiG9w0BAQQFAAOBgQBfDqEW+OI3jqBQHIBzhujN/PizdN7s/z4D5d3pptWDJf2n 
   
 qgi7lFV6MDkhmTvTqBtjmNk3No7v/dnP6Hr7wHxvCCRwubnmIfZ6QZAv2FU78pLX 
   
 8I3bsbmRAUg4UP9hH6ABVq4KQKMknxu1xQxLhpR1ylGPdiowMNTrEG8cCx3w/w== 
     </ds:X509Certificate> 
    </ds:X509Data> 
   </ds:KeyInfo> 
  </ds:Signature> 
  <Subject> 
   <NameID 
    Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress"> 
    scott@example.org 
   </NameID> 
   <SubjectConfirmation 
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 Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"/> 
  </Subject> 
  <Conditions NotBefore="2003-04-17T00:46:02Z" 
    NotOnOrAfter="2003-04-17T00:51:02Z"> 
   <AudienceRestriction> 
   
 <Audience>http://www.opensaml.org/SP</Audience> 
   </AudienceRestriction> 
  </Conditions> 
  <AuthnStatement AuthnInstant="2003-04-17T00:46:00Z"> 
   <AuthnContext> 
    <AuthnContextClassRef> 
    
 urn:oasis:names:tc:SAML:2.0:ac:classes:Password 
    </AuthnContextClassRef> 
   </AuthnContext> 
  </AuthnStatement> 
 </Assertion> 
</Response> 
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<Assetion> '9�-�� '¥+� X> �0�.  
�   '9�-�� '+� 
�;�A<Saml:BaseID> !> <Saml:NameID> !> <Attribute>'c# B-�, � D�

'¥+¤� '9�-�� ��A X
,��� R,���� ��
W'�� !> ;��u��� ��A 
������ G
�$ ¶ �x�!> �+Q���.  
6.8  ����� � ���������SAML 

 �i��� �0�2SAMLU���2!V��! ;��u��� *
1�1� 3 
5W���� 
��� �k�;-�� T��
Wuj ��-5W����  . �i��� 3 *
�0	
�� ;�j 'l	�
SAML�� ��� 3 �S����  ������g¥[g� um�2 @N� *
-5W���� 
� 
�-� RN� ��� �k;,;c *
�0	
c 4'-2 ��+�� ��A 

 �i��� �OA S
[# 3 k;,;c *
��;<�W�SAML.  
1.6.8 ����O��� _ YG7���� 

 �i��� *
1�1� 3 '�
�-�� ;5OqSAML �i��� '�
�A R� '9�A p> X> |-, ���! ��,;02 
\ 
�, X> R� SAML
�1��, �  
�,;02 k'�a 3 @W>S '9�-� �O-, X> .ª2 � ��L 
�!5'- �i��� b
J> 4SAML  �i��� b
J> 
�� X# v�w ���Z
� 
�> ��A

SAML
�'¬9º� RN�! 
�-�W�2 RN�  . R� x�;j I�C b
J> 
�> ��A k�
A 45'-2 *
-5W���� X> ���O-�� ��$
��� R� |-, ���!
 �i��� �$�'� 3 ��;2! �'�
�ASAML ]-��� /,'[ RA xsi:type.  

��-5W���� �50��� x
9�9� 
�O�O92 {'c ��� b
J)�! '�
�-�� I�C «S;2 ���
��� ��A'+�� *�'�+��!.  
1.1.6.8 +�:<��� ����w _ YG7���� 

 �i��� 3 ;��u��� �1�1� X#SAML�
��O}�, ��� *
	gA%�! ;��u��� ��a'�� ��9+�� ��
-� 8O�2 @N� �OO9�  ]	
� X# 
k;$ ��A DKc �N� �O-��2 
5W���� ����.  

���
��� '�
�-��! ��A �A���� 
�[
J>! �
5W�2 �1�1� 3 
5W�2 b
��� �O-��2 @N� x
9�9� k5;-� abstract @�C ����! �
/�m� IO�� «
Wu� �# �O-��2 �:  

�  <BaseID> !BaseIDAbstractType. 

�  <Condition>! ConditionAbstractType.  
�  <Statement>! StatementAbstractType. 

 �i��� R� DKQ� k'E
0� 
\
O-�W� RN� ��� ���
��� *
0��'���!SAML
5W���� x
��9� �O�� 4�;�> @� �:  
�  <AuthnStatment>! AuthnStatementType. 

�  <AttributeStatement>! AttributeStatementType. 

�  <AuthzDecisionStatement>! AuthzDecisionStatementType. 

�  <AudienceRestriction>! AudienceRestrictionType. 

�  <ProxyRestriction>! ProxyRestrictionType. 

�  <OneTimeUse>! OneTimeUseType. 
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2.1.6.8 ,�:��"t�� ����w _ YG7���� 

 �i��� 3 ���
��� U���2!V�� '�
�ASAML2 b
��� �O-��2 @N� x
9�9� k5;-�  �A���� 
�[
J>! �
5W�2 �1�1� 3 
5W�
 ��Aabstract�/�m� IO�� «
Wu� �# �O-��2 � @�C ����! :  

�  <Request>! RequestAbstractType. 

�  <SubjectQuery>! SubjectQueryAbstractType. 

 �i��� R� DKQ� k'E
0� 
\
O-�W� RN� ��� ���
��� *
0��'���!SAMLx
��9� �O�� 4�;�> @� �
5W���� : 
�  <AuthnQuery>! AuthnQueryType. 

�  <AuthzDecisionQuery>! QuthzDecisionQueryType. 

�  <AttributeQuery>! AttributeQueryType. 

�  StatusResponseType. 

2.6.8 ����w _ ����+2�71� YG7���� x��! 

 �i��� *
1�1� :;<��2SAMLN� �
���6� �-j 3 ����;0�W� *
0��'2  ��N�> R� ���
� *�-	! '�
�A U
O-�W� 8��2 @

5W�2 �1�1� "# �c
�� X!� R� �~;� 
5W�2 �1��� :;<��2 @N� ���[
0�A� D
��>.  

1.2.6.8 +�:<��� _ YG7���� x��! 

��[
0�A� D
o> ��N�> R� ���
� 
����� *
0��'�j 8O�2 �;��u��� �1�1� 3 ���
��� *
0��'���:  
�  <SubjectConfirmationData> : :;<��2xs:anyType*�-	 !> ��A'C '�
�A p> �0�, p��� . 
�  <AuthnContextDecl> : �O-��,xs:anyType*�-	! ��A'C '�
�A p> �0�, p��� . 

�  <AttributeValue> : �O-��,xs:anyType*�-	! ��A'C '�
�A p> �0�, p��� . 

�  <Advice>! <AdviceType>:  �i��� '�
�A "# �C
�#SAML '9�-�� ��� �0�, �
��C k����6� 
�1�1<��� ��$g� S�'�% �	'� ���OA 
� RÓ'�> D
o> ��N�> R� ���
� '�
�A.  

�� �1�1� 3 ���
��� �0��'���!��[
0�A� ��
A x
2�-	 8��2 ;��u�: 
�  <Attribute>! AttributeType. 

2.2.6.8  _ YG7���� x��!,�:��"�� 

1� 3 ���
��� *
0��'�����[
0�A� D
o> ��N�> R� ���
� 
����� *
0��'�j 8O�2 �U���2!V�� �1�:  
�  <Extensions>! ExtensionsType : �	'� ���OA 
� �{'�> D
o> ��N�> R� ���
� '�
�-j 8O�,

�1�1<��� ��$g� S�'�%. 
�  <StatusDetail>! <StatusDetailType>: 
� RÓ'�> D
o> ��N�> R� ���
� '�
�-j 8O�, 

�1�1<��� ��$g� S�'�% �	'� ���OA.  
�  <ArtifactResponse>! <ArtifactResponseType>:  ��N�> p> R� ���
� '�
�-j 8O�,

�1�1<��� ��$g� S�'�% �	'� ���OA 
� �D
o>) . !> T�[ ��
WS '9�A �O��� x
9�9� 5;-� ��!
 �i��� 3 �j
Q�W�SAML.(  
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2.2.6.8 ,�:��"�� _ YG7���� x��! 

2 �i��� :;<��SAML 4'-6� ��A ���0� �,�� *
C'-� URI r
�	>! ��
��  *�'+E �d� �&�'()� R� �;A �c> R� 
 k'�+�� �OZ
� 3 �5;-� 
�0�(>! �&�'()� ��\ 
���;<�W� RN� ��� �,�\� *
C5'-� �-j 45'-2 @�! �MW�� �,�� 4'-�

7.8 .��C
�# �,�� *
C'-� h,'-2 x
�!� RN� ��L 
�! 4'-6� ��A ���0� URI&�'()� ��� �c> R�  . p'� X> ���,!
U
O-�Wg� ��oS ��0	
c 3 �,���� ��C
�%� *
C5'-6� ��� h,'-2 .�-� x
W��� x��i2 �i�, X> U
$ puj a�� �! 

 45'-�URIB+��t Bz�E ;9��� �O-��, X> !> �,���� 45'-6� ��� �S
0�A
j �O-��� B-� .  
7.8 G��� �V?�� _ �%G��� ���I ��%SAML 

 45'-6� ��A ���0� �,�� *
C5'-� ���
��� ��A'+�� *�'�+�� 45'-2URI 3! ��'�m� �S��� "# L
+��� U
OA> 3 
���;<�W� �
*�-��� D
o> r
�	> 3! G
��)� D
o) �,�\� *
C'-� r
�	>.  

 �S��O�� ;5$�� MW� �O-��,(URN)2!'j ;,;��� �RN� v�$ U��� . ]	'�	%� 3 ��W;�\� :
�6� /,'C U���2!'j ��
$ 3!
(IETF) MW�� �O-��, �URN *
���-��� T�[ 3 �S���� (RFC)U���2!V�� �;� p��� x�S
m�	� 'd�)�  . "# 
c�'6�!
 45'-6�URI �i�� x
9�59� ��;�� SAML��6� �A�O~ �i�� T�$ ����
��� S!��� R� ;$�! 
\ X�N, � ]���> ��� *
+�

k'� U!) 
��C:  
 

urn:oasis:names:tc:SAML:1.0: 
urn:oasis:names:tc:SAML:1.1: 
urn:oasis:names:tc:SAML:2.0: 

��)� S��� ������� ��� :;<��2!.  
1.7.8 ,�3$i� a�kb ��l�b ���I ��%G��� 

 ]-��� 3 ���
��� �,�\� *
C'-� U
O-�W� RN�Namespace '9�-�� R� <Action>  ��'�m6� U
OA)� *
A�O~ "# ��
$²�
�S��6� ��A 
�Ì��> G��16�.  

1.1.7.8 �a�����/����l��/X������/a�V�f�/6lS���  

URI :urn:oasis:names:tc:SAML:1.0:action:rwedc 

�C5'-6� U
OA)� :Read Write Execute Delete Control 

@�, 
O� U
OA)� ��� '�+2!:  
Read:  NO�,�S�6� kD�'� R� T$
9�� R  
Write:  �S�6� �,;-2 R� T$
9�� RNO�,  

Execute:  �S�6� ��+�2 R� T$
9�� RNO�,  
Delete:  �S�6� ��+�2 R� T$
9�� RNO�,  
Control:  �S�6� "# L
+��� 3 MN���� �W
�W T$
9�� �;�  

2.1.7.8 �a�����/����l��/X������/a�V�f�/D���� Y� 6lS���  

URI :urn:oasis:names:tc:SAML:1.0:action:rwedc-negation 

�C'-6� U
OA)� :Read Write Execute Delete Control ~Read ~Write ~Execute ~Delete ~Control  
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 ��A'+�� k'�+�� 3 k�;�� U
OA)�1.1.7.8
�� �$!'m6� ��,'1�� s+�j '�+2  . k;Ç�Ò2 ��g-j ���0�6� U
OA)� 
�>)k_;º6� ( @�C
&�C'� S'�6� XL%� X> ;��> �Nmj �;��� :;<��2! ��5�+�� *
	!L> . Xuj e� f�'� e	uj 4���6� T$
9�� X�N, ��N�!

 �O-�
j :��,Read ;��u��
j kD�'��� XL# e� x
��C'� e�+	 ;�.  
 �i��� 3 �1���� ��A B-�,!SAML@+�6� e�Nmj! �O-�
j ]���� s+�j f5�'2 �> .  

3.1.7.8 �`y�,/z{����/YZ���/+�t��� ,�7�f�  

URI :urn:oasis:names:tc:SAML:1.0:action:ghpp 

�C!'-6� U
OA)� :GET HEAD PUT POST  
 /Z
+�� f��� ��	 U���2!'j 3 ��j
�6� *
��O-�
j U
OA)� ��� I02'2(HTTP) .:��, Xuj xgd� e� f�'6� T$
9�
C 

 �O-�
jGET> e� f�'� �� �B-� �S�� ��A e��A �9� X> x
},. 
 XgO-��!GET! HEAD XgO-��! �p;������ kD�'��� XL# U
�%
j Xgj
�, PUT! POST�j
�N�� XL# U
�%
j Xgj
�,  .

 ���O-�� X) x
�
  x
[�0}� s�� �j
����!HTTP GET ���O-��! �*
�1-6� �,;-2 3 T0��2 ;� POST 3 T0��2 ;� 
�� �S�6� �( �S�� *g,;-2T�1�� 3 �; . 4'-6� �OA 
c'6 �9+�� f59t ;c�, ����Action URI.  

4.1.7.8  T����� _ Q?.� ��!"�bUNIX 

URI :urn:oasis:names:tc:SAML:1.0:action:unix 

 :
l��� h�� "# L
+��� *
	!L)� �A�O~ @� �C'-6� U
OA)�UNIX @O�'�� K��'��
j 
��A '50-6� �)��Ô)�.(  
����W!:
�S)� ��A
jS ��O�S k'+E 3 k��c�� �O-�� :  

extended user group world  

 L
+��� XL% X�N, v�$extended�O���� :  
  +2 X
� �L# sgide��A ����6� ��   
  +4 X
� �L# suide��A ����6� ��   

 L
+��� �L% X�N,!user group! word�O����   
  +1�1-6� �� ��+���
j XL%� X
� �L#   
  +2�1-6� �� �j
�N�
j XL%� X
� �L#   
  +4�1-6� �� kD�'��
j XL%� X
� �L#   

 M�'�� xgdOC0754:
l��� h�� "# L
+��� XL# ��A U;,  UNIX : ���j! F�+�,! >'�, /,'+��! F�+�,! T�N,! >'�, :;<��6�
X!Ì'�, «
���.  

2.7.8 =���� 67� \��� ���M� ��%���  

\� *
C'-� U
O-�W� RN� ]-��� 3 ���
��� �,�NameFormat ;�-6� IO��� 3 4'-6� AttributeType h��92 "# ��
$²� �
MW�� ��+2 &�'() *�-��� D
o>.  

1.2.7.8  
+| d8(Unspecified) 

URI :urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified  

��'+� ��+�2 �N� �!'�� ]-��� MW� ��+2.  
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2.2.7.8  ;G��.� }' YL�.�URI 

URI :urn:oasis:names:tc:SAML:2.0:attrname-format:uri  
 4'-6� "# 
c�'6� Xumj Hg1��� @�, ]-��� MW�URI3 ]-��� �,�� *
C'-� 3 xgd� �O-��� �� 
O� � 

 �i���XACML) �� �,�Eu��� �i���-5W��L
+��� 3 MN���� �� .( 45'-6� {��� ��+2!URI £
� �� ��O���� �1�1� !> 
/�01��
j . ;�0�� 3 'l	�11�,���� 45'-6� ��� :;<��2 ��� ]-��� *
�0	
c .  
3.2.7.8  D7�7b(Basic) 

URI :urn:oasis:names:tc:SAML:2.0:attrname-format:basic 

O��2 ��� M���� �A�O~ R� T�¬�ª, X> �]-��� MW
� U�0�6� �Wg��� h�� ��A B-�, @��)� IO��� "# @xs:Name �
 ��A'+�� k'�+�� 3 4'-� �� 
O�6.3.3 R� XML Datatypes 
OQ��� RA kS�
9�� W3C . ;�0�� 3 'l	�13 ]-��� *
�0	
c 

�,���� 45'-6� ��� :;<��2 ���.  
3.7.8 671� ���I \��� ���M� ��%��� 

 ]-��� 3 ���
��� �,�\� *
C'-� U
O-�W� RN�Format �  '�
�-�� R<NameID>  !><NameIDPolicy> !> <Issuer> 
) ��A'+�� k'�+�� 'l	�2.1.8( X# �
�0�92 ��� ��
-6� ;A���! '�
�-�� {��� Xumj ��'�m6� r
�	)� "# ��
$%� �c> R� �

*;c!.  
   �l$g� � �i�9�� 3 {'c SAML V2.0�9�� 3 ���
j *V�A� ;� ]	
� �k;,;A �,�� *
C'-� T�W  �iV1.1.  

1.3.7.8  
+| d8(Unspecified) 

URI :urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified  
��'+� ��+�2 �N� �!'�� '9�-�� {��� ��+2.  

2.3.7.8  v"��l�' +��� *���$(Email address) 

URI :urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress  
X> ��A U;, x
��9�! ��!'�N�# ;,'j X���A �Nmj ��c�� '9�-�� {��� "addr-spec"  ��A'+�� k'�+�� 3 4'-� �� 
O� 

1.4.3 *
���-��� T�[ R� RFC 2822 ]	'�	%� 3 ��W;�\� :
�6� /,'C RA S�
9�� (IETF) . X���-�� X�N,!addr-spec 
 �Nm��local-part@domain . X> ¢$g,!addr-spec�0�2 �  e�� p> e)�'�m6� MW�� �d�( e��A /��-2 p> e��, �! �

)BW�� Bj S�9� f	 �d�( R,K�'�� Bj x�S�9� s��! �">"! "<".  
3.3.7.8  ������� _ ]	�`�� 67�X.509 

URI :urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName  
;�� �Nm�
j ��c�� '9�-�� {��� X> ��A U;, '9�-�� *
,��� �<ds:X509SubjectName>  
OQ��� 
���2 3 W3C .

 �i��� 
���2 X> ��l$g, X> R,�+�O�� @i0�,!XML 
Q��� 
j
��� W3C3 G
��)� D
o) �+m��� ;A��� �;�  

 �������X.509 *
���-��� T�[ 3 k
1-6� ;A����� RA h��� @�! �RFC 2253 /,'+�� RA S�
9�� IETF.  
4.3.7.8  *�+�3?� ;���� 67�Windows 

URI :urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName  
 X�;�O�� 4���� MW� �� '9�-�� {��� X> ��A U;,Window . X�;�O�� 4���6� �O-��6� MW�!Windows ����W �� 

 �Nm�� R�"DomainName\UserName" .�6� MW� 4�$ RN�! ���
+�� �['m��! X�;"\".  
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5.3.7.8  ,�:��"�� _ D��E� ;�W 67�Kerberos 

URI :urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos  
 U���2!'j 3 @��ZS 4'[ MW� �Nmj �� '9�-�� {��� X> ��A U;,Kerberos /���� :;<��, �

name[/instance]@REALM .
O���! /����! T��'��� ;A���!! ��$'6�! MWg� �$��O6� *REALM 3 �$!'m� 
 *
���-��� T�[RFC 1510 /,'+�� RA S�
9�� IETF.  

6.3.7.8 *��: ���I ;��� 

URI :urn:oasis:names:tc:SAML:2.0:nameid-format:entity  
 �i��� ��A ���0� *
�;� �5!K, X
�N� �,�\� 4'-� �� '9�-�� {��� X> ��A U;,SAML) > �1�W �d� T�Q��� !� T�
[ !

 �i��� 3SAML( �i��� *
�0	
c 3 �'�m� �� !> �SAML)  ;�$! G
���� ��0	
c ;O�-, p��� ��;�� �!K� �d�(SSO) 
8+9�6 .( '9�-�� 3 �,���� 4'-6� ��� �d� U
O-�W� RN�<Issuer>  !> �j
Q�W� !> T�1� S;96� �,�� 4'-, @N�
 ;��u23 �i��� SAML-�W� RN� !> � '9�-�� 3 e�
O<NameID>   S�;�# 
�1��2 :
l	 3 *
	
�� U�$ *�;��u2 
���

 �i��� 3 *�;��u���! *
j
Q�W��! *
0�1��SAML . �,�� h,'-2 "# @�'2 {'�> *�-	! '�
�A 3 x
},> e�
O-�W� RN�!
U���2!V�� *��
02 h��t ;�A :
l	 3 X
��.  

-� @� 4'-6� ��� �d6 T��'��� ;A���! 4'URI ��A e��[ ;,K, � 1024�o  . :
l��� 3 X
�N�� :;<��, Xuj ���,!
 X
N� �;�URL*���
j �� e�,�� 4'-, @N� ej £
�� X�;�6� MW� ��A p��� .  

 *�-��� 4�$ B-�,!NameQualifier! SPNameQualifier! SPProvidedID.  
7.3.7.8 6E�+�� ���M� ;G��� 

URI :oasis:names:tc:SAML:2.0:nameid-format:persistent  
 �A
Oµ !> ��;� �!K�! �,�� �!K� £
� @��ZS 4'1� �MZ��! Í
A �,�� 4'-� �� '9�-�� ��� {��� X> ��A U;,

��;�� p�!K� R� B0���6� . :�;<�W
j �0�'� X�N2 X> �,�\� !�!K� 
�;��, ��� �OZ�;�� MW�� �,�� *
C'-� ��A B-�,!
��Z��mA e0E M�� T$
9�� @����� �,�\� 4'-� 
�+mN, X> RN� *gj
�� 
\ s�� �)�O-��6� MW� �d� .( "# ��Q�� �����!

e�1m	> !> T$
9�� �,�� 4
m��� D
�2� @��OA �( Y!�K�� S
-��� MW� ��;$# . �,�� 4'-� M�� U�[ ;,K, �> T�!
 ��A MZ�;�� MW��256�o .  

 '9�-�� ]-	 X�N, 
�;�A!NameQualifier ;��, p��� �,�\� �!K6 ;�$! �,�� 4'-� ��A p��� X> T� �x���c�� 
 �,�\� *
C'-�) ��A'+�� k'�+�� 'l	�6.3.7.8 .( 
O� �'9�-�� ��A p��^ ��
WS r
�W R� /�m2 �O���� ]	
� �L# eC�$ RN�!

eA���� ���� �,�\� 4'-� ��A p��� ;��u2 !> U���2!'j ��
WS S;¬9ª� ��
$ 3 . S;9, X> :
l��� 3 '�� X
�N� @i0�,!
 ]-��� �i�, � ��
�� ��� 3! ��,�\� 4'-� X
,���! ej B�
�� ;��u��� !> U���2!V�� ��
WS x
�$�NameQualifier �

 �,�\� 4'-� ��)� 3 �;$> p��� X
�N�� �,�¡ h,'-��� 3 'O��, X> T� e�N�!)��
�� ��� �d� 3 4�� �> T�!.(  
 '9�-�� ]-	 X�N, 
�;�A!SPNameQualifier �!K6 ;�$! �,�� 4'-� ��A p��� X> T� �x���c��  �A
O� !> ��;��

 M\ �,�\� 4'-� ;���2 {'c ;� X
� R,��� R,�!K6� R� B0���6�) ��A'+�� k'�+�� 'l	�6.3.7.8 .( X
� �L# eC�$ RN�!
��, @N� I�C k;-� ��
WS 3 x��S�! '9�-�� ;�$��� �,�\� 4'-� @� e�O�� X�N2 �> RN�! ���;�� ��!K� k'E
0� 
�N��

��� ��;�� �!K6.  
 '9�-�� R-	 p��� X> B-�,!SPProvidedID !> ��;�� �!K� x���> e-�! p��� �,;0�� @��Z'�� 4'1�� �,�� 4'-� ��A 

 �*;c! X# �R,�!K6� R� B0���6� �A
�) 'l	� ��A'+�� k'�+��6.2.8 .( B-�, ��,���� 4'-6� ��� �d� 
�! ;� RN, ¯ �L#!
]-��� 4�$ �Z;�A.  
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 ����� R,�!K� 
� 8��! f	 3 
�o
�2 {'� �> B-�, ��2 
��+9j! ��,'��� �,
O� ���� �j
d� �OZ�;�� �,�\� *
C'-� V�-2
MW
��6� �,�\� 4'-� ��-�! R,��� X!�!K6� M� .� '�l2 �> T� ��L r�C! 3 !> ������� '2
C;�� *
+�� 3 �,�\� *
C'-

�0W
�� *
,
¾! *
0��'� X!� ���
� 
���� . {'�> ���	> :�;<�W� 3 k'$ 3 *
0�1�6� ��� �d� 
\ s�� ��� *���+���� 
�>
 �i��� 3 
¹��
02 3 �,�\� *
C'-� R�SAMLOZ�� M��j k;Z�a ���¾ /���� ��� �5O^ �> 
���A RN�! �� 
A �(! �.  

 s�� ��;�� �!K� X»C �R,�!K6� R� Y!a Bj ��0W
� ��gA ��
A kS�9j sN-2 @N� �OZ�;�� �,�\� *
C'-� �O-��2 
O��j!
������ ��� �d� M��, !> e�-�01j �c)� ;,;� ��,���� x
OZ�� x
C'-� �O-��, !> 4'�-, Xuj x
�K�� . ��g-�� ��� �d�!" k;�$���

T	
�� "� � 3 �OZ�;�� ��;�� *
C'-� f� ��
-� ;A��� p> 3 !> �,�\� �!K� ���W 3 '�y2 �! x
W�O�� x
Cg��� h��
������� ��� 3 �C'-6� *����2!V��.  

 X
�-��� B0,!NameQualifier! SPNameQualifier 
���;<�W� X
��0, � 
O��N�! ���;$%� ���OA 3 ���c���� . �L»C
,�� �!K� X
� ]-��� �O�� X�N2 ��,���� x
OZ�� x
C'-� �;� p��� �� B-� �NameQualifier ��� 3 ]-�! ;� 

�OZ�� kS�9j �l���� . ej £
�� �;��u2 S;�>! �,�\� �!K� S!;j ��,���� 4'-6� ��� �d� M���, p��� ��;�� �!K� :
� �L#!
 ]-��� �O�� X»C ���� �,�\� 4'-� ��A p��� p���NameQualifier �i�2 R� )4�^ R� ;��u��
j! .( S
�� X> e�N�!

B�O���� Bj 
� �9,! @��Z'�� 4'1�� �dO�� ej x
�
� �,���� x
OZ�� x
C'-� �;��C ��L R� xg,;j .��+���� ��<�, S�'� ���!.  
8.3.7.8 ������ ���M� ;G��� 

URI :urn:oasis:names:tc:SAML:2.0:nameid-format:transient  
;,� 
A ���y� �O�� e	> ��A e-� /����� 4'1�� ��
-�, X> @i0�,! �k'j
A ���;j �,�� 4'-� �� '9�-�� {��� X> ��A U .

 �i��� 3 �,�\� *
C'-� ��A ��016� ;A����� x
�0[ 'j
-�� �,�\� 4'-� M�� ;���2 B-�,!SAML)  k'�+�� 'l	�4.7( �> T�! �
 ��A 
\�[ ;,K,256�o .  

 RN� B�-��� U
O-�W�NameQualifier !SPNameQualifier x
c!�K�� �,�� 4'-� �d� �,�\� 4'-� X> "# kS
E²� 
x�'j
A! x
��y�! . ��A'+�� k'�+�� 3 k�;�� ;A����� x
�0[ 
O�C�$ RN� ���
�� ��� �d� 3!7.3.7.8.  

4.7.8 ��%��.� ���I ;G��� 

���
��� �,�\� *
C'-� :�;<�W� RN� ]-��� 3 Consent  R,;�-6� B�-��� 3 4'-6�RequestAbstractType 
!StatusResponseTypeb!'E p> /C!! ��
W'�� ��A e��C��� �1A> ;� @��ZS 4'[ X
� �L# 
OA k�
C²� �.  

1.4.7.8 Unspecified 

URI :urn:oasis:names:tc:SAML:2.0:consent:unspecified  
��� f� �0�
1� p> �;^ ¯@��Z'�� 4'1�� ��C.  

2.4.7.8 Obtained 

URI :urn:oasis:names:tc:SAML:2.0:consent:obtained  
��
W'�� S;¬9ª� 
���A �9$ ;� @��Z'�� 4'1�� ��C��� X> ��A U;,.  

3.4.7.8 Prior 

URI :urn:oasis:names:tc:SAML:2.0:consent:prior  

W'�� S;¬9ª� X
� @��Z'�� 4'1�� ��C��� X> ��A U;, e��# *S�
j p��� �O-�� /0�2 ���-� k'�C 3 
���A �9$ ;� ��

��
W'��.  
4.4.7.8 Implicit 

URI :urn:oasis:names:tc:SAML:2.0:consent:current-implicit  
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 R� DKQ� ���
W'�� e��# *S�
j p��� �O-�� D
��> x
��O� ��
W'�� S;¬9ª� 
���A �9$ ;� @��Z'�� 4'1�� ��C��� X> ��A U;,
����C��6� ��A 
W!> �� . ���0�6� ��C��6� e��A @� 
� 'd�> n;���� R�! �O-�� R� R�K�� 3 �0,'� ���O}�� ��C��6� X�N2!

�1m	> kS!� R� x�DKc 
��+9j.  
5.4.7.8 Explicit 

URI :urn:oasis:names:tc:SAML:2.0:consent:current-explicit  
9$ ;� @��Z'�� 4'1�� ��C��� X> ��A U;,��
W'�� e��# *S�
j p��� �O-�� D
��> x�$�'� ��
W'�� S;9ª� 
���A �.  

6.4.7.8 Unavailable 

URI :urn:oasis:names:tc:SAML:2.0:consent:unavailable  
��C��6� ��A �9� ¯ ��
W'�� S;¬9ª� X> ��A U;,.  

7.4.7.8 Inapplicable 

URI :urn:oasis:names:tc:SAML:2.0:consent:inapplicable  

��A °gj%� "# !> ��C��6� "# �c
$ �
�� Xuj ;��-, � ��
W'�� S;¬9ª� X> ��A U;,. 

9  ���� ��!�"�� #��$�%�SAML 

 �i��� *
�0	
c T�1�2SAML ��Z
���� b
����! Ij�!'�� �
O�A�! ��,�\� *
C'-� £�9� :
l	 *
	
�� Bj *
�
+2� 
8�2
+6�! *��
�m��! .����!� ��N�! .�� xgj
� ��$'m�� *
�1-O�� x
��	 ;�0�� ��� 4'-,!
5W��3 :
l	 *
	
�� "#  

 �i���SAML �i��� *
�0	
c 
��N-2 ��� S�!��� x
�C! x
Ol�C �SAML . G
���
j �,�\� �!K� S�!�> �Om2 S�!�)� ��� �d�!
 ;�$��� 
������(SSO) ;�$��� 
������ G
���
j ��;�� �!K�! (SSO)�	��! � S�'��� �1�	! ]-��� T�
[! ]-��� �1�W! G
�

@W
����  

1.9 ��	���� �����.� 

 �i�� ��$'m�� *
�1-6� M¥l�2SAML �A�O~ U�$ -5W�2 �i��� *����2!'j R� ��'�m� *
-�Oq �d  S�!�)� R� ��
SAML:
l��� *
	
�� 
�;O�-2 �
¹
�0	
c!  .5W�2 @W
W> IJ R� /�m� '9�-j S!� �� H'¬mª,! �� @-

RoleDescriptor . p!
�� '9�-�� 3 
�S!;j 
_OQª2 *
+����� ��� �d�!<EntityDescriptor> k;$��� �� p��� 
 �i�� ��$'m��  *
�1-6� R� "!)�SAML . �A
� �d� �{'�> *
	
�� R� B0���� �A
� �d� X> 
� X
�N� x
},> RN�!

��;�� p�!K� R� B0���6� . '9�-��!<AffiliationDescriptor> &'i�� ��\ :5;º��.  
 '9�-�� :;<��2 �5��0� '�a 3 
�S!;j *
+���6� ��� �d� �O��'� RN�!<EntitiesDescriptor> .  

 T�(> ��A p�'+�� 
������ ��	
N�# 
� x
��9�! ���$'m�� *
�1-6
j ��d�� kS�;c ��
�% �A���� ����> *
��� �
O�A� RN�!
3 �C'-6� '�
�-��������� ��� .  

;����� ��g-j I02'2 ��� '�
�-�� p��^ 
�;�A/ ;����)G)�/Rj�� ( D
}�	� *
���-� !> u0<6� k'��L �d� ���'�m� *�-	 ��A
;����� '9�-� �,��!)� X�N2 ���$g9��.  

   �l$g� � �i�� ��$'m�� *
�1-6� ��y2 �> T� SAML�# ��A p�1�W XgA# 
�> ��A ��
A kS�9j  !> *
	
N
:
l	 3 B-� X
�� *�S
�� .�,'9$ X�N2 X> Y
�^ � @�C ������ X�N2 X> 
\ @i0�, 
O��j 
�> |-, ���! . D
i�#!

G��1� �( �[
�j �Nj �� �j �;O�-� �( !> ;O�-� e	> x�;j> |-, � B-� S
�� . 3 ]-��� �1�W ���L ��A U
dO�!
 �i���SAML� �;A p> ;O�-2 X> 
��N�  '9�A 3 k
O�� �( *�-��� R

<AttributeAuthorityDescriptor> .*�S
0�A�� R� '�� �;A p> !> �,'��� D
i�%� sN-, 
�S! . ��A!
eO���, X> ;,', !> eO���, 4�W x
��-� x
0�
[ X> x�;j> |-2 � �B-� ]-	 �
O�A� ��A ���;�� X»C x
},> sN-��.  
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1.1.9 a�ki� N:��b 

-6� :;<��2 �i��� 3 ��$'m�� *
�1SAML���
��� D
o)� R�
�> :  
urn:oasis:names:tc:SAML:2.0:metadata  
 D
o)� R�
�) ��j
W ������� ��� :;<��2!md:p��-�� MW�� X
N� "# ��^ .  

 �i�� ��$'m�� *
�1-6� /Z
�! 3 D
o)� R�
�> :;<��2 �1�1<��� R� ���
��� �-1���!SAML:  
 

<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:metadata" 
    xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 
    xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <import namespace="http://www.w3.org/2000/09/xmldsig#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-
20020212/xmldsig-core-schema.xsd"/> 
    <import namespace="http://www.w3.org/2001/04/xmlenc#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmlenc-core-
20021210/xenc-schema.xsd"/> 
    <import namespace="urn:oasis:names:tc:SAML:2.0:assertion" 
        schemaLocation="saml-schema-assertion-2.0.xsd"/> 
    <import namespace="http://www.w3.org/XML/1998/namespace" 
        schemaLocation="http://www.w3.org/2001/xml.xsd"/> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-metadata-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
              V2.0 (March, 2005): 
                Schema for SAML metadata, first published in SAML 2.0. 
        </documentation> 
    </annotation> 
…  
</schema> 

 

2.1.9 ��E���� x�~i� 

*�-���! '�
�-�� h,'-2 3 
���;<�W� x
j��1� ��$'m�� *
�1-6� R� k;,;A x
[
J> ��A'+�� k'�+�� ��� 4'-2.  
1.2.1.9 ���2�� �3��� 

 I��0�� IO��� ;5��,entityIDType IO��� anyURI  �i��� �1�1� *
�1-� £
��XML ��A e��[ ;,K, �uj X1024�o  .
��� :;<��,! IOentityIDType �i��� *
	
�N� ;�$! �,�� 45'-O� SAML . ��A'+�� k'�+�� x
},> 'l	�6.3.7.8 . 4'-�!

 '�u�2 ��� *
	
�N�� 
�� ���� x�;�$! X�N, X> B-�, IO��� ��� R� �,��)�-j 3 
�}-j '�y, (B-� S�12 3 . :�;<�W�!
 4'-�URI x
C'-� Xuj ��Z
��� k;A
��
j ��O��� 
� URIT�16� ��� Ë�, ��+��t *
	
�� "# ��� �> T� x�;�$! .  

 I��0�� IO��� 4'-2 �1�1<��� R� ���
��� �-1���!entityIDType.  
 

<simpleType name="entityIDType"> 
 <restriction base="anyURI"> 
  <maxLength value="1024"/> 
 </restriction> 
</simpleType> 
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2.2.1.9 .� �3��� +m��EndpointType 

 ;¥�-6� IO��� H'm,EndpoinType �i��� U���2!'j �1j�'� ��Z
� �1�	 SAML �i��� 3 X
�� 
�1��, �SAML �W', X> 
U���2!'j �Z
WS 
���# .*
�0	
�
j £
�� ��$'m�� *
�1-6� R� !> U���2!V�� '�
�A R� ;,;-�� IO��� ��¡ I02',! . @�!
�
��� *�-��� R� X�N�2��:  

�  Binding ]G��1�[  
  �1j�S �;� G��1� ]-	 �i��� 3 SAML��Z
� �1�	 
�;O�-2  . 4'-� "# k;��� �1j�S ��!URI 4'-, @N� 


��,��.  
�  Location ]G��1�[  

   4'-O�� ]-	URI��Z
���� �1���� 
��� �5;� @N� G��1�  . 4'-6� ��\ �$�O�6� T��'��� ;A���!URI h���2 
�� �1j�S ��AU���2!V.  

�  ResponseLocation ]pS
����[  
  ��0	
�� !> U���2!V�� R� DKQ� *
j
Q�W�� �Z
WS e��# �W'2 x
+��t x
-��� x
,S
���� �;� . T��'��� ;A���!

 4'-6� ��\ �$�O�6�URIU���2!V�� �1j�S ��A h���2 .  
 ]-��� �O-��,ResponseLocation�W� R� ��Z
� b
�	 k;A BNO��  U���2!V� ��C�'6� �j
Q�W��! T�1�� �Z
WS U
0�

 G
�[²� �Z
W�� !> *��O�� �	a��6 �Z
W�� s�� RN�! ���0	
c !>) ��\ x
���^ IO��� ��� R� '�
�A k;A ��',# RN�
&'i�� .( ]-��� �O-��, �!ResponseLocation "# @O��, IO��� ��� R� '9�A ��A S�!�)� ;$> p��� 
�;�A 

j �Z
WS R� ;�$! ��	 
���A /01�, ���0	
c "# !> U���2!')�j
Q�W� !> T�[.(  
   �l$g�)�g¥[g� (– 8��, PE41)  'l	�OASIS PE:2006 (f��� "# ���
��� ��O�� �C
�»j �gA> k'�+��:  

   ]-��� X
� �L#ResponseLocation��0	
c !> U���2!V� ��C�'� �j
Q�W� ��
WS p> X»C �x
C!��  RN� 
 4'-6� 3 ��
-2 
�uj &�'�C��URI ]-��� e��# �m, p��� Location. 

�1�1<��� 3 �!;�� ���-� �( *
-j
�2 3 *
�
���� T�(> 3 IO��� ��� '�
�A '�l2! . n;��j *
	
�N�� ;$) 8O�, ��L!
��t U���2!'j Ij�!S k�
A 
�0�92 �k�;-�� ��Z
� b
�	 3 ��0	
c !> U���2!'j �����6 8��2 @N� �+*
�1-6� X> ��$'m�� 

e2
c
$ T�$ ��Z
���� �1���� S
�� . �m+�� 4
�z�W� !> ���O�� Xa��2 :;�2 X> ��Z
� b
�	 k;-� RN�!"X�jK�� T	
c 3"� 
����K�� U���2!'j �1j�S ��
$ 3 ��
�!.  

> 3 �C5'-� ��[
0�A� *�-	! '�
�A :�;<�W
j x
},> '9�-�� ��� 8O�,! �i��� 3 ]��� D
o> R�
�SAML . R� {��� p>!
MW� X
N� e	�Nj e+�! T� ����� ���.  

 ;�-6� IO��� 45'-2 �1�1<��� R� ���
��� �-1���!EndpointType.  
 

<complexType name="EndpointType"> 
 <sequence> 
  <any namespace="##other" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
 <attribute name="Binding" type="anyURI" use="required"/> 
 <attribute name="Location" type="anyURI" use="required"/> 
 <attribute name="ResponseLocation" type="anyURI" use="optional"/> 
 <anyAttribute namespace="##other" processContents="lax"/> 
</complexType> 
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3.2.1.9  +m��.� �3���IndexedEndpointType 

 ;�-6� IO���IndexedEndpointType 
5W�, EndpointType ��Z
���� b
���� �W'�C 8��, @N� �*�-��� R� Y!Kj 
U�N2!V�� �Z
W'j 
���# ��
$%� RN� �$ ��j
1�6� .B��
��� B�C
�%� B�-��� R� X�N�,!:  

�  Index ]G��1�[  
  �� ;��, G��1� ]-	U���2!'j ��
WS 3 
���# ��
$%� RN� �$ ��Z
���� �1���� "# k;�$! ����� �O . �!

 e�+	 ;����� '9�-�� ���� k����� ���
O�6� '�
�-�� R� �A�O~ RO� k;�$! X�N2 X> �# «'�+�� �O�� Y
�^) p>
��$'6� ���
� 3 k;�$! X�N2 X> Y
�^ � 
�#.(  

�  isDefault ]pS
����[  
  �W'�+� �A�O~ RO� T�i��
j ��Z
� �1�	 "# �m�� �O-��, pS
���� ���j ]-	 . �O���� &'�+2 �4�$ �L#!

�z[
�.  
 �1�	 U!> @� T�i��
j ��Z
���� �1���� X�N2 �IO��� ��� ��A ���0� ���
O�� ��Z
� b
�	 R� X5�N� ����� ��� R� 
j
�2 p> 3!

 ]-��� 
� ������ ��� R� ��Z
�isDefault  ��A x
A����"TZ
� ." X�N2 ���Z
���� b
���� ��� �d� ;c�2 � ]	
� �L#!
 ]-��� 
�! X!;j ������ ��� R� ��Z
� �1�	 !> @� T�i��
j ��Z
���� �1����isDefault ��A "�[
� ." � ]	
� �L#!

j
���� 3 '9�A !> @� X�N2 ��Z
���� �1���� X»C ���Z
���� b
���� ��� �d� ;c�2.  

   �l$g�)�g¥[g� (� H'��, PE37)  'l	�OASIS PE:2006 (@�, 
� �gA> k'�+�� 8���2:  
 B�'�m� MW� X
N�! '9�A MW� MW
��2 �W'�+� ��Z
� b
�	 R� X5�N� ����� ��� R� 
j
�2 p> 3) 
�� p>

 �$�'6�<md:AssertionConsumerService>;$�! S!� 3 (��
j ��Z
���� �1���� X�N2 � �1�	 !> @� T�i
 ]-��� 
�! 
� ���Z
�isDefault ��A "TZ
� ." �1���� X�N2 ���Z
���� b
���� ��� �d� ;c�2 � ]	
� �L#!

 ]-��� 
�! X!;j ���Z
� �1�	 U!> @� T�i��
j ��Z
����isDefault ��A "�[
� ." �d� ;c�2 � ]	
� �L#!
�i��
j ��Z
���� �1���� X»C ���Z
���� b
���� ���
j
���� 3 '9�A U!> @� X�N2 T.  

 ;¥�-6� IO��� 45'-2 �1�1<��� R� ���
��� �-1���!IndexedEndpointType:  
 

<complexType name="IndexedEndpointType"> 
 <complexContent> 
  <extension base="md:EndpointType"> 
   <attribute name="index" type="unsignedShort" 
use="required"/> 
   <attribute name="isDefault" type="boolean" 
use="optional"/> 
  </extension> 
 </complexContent> 
</complexType> 

 

4.2.1.9  +m��.� �3���localizedNameType 

 ;�-6� IO���localizedNameType �i��� 3 pS
�-� ]-	 
� �����j M5��6� '9�-�� 
5W�, XML .�� �-1���! R� ���
�
 ;�-6� IO��� 4'-2 �1�1<���localizedNameType:  

 
<complexType name="localizedNameType"> 
 <simpleContent> 
  <extension base="string"> 
   <attribute ref="xml:lang" use="required"/> 
  </extension> 
 </simpleContent> 
</complexType> 
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5.2.1.9 +m��.� �3��� localizedURIType 

 ;�-6� IO���localizedURIType 45'-� M5��6� '9�-�� 
5W�, URI �i��� 3 pS
�-� ]-	 
� XML.  
 ;¥�-6� IO��� 45'-2 �1�1<��� R� ���
��� �-1���!localizedURIType:  

 
<complexType name="localizedURIType"> 

<simpleContent> 
  <extension base="anyURI"> 
   <attribute ref="xml:lang" use="required"/> 
  </extension> 
 </simpleContent> 
</complexType> 

 

3.1.9  �"X4� �������)���X4�( 

 �i�� ��$'m�� *
�1-6� R� ��$'� ��SAML*
	
�� k;A!> x�;$�! x
	
�� H'm2  . '9�-�� X�N, X> "!)� ��
�� 3 B-�,!
 �� S���<EntitiesDescriptor>  �� S��� '9�-�� X�N, X> ��	
d�� ��
�� 3 B-�, 
O� �

<EntitiesDescriptor>.  
1.3.1.9  �`����<EntitiesDescriptor> 

 '9�-�� p���<EntityDescriptor>  �i��� *
	
�� R� x
,S
���� k
O�� *
	
�N�� R� �A�O¤ ��$'m�� *
�1-6� ��A
SAML . ;�-6� 
�1J p���!EntitiesDescriptorType  '�
�-�� R� 
j
�2 ��A<EntityDescriptor> R� !> 
 '�
�-��<EntitiesDescriptor> BA���� g� R� !>:  

�  ID ]pS
����[  
  
������ ;�A ��-c'� �1��� k�
A :;<��, �����! �� 3 '9�-�� ;�$! �,�� 4'-�.  

�  validUntil ]pS
����[  
  	� ;A�� ��A U;, pS
���� ]-	{��� '9�A �� 3! '9�-�� 3 k����� ��$'m�� *
�1-O�� ��$g9�� D
}�.  

�  cacheDuration ]pS
����[  
   *
�1-6� �u0t k'��L 3 
�D
��> 
}, X> �����O�� @i0�, ��� �Ol-�� ����K�� ���6� ��A U;, pS
���� ]-	

{��� '9�A �� 3! '9�-�� 3 k����� ��$'m��.  
�  Name ]
����pS[  

   �i��� *
	
�� R� �A�O~ �,�� 4'-, ����W MW�SAML*�S�1��� ;$> r
�W 3 .  
�  <ds:Signature> ]pS
����[  

   �i��� 3 
���2XML ;�0�� 3 H!'m� �� 
O� �e2
,���! p!
�� '9�-�� R����, 8.  
�  <Extensions> ]pS
����[  

  +�� ���$'m�� *
�1-6� R� �,S
���� *
-5W�2 ��A p���
�N�����! ��$'m�� *
�1-6� 'E
	 Bj 
���A / . B-�,!
�� '�
�A ��A
5W�� �i��� 3 x
C'-� s�� MW� X
N� �1W��j MW� X
N� �C���� X�N2 X> SAML.  

�  <EntitiesDescriptor>  !><EntityDescriptor> ]'d�> !> ;$�![  
   �i��� 3 'd�> !> ;$�! X
�N� ��$'m�� *
�1-6� ��A p���SAML ��$'m�� *
�1-6� R� ���0� �A�O~ ��A !> �

��C
�%�.  
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 R� ;$�! p> ��A p��� X> e��A B-�, ���$'m�� *
�1-6� R� ��$'6 S�c '9�-� xgO-��� '9�-�� ��� X�N, 
�;�A!
 B�-���validUntil !> cacheDuration .R� ��$'� R� S��� '9�-�� �# B�-��� ;$> ��A p��� �uj ���,! 

��$'m�� *
�1-6�.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<EntityDescriptor>  ;�-6� e1J!EntitiesDescriptorType:  

 
<element name="EntitiesDescriptor" type="md:EntitiesDescriptorType"/> 
<complexType name="EntitiesDescriptorType"> 
 <sequence> 
  <element ref="ds:Signature" minOccurs="0"/> 
  <element ref="md:Extensions" minOccurs="0"/> 
  <choice minOccurs="1" maxOccurs="unbounded"> 
   <element ref="md:EntityDescriptor"/> 
   <element ref="md:EntitiesDescriptor"/> 
  </choice> 
 </sequence> 
 <attribute name="validUntil" type="dateTime" use="optional"/> 
 <attribute name="cacheDuration" type="duration" use="optional"/> 
 <attribute name="ID" type="ID" use="optional"/> 
 <attribute name="Name" type="string" use="optional"/> 
</complexType> 
<element name="Extensions" type="md:ExtensionsType"/> 
<complexType final="#all" name="ExtensionsType"> 
 <sequence> 
  <any namespace="##other" processContents="lax" 
maxOccurs="unbounded"/> 
 </sequence> 
</complexType> 

 

2.3.1.9  �`����<EntitiyDescriptor> 

 '9�-�� �;�<EntityDescriptor>-6�  �i��� 3 ;$�! X
�N� ��$'m�� *
�1SAML . T-�, X> ;c���� '9�-�� RN�!
k�;-�� *
�0	
c 3 k;O�-� �+��t S�!�> k;A 3 . �'¤� '9�-�� ����! ���
��� �W���� S�!�)� k'E
0� ������� ��� ;,y2!

<RoleDescriptor>��-5W���� �c> R� :  
�   ;�$��� 
������ G
���
j �,�� �!K�(SSO)F  
�   ;�$��� 
������ G
���
j ��;� �!K�(SSO)F  
�  FX
���W� �1�W  
�  F]-	 �1�W  
�  F@W
�W S�'� �1�	  
�  G
��	�.  

 ;�-6� e1J X�N�,!EntityDescriptorType���
��� *�-���! '�
�-�� R� :  
�  entityID ]G��1�[  

   �i��� X
�N� ;�$��� �,�\� 4'-� �;�SAML��$'m�� e2
�1-� �$!'m6� '9�-�� *
,��� 3 .  
�  ID ]pS
����[  

  
������ ;�A ��-c'� �1��� k�
A :;<��, �����! �� 3 '9�-�� ;�$! �,�� 4'-�.  
�  validUntil ]pS
����[  

  {��� '9�A �� 3! '9�-�� 3 k����� ��$'m�� *
�1-O�� ��$g9�� D
��	� ;A�� ��A U;, pS
���� ]-	.  
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�  cacheDuration ]pS
����[  
   *
�1-6� �u0t k'��L 3 
�D
��> 
}, X> �����O�� @i0�, ��� �Ol-�� ����K�� ���6� ��A U;, pS
���� ]-	

{��� '9�A �� 3! '9�-�� 3 k����� ��$'m��.  
�  <ds:Signature> ]pS
����[  

   �i��� 3 
���2XMLe2
,���! p!
�� '9�-�� R����, .  
�  <Extensions> ]pS
����[  

  ���
�N�����! ��$'m�� *
�1-6� 'E
	 Bj 
���A /+�� ���$'m�� *
�1-6� R� �,S
���� *
-5W�2 ��A p . B-�,!
�� '�
�A ��A
5W�� �i��� 3 4'-� �( MW� X
N� �1W��j MW� X
N� �C���� X�N2 X> SAML.  

�  <RoleDescriptor>  !><IDPSSODescriptor>  !><SPSSODescriptor> !> 
<AuthnAuthorityDescriptor> !> <AttributeAuthorityDescriptor> !> 

<PDPDescriptor>] 'd�> !> ;$�![ !>  
�  <AffiliationDescriptor> ]G��1�[  

   4'-, f9<�� h��! 
�#! �S!;�� h��! '�
�A R� 'd�> !> '9�A R� 
j
�2 
�# �� '9�-�� @W
W)� {����
x
j
��	�.  

�  <Organization> ]pS
����[  
   �i��� X
�� RA ��!y�6� �Ol�6� �,�� 4'-, pS
���� '9�ASAML'9�-�� e+9, p��� .  

�  <ContactPerson> ]'d�> !> '+�[  
  ��9<m�� *�
92�� R� �+��t ���	> �,�� 4'-, '�
�-�� R� pS
���� 
j
�2.  

�  <AdditionalMetadataLocation> ]'d�> !> '+�[  
  ��6� 
���6� R� pS
���� 
j
�2X
�Nj ��
� ��C
�# ��$'E *
�1-� ;c�2 v�$ �D
o)� ��N�uj �C� 

 �i���SAML . ]��� {'�> *
���2 "# D
O�	�� h92 !> ��,;j r
�	uj ��$'E *
�1-� ��A ��L �O�m, ;�!
R�  �i���SAML.  

�C'-� ]��� D
o> R�
�> /,'[ RA D
o)� X
N�uj �C���� ��[
0�A� *�-	 x
},> �'2 X> RN� 
O� �i��� 3 SAML.  
 B�-��� R� ;$�! ��A p��� X> e��A B-�, ���$'m�� *
�1-6� R� ��$'6 S�c '9�-� xgO-��� '9�-�� ��� X�N, 
�;�A!

validUntil !> cacheDuration . *
�1-6� ��$'� R� S��� '9�-�� �# B�-��� ;$> ��A p��� �uj ���,!
��$'m��.  

,;A '�
�A S��© ;�A ���,! R� �Nj
m�� x
O�� MW
��2 �> �e�+	 IO��� S!;�� h��! R� k;
protocolSupportEnumeration � Ug� R� 
�S �D
��	�� �;^ X> RN� ��$'m�� *
�1-O�� *
�0	
c X> �(

kK�� {'�> ��-5W�2 *�-	 U
O-�W�.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<EntityDescriptor>�-6� e1J!  ;EntityDescriptorType:  

 
<element name="EntityDescriptor" type="md:EntityDescriptorType"/> 
<complexType name="EntityDescriptorType"> 
 <sequence> 
  <element ref="ds:Signature" minOccurs="0"/> 
  <element ref="md:Extensions" minOccurs="0"/> 
  <choice> 
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   <choice maxOccurs="unbounded"> 
    <element ref="md:RoleDescriptor"/> 
    <element ref="md:IDPSSODescriptor"/> 
    <element ref="md:SPSSODescriptor"/> 
    <element ref="md:AuthnAuthorityDescriptor"/> 
    <element 
ref="md:AttributeAuthorityDescriptor"/> 
    <element ref="md:PDPDescriptor"/> 
   </choice> 
   <element ref="md:AffiliationDescriptor"/> 
  </choice> 
  <element ref="md:Organization" minOccurs="0"/> 
  <element ref="md:ContactPerson" minOccurs="0" 
maxOccurs="unbounded"/> 
  <element ref="md:AdditionalMetadataLocation" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
 <attribute name="entityID" type="md:entityIDType" use="required"/> 
 <attribute name="validUntil" type="dateTime" use="optional"/> 
 <attribute name="cacheDuration" type="duration" use="optional"/> 
 <attribute name="ID" type="ID" use="optional"/> 
 <anyAttribute namespace="##other" processContents="lax"/> 
</complexType> 

 

1.2.3.1.9  �`����<Organization> 

 '9�-�� �;�<Organization> �i��� 3 S!� !> X
�� RA ��!y�6� �Ol�6� RA ��W
W)� *
���-6� SAML . U
O-�W�!
x
OZ�� pS
���� �� '9�-�� ��� . �i��� 3 pK�'� ]-	 !> '9�A p> k'E
0� �j
�, �! e�-�01j @�gA# �����!SAML .

 ;�-6� e1J X�N�,!OrganizationType���
��� '�
�-�� R� :  
�  <Extensions> ]pS
����[  

   ��A p���-5W�2
�N�����! ��$'m�� *
�1-6� 'E
	 Bj 
���A /+�� ���$'m�� *
�1-6� R� �,S
���� *
 . B-�,!
�� ��A-5W�� ���
E '�
�A ��A �O�m2 �> *
)D
o)� ��N�uj �C���� �( (W� X
N� 
�+9, '�
�A ��A !> M

 �i��� 3 4'-�SAML'9�-�� ��� ���� .  
�  <OrganizationName> ]'d�> !> ;$�![  

  X
�	%� R� kD!'�� �( !> kD!'�� �i� 3 �C���� D
o> k;A !> ;$�! MW�.  
�  <OrganizationDisplayName> ]'d�> !> ;$�![  

  X
�	%� R� kD!'�� �i� 3 �C���� D
o> k;A !> ;$�! MW�.  
�  <OrganizationURL> ]'d�> !> ;$�![  

   �,�� 4'-�URI*
���-6� R� ;,K6 �O-��6� e��# e5c�, x
-��� �;� 'd�> !> ;$�!  . "# �i��� h��! ���!
�;�� 
��6� 3 *
,�
6� {���.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<Organization> ;�-6� e1J! OrganizationType:  
<element name="Organization" type="md:OrganizationType"/> 
<complexType name="OrganizationType"> 
 <sequence> 
  <element ref="md:Extensions" minOccurs="0"/> 
  <element ref="md:OrganizationName" maxOccurs="unbounded"/> 
  <element ref="md:OrganizationDisplayName" maxOccurs="unbounded"/> 
  <element ref="md:OrganizationURL" maxOccurs="unbounded"/> 
 </sequence> 
 <anyAttribute namespace="##other" processContents="lax"/> 
</complexType> 
<element name="OrganizationName" type="md:localizedNameType"/> 
<element name="OrganizationDisplayName" type="md:localizedNameType"/> 
<element name="OrganizationURL" type="md:localizedURIType"/> 
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2.2.3.1.9  �`����<ContactPerson> 

 '9�-�� �;�<ContactPerson>  !> X
�� RA 
� ;$ "# U!y�� f<E U�$ U
92�
j ��
�� ��W
W)� *
���-6�
 �i��� 3 S!�SAML .O-�W�!x
OZ�� pS
���� �� '9�-�� ��� U
 . !> '9�A p> k'E
0� �j
�, �! �e�-�01j @�gA# �����!

 �i��� 3 pK�'� ]-	SAML . ;�-6� e1J X�N�,!ContactType���
��� *�-���! '�
�-�� R� :  
�  contactType ]G��1�[  

   IO��� ��;-2 :;<��, p��� U
92�� IJ �;�ContactTypeType .M����! ��	
�2 @� ��O��� )technical (
 �OA��!)support ( �,S��#!)administrative ( �,�O�2!)billing (
��(!.  

�  <Extensions> ]pS
����[  
   ��A p���-5W�2
�N�����! ��$'m�� *
�1-6� 'E
	 Bj 
���A /+�� ���$'m�� *
�1-6� R� �,S
���� *
 . B-�,!

�� '�
�A ��A
5W�� X�N2 X>  �i��� 3 x
C'-� s�� MW� X
N� /,'[ RA MW � X
N� �C����SAML.  
�  <Company> ]pS
����[  

  ej U
92�� G��16� f<m�� ��'E MW� �;� ����W R� pS
���� '9�A.  
�  <GivenName> ]pS
����[  

   MW�� �;� ����W R� pS
���� '9�A)U!)� (ej U
92�� G��16� f<m��.  
�  <SurName> ]
����pS[  

  ����W R� pS
���� '9�A ��Z
-�� MW� �;� )��¬�­N�� (ej U
92�� G��16� f<m��.  
�  <EmailAddress> ]'d�> !> '+�[  

  "# ��W'� �ª'ªj ��A p��^ ��� '9�-�� R� 'd�> !> '+� : *
C'-�URI f� ��� �!'�N�%� ;,V�� R,!
�A �d  
ej U
92�� G��16� f<m��.  

�  <TelephoneNumber> ]'d�> !> '+�[  
  ej U
92�� G��16� f<m�� h2
\� M�S �;^ ����W '�
�A R� 'd�> !> '+�.  

�� 3 4'-� ]��� D
o> ��N�> /,'[ RA D
o> ��N�uj �C���� ��[
0�A� *�-	 x
},> �'2 X> RN� 
O�� �iSAML.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<ContactPerson> 6� e1J! ;�-ContactType:  

 
<element name="ContactPerson" type="md:ContactType"/> 
<complexType name="ContactType"> 
 <sequence> 
  <element ref="md:Extensions" minOccurs="0"/> 
  <element ref="md:Company" minOccurs="0"/> 
  <element ref="md:GivenName" minOccurs="0"/> 
  <element ref="md:SurName" minOccurs="0"/> 
  <element ref="md:EmailAddress" minOccurs="0" 
maxOccurs="unbounded"/> 
  <element ref="md:TelephoneNumber" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
 <attribute name="contactType" type="md:ContactTypeType" 
use="required"/> 
 <anyAttribute namespace="##other" processContents="lax"/> 
</complexType> 
<element name="Company" type="string"/> 
<element name="GivenName" type="string"/> 
<element name="SurName" type="string"/> 
<element name="EmailAddress" type="anyURI"/> 
<element name="TelephoneNumber" type="string"/> 
<simpleType name="ContactTypeType"> 
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 <restriction base="string"> 
  <enumeration value="technical"/> 
  <enumeration value="support"/> 
  <enumeration value="administrative"/> 
  <enumeration value="billing"/> 
  <enumeration value="other"/> 
 </restriction> 
</simpleType> 

 

3.2.3.1.9  �`����<AdditionalMetadataLocation> 

 '9�-��<AdditionalMetadataLocation> 4'-� �� URI *
�1-� ;c�2 X> RN� R,> �;� �4'-� MW� X
N6 
 �i��� ��A ���0� ��C
�# ��$'EXML �i��� 3 x
	
�� f�! SAML . ;�-6� e1J!AdditionalMetadataLocationType 

 IO��� 
W�,anyURI ]-�j  MW� X
N6) IO��� R� x
},> ��anyURI .( ��A p��� X> G��16� ]-��� ��� ��A B-�,!
 �i��� 3 MW�� X
N�XML�;�� 
��6� 3 ;c�2 ��� ��$'6� ����! R� S��� '9�-�
j £
�� .  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AdditionalMetadataLocation>  ;�-6� e1J!
AdditionalMetadataLocationType:  

 
<element name="AdditionalMetadataLocation" 
type="md:AdditionalMetadataLocationType"/> 
<complexType name="AdditionalMetadataLocationType"> 
 <simpleContent> 
  <extension base="anyURI"> 
   <attribute name="namespace" type="anyURI" 
use="required"/> 
  </extension> 
 </simpleContent> 
</complexType> 

 

4.1.9 �"+�� Q��" ����$ 

��$'m�� *
�1-6� �
O�A� ����im��� *
	�N6� 7
�# ��A'+�� k'�+�� ��� '�
�A �Nm2 . '9�A ��!)�'¤� '9�-�� �;A 
� (
 �i��� *
�0	
� x
OA� ����im��� ������ ���	> R� k�;� ��� 4'-,SAML.  

1.4.1.9  �`����<RoleDescriptor> 

 '9�-��<RoleDescriptor>  k;5$�� ��
-� �C��� ku��� ��
A ��+�! *
���-� ��A p��^ �k�'~ 
5W�2 �1�	 ��
�+��<6� S�!�²� . �'¤� ;�-6� 
�1J 
�W��j k;,;c S�!�> h,'-2 RN�!RoleDescriptorType '�
�-�� M}, p��� 
���
��� *�-���!:  

�  ID ]pS
����[  
  ;<��,! �����! �� 3 '9�-�� ;�$! �,�� 4'-�
������ ;�A ��-c'� �1��� k�
A :.  

�  validUntil ]pS
����[  
  {��� '9�A �� 3! '9�-�� 3 k����� ��$'m�� *
�1-O�� ��$g9�� D
��	� ;A�� ��A U;, pS
���� ]-	.  

�  cacheDuration ]pS
����[  
  
�D
��> 
}, X> �����O�� @i0�, ��� �Ol-�� ����K�� ���6� ��A U;, pS
���� ]-	 *
�1-6� �u0t k'��L 3 

{��� '9�A �� 3! '9�-�� 3 k����� ��$'m��.  
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�  protocolSupportEnumeration ]G��1�[  
   *
C'-6� R� �A�O~URI '9�A 
�;O�-, ��� U���2!V�� *
+���� �A�O~ 4'-2 �D
}�j *
(�'C 
���j �9+2 

S!;�� . �i�9�� f� 
O�C!V2.0 �i��� R� SAML B-�, X 4'-6� ��A �O�m2 X> �A�O¤� ��� ��AURI X
N6 
 �i��� U���2!'j 3 MW��SAML :urn:oasis:names:tc:SAML:2.0:protocol . ��$g�� *
������!

 �i��� 3SAML 4'-6� s+	 MW
��2 URI ��,;j �,�� *
C'-� 'C�2 X> @i0�, 
��N�! �MW�� X
N6 " �
O�A�
U���2!V��"��� R�u�, �$ �:!K��� ;�A K��O.  

�  errorURL ]pS
����[  
   4'-O�� pS
���� ]-	URIS!;�� ��¡ ���-�6� 3
�%� MA;��! ��
m6� �$ �c> R� e��# eQ�, x
-��� �;� .  

�  <ds:Signature> ]pS
����[  
   �i��� 3 
���2XMLe2
,���! p!
�� '9�-�� R����, .  

�  <Extensions> ]pS
����[  
  5W�2 ��A p���
�N�����! ��$'m�� *
�1-6� 'E
	 Bj 
���A /+�� ���$'m�� *
�1-6� R� �,S
���� *
- . B-�,!

�� '�
�A ��A
5W�� �i��� 3 x
C'-� s�� MW� X
N� �1W��j MW� X
N� �C���� X�N2 X> SAML.  
�  <KeyDescriptor> ]'d�> !> '+�[  

   8�2
+� RA *
���-� :;�, '�
�-�� R� pS
���� 
j
�2ÊS!;�� ��¡ :��, 
�;�A �O-��6� 
��;<��, ��� �+Q���  
�  <Organization> ]pS
����[  

  S!;�� ��� T�92 ��� �Ol�6� �;� pS
���� '9�A .'9�-�� ���� �O-��6� '9�-�� /j
1� ��!.  
�  <ContactPerson> ]'d�> !> '+�[  

  �� ��� T�92 ��� *�
92�� �;� '9�-�� R� pS
���� 
j
�2S!; . '9�-�� ���� �O-��6� '9�-�� /j
1� ��!
<EntityDescriptor>.  

 �i��� 3 �C'-� ]��� D
o> ��N�> /,'[ RA D
o> ��N�uj �C���� ��[
0�A� *�-	 x
},> �'2 X> RN� 
O�SAML.  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<RoleDescriptor>  ;�-6� e1J!RoleDescriptorType:  

 
<element name="RoleDescriptor" type="md:RoleDescriptorType"/> 
<complexType name="RoleDescriptorType" abstract="true"> 
 <sequence> 
  <element ref="ds:Signature" minOccurs="0"/> 
  <element ref="md:Extensions" minOccurs="0"/> 
  <element ref="md:KeyDescriptor" minOccurs="0" 
maxOccurs="unbounded"/> 
  <element ref="md:Organization" minOccurs="0"/> 
  <element ref="md:ContactPerson" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
 <attribute name="ID" type="ID" use="optional"/> 
 <attribute name="validUntil" type="dateTime" use="optional"/> 
 <attribute name="cacheDuration" type="duration" use="optional"/> 
 <attribute name="protocolSupportEnumeration" 
type="md:anyURIListType" use="required"/> 
 <attribute name="errorURL" type="anyURI" use="optional"/> 
 <anyAttribute namespace="##other" processContents="lax"/> 
</complexType> 
<simpleType name="anyURIListType"> 
 <list itemType="anyURI"/> 
</simpleType> 
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1.1.4.1.9  �`����<KeyDescriptor> 

 '9�-�� :;�,<KeyDescriptor> H
�+� RA *
���-� )8�2
+� ( *
�1-6� ��A 
������ 
� X
�� e�;<��, p��� ��+Q���
��C
�# �,�+q ���
+2 
�-�! �k'+~ 8�2
+� :g�W� !> .���
��� *�-���! '�
�-�� R� ;�-6� e1J X�N�,!:  

�  use ]pS
����[  
   3
�# ]-	H
�+6� h�! R� &'i�� �;� . b
J)� ��;-2 R� kL��u� eO��!KeyTypes 
�O�� 
�! 

encryption! signing.  
�  <ds:KeyInfo> ]G��1�[  

  'E
0� �(! x�'E
0� x
+,'-2 H
�+� �,�� 45'-, pS
���� '9�A . �i��� 3 
������ 'l	�XML 
OQ��� 
j
��� W3C 
��� :�;<�W� RA ���
+��� R� ;,K6'9�-�� .  

�  <EncryptionMethod> ]'d�> !> '+�[  
  
� X
�� 
�;O�-, ��� ���aS���
j ��
�� I0}�� *
��OA! ���aS��� �;� pS
���� '9�A . �i�, b�0}6� {����!

k;O�-6� ���aS���� "# x��
��W� . 
OQ��� �+q 'l	�W3C ;�-6� IO��� h,'-2 �c> R� 
xenc:EncryptionMethodType '9�-�� ��\.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<KeyDescriptor>  ;�-6� e1J!KeyDescriptorType:  
 

<element name="KeyDescriptor" type="md:KeyDescriptorType"/> 
<complexType name="KeyDescriptorType"> 
    <sequence> 
        <element ref="ds:KeyInfo"/> 
        <element ref="md:EncryptionMethod" minOccurs="0" 
maxOccurs="unbounded"/> 
    </sequence> 
    <attribute name="use" type="md:KeyTypes" use="optional"/> 
</complexType> 
<simpleType name="KeyTypes"> 
    <restriction base="string"> 
        <enumeration value="encryption"/> 
        <enumeration value="signing"/> 
    </restriction> 
</simpleType> 
<element name="EncryptionMethod" type="xenc:EncryptionMethodType"/> 

 

2.4.1.9  +��.� �3���SSODescriptorType 

 �'¤� IO���SSODescriptorType BW���� B1O��� �'�m� @W
W> IJ �� SPSSODescriptorType  
! IDPSSODescriptorType ���0�� 3 B$!'m6���$g�� .�! IO��� 
5W�, �RoleDescriptorType ��� '�
�-�
j 

!K� @A�	 gN� ��'�m6� *
�0	
�� sN-2 
������ G
���� X!;O�-, R,��� ��;�� p�!K�! �,�\� p�(SSO) p��� ��! �
���
��� ��C
�%� '�
�-�� ��A:  

�  <ArtifactResolutionService> ]'d�> !> '+�[  
   IO��� '�
�A R� 'd�> !> '+�IndexedEndpointType ��0	
c ;O�-2 ��� �W'�+6� ��Z
���� b
���� h92 ��� 

@m�� �	
0�W� 3 �C'-6� 
�196� D;�0�� 12 . ]-��� 4�$ T�!ResponseLocation.  
�  <SingleLogoutService> ]'d�> !> '+�[  

   IO��� '�
�A R� 'd�> !> '+�EndPointType  kS!;�� :
���� *
�0	
c MA;2 ��� ��Z
���� b
���� h92 ���
 ;�0�� 3 4'-6� ;�$���12.  
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�  <ManageNameIDService> ] '+�'d�> !>[  
   IO��� '�
�A R� 'd�> !> '+�EndPointType  �,�� 4'-� kS��# *
�0	
c MA;2 ��� ��Z
���� b
���� h92 ���

 ;�0�� 3 �C'-6� MW��12.  
�  <NameIDFormat> ]'d�> !> '+�[  

   IO��� '�
�A R� 'd�> !> '+�anyURI 
l��� X
�� R� ���A;6� MW�� �,�� 4'-� r
�	> �;-2 ��� p��� ��� :
S!;�� ��� p�y,.  

 ;�-6� IO��� 4'-2 �1�1<��� R� ���
��� �-1���!SSODescriptorType:  
 

<complexType name="SSODescriptorType" abstract="true"> 
 <complexContent> 
  <extension base="md:RoleDescriptorType"> 
   <sequence> 
    <element ref="md:ArtifactResolutionService" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="md:SingleLogoutService" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="md:ManageNameIDService" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="md:NameIDFormat" minOccurs="0" 
maxOccurs="unbounded"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="ArtifactResolutionService" type="md:IndexedEndpointType"/> 
<element name="SingleLogoutService" type="md:EndpointType"/> 
<element name="ManageNameIDService" type="md:EndpointType"/> 
<element name="NameIDFormat" type="anyURI"/> 

 

3.4.1.9  �`����<IDPSSODescriptor> 

 '9�-��<IDPSSODescriptor> IO��� 
5W�, SSODescriptorType �,�\� p�!K� ��
�� *
�0	
�� sN-, {���� 
 ;�$��� 
������ G
���� X!;O�-, R,���(SSO) . ;�-6� e1J M},!IDPSSODescriptorType ��C
�%� *�-���! '�
�-�� 

���
���:  
�  WantAuthnRequestsSigned ]pS
����[  

   �Z
W'�� ��A 
�����
j @}�, p��� T�16� ��A U;, pS
���� ]-	<samlp:AuthnRequest> 
�O���, ��� 
�,���� �!K6� ��� . X> �O���� 3 &'�+, x
C!�� X
� �L#! X�N2"�z[
�."  

�  <SingleSignOnService> ]'d�> !> ;$�![  
   IO��� '�
�A R� 'd�> !> ;$�! '9�AEndpointType U���2!'j *
�0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 

 ;�0�� 3 �C'-6� X
���W�� T�[12 . ��� �d� 3 ��)� ��A k;$�! �h,'-��
j X�OA;, ��;�� p�!K� 
��!
b
������Z
��	��  . ]-��� 4�$ B-�,!ResponseLocation.  

�  <NameIDMappingService> ]'d�> !> '+�[  
   IO��� '�
�A R� 'd�> !> '+�EndpointType �,�� *
C'-� �j
�2 ��0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 

 ;�0�� 3 �C'-6� MW��12 . ]-��� 4�$ B-�,!ResponseLocation.  
�  <AssertionIDRequestService> ]'d�> !> '+�[  

   IO��� '�
�A R� 'd�> !> '+�EndpointType T�[ U���2!'j ��0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 
 4'-6� �1j�S !> ;��u���URI ;�0�� 3 �C'-6� �;��u��� *
0�1j ��
�� 10.  
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  6��l$g 1) �g¥[g� ( � H'��, PE33)  'l	�OASIS PE:2006 ( ;��u��� T�[ U���2!'j RA &
-��, X>
! ;��u��� T�1j/e�A :
�+�W�� !>.  

�  <AttributeProfile> ]'d�> !> '+�[  
   IO��� '�
�A R� 'd�> !> '+�anyURI�,���� �!K6� ��� 
�OA;, ��� ]-��� *
�0	
c �;-2 ��� .  

�  <saml:Attribute> ]'d�> !> '+�[  
   '�
�-�� R� 'd�> !> '+� �i��� *�-	 �,�� 4'-2 ���SAML�,�\� �!K� 
�OA;, ���  . �O�� ��',# x
,S
���� RN�!

���A;� @� ]-��� h,'-2 
¡ 8O�, ��� M���� �-j I�C X> ��A ���;�� ����-� . �O�� X»C �r
���� ��� 3!
"MA;, "�u��� M���2 ;�A 
���',# ��A kS;��� �,�\� �5!K6 X> |-2 
��j ��
��;�$��� 
������ G
���� D
��> *�;�.  

  �l$g� 2) �g¥[g� (�  H'��,PE7)  'l	�OASIS PE:2006 (�gA> k'�+�� �,
� "# 7
��� f��� 4
}, X>.  
  ]-��� X#WantAuthnRequestsSigned �0��, X> � :> X�-���, ��	
� �L# 
OA ��;�� p�5!K6 B0�� 5;A> 

 ��
WS �,�\� �5!K�<AuthnRequest> �-�̧�� �( . 
O� ��-¥��6� �( *
0�1�� �C'j x
�K�� �,�\� �!K� s��!
 �( T�[ �CS ��	
N�# ��	g�A �Nj 
���, X> e��A X
� X#! �e2
0�[ ��A 
�����
j x
�K�� ��;�� �5!K� s��!


¥��� .M����W �,�� �5!K� p> 4'-, X> �$ �*�
�� �-j 3 ���;�� �!K6 X�N, � ;�! 4
16� �,
� 3 
I0}�
j �;,;^ RN� � ��
�� ��� �d� 3 ]-��� ��� �d� U
O-�W� X»C ���� �
���A T��! e2
0�[ . S;q!

�1j�'�� ��A h���2 
�-¥��2 RN� ��� 
������ k�;�� ��,'1�� X> "# ��L r�C �l$g6� . U���2!V�� �1j�'C
HTTP k'�+�� 3 k��c�6� e��c�2 �
-6�  ��A'+��4.2.10 
��6� �;� �O�� ��A 
������ /01, X> T�1�2 URL 

 �i��� 3 ��
WS ���� 
��, X> R� x�;j �'¥+m6�XML ���� 
������ 
��, Xuj {'�> Ij�!S 8O�2 
O��j �
�,�
A kS�9j ��
W'��.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<IDPSSODescriptor> ;�-6� e1J! IDPSSODescriptorType.  
 

<element name="IDPSSODescriptor" type="md:IDPSSODescriptorType"/> 
<complexType name="IDPSSODescriptorType"> 
 <complexContent> 
  <extension base="md:SSODescriptorType"> 
   <sequence> 
    <element ref="md:SingleSignOnService" 
maxOccurs="unbounded"/> 
    <element ref="md:NameIDMappingService" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="md:AssertionIDRequestService" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="md:AttributeProfile" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="saml:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
   </sequence> 
   <attribute name="WantAuthnRequestsSigned" 
type="boolean" use="optional"/> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="SingleSignOnService" type="md:EndpointType"/> 
<element name="NameIDMappingService" type="md:EndpointType"/> 
<element name="AssertionIDRequestService" type="md:EndpointType"/> 
<element name="AttributeProfile" type="anyURI"/> 

 

4.4.1.9  �`����<SPSSODescriptor> 

 '9�-��<SPSSODescriptor> IO��� 
5W�, SSODescriptorType ��;�� p�5!K� ��
�� *
�0	
�� sN-, {���� .
 ;�-6� e1J p���!SPSSODescriptorType���
��� *�-���! '�
�-�� ��A :  
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�  AuthnRequestsSigned ]pS
����[  
  
W'�� ]	
� X# B0, pS
���� ]-	 �Z<samlp:AuthnRequest> 4�W ���;<�� �5!K6� ��� 
��W', ��� 


¥��2 . X�N2 X> �O���� 3 &'�+, x
C!�� X
� �L#!"�z[
�."  
   �l$g�1) �g¥[g� (– H'��, PE7)  'l	�OASIS PE:2006 (�gA> k'�+�� �,
� "# 7
��� f��� 4
}, X>:  
   �O�� X#"�z[
�) "]-��� ��� 4�$ !> (�2 � x
0�[ X> !> e2
0�[ ��A x�;j> 
¥��, R� ��;�� �5!K� X> ��A p�1

u1� �S
0�A� @i0�, x
-��� . ��
WS M���, p��� �,�\� �5!K� ��A B-�, ��L 
�!
<samlp:AuthnRequest> �O��j ]-��� ��� ��$'m�� e2
�1-� p��^ ��;� �5!K� R� ��-��� �( 

"�0Z
�"i��� 3 u1� �j
Q�W� 
c', X> � �SAMLT�1�� Ë�, �> e��A B-�,! �.  
�  WantAssertionsSigned ]pS
����[  

  @}�, p��� T�16� ��A U;, pS
���� ]-	 '�
�-�� ��A 
�����
j <saml:Assertion> ��� 
�O���, ��� 
 �O���� X�N2 X> &'�+, �x
C!�� X
� �L#! ���;<�� �5!K6�"�z[
� ."� T�1� p> "# T�16� ��� 4
},! 
�����

*
�0	
�� R� ��
� �-�Oq U
O-�W� R� ������/Ij�!'��.  
   �l$g�2) �g¥[g� (– H'��, PE7)  'l	�OASIS PE:2006 (�gA> k'�+�� �,
� "# 7
��� f��� 4
}, X>.  
   �i��� �1j�S 3 x
+�i� x
-���2 X> ¢$g,SAMLXu� �T�16� ��� D
+��W� @+N, � U���2!V�� ��0[ 3 !>  

 �j
Q�W� 
¥��2<samlp:Response>  ;��u2 ��A p��^)*�;��u2 ( R�)� U���2!'j ����2 ��A !>TLS.  
�  <AssertionConsumerService> ]'d�> !> ;$�![  

   �C5'-6� X
���W�� T�[ U���2!'j *
�0	
c MA;2 ��� ��Z
���� b
���� h5��2 ���  '�
�-�� R� 'd�> !> ;$�! '9�A
������ ��� 3� .����� ��� R� k;$�! ��Z
� �1�	 h,'-��
j X�OA;, ��;�� p�!K� 
��!.  

�  <AttributeConsumingService> ]'d�> !> '+�[  
   *�-	 U
O-�W� 3 T(', !> T�1�, ��;� �5!K� 
��;�, ��;� !> x
��012 h92 ��� '�
�-�� R� 'd�> !> '+�

 �i���SAML.  
 '9�-� RN�!<AttributeConsumingService> ]-��� e� X�N, X> �'d�)� ��A ;$�! isDefault  ��A x
A����

"TZ
� ." ]-��� ��A p��� X> k�S���� '�
�-�� R� ;$�! p) x
$�O�� s��!isDefault ��A x
A���� "TZ
�."  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<SPSSODescriptor> ;�-6� e1J! SPSSODescriptorType:  

 
<element name="SPSSODescriptor" type="md:SPSSODescriptorType"/> 
<complexType name="SPSSODescriptorType"> 
 <complexContent> 
  <extension base="md:SSODescriptorType"> 
   <sequence> 
    <element ref="md:AssertionConsumerService" 
maxOccurs="unbounded"/> 
    <element ref="md:AttributeConsumingService" 
minOccurs="0" maxOccurs="unbounded"/> 
   </sequence> 
   <attribute name="AuthnRequestsSigned" type="boolean" 
use="optional"/> 
   <attribute name="WantAssertionsSigned" type="boolean" 
use="optional"/> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="AssertionConsumerService" type="md:IndexedEndpointType"/> 
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1.4.4.1.9  �`����<AttributeConsumingService> 

 '9�-�� 45'-,<AttributeConsumingService>  !> ��;�� 
�0�1�2 *�-	 �i�9j ��;�� �5!K� 
��;�, ��
� ��;�
('2
��C T . ;�-6� 
�1J p���!AttributeConsumingServiceType���
��� *�-���! '�
�-�� ��A :  
�  index ]G��1�[  

  U���2!'j ��
WS 3 e��# ��c'�� RN� v�w �'9�-�� k;�$! ����� �O�� ;��, @N� G��1� ]-	.  
�  isDefault ]pS
����[  

  �;�� �5!K� 
�OA;, ��� ��;�� T�i��
j 45'-,� ./�01��� r
�W 3 ���0� ���-6� ��;�� RN2 ¯ �L# ;�+� ��! . �L#!
 X�N2 X> �O���� 3 &'�+, �x
�!;t X
�"�z[
�."  

�  <ServiceName> ]'d�> !> ;$�![  
  ��;<�� �i��
j �C���6� D
o)� R� 'd�> !> ;$�! MW�.  

�  <ServiceDescription> ]'d�> !> '+�[  
  �Wg��� R� 'd�> !> '+���;�� h92 @N� �i��
j �C���6� .  

�  <RequestedAttribute> ]'d�> !> ;$�![  
  e�C T('2 !> ��;�� e0�1�2 p��� ]-��� �;^ ��� '�
�-�� R� 'd�> !> ;$�! '9�A.  

 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<AttributeConsumingService> ;�-6� e1J! 
AttributeConsumingServiceType:  

 
<element name="AttributeConsumingService" 
type="md:AttributeConsumingServiceType"/> 
<complexType name="AttributeConsumingServiceType"> 
 <sequence> 
  <element ref="md:ServiceName" maxOccurs="unbounded"/> 
  <element ref="md:ServiceDescription" minOccurs="0" 
maxOccurs="unbounded"/> 
  <element ref="md:RequestedAttribute" maxOccurs="unbounded"/> 
 </sequence> 
 <attribute name="index" type="unsignedShort" use="required"/> 
 <attribute name="isDefault" type="boolean" use="optional"/> 
</complexType> 
<element name="ServiceName" type="md:localizedNameType"/> 
<element name="ServiceDescription" type="md:localizedNameType"/> 

 

2.4.4.1.9  �`����<RequestedAttribute> 

 '9�-�� �;�<RequestedAttribute> �i��� 3 B-� ]-	 R� ��;� �5!K� k;Z
C SAML x
O�� �,S
���� kS�9j �Om, �
����- . ;�-6� e1J!RequestedAttributeType IO��� 
5W�, saml:AttributeType7
��� ]-��
j :  
�  isRequired ]pS
����[  

   �i��� 3 pS
���� ]-	XML �i��� 3 �j
�6� T�1�2 ��;�� ]	
� X# B0, SAML �O-2 @N� ) �
�% �j
�O�
e�C x
j�('� !> x�;�+� X�N, �[
�j �Nj ]-	.(  

�L#! '�
�-�� ]	
� <saml:AttributeValue> ��9�� *�L M���� @� �OZ��6� M���� �# X�N2 gC �k�S�! 
��;�
j.  
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 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<RequestedAttribute>  ;�-6� e1J!RequestedAttributeType:  
 

<element name="RequestedAttribute" type="md:RequestedAttributeType"/> 
<complexType name="RequestedAttributeType"> 
 <complexContent> 
  <extension base="saml:AttributeType"> 
   <attribute name="isRequired" type="boolean" 
use="optional"/> 
  </extension> 
 </complexContent> 
</complexType> 

 

5.4.1.9  �`����<AuthnAuthorityDescriptor> 

 '9�-��<AuthnAuthorityDescriptor>  IO��� 
5W�,RoleDescriptorType ��
�� *
�0	
�� sN-, {���� 
 �i��� 3 *
1�W @�! �X
���W�� *
1��jSAML �Z
W'�� T�Q��2 <samlp:AuthnQuery> . ;�-6� e1J p���!

AuthnAuthorityDescriptorType� ��C
�%� '�
�-�� ��A ���
��:  
�  <AuthnQueryService> ]'d�> !> ;$�![  

   IO��� '�
�A R� 'd�> !> ;$�! '9�AEndpointType U���2!'j ��0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 
 ;�0�� 3 �C5'-6� X
���W�� RA :
�+�W��12 . ��A k;$�! ��Z
� �1�	 h,'-��
j MA;2 X
���W�� *
1�W 
��!

� R� ��)������ ��.  
�  <AssertionIDRequestService> ]'d�> !> '+�[  

   IO��� '�
�A R� 'd�> !> '+�EndpointType T�[ U���2!'j ��0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 
 ;�0�� 3 �C'-6� ;��u���12 4'-6� �1j�S !> �URI ;�0�� 3 �C'-6� ;��u��� *
0�1j ��
�� 10.  

�  <NameIDFormat> ]'d�> !> '+�[  
   IO��� '�
�A R� 'd�> !> '+�anyURI �1���� ��� 
�OA;2 ��� MW�� �,�� 4'-� r
�	> �;-2 ��� ) 'l	�

 ��A'+�� k'�+��3.7.8'9�-�� ��\ ��O��� M���� .(  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<PDPDescriptor> ;�-6� e1J! PDPDescriptorType:  

 
<element name="PDPDescriptor" type="md:PDPDescriptorType"/> 
<complexType name="PDPDescriptorType"> 
 <complexContent> 
  <extension base="md:RoleDescriptorType"> 
   <sequence> 
    <element ref="md:AuthzService" 
maxOccurs="unbounded"/> 
    <element ref="md:AssertionIDRequestService" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="md:NameIDFormat" minOccurs="0" 
maxOccurs="unbounded"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="AuthzService" type="md:EndpointType"/> 
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6.4.1.9  �`����<PDPDescriptor> 

 '9�-��<PDPDescriptor> IO��� 
5W�, RoleDescriptorType �@W
�W S�'� b
��j ��
�� *
�0	
�� sN-, {���� 
 �i��� 3 *
1�W @�!SAML �Z
W'�� T�Q��2 <samlp:AuthzDecisionQuery> . ;�-6� e1J!

PDPDescriptorType
��� ��C
�%� '�
�-�� ��A p��� ���:  
�  <AuthzService> ]'d�> !> ;$�![  

   IO��� '�
�A R� 'd�> !> ;$�! '9�AEndpointType U���2!'j ��0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 
 ;�0�� 3 �C'-6� f��'��� S�'� RA :
�+�W��12 . ��)� ��A k;$�! �h,'-��
j MA;2 @W
���� S�'��� b
�	 
��!

b
���� ��� �d� R���Z
���� .  
�  <AuthzService> ]'d�> !> '+�[  

   IO��� '�
�A R� 'd�> !> '+�EndpointType T�[ U���2!'j ��0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 
 ;�0�� 3 �C'-6� ;��u���12 4'-6� �1j�S !> URI ;�0�� 3 �C'-6� ;��u��� *
0�1j ��
�� 10.  

   �l$g�)�g¥[g� (– H'��, PE33)  'l	�OASIS PE:2006 ( ;��u��� T�[ U���2!'j RA &
-��, X>
! ;��u��� T�1j/e�A :
�+�W�� !>.  

�  <NameIDFormat> ]'d�> !> '+�[  
   IO��� '�
�A R� 'd�> !> '+�anyURI �1���� ��� 
�OA;2 ��� MW�� �,�� 4'-� r
�	> �;-2 ��� ) 'l	�

 ��A'+�� k'�+��3.7.8��� M���� �-j '9�-�� ��\ ��O.(  
 '9�-�� 45'-2 �1�1<��� R� ���
��� �-1���!<PDPDescriptor> ;�-6� e1J! PDPDescriptorType:  

 
<element name="PDPDescriptor" type="md:PDPDescriptorType"/> 
<complexType name="PDPDescriptorType"> 
 <complexContent> 
  <extension base="md:RoleDescriptorType"> 
   <sequence> 
    <element ref="md:AuthzService" 
maxOccurs="unbounded"/> 
    <element ref="md:AssertionIDRequestService" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="md:NameIDFormat" minOccurs="0" 
maxOccurs="unbounded"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="AuthzService" type="md:EndpointType"/> 

 

7.4.1.9  �`����<AttributeAuthorityDescriptor> 

 '9�-��<AttributeAuthorityDescriptor> IO��� 
5W�, RoleDescriptorType *
�0	
c sN-, {���� 
 �i��� 3 *
1�W @�! �]-��� *
1��j ��
�SAML �Z
W'�� T�Q��2 <samlp:AttributeQuery> . ;�-6� e1J!

AttributeAuthorityDescriptorType� ���
��� ��C
�%� '�
�-�� ��A p��:  
�  <AttributeService> ]'d�> !> ;$�![  

   IO��� '�
�A R� 'd�> !> ;$�! '9�AEndpointType U���2!'j ��0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 
 ;�0�� 3 �C'-6� ]-	 RA :
�+�W��12 . ��)� ��A k;$�! �h,'-��
j MA;2 ]-��� *
1�W 
��! ��� �d� R�

��Z
���� b
����.  



 

106   �������ITU-T X.1141 (2006/06)  

�  <AssertionIDRequestService> ]'d�> !> '+�[  
   IO��� '�
�A R� 'd�> !> '+�EndpointType T�[ U���2!'j ��0	
c MA;2 ��� ��Z
���� b
���� h92 ��� 

 ;�0�� 3 �C'-6� ;��u���125'-6� �1j�S !>  4URI ;�0�� 3 �C'-6� ;��u��� *
0�1j ��
�� 10.  
   �l$g�)�g¥[g� (– H'��, PE33)  'l	�OASIS PE:2006 ( ;��u��� T�[ U���2!'j RA &
-��, X>

! ;��u��� T�1j/e�A :
�+�W�� !>.  
�  <NameIDFormat> ]'d�> !> '+�[  

   IO��� '�
�A R� 'd�> !> '+�anyURI �1���� ��� 
�OA;2 ��� MW�� �,�� 4'-� r
�	> �;-2 ��� ) 'l	�
'�+�� ��A'+�� k3.7.8'9�-�� ��\ ��O��� M���� �-j .(  

�  <AttributeProfile> ]'d�> !> '+�[  
   IO��� '�
�A R� 'd�> !> '+�anyURI �1���� ��� 
�OA;2 ��� ]-��� *
�0	
c �;-2 ��� ) ��A'+�� k'�+�� 'l	�

3.7.8'9�-�� ��\ ��O��� M���� �-j .(  
�  <saml:Attribute> ]d�> !> '+�'[  

   �i��� *�-	 �,�� 4'-2 ��� '�
�-�� R� 'd�> !> '+�SAML�1���� 
�OA;2 ���  . x
,S
���� YS;2 X> RN�!
���A;� X�N2 ]-��� h,'-2 
¡ 8O�, ��� M���� �-j I�C X> ��A U;�� ����-6� M���� �-j.  

 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AttributeAuthorityDescriptor>  ;�-6� e1J!
AttributeAuthorityDescriptorType:  

 
<element name="AttributeAuthorityDescriptor" 
type="md:AttributeAuthorityDescriptorType"/> 
<complexType name="AttributeAuthorityDescriptorType"> 
 <complexContent> 
  <extension base="md:RoleDescriptorType"> 
   <sequence> 
    <element ref="md:AttributeService" 
maxOccurs="unbounded"/> 
    <element ref="md:AssertionIDRequestService" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="md:NameIDFormat" minOccurs="0" 
maxOccurs="unbounded"/> 
    <element ref="md:AttributeProfile" 
minOccurs="0" maxOccurs="unbounded"/> 
    <element ref="saml:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
   </sequence> 
  </extension> 
 </complexContent> 
</complexType> 
<element name="AttributeService" type="md:EndpointType"/> 

 

5.1.9  �`����<AffiliationDescriptor> 

 '9�-��<AffiliationDescriptor> '9�-�� h9, 
�;�A �O-��, p��� S!;�� *
+��! 
j
�2 R� �,;j �� 
<EntityDescriptor>  �i��� *
	
�� R� �0���� �A
�SAML) ��;�� p�5!K� R� k�
A (;�$! X
�� R� x�;j . :;�,!

 '9�-��<AffiliationDescriptor>�  RA ��
A *
���-� 
� �0���6� �A
O�� X5�N2 ��� k�'+�6� *
	
�N�� RA x�Kc�

��+	 �0���6� �A
O�� . ;�-6� e1J p���!AffiliationDescriptorType���
��� *�-���! '�
�-�� ��A :  

�  affiliationOwnerID ]G��1�[  
  �6� �A
O�� RA U!y�6� X
�N�� ;�$��� �,�\� 4'-� �;��0�� . �A
O�� 3 x��}A ��
6� X�N, X> &'�+, �!

 '9�-�� 3 e�,�� 4'-� '�l, X> B-�, 
��C x��}A X
� X»C ��0���6�<AffiliateMember>.  
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�  ID ]pS
����[  
  
������ ;�A ��-c'� �1��� k�
A �O-��, �����! �� 3 '9�-�� ;�$! �,�� 4'-�.  

�  validUntil ]pS
����[  
   pS
���� ]-	{��� '9�A �� 3! '9�-�� 3 k����� ��$'m�� *
�1-O�� ��$g9�� D
}�	� ;A�� ��A U;,.  

�  cacheDuration ]pS
����[  
   *
�1-6� �u0t k'��L 3 
�D
��> 
}, X> �����O�� @i0�, ��� �Ol-�� ����K�� ���6� ��A U;, pS
���� ]-	

{��� '9�A �� 3! '9�-�� 3 k����� ��$'m��.  
�  <ds:Signature> ]pS
����[  

   �i��� 3 
���2XML e2
,���! p!
�� '9�-�� R����, ) ;�0�� 'l	�8.(  
�  <Extensions> ]pS
����[  

  
�N�����! ��$'m�� *
�1-6� 'E
	 Bj 
���A /+�� ���$'m�� *
�1-6� R� �,S
���� *
-5W�2 ��A p��� . B-�,!
�� '�
�A ��A
5W��C���� X�N2 X>  �i��� 3 x
C'-� s�� MW� X
N� �1W��j MW� X
N� �SAML.  

�  <AffiliateMember> ]'d�> !> ;$�![  
   �}A �N� ;�$��� �,�\� 4'-� ;,;��j �B0���6� �A
� D
}A> R� ;-2 ��� '�
�-�� R� 'd�> !> ;$�! '9�A

) ��A'+�� k'�+�� x
},> 'l	�6.3.7.8.(  
�  <KeyDescriptor> ]'d�> !> '+�[  

   RA 
\ x�K��  ��N� B0���6� �A
� 
��;<��2 ��� �+Q��� 8�2
+� RA *
���-� :;�, �'�
�-�� R� pS
���� 
j
�2
*
	
�N�� ��\ ��$'m�� *
�1-6� 3 kS�m�� @�! ���'+� �0���6� �A
O�� 3 �}A �� 
��O-��, ��� 8�2
+6�.  


N� �C���� ��[
0�A� *�-	 ��',# x
},> RN�! �i��� 3 �C'-� ]��� D
o> ��N�> �1W��j MW�� XSAML.  
 '9�-�� 4'-2 �1�1<��� R� ���
��� �-1���!<AffiliationDescriptor> ;�-6� e1J! AffiliationDescriptorType:  

 
<element name="AffiliationDescriptor" 
type="md:AffiliationDescriptorType"/> 
<complexType name="AffiliationDescriptorType"> 
 <sequence> 
  <element ref="ds:Signature" minOccurs="0"/> 
  <element ref="md:Extensions" minOccurs="0"/> 
  <element ref="md:AffiliateMember" maxOccurs="unbounded"/> 
  <element ref="md:KeyDescriptor" minOccurs="0" 
maxOccurs="unbounded"/> 
 </sequence> 
 <attribute name="affiliationOwnerID" type="md:entityIDType" 
use="required"/> 
 <attribute name="validUntil" type="dateTime" use="optional"/> 
 <attribute name="cacheDuration" type="duration" use="optional"/> 
 <attribute name="ID" type="ID" use="optional"/> 
 <anyAttribute namespace="##other" processContents="lax"/> 
</complexType> 
<element name="AffiliateMember" type="md:entityIDType"/> 

 

6.1.9 �?p�b  
 �i��� 3 :
l	 3 X
�N� ��$'E *
�1-� ��A U
d� �� 7
��� U
d6�SAML�1�W! �,�� �5!K� S!;j :��, ]-	  . 
���2 �
��!

@���$ {��� p> X!� R� �
��6
j ��OO� YS�>.  
 

<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata" 
 xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
 xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
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 entityID="https://IdentityProvider.com/SAML"> 
 <ds:Signature>...</ds:Signature> 
    <IDPSSODescriptor WantAuthnRequestsSigned="true" 
 
 protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"> 
        <KeyDescriptor use="signing"> 
            <ds:KeyInfo> 
                <ds:KeyName>IdentityProvider.com SSO Key</ds:KeyName> 
            </ds:KeyInfo> 
        </KeyDescriptor> 
        <ArtifactResolutionService isDefault="true" index="0" 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" 
  
 Location="https://IdentityProvider.com/SAML/Artifact"/> 
        <SingleLogoutService 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" 
  
 Location="https://IdentityProvider.com/SAML/SLO/SOAP"/> 
        <SingleLogoutService 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect" 
  
 Location="https://IdentityProvider.com/SAML/SLO/Browser" 
  
 ResponseLocation="https://IdentityProvider.com/SAML/SLO/Response"/> 
        <NameIDFormat> 
         urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName 
        </NameIDFormat> 
        <NameIDFormat> 
         urn:oasis:names:tc:SAML:2.0:nameid-format:persistent 
        </NameIDFormat> 
        <NameIDFormat> 
         urn:oasis:names:tc:SAML:2.0:nameid-format:transient 
        </NameIDFormat> 
        <SingleSignOnService 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect" 
  
 Location="https://IdentityProvider.com/SAML/SSO/Browser"/> 
        <SingleSignOnService 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
POST" 
  
 Location="https://IdentityProvider.com/SAML/SSO/Browser"/> 
        <saml:Attribute 
   NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
   Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6" 
   FriendlyName="eduPersonPrincipalName"> 
        </saml:Attribute> 
        <saml:Attribute 
   NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
   Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1" 
   FriendlyName="eduPersonAffiliation"> 
            <saml:AttributeValue>member</saml:AttributeValue> 
            <saml:AttributeValue>student</saml:AttributeValue> 
            <saml:AttributeValue>faculty</saml:AttributeValue> 
            <saml:AttributeValue>employee</saml:AttributeValue> 
            <saml:AttributeValue>staff</saml:AttributeValue> 
        </saml:Attribute> 
    </IDPSSODescriptor> 
    <AttributeAuthorityDescriptor 
 
 protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"> 
        <KeyDescriptor use="signing"> 
            <ds:KeyInfo> 
                <ds:KeyName>IdentityProvider.com AA Key</ds:KeyName> 
            </ds:KeyInfo> 
        </KeyDescriptor> 
        <AttributeService 
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   Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" 
  
 Location="https://IdentityProvider.com/SAML/AA/SOAP"/> 
        <AssertionIDRequestService 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:URI" 
   Location="https://IdentityProvider.com/SAML/AA/URI"/> 
        <NameIDFormat> 
         urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName 
        </NameIDFormat> 
        <NameIDFormat> 
         urn:oasis:names:tc:SAML:2.0:nameid-format:persistent 
        </NameIDFormat> 
        <NameIDFormat> 
         urn:oasis:names:tc:SAML:2.0:nameid-format:transient 
        </NameIDFormat> 
        <saml:Attribute 
   NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
   Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6" 
   FriendlyName="eduPersonPrincipalName"> 
        </saml:Attribute> 
        <saml:Attribute 
   NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
   Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1" 
   FriendlyName="eduPersonAffiliation"> 
            <saml:AttributeValue>member</saml:AttributeValue> 
            <saml:AttributeValue>student</saml:AttributeValue> 
            <saml:AttributeValue>faculty</saml:AttributeValue> 
            <saml:AttributeValue>employee</saml:AttributeValue> 
            <saml:AttributeValue>staff</saml:AttributeValue> 
        </saml:Attribute> 
    </AttributeAuthorityDescriptor> 
    <Organization> 
        <OrganizationName xml:lang="en">Identity Providers R 
US</OrganizationName> 
        <OrganizationDisplayName xml:lang="en"> 
         Identity Providers R US, a Division of Lerxst Corp. 
        </OrganizationDisplayName> 
        <OrganizationURL 
xml:lang="en">https://IdentityProvider.com</OrganizationURL> 
    </Organization> 
</EntityDescriptor> 

 

 �i��� :
l	 3 X
�N� ��$'E *
�1-� ��A U
d� �� 7
��� U
d6�!SAML��;� �5!K� S!;j :��,  . YS�> 
���2 �
��!
@���$ {��� X!� R� �
��6
j ��OO� . X�C'-, B�O-��� T�1�2 � ��;� X�N�� ��;�� *���� �������2 &�'()!

S!;�� ]-	 «
W> ��A L
+��
j X�9�', M��N�! �k;�$! ��,'1j M��+	uj M¹
,��.  
 

<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata" 
 xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
 xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
 entityID="https://ServiceProvider.com/SAML"> 
 <ds:Signature>...</ds:Signature> 
    <SPSSODescriptor AuthnRequestsSigned="true" 
 
 protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"> 
        <KeyDescriptor use="signing"> 
            <ds:KeyInfo> 
                <ds:KeyName>ServiceProvider.com SSO Key</ds:KeyName> 
            </ds:KeyInfo> 
        </KeyDescriptor> 
        <KeyDescriptor use="encryption"> 
            <ds:KeyInfo> 
                <ds:KeyName>ServiceProvider.com Encrypt Key</ds:KeyName> 
            </ds:KeyInfo> 
            <EncryptionMethod
 Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/> 
        </KeyDescriptor> 
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        <SingleLogoutService 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" 
  
 Location="https://ServiceProvider.com/SAML/SLO/SOAP"/> 
        <SingleLogoutService 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect" 
  
 Location="https://ServiceProvider.com/SAML/SLO/Browser" 
  
 ResponseLocation="https://ServiceProvider.com/SAML/SLO/Response"/> 
        <NameIDFormat> 
         urn:oasis:names:tc:SAML:2.0:nameid-format:transient 
        </NameIDFormat> 
        <AssertionConsumerService isDefault="true" index="0" 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Artifact" 
  
 Location="https://ServiceProvider.com/SAML/SSO/Artifact"/> 
        <AssertionConsumerService index="1" 
   Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
POST" 
  
 Location="https://ServiceProvider.com/SAML/SSO/POST"/> 
        <AttributeConsumingService index="0"> 
            <ServiceName xml:lang="en">Academic Journals R 
US</ServiceName> 
            <RequestedAttribute 
   
 NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" 
    Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.7" 
    FriendlyName="eduPersonEntitlement"> 
                <saml:AttributeValue> 
                 https://ServiceProvider.com/entitlements/123456789 
                </saml:AttributeValue> 
            </RequestedAttribute> 
        </AttributeConsumingService> 
    </SPSSODescriptor> 
    <Organization> 
        <OrganizationName xml:lang="en">Academic Journals R 
US</OrganizationName> 
        <OrganizationDisplayName xml:lang="en"> 
         Academic Journals R US, a Division of Dirk Corp. 
        </OrganizationDisplayName> 
        <OrganizationURL 
xml:lang="en">https://ServiceProvider.com</OrganizationURL> 
    </Organization> 
</EntityDescriptor> 

 

2.9 Y�B���� �4���  
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$ 3 
O� �)D
1W! X!;j (
@O�'�� 
������ �( {'�)� �Z
W��� �-0j /����� 4'1�� "# �0���
j x
������ X
�N�� X�N, X> ��A ��	��u� k
�� VA.  

 X
���Wg� k'���� �+��t *
���2 k;A �
��!"'E
06� "
�� ��
�% ����!BC'[ Bj �	��u� k . U���2!'j ��A �OZ
��� �O�m2!
 ����� ��0[ R�>(TLS) ��!'+6� ��
W'�� X
���W� k'+E! �(HMAC)¨# �'W �O�� "# k;���6� *
����! � . ��L �� r�C!

�-j 
� ������6� *
��01��� ��A h���2 ��01�6� ����)� *
0�1�6� X»C.  
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 ;� '�
�-�� X»C ��L ��A k!gA! D
j� '�
�A R� *
-������ �'2)R,;��! (
���A 
¥��� 
¹�L @� ��+�̧i�.  
��)� ��A e��A x
-��� ��$'m�� *
�1-6� ��$'� R� S��� '9�-�� X�N, Xuj ���, �r
���� ��� �d� G
�( 3!.  

2.2.9  ���G7���� ��
�U�f� �V?�� _ Y�B���� ��2!�L(XML) 

 �i��� 3 
������ �+����XML��� Æ 
OQ��� �-j
W3C �i��� 3 r
�W "# �A;2 XML x
	'� X�N, �*
�1-6� 
���2 �c> R� 
k;,;A *�S
�� e�C! . *
1-6� *
�
-³-ª� ��A X�N, v�w �*g������ ��� ��A ��!'+6� ������ 3 k'�+�� ��� �59+2!

 �i��� 3 
������ ��
-� *
���OA ��
� 
� ��
-�2 �> ��$'m��XML .;���,! *�L *�-��� "# x
��9� :�;<�W�� ��� 
 IO���xs:ID
������ 
���A /01�, ��� '�
�-�� ��A k��c�� X�N2 ���  . 
�A�OQ� *�-��� ��� "# k'�+�� ��� 3 U
�!

�,�\� 4'-� *�-	 
�> ��A.  
  (1 q����h���A" Y�B���� ���!b  

   �i��� 3 
������ :;<��,XML 
���2 Ij'� �Z
W! �g� �����j :xg9+�� !> x
+�̧i�� !> x
+�̧i� X�N, X> .
 �i�� ��$'m�� *
�1-6� ��A B-�,!SAML �C'-� '�
�A ��A 
������ ;�A �+�̧i�� *
-���2 :;<��2 X> 

������� ��� 3 . �i��� 3 *
³QÒ�
³-ªO�� @i0�,!SAML 
���2 U
O-�W� ;O�-2 X>  ���aS����RSA 

�+6� *
��OA R� /�����! @�, 
� 
��,�� �C'-6� ���aS��<�� x
�0[ @��O-�� H

1sha-rsa#xmldsig/09/2000/org.3w.www://http.  
  (2 YnL��.�  

    �A���� �,�\� 4'-� ]-�� �O�� ;O�-2 X> �
���A 
¥��6� ��$'m�� *
�1-6� '�
�A ��A B-�, ��A
'9�-��e��A 
¥��6�  . �i��� ������ pS��� '9�-�� �� X�N, � X> X�N, X> '9�-�� RN�!XML ������� 

 p��^ ���'9�A ��A
���A 
¥��6� ��$'m�� *
�1-6� .  
   ;$�! '9�A ��A *
-������ p��^ X> B-�,!<ds:Reference>  4'-O�� 
c'� ��A p���URI 

�\� 4'-� ]-	 �O�� "#e-���2 pS
�� ��$'m�� *
�1-6� '9�A 3 �, . 4'-� ]-	 �O�� ]	
� �L»C
 p!
�2 �,�\�"foo" 4'-6� ]-	 ��A �Z;�A B-�, �xgd� URI '9�-�� 3 <ds:Reference> X> 

 X�N,"#foo".  
   e��A �5�6� '9�-�� {��� ��A /01�, X> T� ��$'m�� *
�1-6� R� '9�A 
���2 X> ��L RA ���,!

! D
�j> '�
�A p> ��A)��!> (
���A p��� ;�.  
  (3 v�!���� Y������ ����W  

   �i��� 3 ��+���� U
OA) @i0�,SAML 3 �
�!;j !> *
���-2 
� �x
,'9$ x
�	�	
� x
-,'m2 :;<��2 X> 
 '9�-�� 3 ]���� s+	<ds:CanonicalizationMethod> R� <ds:SignedInfo> 3! �

 ���aS���<ds:Transform> ��;�� *
-������ X�N2 X> RO}, p'9$ ��	
� 
,'m2 :�;<�W�! �
 �i��� 3 ���0� ��A'E *
�1-� ��ASAML �i��� R� r
�W ���� XML �Nmj 
��� /����� ��j
� �

r
���� RA �����.  
  (4 �
��S���  

   �i��� 3 ��$'m�� *
�1-6� ��A *
-������ @i0�,SAML�( *g,�^ ��A p��^ �>  
������ �,�$ * 
 h�i�6�) �,�\� 4'-� 
�signature-enveloped#xmldsig/09/2000/org.3w.www://http ( !>

 p'9�� ��	
��� 
,'m��� *g,�^) �,�\� 4'-� 
�#n14c-exc-xml/10/2001/org.3w.www://http 
 !>WithComments#n14c-exc-xml/10/2001/org.3w.www://http.(  

http://www.w3.org/2000/09/xmldsig - sa-sha1
http://www.w3.org/2000/09/xmldsig - nveloped-signature
http://www.w3.org/2001/10/xml-exc-c14n
http://www.w3.org/2001/10/xml-exc-c14n - ithComments
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   {'�> �,�^ *
��aS��� ��A p��^ *
-���2 *
-������ R� X�����6� �C', 
�S �( 
�S
0�A
j
��
� . R� {��� p> ;c�, � e	> R� �!;�u�, X> M���A X�N, �*
-������ X�����6� �C', ¯ �L#!

�� *
�1-6� '9�A
������ R� ;-0��� ��! �e��A 
��6� ��$'m . r
+2� 
�! /,'[ RA ��L /��^ RN�!
� /�012 /,'[ RA !> ���0�6� *g,����� @� 
� B0, r
1��� YS
� k�
A#! �{���� ��A x
,!;, *g,����

 �i��� 3 ��$'m�� *
�1-6� s+	 
� x
�
  ����� �Q����� X> R� /�����SAML.  
  (5 KeyInfo  

   �i��� 
���2 45'-,XML 
OQ��� 
j
��� W3C '9�-�� :�;<�W� <ds:KeyInfo> . �i��� T�1�2 �!
SAML '9�-�� :�;<�W� <ds:KeyInfo> ���2 p> &'+2 �!e��;<�W� ��A *�; . '9�-�� X»C ����

<ds:KeyInfo>x
0Z
( X�N, X> RN� .  

3.9  ��+�')��! (�K�!�2�7�" ��	���� �����.� 

 ��$'E *
�1-� /Z
�! *
	
�N�� ;$> S;9, @N� X
���� ������� ��� 3 ;c�2)
\ x
-��� BN����6� ;$> B0��, @N�! :(
 VA"x�;�c 4!'-� 
��� "'[ RA k'E
0� X
�N�� ;�$��� �,�\� 4'-� ��-c'� RA @�<��� /,) 4'-6�URI e�+9j e��# U
� 

entityID  !>providerID( R,�
�6� D
o> :
l	 3 ��$'m�� *
�1-6� 
��� 'm�j k'E
0� �( kS�9j !> �(DNS) . x
},> �
��!
;��u2 �Nj 
¡ H�O�� r
1��� YS
� {'�> *
��� .g� ;O�-, p��� �����6�! RA �	
0�W�� U!
� X> e��A �BQ���� 

 :
l��� /,'[DNS ���� :;<��, X> �0� �"x�;�c 4'-6� 
��6�."  
��g��� �,
¾! :5;<6� X
���W� 'C�2 *
��¦j ����� �,
¾ M�2 X> @i0�, ��N0m�� 3 ������� ��	 �
c'�W�� T�1�, 
�;�A! .

 U���2!V�� ��A ���06� �	
0�W�
CHTTP @i0�,  ����� ��0[ R�> U���2!Vj 
��,
¾(TLS)� 
O� �� 45'-� 3 T�[ 

*
���-��� RFC 2246 U5;-6� 3 T�[ *
���-��� RFC 3546 R,S�
9�� RA /,'C :
�6� ��W;�\� 3 ]	'�	%� (IETF).  
H'm2! ��� k'�+�� *
��� �A���� k;A
�O�� ��A 
�! ��d�� ��;j *
�1-6� ��$'m�� �
���A'E! 
� 3 ��L U
O-�W� *
-���2 

�i��� XML� X
���W�! :5;t U���2!V�� TLS� *
-���2! :
l��� DNS. 4'9j! 'l��� RA ����� !> *
���� ���O-��6� @i0�, 

X> X�N, {;� 4�'[)� ������� �-j �Z
W��� ��� 
�1��2 
¡ 
�! ��d�� *
���-� *
�1-6� ��$'m�� �0� �
O�A�� 
���A.  
1.3.9 f���+�L ;"��.� YB�.� t$ �!�2�71�" ��+�  

H'm2 *�'�+�� ��A'+�� ���
��� S�;�# *
�1-6� ��$'m�� 
��	
0�W�! �1W��j 
��6� 4!'-6� x�;�c.  
1.1.3.9  ��+�f�)�����(  

RN� *
	
�N�� X> S;92 )'m�2( /Z
�! 
¹
�1-� ��$'m�� 3 
��� 4!'-� �x�;�c 
�-��j ������� 3 
��6� �p�� ��;� 4'-� 

e�,�� �;�$��� p��� ], BA X> X�N, �Nmj �5;� 
��� ;$�� �S��O�� (URL) )x�;j R� MW� ;5$�� �S��O�� (URN).( 
���,! k;mj X> �O-��2 ��\ &'i�� *��;�� URL *����2!V�� HTTP. RN�! :�;<�W� *
��� ����c�2 
�;O�-2 �1�1� 

�;�� URL )�d� U���2!V�� HTTP 1.1 302 �
-6� e��c�2.( �L# ¯ RN2 ������� �A���� k'E
0� 3 
��6�. �L#! X
� 

U���2!'j S�;�%� 8O�, X
���W�
j |06� ��A ��-5W��*
 MIME 3 b
J> �{���� T� X> X�N, IJ {���� 3 ��$'� 

*
�1-6� ��$'m�� application/samlmetadata+xml.  
�� ����! ��A B-�,! �i�XML e�d� p��� X
�N�
j ��
�� ��$'m�� *
�1-6� I�C H'm2 X> x�;�c 4!'-6� 
��6� 3 ��;�6� 

 ;�$��� �,�\� 4'-�) �� S��� '9�-�� X�N, X> |-, ���!<EntityDescriptor>  
�entityID
��6� 
� MZ����  .(
 '9�-�� U
O-�W� B-�, �H'm�� "# {'�> *
	
�� ]c
�$� �L#!<AdditionalMetadataLocation> . B-�, ��N�!

 '9�-�� �O-��, �><EntitiesDescriptor> R� �A�O~ X> "# x�'l	 ������ ��� :�;<�W
j kS�
9�� /Z
���� 3 
�,���� 4'-6� ��� �d� 
�C'-, � *
	
�N��.  
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2.3.9  ��+�f�)����� ( *�+�.� a�kb T��! t$ �!�2�71�"(DNS) 

@N� R5�^ *
	
�N�� ��	
N�# L
+��� "# /Z
�! *
�1-6� ���$'m�� 'C�2! *gj
�2 ��C
�# Bj 4'-� �,�� ;�$! 
���! *
�1-6� 

���$'m�� X�N, 
���A X> 'm�2 
���� /Z
�! *
�1-6� ��$'m�� 3 ��1�� R� 
��
l	 DNS ��j
�6� 
O� �� 45'-� 3 T�[ 

*
���-��� RFC 1034 S�
9�� RA /,'+�� IETF. �O-��,! 4'-� �,�\� ;�$��� X
�N�� (URI) ��;O� "# ���O-��. 
6! ]	
� 

*
C5'-6� URI @� *
C'-� �,�� ��	'� X»C /Z�'[ 'm	 
���6� ���OA! 
��	
0�W� 
��;^ �1�1� *
C'-6� URI MW��! 4���6� 

x
�
 . ¶ �����2 
���� *
C'-6� URI *
�1-O�� ��$'m�� x
�$� VA �W�*
�
�+ H'12 ��A �QW �S��6� (RR) 
j
��� �;�6 

�1�W ��O���� (NAPTR)� 
O� �� 4'-� 3 Ë�[ *
���-��� RFC 2914 !RFC 3403 R,S�
9�� RA /,'C :
�6� IETF.  
���2!��  *
���-��� T�[ ��;<��� ��-¥��� ��1�� *
+�� 3 
��S��� *gQW S;92 Xuj *
	
�NRFC 2535 RA S�
9�� 
 /,'+��IETF :
l��� G��c ��gW! ��1�6� �1�W! S�m�6� 
��6� ��$g� *
0�# R� ������� 4�'[)� RNO�2 �$ �DNS .

 :
l��� *
-���2 ]	
� �L#!DNS������ kS�9j 
������ ��$g� '�2 X> ������� 4�'[)� ��A B-�, �k��c�� .  
1.2.3.9  ��+�f�)�����( 

6� �S��� �QW ������� ��� :;<��2 �5;�NAPTR *
���-��� Ë�[ 3 H!'m6� RFC 2915! RFC 3403 RA R,S�
9�� 
 /,'+��IETF ./Z
���� ��� 
� h�¦��� 
�Qm�j ���,!.  

 @N,'���� :
l��� X#)@�
�,;�� ( *
},�+��� 4
m���(DDDS) ���06� *
���-6� �
c'�W� �c> R� &�'()� :
A :
l	 �� 
! /�01��
j ��
� ���;� ����W ��A @Z
� b'E °��j �$ ������� ��� �,�^ �c> R� x�;�c �C!'-6� ;A����� /�012 ��A

 
��� �;� �	
0�W� �c> R� !> /�01��
j ��
� k�;� *
�1-� k;A
� 3 v�0�� T�1�,URL R� �C5'-� ;A��� ��A |0� 
/�01��� . @N,'���� :
l���!DDDS :
l��� �S��� �QW R� x
��-� x
1J �;� DNS!  �5;�6� *gQW R�NAPTR �c> R� 

 :
l��� 3 *
���-6� R,K�DNS*
},�+��� 4
m��� @N,'���� :
l��� ;A��� /�01�� :ag�� .  
 *��;� *
	
�N�� S;92 ;�!URL 
�;�A !> ���$'m�� *
�1-6� R� k�;-�� /Z
�! 
,a�2 "# �c
�� �A;2 
�;�A ���9+�� 

1-6� R� �+��t /Z
�! '�)� T�1�,��9+�� �+q ���� T�1�2 ��� ��d�� *
�gA �;-2 "# x�'l	 ��$'m�� *
�� �A;2 
�;�A 
�c
�� "# x�'l	 ��$'m�� *
�1-6� R� �+��t /Z
�! '�)� T�1�, 
�;�A !> ���$'m�� *
�1-6� R� k�;-�� /Z
�! 
,a�2 "# 

1�2 
�;�A !> ���9+�� �+q ���� T�1�2 ��� ��d�� *
�gA �;-2 *
�1-6� RA ��9+�� *
	gA# *
�;<�� ����0�� H�1��� T�
��$'m�� . pS
����� '9�-�� U
O-�W� Ug� R� ��L /��^ RN�!<AdditionalMetadataLocation> R� !> �

 /C'6� Ug�regexp �5;�6� �S��� �QW 3 *
�;�� h,'-�� k�;-�� *�
~! NAPTR e�+	.  
, S�;�%� U���2!'j X
� �L#! ;,'j 3 &�'()� k�;-�6� *
-5W���� ��A x
��0� x
+,'-2 {���� b
J> �,�� h,'-�j 8O�

 ]	'�	%�(MIME) X�N, X> ��$'m�� *
�1-6� ��$'� 3 {���� IJ ��A B-�, �application/samlmetadata+xml.  
 MW�� �� X
�N�� ;�$��� �,�\� 45'-� X
� �L#!URN�1-6� 
��� 'm	 X»C � 3 �;� �� 
O� p'� �j
�6� ��$'m�� *


 *
���-��� T�[RFC 3404 /,'+�� RA S�
9�� IETF .7
��� ����� ��A p'q ��$'m�� *
�1-6� 
��� �	
0�W
C �#!.  
 :
l��� /�01�j ��
� ��0	
c �� @�, 
�!DDDS �i��� 3 ��$'m�� *
�1-6� �	
0�W� �c> R� SAML:  

  (1 �L �%"��� �+$�B ,"b��+  
  "x�;�c �C!'-� k;A
� U!> " �i��� 3 ��$'m�� *
�1-6� �	
0�W� ��
-6SAML 4'-� �����j :
���� @� 

 ��
N�
j 4���6� X�;�6� MW� Y�'<�W�! X
�N�� ;�$��� �,�\�) ��A'+�� kS
0-��3.(  
 (2 ]������ #�	  

  ��� *gQW R� 
5c'� ;$�! �� ��
-� 3 
05�6� T�2'��� ��$ B0, �;�6� �SNAPTR . 'C��, ;�!
 �;�O�� k;,;A �S��� *gQW R,'E
���NAPTR 3 T�2'��
j 
��
-, X> B0��6� /�01��� ��A B-�, �

���� ���.  
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 (3 #�g���� #�	  
   �;�O�� ��Z
��	�� �S��6� *gQW 3 'E
��� V-,NATPR /�012 3 e�
O-�W� �}+, p��� T�2'��� RA 

�	
0�W�� .Q�, ;�! ��;�� ��$ �O�� 
��C Ë�2 � ��� *�
�� 3 �T�2'��� ��� �	
0�W�� /�012 ��

 B0��6� K��Q��� *
0�1��)/�01��� �;O�-, � x����2!'j 
5c', �S��6� �QW p>.(  

 (4 ������ #�	  
   �i��� 3 ��$'m�� *
�1-6� �	
0�W� :;<��2SAML �,�'�� “U”�# 
O� ���C�'1� @�! �B2'�  :;<��2 


 '+9�� �O��)��C
�%� �S��6� ��
-� @}�2 ��� .( �,�'�� U;2!“U” 45'-� @� k;A
��� �Q��	 X> ��A 
URI.  

 (5 ��+j� #�	  
   �i��
j £
�� ��;�� ��$ R�-,SAML«��
j �NE 3 H!'m� �� 
O� �� S!
	(BNF) RA �7
��� 

 ����! 
¡ '����W ��� T��
W)�)/Z
�! (��$'6�:  
 

servicefield = 1("PID2U" / "NID2U") "+" proto [*(":" class) *(":" 
servicetype)]  
proto = 1("https" / "uddi")  
class = 1[ "entity" / "entitygroup" )  
servicetype = 1(si / "spsso" / "idpsso" / "authn" / "authnauth" / "pdp" / 
"attrauth" / alphanum )  
si = "si" [":" alphanum] [":endpoint"]  
alphanum = 1*32(ALPHA / DIGIT) 

 

 v�$:  
  �  servicefield PID2U �;�� 3 X
�N�� ;�$��� �,�\� 4'-� B0��, URL��$'m�� *
�1-O�� .  
  �  servicefield NID2U '9�-�� B0��, <NameID> �5;�� 3 @��ZS 4'1� URL *
�1-O�� 

��$'m��.  
  �  proto �
c'�W�� U���2!'j H'm, (https or uddi) . ���;�� k;A
� ��
$ 3!UDDI X�N, �

 �5;��URL �;� �� URL U���2!V� http) *����2!'j !>( �i��� 3 ����! "# ��� �WSDL.  
  �  class*
	
�� k;A !> x�;$�! x
	
�� H'm2 
���# U
�� ��$'m�� *
�1-6� ����! ]	
� �L# 
� 45'-,  .

 X
�� ��A 
���# U
�� ������� p��^ X> B-�, Xk��)� ��
�� 3! ;�$��� �,�\� 4'-� R� 45'-�
 �d� �������� ���� �-��! *
	
�N�� R� �A
� 3 x��}A �S
0�A
j �@��)�

<EntitiesDescriptor>.  
  �  servicetype��9+�� /Z
�! 3 *
�;��! S�!�)� K��O�� ��$'E *
�1-� 'm�, Xuj X
�N� 8O�,  .

 *
	gA# X�C�
9, R,��� X���0��6�!servicetype ,;A 45'-6� ��-c'� RA X��<�, �k;URI 
 ���OA �N� �j��16� ��;�� T�$ �TW
�6�) �5!KO�! �,�� �5!KO� ]���� s+�j �O-, p��� X
�N�
C

�+��t 
���� 3 S!� �N� ��$'E *
�1-� 'm	 
�1��, ��;� .( ��;�� IJ!authn ��Z
� �1�	 �d� 
<SingleSignOnService>.  

  �  si) �1�	 �0¥�'� 
��,S
���� ��Z
�  ( 3 /j
16 k'E
0� ��$'m�� *
�1-6� S;9, X> 
�# 'E
��� 8O�2
 U���2!V�� 3 ��Z
� �1�	 ��9+� 
�#! ���;�SOAP)  :�;<�W
jendpoint(.  



 

   �������ITU-T X.1141 (2006/06)  115  

  U
d�:  
  �  PID2U+https:entity � U���2!V�� VA k'���6� �X
�N�� ���
N�� ��$'m�� *
�1-6� ����! �d� 

https.  
  �  PID2U+uddi:entity:si:foo  � �i��� ����! 
��� �d� WSDL ��;�� /j
1� H'm2 ��� "foo".  
  �  PID2U+https:entitygroup:idpsso  � �O-2 *
	
�N�� R� �A
O� ��$'m�� *
�1-6� �d� 


��C x��}A @��)� X
�N�� X�N,! �;�$��� 
������ G
���
j �,�� p�5!KO�.  
  �  NID2U+https:idp  �� @��ZS 4'1� ;�$��� 
������ G
���
j �,�� �5!K6 ��$'m�� *
�1-6� �d.  
 (6  
�	regex�Z���71�"   

   VA U��;�� ����W ��
-� ;-j �-���6� �Q����� X#regex U���2!V�� 3 x
�
� x��;� X�N2 X> T� 
https ���;�� k;A
� 3 k;�A X���A !> UDDI)  �i��� ����!WDSL.(  

2.2.3.9  
�+�.� �?p�bNAPTR 

 �5;�� R� ��d�> k'�+�� ��� @1-2URL �5;�6� ;O�-2 *
	
�� 
��;<��2 X> RN� ��� �!'�N�%� ;,V�� R,!
�A! NAPTR 
) *
���-��� T�[ 'l	�RFC 2915 /,'1�� RA S�
9�� IETF.(  
 > (   �5;�6� ��d�>NAPTRX
�N� ��$'m�� *
�1-6� R�   

  �� *
	
�N�� 'm�2 *��;URL7
��� G��W)
j ��$'m�� *
�1-O�� :  
 

$ORIGIN provider.biz 
    
;; order pref f service regexp or replacement  
      
IN NAPTR 100 10 "U" PID2U+https:entity 
 "!^.*$!https://host.provider.biz/some/directory/trust.xml!" "" 
IN NAPTR 110 10 "U" PID2U+https: entity:trust 
 "!^.*!https://foo.provider.biz:1443/mdtrust.xml!" "" 
IN NAPTR 125 10 "U" PID2U+https:" 
IN NAPTR 110 10 "U" PID2U+uddi:entity 
 "!^.*$!https://this.uddi.node.provider.biz/libmd.wsdl" "" 

 

G(  MW�� �,�� *
C'-� R� ��d�>  
 �� @��ZS 4'[ {;� �im�example.int R����2 @N� T2
N6� �
�) ��'E e�;<��2 X> RN� �,�� �5!K� �5im, 

M\ f�'6� R,'�m6� . B�O-��O�� �!'�N�%� ;,V�� R,!
�A k�5!K6� ��'m�� ��u�Cbuyer@example.int "# ��;O� 
� ��
N�� MW�� e�� Y'<���� �!'�N�%� X���-�� �����j :��2! ��	
0�W�� ���OA X�;�O�(FQDN) (example.int) . 'm��C

 �5;�6� �QW �im6�NAPTR :
l��� 3 7
��� DNS example.int. 

 

$ORIGIN example.int 
     
IN NAPTR 100 10 "U" NID2U+https:authn 
 "!^([^@]+)@(.*)$!https://serv.example.int:8000/cgi-bin/getmd?\1!" "" 
IN NAPTR 100 10 "U" NID2U+https:idp 
 "!^([^@]+)@(.*)$!https://auth.example.int/app/auth?\1" "" 

 

https://authn/
https://idp/
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3.2.3.9 �n!�2�71� 

 :
l��� VA X
�� �c> R� ��$'E *
�1-� �	
0�W� ;�ADNS 7!)� ��;6� �S
0�A
j X
�N�� ;�$��� �,�\� 4'-� :;<��, �
 "#x
����$ x
-��� e	�� R� x�;j ��	
0�W�� ���OA .@�, 
� 
05�,!:  

  �   MW�� �� ;�$��� �,�\� 4'-� X
� �L#URN T�[ 3 4'-� �� 
O� �	
0�W�� *��1� p'q �
 *
���-���RFC 3403 /,'+�� RA S�
9�� IETF.  

  �   X�;�O�� ��
N�� MW�� ��A U�9��� �,�\� 4'-� ���^ p'� �#!(FQDN).  
  �   :
l��� R� M�+��,DNS �5;�6� �S��� *gQW RA NAPTR M�, X> "# :
�+�W�� S'N,! �X�;�6� 3 

3�'16� �S��6� �QW 
�c'2.  
  �   ��}+��� U��$ ¶ T�2'��� U��$ ¶ ���;�� U��$ "# x��
��W� �O-��, p��� �S��6� �QW �,�¡ 45'-,

�Z
���� �A�O~ R�.  
  �  ��� ��A U�9�� ����)/Z
���� ( 
��6� 3)
���6� (/�01��� T¥�12 T�$ 'C��6�.  

 ;�$��� �,�\� 4'-� �N+, X> ���$'m�� *
�1-6� *
���-� 
��� �	
0�W� "# kS�
06� ;�A �*�
�� �-j 3 :K�, ;�!
 X
�N��) 45'-6
j e�A V-6�URI ('9�A R� 'd�> !> ;$�! pSL '9�A "#.  

��� U
O-�W� @i0�,!��N+��� ���OA "# kS�
06� ;�A 7
��� @�
l��� �0-:  
 

   
^([^:/?#]+:)?/*([^:/?#]*@)?(([^/?:#]*\.)*(([^/?#:\.]+)\.([^/?#:\.]+)))(:\d+)?([^?
#]*)(\?[^#]*)?(#.*)?$ 
     1            2           34            56             7             8      9       
10        11 

 

 @A'+�� �0-��� RA ���, X> B-�,!3 X�;�O�� ��
� MW� )FQDN: Fully-Qualified Domain Name ( X�N�W p��� ��
��1�6� ��� R� x
�g1	� ��$'m�� *
�1-6� 
���� �
c'�W� «
W>.  

 :
l��� R� :
�+�W�
j /�01��� :��, ��,�\� 4'-� ���^ ���OA U
O�# ;-j!DNS� ��1�6� Xumj  �q
��) @A'+�� �0-���5 (
 �5;�6� �S��� *gQ��NAPTR'd�> !> k;$�! �j
Q�W� 
��2 @i0�,! � . p> �Z
���� �A�O~ R� *
��01��� ;-0��2 ;�!

�,S
�� T�1�� *
��O-j /�-�2 � ��;<�� *
+,'-2.  
�2'��� ��� x
�C! �Z
���� �A�O~ ��L ;-j T52'2 X> �	
0�W�� *
��012 ��A B-�,! "# x��
��W� �Z
���� �A�O~ T52'2 ;�! �T

*g�}+��� �A�O~ .*g�}+��� ��$ T�2'2 ��-05�, X> B��0��6� R� T�1, �! . �5;�6� �S��� *gQW !> �QW!NAPTR 
 �,S�'N2 ��
-� ¿
-2 �q
���)T�2'��� �,�S "# x��
��W� ( �5;�O�� 3�'1� �S��� �QW "# ������ M�, X> "#NAPTR.  

 x
��1� x��;̀� �Q����� X�N�W!URL��$'m�� *
�1-6� ����! �
c'�W� ;-j 
O�C �O-��, �x�;�c xg�Nm2 xgNm� �.  
4.2.3.9 <2� ��:�� _ ��	���� �����.� YB�� N�Pw 

 k
��� k;� a!
Q�, �> u0t k'��L 3 
��6� R,K� ��A B-�,(TTL) :
l��� ��1�6 DNS� ����W� ��� 
��6� 
�� . ��A B-�,!
��1�6� k
�$ k;� @}��2 
�;�A ��$'m�� *
�1-6� 
���� R� k;,;c �<�	 ��A U�9�� �	
0�W�� �Ol	>.  

 /Z
�! 
���� 3 *���i�j X����, 
�;�A ���1�6� k
�$ k;6 x��0� x
�
O��� �!�-, X> ��$'m�� *
�1-6� /Z
�! p'E
�� @i0�,!
��$'m�� *
�1-6� .#! B-��6� g� 3 ������
j ¢+�� X> 
�# 'E
��� ��A B-�, ��;��W 
��6� 3 ��i��� ��� �d� X
� �L

 R5��� 
��6� ��A 
\�9$ R� �	
0�W�� �Ol	> 
�� ;�u�2 X> "# ;,;��! n;���) ��1�6� ��i2 ]�! p> +k
��� k;�( 
�#! �
 U���2!V�� R� �j
c# R�y, X>HTTP Redirect;,;�� 
��6� �;��� n;��� 
��6� 3 
��2 �. 
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3.3.9 ��	���� �����3?� ��	
�� �4��.� 

��$'m�� *
�1-O�� ��$g�� ��
-6� ���
��� ��A'+�� *�'�+�� H'm2.  
1.3.3.9 <2� ��:�� _ ��	�U ������ �?	�� N�Pw 

 ]-��� a!
Q�, �> u0t k'��L 3 ����! R,K� ��A B-�,validUntil ]-��� !> cacheDuration !> T$
9�� '9�-� 
�'�
�-� . ���0W)� X�N2 �u0t k'��L 3 R,K<��� *
W
�W ��A p��^ D
j� '�
�A ��$'m�� *
�1-6� '�
�-� X
� �L#!

G)� '9�-��.  
 ]-��� ��
-6!cacheDurationp��� ]����! Ñ,S
��
j ��l+�� X> BN����6� ��A T� ������ ��
-�  e�C {'c 

������� T�W.  
 ;,;q T�1�, ;�! ��d,;$ �<�	 T��, X> �����6� ��A B-�, ���$g9�� D
}�	� "# '9�A �9, !> ����! �92 
�;�A!


�-���� !> ������� 
��� . k'�+�� ��j
1� ��
-� u0t k'��L 3 ����! R,K� ���
-, X> BN����O�� @i0�,!13 T�[ R� 
 *
���-���RFC 2616 /,'+�� RA S�
9�� IETF:5;t R� ]����! Ñ,S
��� ��)� �,;-��� ��0�1, X> M��N�! � 

 U���2!V��HTTP . k'�+�� 3 H!'m� �� 
O� �u0<6� k'����� ���0�� ��
-� ����y, X> R,'E
��� @i0�,!5.3.10 T�[ R� 
 *
���-���RFC 2616 ]	'�	%� 3 ��W;�\� :
�6� /,'C RA S�
9�� (IETF)) 304��5;-� �( .(  
2.3.3.9  q�L���� ��
�$' Y� #������)�1�	f� ( ,�:��"t�� _HTTPS 

 U���2!V�� "# ��
$# �!S;9, X> R,'E
��� RN�HTTP) 301 �MZ�� U
��	� 302 !> 307e��y� e�c�2 k�
A#  ( �� 
O�
 *
���-��� T�[ 3 4'-�RFC 2616 /,'+�� RA S�
9�� IETF��A B-�,! � �5;�� ��-05�, X> �O-��6� Dg�! URL R5�-6� 

e�c���� k�
A# �j
Q�W� 3 .7!)� T�1�� U���2!'j s+	 R� *�
$%� X�N2 X> @i0�,!.  
3.3.3.9  �V?�� _ ����B���� �4���XML���$ ��p�� �4���"   

� R� �N� ���d�� Xumj &!
+��� k�;-�� *
��� ��$'m�� *
�1-6� ��
-� :;̀�2 X
�N�� �$��O6� ��d��! 
¹�L ��$'m�� *
�1-6
��$'m�� *
�1-6� ��� �d� e+92 p���:  

  �   :
l��� ��1�� 
���2 R� k;���6� ��d��DNS �5;�� �	
0�W� 
��� *'c ��� URL ���$'m�� *
�1-6� 
��6 
��$'m�� *
�1-6� /Z
�! 
���� !> 
��� ��� RO}, 
�.  

  �  2 R� k;���6� ��d�� �i��� ����! ��gW RO}, 
� �
��+	 ��$'m�� *
�1-6� ����! ��
-� 
���XML.  
  �   U���2!V�� :5;t X
���W� R� k;���6� ��d��TLS �5;�� R� URL RO}, 
� ���$'m�� *
�1-6� 
��6 

��$'m�� *
�1-6� 'E
	 �,��.  
2 X> ��$'m�� *
�1-6� ������ ��$g�� ��
-6� ��A B-�,! �i��� {���� ��A 
������ ��
-� RO}�XML RO}�2 X> RN�! �

B,'�)� B���O-�� R� k;$�! x
},> . ���OA 3 kS���� �1�W p) e��� 8�� S
�� X> ��
� kS�9j /����� 4'1�� RN�!
�������! �	
0�W�� .�������� ��gW �,
O� ���� ���O-��, X> ��$'m�� *
�1-6� p'E
	 ��A B-�,! p> ���O-��, X> M��N�! 

�,��+���� *
W
���� MN^ ��� ��$'m�� *
�1-6� �����j ��d�� 
��� B,'�)� ��
-6� ��0	
c R� k;$�! . ��> T�!
X
0��
j ���
��� *�S
0�A��:  

  (1  T����� _ �K�?$ YmB�.� \W��.� �4���DNS 

   :
l��� 3 ��1�� 
���2 R� /����
j :
���� T�DNS *
���-��� T�[ 3 H!'m� �� 
O� �;c! X# �
RFC 2535 /,'+�� RA S�
9�� IEFT.  
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  (2 �K�� a�PLb "b �K�?$ YmB�.� \W��.� �4��� 

   D��W �������� ��� 3 H!'m� �� 
O� �
���A x
-¥��� X�N2 X> kS�m�6� ��$'m�� *
�1-6� /Z
��� @i0�,
4'[ RA :> ������� T$
� "# kS�
� k�
�mj'�� r����  . *
-���2 �!V�-, X> R,'E
��� RN�!

��d�� ��A v-02 �Z
W! {'�> 4�'[>.  
   *
�1-6� ����! ��A �*;c! X# �*
-������ ��$g� �!'�, X> ��$'m�� *
�1-6� @N����� ��A B-�,!

������� ��� 3 H!'m� �� 
O� ���$'m��.  
  (3 ���.� ��L��7� a��Cb TG+O.� *����7� �4��� ,�:��"t�� t$ ��	���� ��TLS 

   *��5;�� �!�+�, X> k;mj X!'E
��� ���,URL U���2!V�� 3 TLS X> BN����O�� @i0�, 7
��
j! �
 k�
�E S;¬9ª� R� ��!S�� ��d�� �!V�-,TLS . *��;�� 'm	 
�, � ;�!URL T$
� X�;�� 3 x
OZ�� 

����O�� @i0�, e��A! ���$'m�� *
�1-6� ����! X
�N�� �� *��
�m�� T$
� X> ���'�+, �> BN
'�� r���� 4'[ e+�}��, X> RN� L# �«!S;6�.  

   *
��� U
O-�W� @i0�, �u0t k'��L 3 �A���� ����! �
q x�'���� X�N, � ;� ��d�� ��� «
W> X
� 
6!
4!'l�� ��� �d� 3 {'�>.  

10  ����� � &'�����SAML 

V�� Ij�!S ;�0�� ��� �;� �i��� 3 U���2!SAML �i��� *�;��u2 3 
\
O-�W� SAML 3 �j
Q�W��! T�1�� �Z
WS! 

��C �O-�� '[>! U
92�� *����2!'j.  

 �i��� 3 �j
Q�W��! T�1�� �Z
WS *��
02 
�! X#SAML U
92�� *����2!'j !> �,S
�-6� �Z
W'�� 
� �j
�2 ��A 
 �O�,��������� 	
���)  !>	
���j �[
�j �N ( �i��� 3SAML . �j
Q�W��! T�1�� �Z
WS *��
02 
�! R� ��$'�!

 �i��� 3SAML £
�� U
92�� U���2!'j 
� �j
�2 ��A <FOO> �O�2 �

�� <FOO>  �  �����SAML !> �

�� 
<FOO> SAML.  

 U���2!V�� �1j�S xgdOCSOAP �i��� 3 SAML�� �Z
WS *��
02 
�! p'� h�� H'm2  �i��� 3 �j
Q�W��! T�1
SAML U���2!V�� �Z
WS *��
02 
� �j
�2 ��A SOAP.  

 �i�� ��j
16� *
�~�V�� RO}2 ���C
� *g�9+�j b
j!'�� R� �A�O~ ;,;^ "# ������� ��� @�'2!SAML �O-2 ���! 
�2!'j !> �,S
�-6� *gW�'6� :;<��2 
�;�A �
���j 
O�C �i�m2 X> ������ kS�9jU
92�� *���.  

 �i��� 3 U���2!'j ��
WS �� U
WS# ���
$ 
�> �1j�'�
j M�+, X> @i0�,!SAML B1O��� R� �Q����� 
samlp:RequestAbstractType! samlp:StatusResponseType��L �( '��, ¯ 
� �. ��^ 
�;�A ���L r�C! 

 "# �1j�S" �i��� 3 *
j
Q�W�! *
0�[SAML"�+, X> @i0�, � R,�� R� �Q����� U���2!'j �Z
WS p> |-2 
�> ��L R� M
B1O���.  

f��� 3 ���
��� ��A
01�� *
$g1��� ������� ��� :;<��2! :<ns:Element> ! XMLAttribute!Datatype 
!OtherKeyword .'�
�A R� x�;j ��C�'1� ]��� '�
�A ��A U;�� �,!�K�� *�'�
�� :;<��2 *�
�� �-j 3! 

�� �i�XMLr
���� Ug� R� x
���! ��9�6� '�l,! �.  

1.10 ��%�Z' ,�:��"�� ���"� +�+S�� ��K�L�� x��A  

�0���6� 3 �',�12 M�, 4�W 
��( RN�! �U���2!V�� Ij�!S R� k
���� �A�O~ ������� ��� 4'-2 . k'�+�� ��� :;�2!
��C
�# Ij�!S ;,;^ 3 T('2 �d�
� 4�'[) ����c�2 x
[�1�. �� 
���# r'1�2 X> B-�, ��� 
,
}��� ;Ö�+2 �OZ
� @�, 
O�C! 

U���2!'j �1j�S:  
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  �  �,�\
j h,'-��� *
���-� '�
�A R� '�
�A ��g� ;,;^ : 45'-6�URI �1j�S �,�� I�C 45'-, p��� 
0	
c !> Ij�!S "# 
c'�! �h�y6� U�$ p;,V�� !> �!'�N�%� U
92�� *
���-�! �U���2!V�� *
�

���
j 
��-q !> k;,;�� �1j�'�� 
��5�^ �x
�j
W �C5'-�.  
  �  �1j�'�� 3 ��'�m� 4�'[> Bj �OZ
��� *gA
+��� �A�O~ H'E . *�;������ �� �$�'� '��2 X> T�!

 �A
+2 �� 3 ��'�m6� *����2V�� ��! 4'[ �� 
�WS
� ���)'�¦2 (*
��01��� ��A.  
  �  4�'[)� �,�¡ h,'-��� �
�� X
� �L# 
� !> ��'�m6� 4�'[)� �;A ��L 3 
� ��A
+2 �� 3 ��'�m6� 

��'�m� D
1W!.  
  �   @� 
�! �x
j��1� X
���W�� X�� ��L 3 
� ��A
+2 �� 3 ��'�m6� 4�'[)� X
���W� ��,'[ ;,;^

���0�6� X
���W�� b
J>.  
  �  �� �Om, ���! ���
W'�� ��g�� MA;�� �,�W ;,;^��
W'�� ��gW B�u�� ��O-��6� *
��.  
  �   �Z
WS *
,��� ��A �g¥[�
j v�
� 4'1� H
O��� ��	
N�# �Om, ���! ���	
O�Z�� MA� �,�W ;,;^

 �i��� *�;��u2!SAML��	
O�Z�� /����� 
¡ ���6� *
���� @� 
�! ��	
O�Z�� T�1�2 �1j�'�� ��! �.  
  �  L 3 
� �u1�� *�
$ ;,;^ R,��� B�'�m6� {;� ��
�! ��'�m� �� {;� u1�� *�
$ ��

 �i��� �Z
WS !> *�;��u2 X��
-,! X�O���,SAML.  
  �  k�
}6� �j�;��� H'E! *�;,;���� ���^ ��L 3 
� �����)� *�S
0�A�� ;,;^.  
  �  � �1j�S MA;2 ��� *
�1-6� �d� ���$'m�� *
�1-6
j ��
�� *�S
0�A�� ;,;^ U���2!'j 3 ��'�m

x
���j ��
5iE! ��
5-C ��,'1j x
O�A b
^ X> T� ���! ���
� ��0	
c 3 �O-��2 ��� !> ��
� *�
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2.10 ,�:��"t�� ���"�  

 �i��� S
�-� R� DKQ� �;��2 ��� U���2!V�� Ij�!S ���
��� ��A'+�� *�'�+�� 45'-2SAML.  
1.2.10 ���$ ����2�$�  

 *�'�+�� H'm2 �i�� �C'-6� U���2!V�� Ij�!S 
�� fZ
9� ���
��� ��A'+��SAML.  
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�� *
���-� ®
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WS �¾ 3 ����� ��� �d� �O-��2 
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0�A
j T�[SAML :;<���W ��� �1j�'�� U
O-�W�! D
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0�1�� 
}2 
�»C �

�j
Q�W�� �¾ 3 ;-j 
O�C . �i��� 3 T�1�� ��
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�1-� 
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 �i��� 3 T�Q��6�SAML U���2!'j �j
Q�W� 
c', X> SAML� {'�)� @� ;O�-2 �1j�S x
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�1-� 
}, X> x
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�6� �O�-6� ���� �T�1�� 
� 
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�j
Q�W��.  
2.1.2.10 Nn�i�  

��L �( ��A f�, ¯ 
� �Ij�!'�� 
�� ��A ����)� *
	gA%� ��� /01�2 .	gA# h�}2 X> Ij�!'�� 
�1��2! "# ��C
�# *

����)� *�K�6� ���.  

  (1  ,�:��"t�� �V�� ,�3��7�TLS 1.0 
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jK�� {;� 
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�5;<6� ��A B-�,X.509 v3 �
 �1j�'� :�;<�W� �� 3SAML U���2!V�� �i�� 3 TLS 1.0)  T�1��RFC 2246 /,'+�� RA S�
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U
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*
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��� �� R����, @N� 4�'[)� "# *
��� 
¹�L SAML 
��N� 
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¹
j
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O-�W� RN�! �Z
WS U�

 U���2!V��SOAP��
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 �i��� U���2!'j ��
WS 
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��
W'�� ��g�j ��
�� ���.  
  (4 ���7��� ��!�3�E� 

   3 ��
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j
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 �Z
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 U���2!V��SOAP��
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O�Z� X
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O�Z
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  (5 ��Ab ����b ����2�$� 

   ���j
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�! �[
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 *�K�6�" �,�
O�A��)�������� "(!"R�)� "!"Ij�'��� "!"������ "!"�Z
W'�� U�
02 *
11t "(MEP) . X> X!�
��L ��A '9��2.  

  ��
WS! U���2!V�� SOAP$! U
WS# x
W
W> @�  U���2!V�� ;�A Bj �
q�� ;�SOAP 3 �W'� R� �
SOAP 3 M���� "# SOAP U���2!V�� 3 D
1W! !> ;$�! I�W! VA x���� X�N, ;� �SOAP . R� 
���,!

 U���2!V�� �Z
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11t ��+�2 �c> R� *
��012 3 �c��;� X�N2 X> 
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^ "x
j
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j
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   U���2!V�� 45'-,!SOAP x
+Ð�i� )x
C'© ( �i��� ��
W'�XML U
WS»j 8O�2 ��_��¬�³�! ��W>S 
[
�� RO}�, 
MN���� *
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 U���2!'jHTTP
WS U
WS%  U���2!V�� ��SOAP.  
   U���2!V��!SOAP �i��� �d� �SAMLk;,;A ���^ ��	 *
��OA ��A e�
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1.2.2.10 .� ����?�.����?� 

���M� Q���� :urn:oasis:names:tc:SAML:2.0:bindings:SOAP  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  
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	�> �S�!.  
�����S��� :urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding  
2.2.2.10 ������ ,�:��"t�� N$ ���
��71� ]!��4� SOAP �V?�� _ SAML 

 U���2!V�� �1j�S T	��c ���
��� *�'�+�� �;^SOAP �i��� 3 SAML �d� ������ U���2!V�� RA ������ @� ��� 
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�1-6� �+m�� x
,S
���� x
�
l	 . U���2!V�� �1j�S ���� :
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 �i��� �1�1� 3 ��)� MW��XML . �i��� 3 B0�Q��6� ��A B-�,!SAML ��A R,S�
� ��	�N, X> 
 �i��� �1�1� 3 �S���� MW�� X
N� ��
-�XML�  �i�9�� 3 �O-��6SOAP 1.1)  U���2!V�� 'l	�

SOAP 
OQ��� RA S�
9�� W3C ( �i��� �1�1� 3 ��)� MW�� X
N� ����!XML.  
2.2.2.2.10  ,�:��"t�� ���7b�SOAP 

 �i��� 3 T�
1� RN�SAML �i��� 3 ���
� p'� SAML U���2!V�� ��A SOAP ��
WS "# ��[
0�A� *
�W>S h�}, X> 
� U���2!V�SOAP . U���2!V�� 3 ��C
�# *
�W>S p> �1j�'�� ��� 45'-2 �!SOAP.  

  6� �l$g1 � 3 *
0�N6�! *
�~V�� �-j X> �� {'�> *
�W>'j H
O��� kS!'� "# �A;, p��� T0��� X# 
 U���2!V��SOAP ��
WS "# *
�W>S h�}2 
�S SOAP �i��� ���OA MN^ YS
� 
�2 SAML .����! x
},> 

�Z
W'�� R�> *
��� 
�c
�^ !> �Z
W'�� ���2 T�1�2 ���^ *����2!'j 
�c
�^ 
�S *
�W>'�� �-j X»C.  
 �i��� 3 T�Q��6� ��A B-�,SAML ��
W'�� 3 *
�W>S p> T�1�, �> SOAP ��
W'�� ����9�� ��
-6� �c> R� �

SAML1�2 ��C
�# *
�W>S T�1�, X> RN� e�N�! �*���
j �Z
W'�� R�> *
0�1�� "# !> ����� ������ "# r'.  
6� �l$g2  � �i��� S
�-� �ZKq 3 ���C
�%� *
�W>'�� T¥�12 T0��, X> U��-6� R� X# SAML ���j
�j '}�W 
� X

|�0�� ��im���.  
3.2.2.2.10  ,�:��"t�� T�+O�7�SOAP  ,�:��"t�� ��%HTTP 

��� �i��� 3 ¿
-6� ��A B-�, U���2!V�� �1j�S 
� /j
1��
j T�
1, pSOAP �i��� 3 SAML �i��� �+�, X> �SAML ��A 
 U���2!V��SOAP U���2!V�� r�C HTTP . :�;<�W
j ���-�6� *
���9�� �-j ��A'+�� *�'�+�� ��� H'm2!
 U���2!V��SOAP U���2!V�� r�C HTTP U���2!V�� *
�W>S ��L 3 
� �HTTP3 
����! � °gj%�! �u0t k'��L 
D
1�)� RA.  

 U���2!V�� �1j�S!HTTP U���2!V�� SOAP U���2!V�� �i�� 3 �$!'m� SOAP 6.0 
OQ��� RA kS�
9�� W3C .
 ��W>'�� U
O-�W� T�1�2 @�!SOAPAction U���2!V�� T�[ R� DKQ� HTTP U���2!V��! SOAP . h���, �> B-�,!



 

   �������ITU-T X.1141 (2006/06)  123  

 �i��� 3 T�Q���SAML ��A ��W>'�� ��� �O�� . �i��� 3 T�
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 U���2!V�� 3 B�5�+6� Dg���� @i0�,HTTP-}, �>  �i��� U���2!'j �Z
WS ��SAMLu0t k'��L 3  . �
02� @i0�,!
��L X
O� �c> R� ���
��� ;A�����:  

 �i�9�� M\
O-�W� ;�A B0�
1�� @i0�,HTTP 1.1��cS;, X> :  
  �   ��W>S ��$Cache-Control ��A x
A���� "no-cache, no-store") R,K� �! �u0t k'��L �.(  
  �   ��W>S ��$Pragma��  ��A x
A��"no-cache") u0t k'��L �(  

 �i�9�� M\
O-�W� ;�A �B0�Q��O�� @i0�,!HTTP 1.1:  
  �   ��W>S ��$ ��cS;, X>Cache-Control ��A x
A���� "no-cache, no-store, must-revalidate, private" 

)@��9� ���$g9�� S�'�# k�
A# B-�, �R,K� �! �u0t k'��L �.(  
  �  cS;, X> ��W>S ��$ ��Pragma ��A x
A���� "no-cache") u0t k'��L �.(  
  �   ��W>S �d� ���$g� 5'�ª� ��cS;, �>Last-Modified !> ETag.  

3.3.2.2.10 a��Ai� N$ �
�f� 

 �i��� 3 T�Q��6�SAML �i��� 3 T�
1�� 
� ��
WS U�
0�j :
���� �C', p��� SAML�j
Q�W�� 
5c', X> e� @i0�, � 
"403 Forbidden" . U���2!V�� ×� {��� X�N, ��
�� ��� 3!HTTP7�� �( .  

 U���2!V�� �i�� 3 H!'m� �� 
O�!SOAP 6.2 
OQ��� RA kS�
9�� W3C U���2!'j u1� �9� 
�;�A �SOAP D
��> 
 U���2!'j T�[ ��
-�SOAP U���2!V�� :5;t ��A B-�, �SOAP r�C HTTP�W�� 
5c', X> �j
Q  

"500 Internal Server Error"  ��
WS R5O}, X>!SOAP U���2!V�� '9�A 
� �j
Q�W�� 3 SOAP 
<SOAP-ENV:fault> . U���2!V�
j ���-�6� D
1�)� "# D
1�)� R� IO��� ��� 
�c'2 @i0�,!SOAP �0� �+m�N6� 

 �i��� 3 ¿
-6� "# MN���� S!'�SAML ¿
-6� ½¥�0, 
�;�A !> � U���2!V�� 3SOAP @���� u1� RA ) MW�� X
N� �d�
 �i��
jXML U���2!V�� 3 SOAP �i��� �1�1� 
��� ;,;^ RN� �! �8��� �( SAML �i��� 3 ¿
-6�! �SAML �d, 

��N�! �D
�d�W�.(  
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   �l$g�)�g¥[g� ( � H'��, PE19)  'l	�[OASIS Document Errata] (� ��O�� RA &
-��, X> 3 "!)
@�, 
� �gA> k'�+��:  

 U���2!V�� �i�� 3 H!'m� p�� 
O�!SOAP 602 
OQ��� RA kS�
9�� W3C U���2!'j u1� �9� 
�;�A �SOAP 
 U���2!'j T�[ ��
-� D
��>SOAP U���2!V�� :5;<6 @i0�, �SOAP r�C HTTP�j
Q�W�� 
5c', X>   

"500 Internal Server Error"
WS R5O}, X>!  ��SOAP U���2!V�� '9�A 
� �j
Q�W�� 3 SOAP  
<SOAP-ENV:fault>.  

 �i��� 3 ��
-� u1� ��
$ 3!SAML U���2!V�� :5;t ��A B-�, �SOAP r�C HTTP �j
c%
j T�Q��, X> "200 OK" 
 �i��
j R5�-6� '9�-�� YS;, X>!SAML <samlp:Status> �i��� �j
Q�W� 3 SAML�2!V�� ×� ����  U��SOAP . �!

 '9�-�� '�l,<samlp:Status> U���2!V�� ×� 3 e2��j SOAP �i��� 3 �j
Q�W� ���� '�l, e�N�! �SAML p> R� 
��	.  

 �i��� 3 ��
�� *�'+E :�;<�W� U�$ *
���-6� R� ;,K6!SAML �i��� *�;��u2! *����2!Vj /�-�6� ;�0�� 'l	� �
SAML������� ��� 3 .  

4.3.2.2.10 ��	���� �����.�� \?��� ����2�$� 

 U���2V�� �1j�S �
O�A� sN-�, X> T�SOAP �5;� 3 ��Z
� �1�	 ��A ���;�
j URL 3 k����� *
0�1�� U
WS# 
��C T� 
 U���2!V�� �Z
WSSOAP�+�� h,'-2 �� �,;j �Nmj !> ���
� ��0	
c !> £
� U���2!'j "# /3 ��Z
� �1�	  

 �i���WSDL.  
5.3.2.2.10  �V?�� #E�7� ,
�2� o?$ ,�p�SAML ,�:��"t�� T�+O�7�� SOAP ��% HTTP  

 �i��� 3 ]-��� �1�W R� ]-	 XgA# ��A p��� ;��u2 RA Uu�, :
�+�W� ��A U
d� @�, 
O�CSAML.  
 

POST /SamlService HTTP/1.1 
Host: www.example.com 
Content-Type: text/xml 
Content-Length: nnn 
SOAPAction: http://www.oasis-open.org/committees/security 
<SOAP-ENV:Envelope 
    xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
    <SOAP-ENV:Body> 
        <samlp:AttributeQuery xmlns:samlp:="…"  
xmlns:saml="…" xmlns:ds="…" ID="_6c3a4f8b9c2d" Version="2.0"  
IssueInstant="2004-03-27T08:41:00Z" 
            <ds:Signature> … </ds:Signature> 
            <saml:Subject> 
            … 
            </saml:Subject> 
        </samlp:AttributeQuery> 
    </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 
Following is an example of the corresponding response, which supplies an 
assertion containing the attribute statement as requested. 
HTTP/1.1 200 OK 
Content-Type: text/xml 
Content-Length: nnnn 
<SOAP-ENV:Envelope 
    xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
    <SOAP-ENV:Body> 
        <samlp:Response xmlns:samlp="…" xmlns:saml="…" xmlns:ds="…" 
ID="_6c3a4f8b9c2d" Version="2.0" IssueInstant="2004-03-27T08:42:00Z"> 
            <saml:Issuer>https://www.example.com/SAML</saml:Issuer> 
      <ds:Signature> … </ds:Signature> 
            <Status> 
              <StatusCode Value="…"/> 
            </Status> 
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            <saml:Assertion> 
                <saml:Subject> 
                … 
                </saml:Subject> 
                <saml:AttributeStatement> 
            … 
                </saml:AttributeStatement> 
             </saml:Assertion> 
        </samlp:Response> 
    </SOAP-Env:Body> 
</SOAP-ENV:Envelope> 

 

3.2.10  ,�:��"t�� �����SOAP ����?�� (PAOS) 

 U���2!V�� �1j�S �+���� �1j�'�� ��� p5��2HTTP U���2!V�� �j���6� SOAP)  'l	�PAOS:2003 .( BOZ
��� ��A!
 3 k�;�� ��
-�� ��
-6� ;A��� ��C���, X> ��+���
jPAOS������� ��� 3 k�;�� ;A����� "# �C
�# � .
���� ��
$ 3! �a

 �� S
�-6� X�N,Liberty Alliance POAS:2003.  
1.3.2.10 ���?�.� ����?�.� 

���M� Q���� :urn:oasis:names:tc:SAML:2.0:bindings:PAOS  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  
2.3.2.10 �?��U ���! 

�S U���2!V�� �1jSOAP U���2!V�� 3 T�
[ 
¡ 
�1��, ���� @� G���6� HTTP �O-�� ��A e2S;� RA R�-, X> 
 U���2!V�� 3 T�Q��O�SOAP U���2!V�� 3 I�W�� !> SOAP �i��� 3 T�
1� SAML . U���2!V�� 3 T�
1��!

HTTP �i��� T�[ e�C �W', I1t �
O�A� ��A S�
� SAMLi� 3 e��#  hÐ�SOAP �j
Q�W� ���� HTTP T�
[ R� ���
� 
 �i��� 3SAML U���2!V�� 3 T�
1��! �HTTP �j
Q�W
j T�Q��, SAML h¥�i� ���� SOAP 3 /$� T�[ 3 

 U���2!V��HTTP . &�+6� ������ !> X�jK�� ��0	
c 3 �C'-6� ��
�� �0�, �Z
W'�� U�
0�� I1<6� ���!(ECP) G
���
j 
 
������ ;�$���(SSO) U���2!V�� 3 T�
1�� 
��C X�N, ��� HTTPX
���W�� U�
02 3 I�W! �� .  

3.3.2.10 #E�7��� ,
�2� 

 �1j�'�� �Om2PAOS�	5�N6� �Z
W'�� U�
0�� B11t :  
  (1   U���2!V�� 3 T�
1�� �W',HTTP x
0�[ HTTP �i��� 3 T�Q��� "# SAML . T�
1�� T�Q���C

 �i��� 3SAML  �j
Q�W
jHTTP U���2!V�� h¥�i� ��A p��^ SOAP 3 T�[ ��
WS ��A p��� 
 �i���SAML.  

  (2   T�1�� �W',!HTTP x
0�[ ��L ;-j HTTP T�
1�� "# SAML h�i� ��A p��� �@��)� SOAP 
 �i��� 3 �j
Q�W� ��
WS M},SAML . T�
1�� T�Q��,!SAML �j
Q�W
j HTTP X�N2 
�S �

 T�1� �j
Q�W� ��$'6� 3 �S���� @��)� ��;��1.(  
 aK-6� X�jK�� ��0	
cECP �1j�'�� :;<��2 PAOS��;�� n;�2 �0� ��;�� �5!K� "# X�jK�� X
���W� �C���  . ��L �;�!

 �Nm�� 3 ����6� ���
��� *��1�� /C!1-10.  
  (1   U���2!V�� T�[ xgO-��� ���;� X�jK�� T�1,HTTP.  
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  (2  K� T�Q��, �i��� 3 X
���W� T�1j ��;�� �5!SAML . T�[ :�;<�W
j ��� �W',!SOAP 3 U�O� 
 U���2!V�� �j
Q�W�HTTP.  

  (3   �j
Q�W� X�jK�� 
5c',SOAP �i��� 3 X
���W� �j
Q�W� 3 ���O� SAML . T�[ :�;<�W
j ��� �W'2!
HTTP;,;c .  

  (4  RN� ���;�� �5!K� f��'2! X
���W� H
È &�'�C
j 3 @��)� ��;�� T�1� T�Q��, X> ��;�� �5!K6 
 �j
Q�W��HTTP.  

  
 #l���X.1141/1-10 � ������� #E�7� ,
�2� PAOS 

 U���2!V�� 3 T�
1�� R�-,HTTP U���2!V�� 3 �j���6� �1j�'�� ��� ��
-� ��A e2S;� RA SAOP e2
0�[ 3 HTTP ��� 
-��2 U���2!V�� *
�W>S �OHTTP �+���6� 3 �C'-6� PAOS:2003 .x
��9�!:  

 �   ��W>'�� ��$ B0, X> B-�,Accept U���2!V�� 3 HTTP {���� IJ U�0� ��A kS;��� 
"application/vnd.paos+xml".  

 �   ��W>'�� ��$ ;c�, X> B-�,PAOS U���2!V�� 3 HTTP �i�� �5;� X>! �PAOS;$ 
�  Ø�> 
"urn:liberty:paos:2003-08".  6� �l$g1) �g¥[g� (� H'��, PE21)  'l	�OASIS 

PE:2006 ( D
i�#"Ø�> ;$ 
� "�gA> f��� R�.  
 ��C
�# *
�W>S ;,;^ x
},> RN�!PAOS �1j�'�� �O-��2 *
�0	
c �1W��j ���;�� �O�� �d� PAOS . T�
1�� 
�1��,!

 U���2!V�� 3HTTPh�}, X>  U���2!V�� T�[ "# ��[
0�A� *
�W>S HTTP. U���2!V�� 3 T�
1�� 
�1��,! HTTP 
 U���2!V�� T�[ "# ��[
0�A� *
�W>S h�}, X>HTTP.  

  6� �l$g2  � ���� �1j�'�� ��� 45'-2 � RelayStation . ��� �O-��2 ��� ��
�� *
�0	
�� ��A T2'�, ����
���� ��� �d� 4'-2 X> �1j�'��'�)� Y
�$� X# �� . ��W>'�� U
O-�W� H'��,!SOAP&'i�� ��\ .  

�Z
W'�� U�
02 ��$'� RA *g�9+��� R� x�;,K� ���
��� ��A'+�� *�'�+�� :;�2!.  
1.3.3.2.10  ]?WHTTP ]?W Y� SAML ���^�7� _ SOAP 

 T�Q��6 RN�HTTP T�1� e�j
Q�W� &'-� 3 HTTP T�[ ��
WS 
5c', X> �@[
0�A� SAML ��1j�'�� ��� :�;<�W
j 
 h�i6� e�-c'2 /,'[ RASOAP 1.1 �j
Q�W�� 3 HTTP T�1� k;�$! ��
WS ��A p��^ ��� SAML U���2!V�� ×� 3 
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SOAP×6� 3 3
�# {��� X!� R� � . h�i6� p��� X> RN�!SOAP *
�W>S ��A SOAP 3 �C5'-� ���[
0�A� PAOS 
 �i��� *
�0	
c 3 !>SAML��C
�# *
���2 3 !> .  

 T�1�� ��
WS M���2 ;�A!SAML T�
1�� "# HTTP ��A �:
l	 3 '�� X
�� �� @����� ��9�6� M���6� X�N, X> RN� �
 U���2!V�� 3 T�
1�� T-�, X>HTTP���-� *
�0	
c 3 4'-� �� 
O� �I�W��� S!� .  

2.3.3.2.10  ���^�7�SAML ]?W _ SOAP ���^�7� Y� HTTP 

 U���2!V�� 3 T�
1�� M¥��, 
�;�AHTTP �i��� 3 �j
Q�W� ��
WS SAML �1j�'�� xgO-��� ���9�6� M���6� "# PAOS �
 ×6� R� ;�$��� '9�-�� 
�S
0�A
j X
�-},SOAP h¥�i� 3 �SOAP T�[ 3 HTTP . T�
1�� X�N, X> RN�!HTTP �� 

 �j
Q�W�� S;¬9ª�SAMLX�N, � !>  .X> RN�! hÐ�i6� p��� SOAP *
�W>S ��A SOAP 3 �C5'-� ���[
0�A� PAOS !> 
*
�0	
c 3 �i��� SAML U�
0��� V�-,! ���C
�# *
���2 3 !> SAML �j
Q�W��! �xgO�N� HTTP ��¡ k�;� X�N2 � 

�1j�'��.  
 U���2!V�� {��� ��A ��C
�# x����� *
�0	
�� 4'-2 X> RN�!HTTP
Q�W�� �(  *
jSOAP 
��1i2 ��� *��
0��� D
��> �

�1j�'�� ���.  
4.3.2.10 <2� ��:�� _ YZ��� 

 U���2!V�� 3 B��+6� Dg���� @i0�,HTTP �i��� U���2!'j �Z
WS ��-}, �> SAMLu0t k'��L 3  . �
02� @i0�,!
��L X
O� �c> R� ���
��� ;A�����:  

 �i�9�� X��O-��, R,��� B0�
1�� @i0�,HTTP 1.1U
WS# 3 �Z
WS  �i��� U���2!'j SAML��cS;, X> �:  
  �   ��W>S ��$Cache-Control ��A x
A���� "no-cache, no-store") R,K� �! �u0t k'��L �.(  
  �   ��W>S ��$Pragma ��A x
A���� "no-cache") u0t k'��L �(  

 �B0�Q��O�� @i0�,!���O-��, R,��� �i�9�� HTTP 1.1 3  �i��� U���2!'j �Z
WS 
�c'2SAML:  
  �   ��W>S ��$ ��cS;, X>Cache-Control��A x
A����  "no-cache, no-store, must-revalidate, private" 

)@��9� ���$g9�� S�'�# k�
A# B-�, �R,K� �! �u0t k'��L �.(  
  �   ��W>S ��$ ��cS;, X>Pragma ��A x
A���� "no-cache") t k'��L �u0.(  
  �   ��W>S �d� ���$g� 5'�ª� ��cS;, �>Last-Modified !> ETag.  

5.3.2.10 ����b ����2�$� 

 U���2!V�� 3 T�
1� RN�HTTP �1j�S 3 PAOS U���2!V�� 3 I�W�� �O-, X> SOAP � ;� ���L �O-, 
�;�A! �
���	
O�Z��! ��g���! ��)� X
���W� �c> R� ����� ��0[ R�> 3���,4'[ "# 4'[ R� R�)� *
0�1��  . ��� 3 ���,!

 U���2!V�� ��
WS ��0[ ;�A R�)
j ��
��SOAP.  
   �l$g�)�g¥[g� (� H'��, PE31)  'l	�OASIS PE:2006 ( ��i2"���,! " ��c
2 4'$uj 
��j
��!k�0�.  
1.5.3.2.10 a��Ai� N$ �
�f� 

 3 pS
�-6� u1�� *
$g1�
j ;����� B-�, B����2!V��HTTP! SOAP . D
��> �;^ ��� D
1�)� "# kS
E%� :;A B-�,!
 �i��� ��
-�SAML ��01�� "# 
�(gj#! HTTP !> SOAP �j
Q�W�� �Z
WS U
O-�W
j 
���
-� B-�, 
O� �SAML 
� 
 u1�� '9�A<samlp:Status>.  
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2.5.3.2.10 ��	���� �����.�� ���A ����2�$� 

'�� �
O�A� �1j�PAOS �5;�� 3 ��Z
� �1�	 ��A ���;�
j sN-�, X> @i0�, URL U���2!V�� *
0�[ 
��C �W'2 X> T� 
HTTP! / �i��� 3 U���2!V�� �Z
WS !>SAML U���2!V�� *
+¥�i� 3 k����� SOAP !> £
� U���2!'j �c> R� 

��
� ��0	
c .��Z
� b
�	 !> k;$�! ��Z
� �1�	 n;�2 RN�!�j
Q�W��! T�1�� kK,
O�� .  
4.2.10  ,�:��"t�� �����HTTP redirect) qK�L�� 
��.�( 

 U���2!V�� �1j�S 45'-2HTTP �i��� 3 U���2!V�� �Z
WS U
WS# 
��1W��j RN� ���� e��c�2 �
-6� SAML ���� 
 �;�� *
O�-�URL . �;�� U�[!URL e�N�! �x
,'l	 @Z
� � �� ej H�O�6� �-���� �( kS�9j x
��OA �!;� . ����

 �i��� �Z
WS �O� �99<�� *��+m2 "# �c
$ �
��CXML �;� ��A URL !> U�[> �Z
WS *
,��� U
WS# RNO�C �
 B�1j�'�� :�;<�W
j x�;��-2 'd�>HTTP POST)  ;,'jHTTP ( !>HTTP Artifact.  

 �1j�'�� R� �1j�'�� ��� X�N�2 X> RN�HTTP POST) � ��A'+�� k'�+�� 'l	5.2.10 ( �1j�'��!HTTP Artifact)  k'�+�� 'l	�
 ��A'+��6.2.10 (B�+��t B�1j�S :�;<�W�! ;�$! U���2!'j U�
02 3 �j
Q�W��! T�1�� �Z
WS �W'2 @N�.  

��
WS �+m2 U
O-�W� �1j�'�� ��� @}��2! .� �£
� ��
WS �+m2 h,'-2 �1j�'�� ��� h,'-2 RO}�, 
O��j! h,'-2 RN

\
O-�W�! {'�> *��+m2.  

1.4.2.10 ���?�.� ����?�.� 

���M� Q���� :urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�� �S�!. 
�����S��� :;c�, �.  
2.4.2.10 �?��U ���! 

*5;A> U���2!V�� �1j�S HTTP Redirect �i��� 3 T�Q��6�! �W'6� 
��C Y
�� ��� *�
��� SAML :�;<�W
j ������� 
 U���2!V�� 3 �O-��6� ���!HTTP)  T�1�� 3 4!'-� �� 
O�RFC 2616 /,'+�� RA S�
9�� IETF (I�W�� . ���!

� X
o
��, � Xg����6� X
C'1�� X
� �L# xgd� pS!'�������� x�'E
0� x���. T�Q��6� X
� X# x
},> x
�a� ��L X�N, ;�! 
 e�+	 R����, X> �O-��6� ���! ��A 
��C B-�, ��� ��
�� 3 
O� �T�1�� ��0�2 �c> R� �O-��6� ���! 
� xgA
+2 T�1�,

T�Q��O��.  
 U���2!V�� 3 B�O-��6� Dg�! �-0� X�N, ;�!HTTP!� T-� ��A kS;���  ;�! �U���2!V�� U�
02 3 x
[
m	 'd�> S

 U���2!V�� �O-��2 {'�> Ij�!S X��0�,HTTP U���2!V�� Ij�!S �d� �SOAP U���2!V��! SOAPG���6�  . �!
�,�
-�� T,��� �N0E 8+9�� *
�	
N�# �;A 
� �'�� x
z�E �1j�'�� ��� &'�+2.  

3.4.2.10 RelayState 

Ù *
�1-� X�N2 X> RN�RelayState �i��� U���2!'j ��
WS 3 k�S�! SAML�1j�'�� ��� 
� ��W'6�  . ;,K2 �> B-�,!
 ��A �O����80 p> RA ������ kS�9j ���
W'�� /�� p��� X
�N�� �0� R� ��O� 
���gW X�N2 X> @i0�,! �U�1�� 3 ��,
j 

X�N2 � !> U
WS%� D
��> k��c�� X�N2 ;� {'�> *
,
¾.  
 s�� 
������! ;�u�, X> X
�N�� @i0�, �v�
� 4'[ TAg�� ��'-� �O���� X> "# x�'l	 RN�! �X
N6� /�� "# x�'l	 �x
�-��!

�¡
m� {'�> �Z
W! !> ��Z��mA e0E �O�� !> x
����;2 x
A�O~ :;<��, Xuj �TAg2 p> 
�09, ¯ �O���� X> R�.  
   �l$g�)�g¥[g� (� S'�, PE1)  'l	�OASIS PE:2006 (X> >'�2 X> @i0�, �gA> k'�+�� 3 k��)� ��O�� 

7
��
�:  
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 *
�1-� X�N2 X> RN�RelayState �i��� U���2!'j ��
WS 3 k�S�! SAML�1j�'�� ��� 
� ��W'6�  . �> B-�,!
;,K2 ��A �O���� 80��W ���
W'�� /�� p��� X
�N�� �0� R� ��O� 
���gW X�N2 X> @i0�,! �U�1�� 3 ��,
j  VA D

 @O�S 
���2) ;�0�� 'l	�10 (������ ���W! puj !>.  
 *
�1-� ]	
� �L#RelayState �i��� 3 T�[ ��
WS /C�'2 SAML �i��� 3 T�Q��6� ��A B-�, �SAML 
5c', X> 

 �i��� U���2!'j 3 e�j
Q�W�SAML ���� {'�)� @� �0�2 �1j�S U
O-�W
j RelayState}, X> x
},> e��A B-�,! � 

T�1�� 
� 
�O��W� ��� ����9�� *
�1-6�� R� ��j
�6� �O�-6� ���� RlayState�j
Q�W�� 3 .  

 �i��� 3 T�[ ��
WS 3 k�S�! �O���� ��� �d� RN2 ¯ �L#!SAML� �i��� 3 �j
Q�W�� ��
WS ]	
� �L# !> SAML *;��2 

��j
�, T�[ X!� R�� �i��� 3 T�Q��O�� RN� SAML-� ��',#  *
�1RelayState "# x��
��W� M���6� 
�'�+, @N� 

4�'[)� Bj /j
W r
+2� "# !> ��0	
c U
O-�W�.  
4.4.2.10 ���7��� d��� 

 �;�
j �+m��� ����2 :�;<�W
j �1j�'�� ��� 
� 
\
O-�W� �Z
W'�� '¥+m2URL ��,'1�� :�;<�W
j �W'2! �HTTP GET .
�+m�� ��N� k;,;A �Z
W! �
��! �i��� XML �;�
j URLk�C
��� *�;������ T�$ � . �d� R� k;$�! ������� ��� 45'-2!

{'�)� /Z�'1�� ;-0��2 X> X!� R� �/Z�'1�� ���. :�;<�W� ;�A �0�2 *��+m2 p> B02 X> �1j�'�� 3 ��Z
���� b
���� @i0�,! 
:K�, v�$ ���$'m�� *
�1-6� .�
�� *��+m��� �,�� h,'-2 B-�,! 45'-6� 
� k;�$! ��,'1j �URIe+,'-2 M�, 
�;�A . 

 �i��� 3 ��NO6� �Z
W'�� 
�� X�N2 X> x
j��1� s��!SAML ;A����� ��A RN�! �;A����� R� ��
� �A�OQ� �+m��� ��j
� 
��+m2 RN� � 
�,>! ���,'1�� ��¡ 
��+m2 RN� *
,���� !> �Z
W'�� p> H���j B02 X>.  

�A B-�,! �;�
j �+m��� �URL �;�� :
�+�W� ����W ���� 
���
Nj ��
W'�� 
}, X> URL ���0j ¢+�� X> e��A B-�,! �
 �;��URL��
W'�� M���� R� ��Z
���� �1���� .  

 k
5O�6� :
�+�W�� ����W �O�-� ¢+��!SAMLEncoding��O-��6� �+m��� ���� �,�¡ h,'-���  .-6� ��� ]C�$ �L#! �O�
X�N2 X> �O���� 3 &'�+, urn:oasis:names:tc:SAML:2.0:bindings:URL-Encoding:DEFLATE.  

 �+m��� ;O�-2 X> 
���A B-�, �1j�'�� ��� ;O�-2 ��� ��Z
���� b
���� 
��!DEFLATE@�, 
O�C H!'m6� :  
  (1   �i��� U���2!'j ��
WS ��A 
���2 p> T�W B-�,SAML�-�� ��L 3 
� � '9<ds:Signature> 

 �i��� 3 e�+	XML . �i��� 3 
¥��� ;��u2 �d� �'�� x
-���2 M}, ��
WS {��� X
� �L#!SAML � �
]5�06� 
������ ��� T��, .����� ��� :�;<�W� 
�� �+m��� ;-j ��
W'�� ��� �d� U�[ X»C ��L 
�! .
 U���2!V�� �Z
W'C e��A!SAML�� {��� ��A p��^ ��� ����� ��� :�;<�W
j '¥+m2 �> @i0�, 
¥�.  

  (2   b
0}	�� ���� /012 ��L ;-j!DEFLATE T�1�� 3 B0� �� 
O� RFC 1951 /,'+�� IETF ��A �
 �i��� 3 @�0�6� {���� ��
�XML �i��� 3 ����)� U���2!V�� ��
WS R� SAML.  

  (3   «
W)
j �[�i}6� *
�1-6� '¥+m2 ��L ;-j!64�0[  T�1�� 3 k�;�� ;A����� x
RFC 2045 /,'+�� 
IETF .�Q����� R� D
}�0�� *
(�'+�� R� 
��(! '1��� *���i2 T�W B-�,!.  

  (4   «
W)
j k'+m6� *
�1-6�!64 �;�
j �Z;-j '¥+m2 URL "# 4
}2! �URL ������ �O�-O� 
 �O�2 X> T� ��� :
�+�W��SAMLRequest)  ��
W'�� ]	
� X# �i��� 3 x
0�[SAML ( �O�2 !>

SAMLResponse)  �i��� 3 �j
Q�W� ��
W'�� ]	
� X#SAML.(  
  (5   *
�1-6� ]	
� �L#!RelayState �i��� 3 U���2!V�� ��
WS /C�'2 SAML �;�
j '¥+m2 X> B-�, �

URL �A;2 ��C
�# :
�+�W� ����W �O�-� 3 
��2! RelayState.  
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  (6  � ��
WS ]	
� �L#! �i��� 3 ����)� U���2!V�SAML �i��� 3 @O�S 
���2 U
O-�W
j �-��� SAML �
 ;A����� :;<��2 X> ��A ��gA> �;�� �Nm�
j k'+m6� *
�1-6� @1i, ;,;c 
���2 �C
�# @i0�,

�
	�> kS���6�.  
 �i��� 3 ��O�'�� *
-������ '+m2 �XML �+m��
j k'E
0� URL��6� ;A����� x
�C! �X
N6� *�
NE# T0�j �gA> kS� .

 �i��� 3 ������� U���2!V�� ��
WS ]	
� �L#!SAML �i��� 3 
����j �-��� XML'+m6� �Nm�� 
��, X> B-�, �  
 �;�
jURL@�, 
O� :  

  (1  ��C
�# :
�+�W� ����W �O�-� �S
0�A
j �x
cS;� 
������ ���aS��� �,�� 4'-� X�N, X> B-�,  
 �A;2SigAlg. �,�� 4'-� X�N2 X> T� �O�-6� ��� �O��! URI ��O-��6� ���aS���� �,�� 4'-, �

 /C! k'+m6� U���2!V�� ��
WS ��A 
������URL �i��� 3 SAML �i��� 3 
������ x
�C! k�;�� �XML 
���aS���� M­N¬�³2 ����2 p> !>.  

  (2  ���W *
O�-� 
j
�2 R� ����W X�N2 �
������ T��'��! @� ��� :
�+�W�� �RelayState)  X#
*;c!(! �SigAlg! �SAMLRequest (SAMLResponse) ) �;�
j '+m� 
��� ;$�! ��!URL( �

 ���
��� �0��� R� ;$��j 
��� ;$�! �� T�',!)@�, 
O� �052'6�:(  
   > (  SAMLRequest=value&RelayState=value&SigAlg=value  

    SAMLResponse=value&RelayState=value&SigAlg=value  

  G(  
������ ���aS��� p�i2 ��� *
	�Ô)� ����W @� �q
��� *
�,
0�� ����W . ��c�� '�� {��� p>!
e��A 
¥��, �! YS;, � ����)� :
�+�W�� ����W 3.  

  Y(   eW
W> p��� �+m��� :�;<�W
j 
������ �O�� '¥+m2 X> B-�,64)  T�1�� 'l	�RFC 2045  
+�� /,'IETF( k
O�6� :
�+�W�� ����W �O�-� 
�S
0�A
j YS;2! ���j> °'C �� ���a# 
� �

Signature . «
W)
j k'+m6�! 
������ �O�� 3 k��c�6� *
O��� �-j Y
�^ ;�!64 '+m2 X> �
 �+m��
j 
��+	 @�URL4
}2 X> �0� .  

  � (   ���
��� 
������ *
��aS���)� RA S�
9�� 
������ 'l	� 
OQ��W3C ( 4'-6
j 
���d !URI X> T� 
��� �+m��� ���� 
� ;O�-2:  

 �   @O�'�� 
������ ���aS���(DSA)X��u6� :'+�� ���aS��� 
� �1 (SHA1):  
 –1 DSAwithSHA1sha-dsa#xmldsig/09/2000/org.3w.www://http  

 �   X
6�>! ��
E! ]�+,�S ���aS���(RSA)X��u6� :'+�� ���aS��� 
� �1 (SHA1) :
 –1 RSAwithSHA1sha-rsa#xmldsig/09/2000/org.3w.www://http  

  �l$g� � ;�-6� 
Qm, NIST x
��
$ )�N���! �,
-O�� |[��� ;�-6�
�c��� ( ���aS���� U
O-�W� ��A
SHA-256)  �;-�
j k'+m6� 8�2
+6� 
� X��u6� :'+�� ���aS���256*
�0�� R�  ( U
O-�W� R� x�;j
 ���aS����SHA-1.  

 �;�� ��A :
�+�W�� ����W *
O�-6 x
0�2'2 �1j�'�� ��� &'+2 � �*
-������ R� /����� ;�AURL�2
���  . '�l2 X> RN�!
6�X
� T�2'2 puj *
O�- . *
O�-6� M�� X> R� ;�u�, X> /����� 4'1�� ��A B-�, �;c! X# �
� 
���2 R� /����� �0�!

�gA> kS���6� 
������ ;A��� e0�1�2 
� /C! �052'� �
��� /����� G��16�.  
 �;�
j �+m��� X#URL�A'E *��+m2 k;A �
�� X> |-, ���! �x
�	�	
� x
A'm� s��  4'1�� ��A B-��C ����-� �O��� �

 �;�
j k'+m6� ����)� M���� xgO-��� /����� k�1� :��, X> /�����URL:
�+�W�� ����W ��A 
�O��W� ���  . X> @+N, �!
�̧�6� �+m2 
� :D���, � ;� �2
��� �+m��� X) ���~V�
j 
���
-� ]  ;� ]	
� X> ;-j �*
O�-6� �+m2 �
-,
.  

http://www.w3.org/2000/09/xmldsig - dsa-sha1
http://www.w3.org/2000/09/xmldsig - rsa-sha1
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 �O�� �
�� RN2 ¯ �L#!RelayState 
������ G
�$ R� 
���
Nj �O�-6� 4�$ @i0�, �) �O�-� MW� 
�S
0�A
j YS;2 X> �
x
��
�.(  

5.4.2.10 #E�7��� ,
�2� 

 �i��� 3 *
��
�O�� �O-��6� :
l��� YL�J X#SAML �Z
W'�� ��� RN�! ��j
Q�W��! T�1�� YL�J �� �1j�'�� ��� VA 
W'2 U���2!V�� 3 �j
Q�W� ���� �O-��6� ���! "# �HTTP U���2!V�� 3 T�[ ���� ��
W'�� M���� "# M¥��2! �

HTTP . U���2!V�� *gA
+2!HTTPk�;� �( @� �
�;-j! 
�D
��>! *��
0��� ��� D�'c# �0�  . T�
1�� g�!
 �i��� 3 T�Q��6�!SAML 3 B0�Q��� 
	�N, X> 
O��C &'�+,  U���2!V��HTTP . 7
��� @-j
���� I1<6� 'l	�) �Nm��

2-10 (���
0�6� �Z
W'�� 8��, p���.  
  

  
 #l���X.1141/2-10 � #E�7� ,
�2� HTTP redirect) qK�L�� 
��.�(  

  (1   x
�[
0�A� x
0�[ �O-��6� ���! �W', ��,�;0�� 3HTTP:
l	 3 X
�� "# . S'�, �T�1�� ��
-� D
��>! 
 �i��� 3 U���2!'j U�
02 "# S�
0, X> :
l��� X
��SAML.  

  (2   �i��� 3 T�
1� ��
-�� :
l��� X
�� T�Q��,SAML U���2!V�� T�[ "# HTTP �O-��6� ���! R� 
 k�1�� 31 T�[ 
�c'�j SAML . T�1�� 
_c',!SAML�� R� 
��6� ;,;^ ��W>S 3 x�'+m�  �j
Q�W

HTTP U���2!V�� ��
$ X�N2 X> B-�,! �HTTP @� 303 !> 302 . �i��� 3 T�
1�� RN�!SAML 
 �j
Q�W�� 3 YS;, X>HTTP ���
W'�� U
WS# �O-��6� ���! ��A �5��, @N� �B�C
�# {���! xg�d  

 T�1�� 3 �5;� �� 
O�RFC 2616 /,'+�� IETF . T�1�� �O-��6� ���! M¥��,!SAML �S�;�»j 
 x
0�[HTTP GET T�Q��6� "# SAML.  

  (3   T�Q��O�� RN�SAML T�1�� T�Q��, X> x
��OA SAML �j
Q�W� x�S�C e-�c'�j SAML !> 
 ��0�2 �c> R� :ag�� �A
+��� ��� ��O-��6� ���! 
� x
�$� �A
+��� �5��, @N� x
�[
0�A� {��� e-�c'�j

T�1�� . *����2!'j ]�O}2 
�S! �d� H
O��� T�
1�� ��;-�W� {;� B02 *
��� �£
� *
�0	
c!
 �A
+��� R� ����� ���) ]-��� �d�IsPassive '9�-�� 3 <samlp:AuthnRequest>.(  
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  (4   �i��� 3 �j
Q�W� 
5c', X> T�Q��O�� @i0�, 
�SSAML "# 
��-c'2 M�, @N� ��O-��6� ���! "# 
 3 T�
1��SAML . �j
Q�W� 
5c'2!SAML T�1�� �$!'m6� ��+�N�� s+�j SAML k�1�� 3 2.  

  (5   T�
1�� :g�W� {;�SAML �j
Q�W�� SAML ��[
0�A� �j
Q�W� 
5c', �HTTP�O-��6� ���! "# .  
1.5.4.2.10  ,�:��"t��HTTP<2� ��:�� _ YZ��� ����2�$�"   

 U���2!V�� 3 B��+6� Dg���� @i0�,HTTP6� ���! I�W���!  �i��� U���2!'j �Z
WS ��-}, �> �O-��SAML 3 
u0t k'��L .52� @i0�, ���L /�����!0���
��� ;A����� �
:  

 �i�9�� X��O-��, R,��� B0�Q��O�� @i0�,HTTP 1.1 �i��� 3 U���2!V�� �Z
WS M�-�c'2 ;�A �SAML��cS;, X> �:  
 �   ��W>S ��$Cache-Control ��A x
A���� �"no-cache, no-store") R,K� �! u0t k'��L �(.  
 �   ��W>S ��$Pragma ��A x
A���� �"no-cache") u0t k'��L �.(  

2.5.4.2.10 ����b ����2�$�  

 R� X
���W�� �c> R� ����� ��0[ ��A �
O�A�� X
-�1��, � T�Q��6�! T�
1�� X> |-, �O-��6� ���! I�W��� ��c! X#
g��� �,
¾! 4'[ "# 4'[��	
O�Z��! �� . �;�
j k'+m6� �Z
W'�� ��A 
������ RN�!URL S;¬9­6� X
���W� �C��� 


������ ���W! �;^ �+m��� ��,'[ ]	
� X# ���g���!.  
 �i��� ]-	 ��A B-�, ��-¥��� ��
W'�� ]	
� �L#XML Destination �i��
j S��� '9�-�� 3 SAML ��
WS R� 

��� X> �U���2!V�� 
��6� �;� ��A pURL��
W'�� eO��, @N� �O-��6� ���! "# e2
O��-2 �1A> ;� �W'6� X
� p���  .
��
W'�� M���2 e�C {'c p��� 
��6� 
� :D���2 �O���� X> R� /���, X> M���6� ��A B-�,!.  

 &'-, �> @i0�, �j
Q�W�� !> T�1�� {��� X
� X# ��1j�'�� ��� �O-��2 �> @i0�,!�O-��6� ���! I�W��� ��A . kS
0-j!
 �i��� 3 *
j
Q�W��! *
0�1�� ��	
O�Z� X»C {'�>SAMLU
O-�W�� �z�j ��A h���2! �,S
���� @�  . X»C {'�> kS
0-j!

 �i��� 3 *
j
Q�W��! *
0�1�� ��	
O�Z�SAMLU
O-�W�� �z�j ��A h���2! �,S
���� @�  . ��,S!'� ��	
O�Z�� ]	
� �L»C
0�, �i�9�� U
O-�W� @iTLS 1.0 U���2!V�� R� TLS T�Q��6�! T�
1�� Bj! �O-��6� ���! Bj k'j
-�� ��
W'�� �,
O� 

 �i��� 3SAML.  
 �5;�
j k'¥+m6� �Z
W'�� RN�!URL U���2!V�� *gQW R� ;,;-�� 3 &'-2 X> HTTP ��W>'�� 3 ����! "Referrer" 

 U���2!V�� R�HTTP.  
� @i0�, U�
02 r
�W 3 
�'�u2 ���j
� v�$ R� 
���	
O�Z�! ��
W'�� ��gW! X
���W�� *
��� R� �-�Oq �� ���^ 'm��� �0

 'm��� �z�j! £
�� U���2!V��) ��,���� 'l	�I.(  
W'�� ��	
O�Z� ;O�-2 �! �
���A 
������ VA 
���gW �,
¾! ��
W'�� X
���W� ��A x
��OA �1j�'�� ��� ;O�-2! R� ���
��� �Z
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6.4.2.10 a��Ai� N$ �
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 �i��� 3 T�Q��6�SAML �i��� 3 T�
1�� 
� U�
0�j :
���� �C', p��� SAML
5c', X> e� @i0�, �  
 �i��� 3 �j
Q�W� ��
WSSAML �O�� 
� <samlp:StatusCode>R� �
d�� {���6� R�  :

urn:oasis:names:tc:SAML:2.0:status:RequestDenied.  
 U���2!V�� 3 *gA
+��� ��A B-�,!HTTP U���2!V�� 3 u1�� ��
$ *�'+E �O-��2 �> ��
W'�� U�
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��> HTTP 
 ��
-6� 3 r
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$ ��A U;��SAML U���2!V�� U�
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� x
C'[ s�� �O-��6� ���! X> 
6
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.  
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7.4.2.10 ��	���� �����.�� \?��� ����2�$�  

 U���2!V�� �1j�S �
O�A� sN-�, X> @i0�,HTTP Redirect) e��c�2 �
-6� ( �5;�O�� ��Z
� b
�	 ��A ���;�
jURL @i0�, �
��
� ��0	
c !> £
� U���2!'j "# *
j
Q�W��! *
0�1�� U
WS# 
��C . !> k;$�! ��Z
� �1�	 n;�2 RN�! ��Z
� b
�	

�j
Q�W��! T�1�� kK,
O��.  
 �l$g�)�g¥[g�( � S'�, PE2)  'l	�OASIS PE:2006 (@�, 
� �gA> k'�+�� RA ��
-�W��:  

 �1j�'�� :;<��, p��� �Z
W'�� :g�W� MA� sN-�, X> @i0�,HTTP Artifact ��Z
� b
�	 ��A ���;�
j  
 �5;�O��URL�! *
0�1�� U
WS# 
��C @i0�, ���
� ��0	
c !> £
� U���2!'j "# *
j
Q�W� . n;�2 RN�!

�j
Q�W��! T�1�� kK,
O�� ��Z
� b
�	 !> k;$�! ��Z
� �1�	 . �1j�'�� ��� :;<��, p��� �Z
W'�� U
WS# MA� 
�>
 'd�> !> k;$�! ��Z
� �1�	 
� /C�'�, X> @i0��C<md:ArtifactResolutionService>  ��
-6 �W'�+�

W'�� �Z
<samlp:ArtifactResolve>.  
8.4.2.10  #E�7��� ,
�2� o?$ ,�p�SAML ������� T+O��� &X�� HTTP Redirect  

 �Z
W'�� R� Y!a U�
02 U
d6� ��� 3 p'�<LogoutRequest>! <LogoutResponse>�1j�'�� U
O-�W
j �  
HTTP Redirect.  

!'j 3 ���
0�6� ������� �Z
W'�� �,�;0�� 3 ���# �i��� U���2SAML:  
<samlp:LogoutRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
    ID="d2b7c388cec36fa7c39c28fd298644a8" IssueInstant="2004-01-
21T19:00:49Z" Version="2.0"> 
    <Issuer>https://IdentityProvider.com/SAML</Issuer> 
    <NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent">005a06e0-ad82-110d-a556-004005b13a2b</NameID> 
    <samlp:SessionIndex>1</samlp:SessionIndex> 
</samlp:LogoutRequest> 
 
<samlp:LogoutResponse xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
    ID="b0730d21b628110d8b7e004005b13a2b" 
InResponseTo="d2b7c388cec36fa7c39c28fd298644a8" 
    IssueInstant="2004-01-21T19:00:49Z" Version="2.0"> 
    <Issuer>https://ServiceProvider.com/SAML</Issuer> 
    <samlp:Status> 
        <samlp:StatusCode 
Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 
    </samlp:Status> 
</samlp:LogoutResponse> 

 

7!)� T�1��! HTTP�1j�'�� ��� eC5'-2 � �gA> ��$'6� 3 �O-��6� ���! R�  .� S�
0, @N�! T�
1�SAML U�
02 "# 
 �j
Q�W�� 
5c', X> e��A �kS!;�� :
���� U���2!'jHTTP �-¥��� T�[ ��
WS ��A p��^ ��� ���
��� SAML . �O�-6� �O��!

SAMLRequest�gA> T�1�� ��
WS R� �-+�
j �����2  . ���O-� �Q��	 s��! �I�C @����2 �� 
�����
j £
�� DK��!
���-C G
�$ .*
��OA! ��W>'�� 3 �
	�> k�S���� '1��� ��i2 Location  U���2!V�� 3HTTP 3 
�19� D@E @� 

���-+�� ��W>'�� �O�� 3 '1��� ��i2 *
��OA ;c�2 �! X�������.  
HTTP/1.1 302 Object Moved 
Date: 21 Jan 2004 07:00:49 GMT 
Location: 
https://ServiceProvider.com/SAML/SLO/Browser?SAMLRequest=fVFdS8MwFH0f7D%2BU
vGdNsq62oSsIQyhMESc%2B%2BJYlmRbWpObeyvz3puv2IMjyFM7HPedyK1DdsZdb%2F%2BEHfLF
fgwVMTt3RgTwzazIEJ72CFqRTnQWJWu7uH7dSLJjsg0ev%2FZFMlttiBWADtt6R%2BSyJr9msiR
H7O70sCm31Mj%2Bo%2BC%2B1KA5GlEWeZaogSQMw2MYBKodrIhjLKONU8FdeSsZkVr6T5M0GiHM
jvWCknqZXZ2OoPxF7kGnaGOuwxZ%2Fn4L9bY8NC%2By4du1XpRXnxPcXizSZ58KFTeHujEWkNPZ
ylsh9bAMYYUjO2Uiy3jCpTCMo5M1StVjmN9SO150sl9lU6RV2Dp0vsLIy7NM7YU82r9B90PrvCf
85W%2FwL8zSVQzAEAAA%3D%3D&RelayState=0043bfc1bc45110dae17004005b13a2b&SigAl
g=http%3A%2F%2Fwww.w3.org%2F200%2F09%2Fxmldsig%23rsa-
sha1&Signature=NOTAREALSIGNATUREBUTTHEREALONEWOULDGOHERE 
Content-Type: text/html; charset=iso-8859-1 
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 T�Q��6� 
5c', ��-���� �( *gA
+2 p> �;^ X> ;-j!SAML �j
Q�W�� HTTP �j
Q�W� ��
WS ��A p��^ ��� ���
��� 
 �-¥���SAML .	
d�� k'O��! �O�-6� �O�� X»C ��SAML response�gA> �j
Q�W�� ��
WS R� �-+�
j �����2  . £
�� DK��!

I�C @����2 �� 
�����
j����-C ��j
�$ ���O-� �Q��	 s��! .  
 

HTTP/1.1 302 Object Moved 
Date: 21 Jan 2004 07:00:49 GMT 
Location: 
https://IdentityProvider.com/SAML/SLO/Response?SAMLResponse=fVFNa4QwEL0X%2B
h8k912TaDUGFUp7EbZQ6rKH3mKcbQVNJBOX%2FvxaXQ9tYec0vHlv3nzkqIZ%2BlAf7YSf%2FBj
hagxB8Db1BuZQKMjkjrcIOpVEDoPRa1o8vB8n3VI7OeqttT1bJbbJCBOc7a8j9XTBH9VyQhqYRb
TlrEi4Yo61oUqA0pvShYZHiDQkqs411tAVpeZPqSAgNOkrOas4zzcW55ZlI4liJrTXiBJVBr4wv
CJ877ijbcXZkmaRUxtk7CU7gcB5mLu8pKVddvghd%2Ben9iDIMa3CXTsOrs5euBbfXdgh%2F9sn
DK%2FEqW69Ye%2BUnvGL%2F8CfbQnBS%2FQS3z4QLW9aT1oBIws0j%2FGOyAb9%2FV34Dw5k779
IBAAA%3D&RelayState=0043bfc1bc45110dae17004005b13a2b&SigAlg=http%3A%2F%2Fww
w.w3.org%2F200%2F09%2Fxmldsig%23rsa-
sha1&Signature=NOTAREALSIGNATUREBUTTHEREALONEWOULDGOHERE 
Content-Type: text/html; charset=iso-8859-1 

 

5.2.10  ,�:��"t�� �����HTTP POST) +��� ,�7�'(  

 �1j�'�� 45'-2HTTP POST U���2!V�� �Z
WS 
��1W��j �W'2 ���� SAML «
W)
j '¥+m� {��� ���� 64 M¥N^ R� �
 /Z
+�� f��� �,�
ES%� �i��� 3 �Nm�� 3(HTML).  

 �1j�'�� R� �1j�'�� ��� X�N�2 X> RN�!HTTP Redirect ) k'�+�� 'l	�4.2.10 ( �1j�'�� R�!HTTP Redirect)  'l	�
 k'�+��6.2.10 (B�+��t B�1j�S :�;<�W�! ;�$! U���2!'j U�
02 3 �j
Q�W��! T�1�� �Z
WS �W'2 @N�.  

1.5.2.10 ���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  
2.5.2.10 �?��U ���!  

 U���2!V�� �1j�S *;A>HTTP POST) ;,'j U
WS% (
��� �i��� 3 T�Q��6�! �W'6� 
��C Y
�� ��� *�SAML 
 U���2!V�� 3 �O-��� ���! :�;<�W
j �������HTTP)  T�1�� 3 4!'-� �� 
O�RFC 2616 /,'+�� IETF (I�W��. 

������� x�'E
0� x���� X
o
��, � Xg����6� X
C'1�� X
� �L# xgd� pS!'� ���! .> ��L "# �c
�� �A;2 ;�! X
� �L# x
},
 R����, X> �O-��6� ���! ��A 
��C B-�, ��� ��
�� 3 
O� �T�1�� ��0�2 ��ij �O-��6� ���! 
� xgA
+2 T�1�, T�Q��6�

T�Q��6� {;� e�+	.  
 U���2!V�� 3 �O-��6� Dg�! �-j {;� X�N2 ;�!HTTP ;�! �U���2!V�� U�
02 3 x
[
m	 'd�> S!� T-� ��A kS;�6� 

 U���2!V�� �O-��2 {'�> Ij�!S X��0�,HTTPU���2!V�� Ij�!S �d� � SOAP U���2!V��! SOAPG���6�  . �!
�,�
-�� T,��� �N0E 8+9�� *
�	
N�# �;A 
� �'�� x
z�E �1j�'�� ��� &'�+2.  

3.5.2.10 RelayState  
 *
�1-� X�N2 X> RN�RelayState �i��� U���2!'j ��
WS 3 k�S�! SAML� �1j�'�� ��� 
� ��W'6 . ;,K2 �> B-�,!

 ��A �O����80 p> RA ������ kS�9j ���
W'�� /�� p��� X
�N�� �0� R� ��O� 
���gW X�N2 X> @i0�,! �U�1�� 3 ��,
j 
X�N2 � !> ��
W'�� U
WS# D
��> k��c�� X�N2 ;� {'�> *
,
¾.N�! �X
N6� /�� "# x�'l	 �x
�-��! s�� 
������!  
6 R
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 x
A�O~ :;<��, Xuj �TAg2 p> 
�09, ¯ �O���� X> R� ;�u�, X> X
�N�� @i0�, �v�
� 4'[ TAg�� ��'-� �O���� ]	
�
�¡
m� {'�> �Z
WS !> ��Z��mA e0E �O�� !> x
����;2.  

 *
�1-� ]	
� �L#RelayState �i��� 3 T�[ ��
WS /C�'2 SAML �i��� 3 T�Q��6� ��A B-�, �SAML  
5c', X>
 �i��� U���2!'j 3 e�j
Q�W�SAML ���� {'�)� @� �0�2 �1j�S U
O-�W
j �RelayState 
}, X> x
},> e��A B-�,! �

 R� ��j
�6� �O�-6� ���� �T�1�� 
� 
�O��W� ��� ����9�� *
�1-6�RelayState�j
Q�W�� 3 .  
��� 3 T�[ ��
WS 3 k�S�! �O���� ��� �d� RN2 ¯ �L#! �iSAML �i��� 3 �j
Q�W�� ��
WS ;���2 X
� �L# !> �SAML ;� 
 �i��� 3 T�Q��O�� RN� �
��j
�, T�[ X!� R� {'cSAML *
�1-� ��',# RelayState "# x��
��W� M���6� 
�'�+, @N� 

4�'[)� Bj /j
W r
+2� "# !> ��0	
c U
O-�W�.  
   �l$g�)�g¥[g� (– H'��, PE31)  'l	�OASIS PE:2006 (@�, 
O� �gA> k'�+�� 8��, X>:  
   �O�-� ;c�2 � ]	
� �L#RelayState  T�[ ��
WS 3 k�S�! SAML3 �j
Q�W�� ��
WS ]	
� !> �  

 �i���SAML �i��� 3 T�Q��O�� RN� �
��j
�, T�[ X!� R� *;��2 SAML *
�1-� ��',# RelayState @N� 
U
O-�W� "# x��
��W� M���6� 
�'�+,4�'[)� Bj /j
W r
+2� "# !> ��0	
c .  

4.5.2.10 #E�7��� d���  

 �i��� �+m2 /,'[ RA �1j�'�� ��� 
� �O-��2 @N� �Z
W'�� '¥+m2XML �i��� 3 �Nm�� 3 MN��j HTML �W'2! �
 p;,V�� U
WS%� ��,'1jHTTP POST . �i��� 3 U���2!V�� ��
WS '¥+m2!SAML2 /,'[ RA �Nm�� �+m�j  ;A��� /�01

 «
W)
j �+m���64 �i��� ��d  ��A �XML �� 
O� ��NE ���� @+t �Nm�� 3 MN^ 3 �Q����� 
��2 ¶ ���
W'�� 
 ;�0�� 3 4'-�17 �i��� R� HTML 
OQ��� RA kS�
9�� W3C . �i��� ����! @O��2 X> B-�,!HTML �,�
ES%� �i��� "# 

 /Z
+�� f��� ��-5W����(XHTML)
9��  
OQ��� RA kS�W3C��
-�� *
WS
OO�� x
�0[ .  
 �i��� 3 x
0�[ ��
W'�� ]	
� �L#SAML� �Nm�� 3 MN���� ��O�2 �Z;�A T� SAMLRequest . ��
W'�� ]	
� �L#!

 �i��� 3 �j
Q�W�SAML �Nm�� 3 MN���� ��O�2 �Z;�A T� �SAML response . !> �Nm�� 3 MN^ p> Y�S�# RN�!
�C
�# ��d ��
W'�� ��
-6 M���6� :
�> U
¤� 8�+, �$ �x
�K�� x
0�1� ��L X�N, �> T� RN�! �B.  

 �O�� R� x
j��1� X
� �L#!"RelayState"  U���2!V�� ��
WS /C�'2 X>SAML @+t �Nm�� 3 MN^ 3 
�-�! B-�, �
 �O�, 3
�#RelayState ��
W'�� 
� �Nm�� s+	 ���� SAML.  
, X> B-�,! ]-��� X�Naction U���2!V�� 3 ��Z
���� �1���� �� �Nm�� ��A HTTP !> U���2!V�� �c> R� M���O�� 


\ ��
W'�� M���2 T� ��� ��1j�'�� ��� X
�;<��, R,���� ��0	
�� . ��,'1�� ]-	 X�N, X> B-�,!"POST".  
� ��Nm�� M����� 
\
O-�W� RN� �O-��6� ���! 
�;O�-, ����2 �� ���L �
O�A� :a� �NE {��� p> Y�S�# RN� 
O

X�jK�� T	
c 3 �j
�N�� '��!>! M������ 3 *
ON���� �d� .��
W'�� ��
-� ��A x�S�
� X�N, X> M���6� ��A B-�, ��L 
�!� 
�Nm�� M���2 "# kS�
06� 
¡ ]  ��� ����� RA 'l��� 4'9j.  

N���� M�� 
�� �,�^ p'� X> B-�,!�� �,�
ES%� �i��� ����! D���$� k;�c 8092 �$ ��Nm�� 3 M-5W�� /Z
+�� f��� ��
(XHTML) . �i��� 3 *
	
�� "# B�c!�K6� BW���� �d� *
o �,�^ �Om, ���!HTML.  
5.5.2.10 #E�7��� ,
�2�  

 �i��� 3 *
��
�O�� �O-��6� :
l��� YL�J X#SAML�� YL�J �� �1j�'�� ��� VA �j
Q�W��! T�1 . �Z
W'�� ��� RN�!
 U���2!V�� 3 �j
Q�W� ���� �O-��6� ���! "# �W'2HTTP U���2!V�� 3 T�[ ���� ��
W'�� M���� "# M¥��2! �

HTTP . U���2!V�� *gA
+2!HTTPk�;� �( @� �
�;-j! 
�D
��>! *��
0��� ��� D�'c# �0�  . T�
1�� g�!
 �i��� 3 T�Q��6�!SAML U���2!V�� 3 B0�Q��� 
	�N, X> 
��C &'�+, HTTP . �Nm�� 'l	�3-10 8��, p��� 

���
0�6� �Z
W'��.  
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 #l���X.1141/3-10 � #E�7��� ,
�2� HTTP POST 

  (1   x
�[
0�A� x
0�[ �O-��6� ���! �W', ��,�;0�� 3HTTP:
l	 3 X
�� "#  .� D
��>! S'�, �T�1�� ��
-
 �i��� 3 U���2!'j U�
02 "# S�
0, X> :
l��� X
��SAML.  

  (2   �i��� 3 T�
1� ��
-�� :
l��� X
�� T�Q��,SAML U���2!V�� T�[ "# HTTP �O-��6� ���! R� 
 x
0�[ e-�c'�jSAML . �i��
j ����! 3 T�1�� 
5c',!XHTML 3 BC'-6� {����! �Nm�� ��A p��^ 

 ��A'+�� k'�+��4.5.2.10 . T�1�� �O-��6� ���! M¥��,!SAML x
0�[ �S�;�»j HTTP POST "# 
 T�Q��6�SAML.  

  (3   T�Q��O�� RN�SAML T�1�� T�Q��, X> x
��OA SAML �j
Q�W� x�S�C e-�c'�j SAML !> 
+��� ��� ��O-��6� ���! 
� x
�$� �A
+��� �5��, @N� x
�[
0�A� {��� e-�c'�j ��0�2 �c> R� :ag�� �A


T�1�� . �d� H
O��� T�
1�� ��;-�W� {;� B02 *
��� ���
� *
�0	
c! *����2!'j ]�O}2 
�S!
 �A
+��� R� ����� ���) ]-��� �d�IsPassive  '9�-�� 3<samlp:AuthnRequest>.  

  (4   �i��� 3 �j
Q�W� 
5c', X> T�Q��O�� @i0�, 
�SSAMLO-��6� ���! "# � . "# 
�-�c'2 "# S
9, @N�
 3 T�
1��SAML . �j
Q�W�� 
5c'2!SAML T�1�� �$!'m6� ��+�N�� s+�j SAML k�1�� 3 2.(  

  (5   T�
1�� :g�W� {;�SAML �j
Q�W�� SAML ��[
0�A� �j
Q�W� 
5c', �HTTP�O-��6� ���! "# .  
1.5.5.2.10  ,�:��"t��HTTP� ��:�� _ YZ��� ����2�$�" <2  

 U���2!V�� 3 B��+6� Dg���� @i0�,HTTP �i��� U���2!'j �Z
WS ��-}, �> �O-��6� ���! I�W���! SAML 3 
u0t k'��L .���
��� ;A����� �
052� @i0�, ���L /�����!:  

 �i�9�� X��O-��, R,��� B0�Q��O�� @i0�,HTTP 1.1 �i��� 3 U���2!V�� �Z
WS M�-�c'2 ;�A �SAML> ���cS;, X:  
 �   ��W>S ��$Cache-Control ��A x
A���� �"no-cache, no-store") R,K� �! u0t k'��L �.(  
 �   ��W>S ��$Pragma ��A x
A���� �"no-cache") u0t k'��L �.(  

 U���2!V�� *
�W>S :�;<�W� ��A {'�> *�;���2 p> ;c�2 �!HTTP.  
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2.5.5.2.10 ����b ����2�$�  

�� ��c! X# R� X
���W�� �c> R� ����� ��0[ ��A �
O�A�� X
-�1��, � T�Q��6�! T�
1�� X> |-, �O-��6� ���! I�W�
��	
O�Z��! ��g��� �,
¾! 4'[ "# 4'[ .�O���6� �Z
W'�� X
���W� ��L R� x�;j 
���A B-�,! . �i��� :;�2!SAML 

! X
���W�� �c> R� U���2!V�� �Z
WS ��A 
������*�
�� ��� �d� 3 ��g���. '¥+m6� �Z
W'�� ��A 
������ RN�! 
 «
W)
j �+m��� /�012 �0� �
��NE64.  

 �i��� ]-	 ��A B-�, ��-¥��� ��
W'�� ]	
� �L#!XML Destination  �i��
j S��� '9�-�� 3SAML ��
WS R� 
 
��6� �5;� ��A p��� X> �U���2!V��URL �W'6� X
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��6� 
� :D���2 �O���� X> R� /���, X> M���6� ��A B-�,!.  
�O-��6� ���! I�W��� ��A &'-, �> @i0�, �j
Q�W�� !> T�1�� {��� X
� X# ��1j�'�� ��� �O-��2 �> @i0�,! . kS
0-j!

{'�> �i��� 3 *
j
Q�W��! *
0�1�� ��	
O�Z� X»C SAMLU
O-�W�� �z�j ��A h���2! �,S
���� @�  . ��	
O�Z�� ]	
� �L»C
 �i�9�� U
O-�W� @i0�, ��,S!'�TLS 1.0 U���2!V�� R� TLS T�
1�� Bj! �O-��6� ���! Bj k'j
-�� ��
W'�� �,
O� 

 �i��� 3 T�Q��6�!SAML.  
W'�� ��� ;O�-2! R� ���
��� �Z
W'�� ��	
O�Z� ;O�-2 �! �
���A 
������ VA 
���gW �,
¾! ��
W'�� X
���W� ��A x
��OA ��


�O-��6� ���! I�W���.  
 �i��� 3 U���2!V�� ��
WS Bj *
�g-�� ��gW �,
O� �C'-� ���� ;c�2 �SAML �O����! "RelayState" *;c! X# .

5Q��� p> 
�1��, RN�L ��A! U���2!V�� 3 ��
9�� *
j
Q�W�� R� Y!a T��'2 ;�-, X> MHTTP�,;02 /,'[ RA   
 M��"RelayState"  U���2!'j ��
WS �N� �0$
96�SAML . ��
��� k�'+�6� M���� ��gW �,
¾ RN�!"RelayState" 

 ��
W'��!SAMLB�~;�� 
O���gW �,
¾ RN� � RN�! � .�-� ���� ��A B-�, e��A! *
��"RelayState" ��A! 
 �O�� 
� ��
�� RA �W
�$ *
���-� 
� :;-j 
O��, X> 
�N�����"RelayState" ��C
�# *
[
��$� L
�� X!� R� ) �d�

 ��
WS 3 k�S�! *
���-� ��A ���0� X�N2 ��� ��2SAML.(  
6.5.2.10 ����b ����2�$�  

 �i��� 3 T�Q��6�SAMLWS U�
0�j :
���� �C', p���  �i��� 3 T�
1�� 
� ��
SAML�  
 �O�� 
� �j
Q�W� ��
WS 
5c', X> e� @i0�,<samlp:StatusCode> R� �
d�� {���6� R� 

urn:oasis:names:tc:SAML:2.0:status:RequestDenied.  
 U���2!V�� 3 *gA
+��� ��A B-�,!HTTP2!V�� 3 u1�� ��
$ *�'+E �O-��2 �> ��
W'�� U�
02 D
��>  U���HTTP 
 ��
-6� 3 r
+�%� *�
$ ��A U;��SAML U���2!V�� U�
02 3 xg�
� x
C'[ s�� �O-��6� ���! X> 
6
[ �SAML.  

 k'�+�� 'l	�2.8 �i��� 3 ��
�� *�'+E RA *
���-6� R� ;,K6 SAML.  
7.5.2.10 ��	���� �����.�� \?��� ����2�$�  

 �1j�'�� �
O�A� sN-�, X> @i0�,HTTP POST) ;,'j U
WS# ( �;�� 3 ��Z
� b
�	 ��A ���;�
jURL U
WS# 
��C @i0�, �
��
� ��0	
c !> £
� U���2!'j "# *
j
Q�W��! *
0�1�� . T�1�� kK,
O�� ��Z
� b
�	 !> k;$�! ��Z
� �1�	 n;�2 RN�!

�j
Q�W��!.  
6.5.2.10  #E�7��� ,
�2� o?$ ,�p�SAML���� T+O��� &X��  ���HTTP POST 

 �Z
W'�� R� Y!a U�
02 U
d6� ��� 3 M�,<LogoutRequest> !<LogoutResponse>U
O-�W
j �  
 �1j�'��HTTP POST.  

 �i��� U���2!'j 3 ���
0�6� ������� �Z
W'�� �,�;0�� 3 ���#SAML.  
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<samlp:LogoutRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
    ID="d2b7c388cec36fa7c39c28fd298644a8" IssueInstant="2004-01-
21T19:00:49Z" Version="2.0"> 
    <Issuer>https://IdentityProvider.com/SAML</Issuer> 
    <NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent">005a06e0-ad82-110d-a556-004005b13a2b</NameID> 
    <samlp:SessionIndex>1</samlp:SessionIndex> 
</samlp:LogoutRequest> 
 
<samlp:LogoutResponse xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
    ID="b0730d21b628110d8b7e004005b13a2b" 
InResponseTo="d2b7c388cec36fa7c39c28fd298644a8" 
    IssueInstant="2004-01-21T19:00:49Z" Version="2.0"> 
    <Issuer>https://ServiceProvider.com/SAML</Issuer> 
    <samlp:Status> 
        <samlp:StatusCode 
Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 
    </samlp:Status> 
</samlp:LogoutResponse> 

 

 7!)� T�1��!HTTP�1j�'�� ��� eC5'-2 � �gA> ��$'6� 3 �O-��6� ���! R�  . T�
1�� S�
0, @N�!SAML U�
02 "# 
 �j
Q�W�� 
5c', X> e��A �kS!;�� :
���� U���2!'jHTTP T�[ ��
WS ��A p��^ ��� ���
��� SAML . �O�-6� �O��!

SAMLRequest  T�1�� ��
WS R� �-+�
j �����2�gA>.  
 

HTTP/1.1 200 OK 
Date: 21 Jan 2004 07:00:49 GMT 
Content-Type: text/html; charset=iso-8859-1 
 
<?xml version="1.0" encoding="UTF-8"?> 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" 
"http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd"> 
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en"> 
<body onload="document.forms[0].submit()"> 
 
<noscript> 
<p> 
<strong>Note:</strong> Since your browser does not support JavaScript, you 
must press the Continue button once to proceed. 
</p> 
</noscript> 
 
<form action="https://ServiceProvider.com/SAML/SLO/Browser" method="post"> 
<div> 
<input type="hidden" name="RelayState" 
value="0043bfc1bc45110dae17004005b13a2b"/> 
<input type="hidden" name="SAMLRequest" 
value="PHNhbWxwOkxvZ291dFJlcXVlc3QgeG1sbnM6c2FtbHA9InVybjpvYXNpczpuYW1l 
czp0YzpTQU1MOjIuMDpwcm90b2NvbCIgeG1sbnM9InVybjpvYXNpczpuYW1lczp0 
YzpTQU1MOjIuMDphc3NlcnRpb24iDQogICAgSUQ9ImQyYjdjMzg4Y2VjMzZmYTdj 
MzljMjhmZDI5ODY0NGE4IiBJc3N1ZUluc3RhbnQ9IjIwMDQtMDEtMjFUMTk6MDA6 
NDlaIiBWZXJzaW9uPSIyLjAiPg0KICAgIDxJc3N1ZXI+aHR0cHM6Ly9JZGVudGl0 
eVByb3ZpZGVyLmNvbS9TQU1MPC9Jc3N1ZXI+DQogICAgPE5hbWVJRCBGb3JtYXQ9 
InVybjpvYXNpczpuYW1lczp0YzpTQU1MOjIuMDpuYW1laWQtZm9ybWF0OnBlcnNp 
c3RlbnQiPjAwNWEwNmUwLWFkODItMTEwZC1hNTU2LTAwNDAwNWIxM2EyYjwvTmFt 
ZUlEPg0KICAgIDxzYW1scDpTZXNzaW9uSW5kZXg+MTwvc2FtbHA6U2Vzc2lvbklu 
ZGV4Pg0KPC9zYW1scDpMb2dvdXRSZXF1ZXN0Pg=="/> 
</div> 
<noscript> 
<div> 
<input type="submit" value="Continue"/> 
</div> 
</noscript> 
</form> 
</body> 
</html> 
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 T�Q��6� 
5c', ��-���� �( *gA
+2 p> �;^ X> ;-j!SAML �j
Q�W�� HTTP ��A p��^ ��� ���
��� ��
WS  
 �j
Q�W�SAML . �O�-6� �O�� X»C ��	
d�� k'O��!SAMLResponse�gA> �j
Q�W�� ��
WS R� �-+�
j �����2 .  

HTTP/1.1 200 OK 
Date: 21 Jan 2004 07:00:49 GMT 
Content-Type: text/html; charset=iso-8859-1 
 
<?xml version="1.0" encoding="UTF-8"?> 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" 
"http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd"> 
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en"> 
<body onload="document.forms[0].submit()"> 
 
<noscript> 
<p> 
<strong>Note:</strong> Since your browser does not support JavaScript, you 
must press the Continue button once to proceed. 
</p> 
</noscript> 
 
<form action="https://IdentityProvider.com/SAML/SLO/Response" 
method="post"> 
<div> 
<input type="hidden" name="RelayState" 
value="0043bfc1bc45110dae17004005b13a2b"/> 
<input type="hidden" name="SAMLResponse" 
value="PHNhbWxwOkxvZ291dFJlc3BvbnNlIHhtbG5zOnNhbWxwPSJ1cm46b2FzaXM6bmFt 
ZXM6dGM6U0FNTDoyLjA6cHJvdG9jb2wiIHhtbG5zPSJ1cm46b2FzaXM6bmFtZXM6 
dGM6U0FNTDoyLjA6YXNzZXJ0aW9uIg0KICAgIElEPSJiMDczMGQyMWI2MjgxMTBk 
OGI3ZTAwNDAwNWIxM2EyYiIgSW5SZXNwb25zZVRvPSJkMmI3YzM4OGNlYzM2ZmE3 
YzM5YzI4ZmQyOTg2NDRhOCINCiAgICBJc3N1ZUluc3RhbnQ9IjIwMDQtMDEtMjFU 
MTk6MDA6NDlaIiBWZXJzaW9uPSIyLjAiPg0KICAgIDxJc3N1ZXI+aHR0cHM6Ly9T 
ZXJ2aWNlUHJvdmlkZXIuY29tL1NBTUw8L0lzc3Vlcj4NCiAgICA8c2FtbHA6U3Rh 
dHVzPg0KICAgICAgICA8c2FtbHA6U3RhdHVzQ29kZSBWYWx1ZT0idXJuOm9hc2lz 
Om5hbWVzOnRjOlNBTUw6Mi4wOnN0YXR1czpTdWNjZXNzIi8+DQogICAgPC9zYW1s 
cDpTdGF0dXM+DQo8L3NhbWxwOkxvZ291dFJlc3BvbnNlPg=="/> 
</div> 
<noscript> 
<div> 
<input type="submit" value="Continue"/> 
</div> 
</noscript> 
</form> 
</body> 
</html> 

 

6.2.10  �$'����HTTP Artifact) �($	%� *+"��(  

 �1j�'�� 3 �W',HTTP Artifact T�1�� SAML �j
Q�W�� !> SAML �i� �,;j :�;<�W
j ��
$%� /,'[ RA 
�g� !> 

�196� D@m�� �A;, . U���2!V�� �1j�S �d� �����K�� ��9+�� �1j�S :;<��2!SOAP �i��� 3 SAML D@m�� ���
06 �

j 
�196� ;�0�� 3 4'-6� 
�196� D@m�� �	
0�W� U���2!'j /,'[ RA �������� U���2!V�� ��
W'8.  
 �1j�'�� R� �1j�'�� ��� h�u�2 X> RN�!HTTP Redirect)  ��A'+�� k'�+�� 'l	�4.2.10 ( �1j�'��!HTTP POST)  'l	�

 ��A'+�� k'�+��5.2.10 (02 3 �j
Q�W��! T�1�� ��
WS U
WS# �c> R�B�+��t B�1j�S :�;<�W�! ;�$! U���2!'j U�
.  
1.6.2.10 ���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org 

Q���� :�
	�> �S�!  
�����S��� :;c�, �  
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2.6.2.10 ��U ���!�?  

 �1j�'�� *;A>HTTP Artifact �i��� 3 T�Q��6�! �W'6� 
��C Y
�� ��� *�
��� SAML ���! :�;<�W
j ������� 
 U���2!V�� 3 �O-���HTTP*�;,;^ RN�! �I�W��   
���
Nj ��
WS U
WS# 
Qm2 � !> 
�  I�W���)�Z
WS U�
02 !> (

e�,'[ RA .�c�� !> ����2 G
0W) ��L X�N, ;�! I�W��� ��A ��
W'�� {��� &'i� �-	
� �) �+Q��� U
O-�W� X
� �L#!
@�OA �(.(  

 U���2!V�� �d� ����K�� {'�> �1j�S :�;<�W
j �x
�$� 
�196� D@m�� �	
0�W� kS!'� �
�� ]	
� 
6!SOAP R� ;j � �
 ��
W'�� �W'� Bj 'E
0� U
92� ��� ��c!SAMLWS# �
q� sNA 3 �
�O����!  
�196� D@m�� U
) M���� ��A B-�,

 T�[ U
WS# ��A x�S�
� X�N, X> 
�196� D@m��! ��
W'��<samlp:ArtifactResolve> D@m�� S;¬9ª� "# h��� "# 

�196� .( *
z�0� *
�A�;�j T0��, 
� �/¥�-� 
�196� D@m�� 
6
[ ��
�
j ¢+�� X> 
�196� D@m�� S;¬9ª� ��A B-�,!
 �	a���*��O��.  

3.6.2.10 #E�7��� d���  

�1j�'�� ��� 3 e�
O-�W� �c> R� 
�19� D@E �+m�� X
��,'[ ;c�2 . �;�O�� �O�-� 3 
��;$# 3 
�196� D@m�� '¥+m,!
URL �i��� 3 �Nm�
j MN^ 3 {'�)� 3 
�196� D@m�� 
��,! �HTML . �5;�
j �+m��� U
O-�W� ;�A!URL �O-��2 

��,'1�� HTTP GET ��,'[ �O-��2 
O��j ���
W'�� M����� POST�Nm�
j �+m��� ;�A  . ��Z
���� b
���� 
�� ��A B-�,!

O����� B������� ;O�-2 X> �1j�'�� ��� �0�2 ���.  

1.3.6.2.10 RelayState  
 *
�1-� X�N2 X> RN�RelayState �i��� 3 
�196� D@m�� 3 k�S�! SAML ��� 
� �W'6� �1j�'�� . ;,K2 �> B-�,!

 ��A �O����80 X> @i0�,! �U�1�� 3 ��,
j 2 p> RA ������ kS�9j ���
W'�� /�� p��� X
�N�� �0� R� ��O� 
���gW X�N
X�N2 � !> ��
W'�� U
WS# D
��> k��c�� X�N2 ;� {'�> *
,
¾ . 
6 RN�! �X
N6� /�� "# x�'l	 x
�-��! s�� 
������!

���� ]	
� x
A�O~ :;<��, Xuj �TAg2 p> 
�09, ¯ �O���� X> R� ;�u�, X> X
�N�� @i0�, �v�
� 4'[ TAg�� ��'-� �O
�¡
m� {'�> �Z
W! !> ��Z��mA e0E �O�� !> x
����;2.  

 *
�1-� ]	
� �L#!RelayState x
0�[ �d� x
-�19� x
z�E /C�'2 SAML �i��� 3 T�Q��6� ��A B-�, �SAML
5c', X>  
 �i��� U���2!'j 3 e�j
Q�W�SAML ���� {'�)� @� �0�2 �1j�S U
O-�W
j �RelayState 
}, X> x
},> e��A B-�,! �

 R� ��j
�6� �O�-6� ���� �T�1�� 
� 
�O��W� ��� ����9�� *
�1-6�RelayState�j
Q�W�� 3 .  
 x
0�[ �d� 
�19� D@E 3 k�S�! �O���� ��� �d� RN2 ¯ �L#!SAML �i��� 3 �j
Q�W�� ��
WS ;���2 X
� �L# !> �SAML 

 �i��� 3 T�Q��O�� RN� �
��j
�, T�[ X!� R� {'c ;�SAML *
�1-� ��',# RelayState x��
��W� M���6� 
�'�+, @N� 
4�'[)� Bj /j
W r
+2� "# !> ��0	
c U
O-�W� "#.  

2.3.6.2.10  
G+��� d�����URL 

19� D@E '¥+m, @N� �5;� 
�URL �5;�
j 
�196� D@m�� �O�� '¥+m2 �URL �O�2 :
�+�W� ����W �O�-� 3 
��2! �
SAMLart.  

 �O�� ]	
� �L#!"RelayState" �i��� 3 
�196� D@m�� /C�'2 SAML �;�
j k'+m� �O���� X�N2 X> B-�, �URL �
 �O�2 ��C
�# :
�+�W� ����W �O�-� 3 �A����!RelayState. 

3.3.6.2.10 #l���� d����� 

 �i��� 3 
�196� D@m�� X�N,SAML 4'-� �� 
O� ��NE ���� @+t �Nm�� 3 M¥N^ 3 e-�! ;�A ��Nm�
j x�'+m� 
 �i��� 3HTML 
OQ��� �-j
��� W3C . �i��� ����! @O��2 X> B-�,!HTML /Z
+�� f��� ��-5W���� �,�
ES%� �i��� "# 
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(XHTML)OQ��� �-j
���  
W3C . MW
j �Nm�� 3 MN���� ��O�2 B-�,!SAMLart . !> �Nm�� 3 MN^ p> Y�S�# RN�!

�196� D@m�� ��
-6 M���6� :
�> U
¤� 8�+, �$ �x
�K�� x
0�1� ��L X�N, �> T� RN�! �B�C
�# ��d .  

 �O�� R� T�1, X
� �L#!"RelayState" �i��� 3 x
-�19� x
z�E /C�'2 X> SAML @+t �Nm�� 3 MN^ 3 
�-�! B-�, �
 �O�, 3
�#RelayState �i��� ��
WS 
� �Nm�� s+	 ���� �SAML.  

 ]-��� X�N, X> B-�,!action U���2!V�� R� ��Z
���� �1���� �� �Nm�� ��A HTTP �c> R� �M���O�� �-j
��� 
� ���! ��1j�'�� ��� X
�;<��, R,���� ��0	
�� !> U���2!V��
\ 
�196� D@m�� M���2 T . ]-��� X�N, X> B-�,!

method ��A x
A���� "POST".  
 ���L �
O�A� :a� �Nm�� 3 {��� p> Y�S�# RN� 
O� ��Nm�� M����� 
\
O-�W� RN� �O-��6� ���! 
�;O�-, ����2 ��

X�jK�� T	
c 3 �j
�N�� '��!>! M������ 3 *
ON���� �d� .A B-�, ��L 
�! D@m�� ��
-� ��A x�S�
� X�N, X> M���6� ��
�Nm�� M���2 "# kS�
06� 
¡ ]  ��� ����� RA 'l��� 4'9j �
�196�.  

�� �,�
ES%� �i��� ����! D���$� k;�c 8092 �$ ��Nm�� 3 MN���� M�� 
�� �,�^ p'� X> B-�,!�-5W�� /Z
+�� f��� �
(XHTML) .� *
o �,�^ �Om, ���! �i��� 3 *
	
�� "# B�c!�K6� BW���� �dHTML.  
4.6.2.10 Y��`.� aD��� \�! 

� 
A! k�9� ����W �� �1j�'�� ��� "# �0���
j 
�196� D@m�� . '�y, X> X!� R� 
\
O-�W�! e�� �+��t b
J> ;,;^ RN�!
�1j�'�� 3 ��L .5'-2 ��A 
�196� D@m�� M���� kS;�� @� e9Z
9� M�>! e��!
��! �
�196� D@m�� S;¬9ª� �,�� 4

e5��'2! �e��	�;$!! �;������! TAg���.  
 �+�y6� ���;�� �O�� ��A! B��,
j R� �+�y6�! ����K�%� 
�196� D@m�� IJ k'+E ��A 
�19� D@E p) :
-�� /���� �Om,!

D@m�� �	
0�W� ��;� R� ���-� ��Z
� �1�	 �,�� 4'-2 ���! B��,
j R�@�, 
O� �S;¬9ªO�� �-j
��� 
�196� :  
 

SAML_artifact     := B64(TypeCode EndpointIndex RemainingArtifact) 
TypeCode          := Byte1Byte2 
EndpointIndex     := Byte1Byte2 

 

 K��'��� U;,(TypeCode EndpointIndex RemainingArtifact) B64  «
W)
j �,����� /�012 ��A64)  'l	�
 *
���-��� T�[RFC 2045 ]	'�	%� 3 ��W;�\� :
�6� /,'C RA S�
9�� ((IETF) ��A ��
-��
j TypeCode  

!EndpointIndex !RemainingArtifact.  
 �i��� 3 �-�19� D
�E> ��;$% ���
��� ���O-�� *
WS
O6
j ���,!SAML:  

 �   �,�� 4'-� ;��,URI},> 4!'-� ��! �S;¬9ª� �� "#  S;¬9­6� X
�N�� �,�� 4'-� x
)�5!K6� !> .(
 ;�0�� 'l	�8�,�\� *
C'-� R� ����� ��� �m�
�6 .  

 �   �	5�N6� S;¬9­6� T�',SourceID :¬'º+�� ���uj �
�196� D@m�� SHA-1 �;�� R� URL h,'-�� 
�,�\� .p'mA ����� :
l��
j :'+�� �O�� '+m2 �!.  
  6� �l$g1  ��-6� 
Qm,  
�c����N���! �,
-O�� |[��� ;(NIST) ���aS���� :�;<�W� ��A x
��
$ 

SHA-256)  �;-�
j k'+m� 8�2
+� 
� X��u6� :'+�� ���aS���256*
�0�� R� ( �  
 �   �O���� T¥�'2MessageHandle v�$ R� @Z��mA e0E !> ��Z��m-�� ;,;E :
�S)� R� 
j
�2 R� 

 �+Q���) *
���-��� T�[ 'l	�RFC 1750 /,'+�� RA S�
9�� IETF(S;¬9­6� �;��, � . R� 
j
���� X�N�,!
 ��)� ��A 
��;A M��16U�1�� 3 ��,
j  . �S;� @�� U�[ �$ �c
�� T�$ M���� ��� s,;N2 RN�!

20��,
j .  
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  6� �l$g2) �g¥[g� (� H'��, PE4)  'l	�[OASIS Errata Document] ( 7
��� f��� 4
}, X>
�� "#�gA> k'�+�� '.  

     �i�� ��j
��� ½�9�� 3 ��O-��6� ���0�� e0m2 
�196� D@m�� ��
-�� ���0�� X> R� M('�� ��ASAML X>! �
 p> �$�'� ;c�, � e	»C �x
�j
W �C'-6� r
�	)� 
� &S
-�2 � �
	�> �$!'m6� ;�$��� /���� IJ k'+E

 �i�9�� 3 �-�196� D
�E)� Bj �j
�2SAML 2.0 *
+���� p> 3 *;c! ��� �-�196� D
�E)�! 
 
� x
9�9� 
\
O-�W� �C'-6� �( 
�196� D@m�� r
�	> �1j�'�� ��� 
� �O-��2 �> B-�,! ���j
W

 �i�9��SAML 2.0.  
 �i�9�� 3 4'-6� ;�$��� 
�196� D@m�� IO�� H'E @�, 
O�C!SAML 2.0.  

1.4.6.2.10 ���?�.� ����?�.� 

Q�������M�  :urn:oasis:names:tc:SAML:2.0:artifact-04  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!  
�����S��� :;c�, �  
2.4.6.2.10 \���� #����� 

 �i�9�� 4'-2SAML V2.0 e2'+E 
�196� D@m�� R� x
1J 0x0004 .6� D@m�� R� IO��� ���!@�, 
O� 4'-� 
�19:  
 

TypeCode          := 0x0004 
RemainingArtifact := SourceID MessageHandle 
SourceID          := 20-byte_sequence 
MessageHandle     := 20-byte_sequence 

 

 X#!SourceID  R� h�y� 
j
�2 ��20;¬9ª� �,�� �;� @N� 
�196� D@m�� M���� e�O-��, ���,
j  
�196� D@m�� S
�	
0�Wg� ��Z
���� b
���� R� ��O�� �A�O~!.  

 M��j U!;µ ;9�6� 
��� ¢+�� X> &'�+6� R�!SourceID �;�O�� 'd�> !> k;$�! ��Z
� �1��j ����! �URL �W'�+� 
)R,!
�-j !> ( �i��� 3 �j
�6� T�Q��O��SAML . ;�0�� U
O-�W� RN�!9&'i�� ��\  .���, 
�;�A! 
�196� D@m�� M���� M

 �i��� 3SAML X
� �L# 
� ;,;��j :��, �SourceID 
��� ��A �9�! �
�19� D@m� 4!'-� S;¬9ª� "# ��-, 
 �i��� 3 T�Q��6�SAML :;<��, p��� EndpointIndex �i��� ��
WS e��# �W', X> �0� �SAML 

<samlp:ArtifactResolve>.  
5.6.2.10 #E�7��� ,
�2� 

�J X# �i��� 3 *
��
�O�� �O-��6� :
l��� YLSAML "# 
c'6� e�C �� ��j
Q�W��! T�1�� YL�J �� �1j�'�� ��� VA 
 �j
Q�W� 3 �O-��6� ���! "# 
�196� D@m�� "# 
c'6� �W',! �@�-+�� ��
W'�� {��� �� 
�196� D@m��HTTP �

 T�[ 3 ��
W'�� M���� "# M��,!HTTP .*gA
+2!k�;� �( @� 
�;-j! 
�D
��>! *��
0��� ��� D�'c# �0� U���2!V��  .
 �i��� 3 T�Q��6�! T�
1�� g�!SAML U���2!V�� 3 B0�Q��� 
	�N, X> 
O��C &'�+, HTTP.  

xg9+�� x��
02 ��O-��6� ���! /,'[ RA x
-�19� x
z�E e�g�W� �'Q� �M���6� T�1, X> &'�+6� R� ���L r�C! x�'E
0� 
������� ��� eC'-2 p��� 
�196� D@m�� �	
0�W� U���2!'j x
�;<��� �
�196� D@m�� S;¬9ª� 
� . ��� �O-��, X> B-�,!

 �O-��6� ���! �O-��2 � �1j�S U�
0���HTTP U���2!V�� �1j�S �d� �I�W�� SOAP . ��
WS ka
�$ 8Q�2 X> ;-j!
 U���2!'jSAML
�196� D@m�� ;-0��, �@��)� U�
0��� ��
-� h	u��2! � �i��� U���2!V� SAML)  ]	
� X# ���2 !>

�j
Q�W� ��
W'��.(  
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 U���2!V�� @�N�� U�
0��� h9	 �Nm2 ���$g�� �	
0�W�� k�1� 
� �
�19� D@E :g�W�! S�;�#!SAML . RN�
 U���2!V�� U�
02 @+9	 R� ;$�! M����� �1j�'�� ��� U
O-�W�SAMLO���� !> 
 . T��'��� ��j
� �1j�S U
O-�W� RN�!

 �1j�'�� �d� ��1j�'�� ��� 
�HTTP Redirect ) ��A'+�� k'�+�� 'l	�4.2.10 ( �1j�'�� !>POST)  ��A'+�� k'�+�� 'l	�
5.2.10(U�
0��� R�'��� h9��� �O� � .
O���� B+9��� �O-��2 
�196� D@m�� �1j�S X> 7
��� 
j
���� &'�+,! . 'l	�

� �Nm�4-10���
0�6� �Z
W'�� 8��, p��� . 

  
 #l���X.1141/4-10 – #E�7� ,
�2� HTTP aircraft 

  (1   x
�[
0�A� x
0�[ �O-��6� ���! �W', ��,�;0�� 3HTTP:
l	 3 X
�� "#  .T�1�� ��
-� D
��>!� X
�� S'�, 
���2!'j U�
02 "# S�
0, X> :
l��� �i��� 3 USAML.  

  (2   �i��� 3 T�
1� ��
-�� :
l��� X
�� T�Q��,SAML U���2!V�� T�[ "# HTTP ��O-��6� ���! R� 
 x
0�[ �d� 
�19� D@E 
�c'�jSAML.  
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  �   �;�
j x�'+m� 
�196� D@m�� X
� �L#URL �j
Q�W�� R� 
��6� ;,;^ ��W>S 3 x�'+m� 
_c'ª, �
HTTPN2 X> B-�,! � U���2!V�� ��
$ X�HTTP @� 303 !> 302 . �i��� 3 T�
1�� RN�!
SAML �j
Q�W�� 3 YS;, X> HTTP �O-��6� ���! ��A �5��, @N� �B�C
�# {���! xg�d  

 T�1�� 3 �5;� �� 
O� ���
W'�� U
WS#RFC 2616 /,'+�� IETF . D@m�� �O-��6� ���! M�̧�,!
ª, ��Nm�
j x�'+m� 
�196� �i��� ����! 3 
_c'XHTML BC'-6� {����! �Nm�� ��A p��^ ��� 

 ��A'+�� k'�+�� 33.3.6.2.10 . x
0�[ �S�;�»j 
�196� D@m�� �O-��6� ���! M¥��,!HTTP POST 
 T�Q��6� "#SAML.  

  �   �i��� ����! 3 
_c'ª, ��Nm�
j x�'+m� 
�196� D@m�� X
� �L#!XHTMLA p��^ ���  �Nm�� ��
 ��A'+�� k'�+�� 3 BC'-6� {����!3.3.6.2.10 . �S�;�»j 
�196� D@m�� �O-��6� ���! M¥��,!

 x
0�[HTTP POST T�Q��6� "# SAML.  
  (3   T�Q��6� �;�SAML T�
1�� �� R� SAML 
�196� D@m�� e9�+�j ) ��A �[�0}6� ���O-�� h���2


�196� D@m�� IJ(x
0�[ S;9,! � <samlp:ArtifactResolve> "# �
�196� D@m�� ��A p��� �
 T�
1��SAML �1j�S x
�;<��� �SAML� x
��y� S�!�)� x��
0�! �k'E
0.  

 (4   T�
1�� 
5c', �k
C���� ��ag�� b!'m�� X> &�'�C
jSAML �j
Q�W� 
<samlp:ArtifactResponse> ����)� T�1�� ��
WS ��A p��^ SAML T(', ���  R�

 T�Q��6�SAML
��
-, X> .  
  (5   T�Q��O�� RN�SAML T�1�� T�Q��, X> x
��OA SAML x
-�19� x
z�E x�S�C e-�c'�j SAML !> 

 ��0�2 �c> R� :ag�� �A
+��� ��� ��O-��6� ���! 
� x
�$� �A
+��� �5��, @N� x
�[
0�A� {��� e-�c'�j
T�1�� .
� *
�0	
c! *����2!'j ]�O}2 
�S! ��� �d� H
O��� T�
1�� ��;-�W� {;� B02 *
��� ���

 �A
+��� R� �����) ]-��� �d�IsPassive  '9�-�� 3<samlp:AuthnRequest>.  
  (6   �i��� 3 x
-�19� x
z�E 
c̀'ª, X> T�Q��O�� @i0�, 
�SSAML e-�c'2 "# S
9, @N� ��O-��6� ���! "# 

 3 T�
1�� "#SAML .D@m�� 
c̀'ª,! �j
Q�W�� 3 
�196� SAML D@m�� �$!'m6� ��+�N�� s+�j 
 T�1�� 3 
�196�SAML k�1�� 3 2(.  

  (7   T�
1�� �;�!SAML T�Q��6� p�� R� SAML x
0�[ S;9ª,! �
�196� D@m�� e9�+�j 
<samlp:ArtifactResolve>� T�Q��6� "# �
�196� D@m�� ��A p��� SAML x
�;<��� �

 �1j�SSAML k�1�� 3 
O� �k'E
0� 3.(  
   �l$g�)�g¥[g� (– H'��, PE31)  'l	�OASIS PE:2006 ( 3 k��)� ��O�� RA &
-��, X>

 k�1��6 (@�, 
�:  
   T�
1�� �;�!SAML T�Q��6� �� R� SAML x
0�[ S;¬9ª,! �
�196� D@m�� e9�+�j 

<samlp:ArtifactResolve> �
�196� D@m�� ��A p��� � T�Q��6� "#SAML x
�;<��� �
 �1j�SSAML k�1�� 3 
O� �����K�� 3.(  

 (8   T�Q��6� 
5c', �k
C���� ��ag�� b!'m�� X> &�'�C
jSAML �j
Q�W� 
<samlp:ArtifactResponse> �j
Q�W�� ��
WS ��A p��^ SAML X> T�
1�� R� T(', ��� 

 k�1�� 3 
O� �
��
-,3.(  
 (9  �� :g�W� {;� T�
1SAML �j
Q�W�� SAML ��[
0�A� �j
Q�W� 
5c', �HTTP�O-��6� ���! "# .  
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1.5.6.2.10  ,�:��"t��HTTP<2� ��:�� _ YZ��� ����2�$�"   

 U���2!V�� 3 B��+6� Dg���� @i0�,HTTP �i��� U���2!'j R� �-�19� D
�E> ��-}, �> �O-��6� ���! I�W���! 
SAMLu0t k'��L 3  .!���
��� ;A����� �
052� @i0�, ���L /�����:  

  �   ��W>S ��$Cache-Control ��A x
A���� "no-cache, no-store") R,K� �! �u0t k'��L �.(  
  �   ��W>S ��$Pragma ��A x
A���� "no-cache") u0t k'��L �(  

 U���2!V�� *
�W>S :�;<�W� ��A {'�> *�;���2 p> ;c�2 �!HTTP.  
2.5.6.2.10 ����b ����2�$�  

������� ��
W'�� 
�c'�� 'E
0� U�
02 e-0�, ���
WS 
c'6 'E
0� �( U
WS# R� �0��'2 �1j�'�� ��� �O-��2 . ��L RA ���,!
 ��
W'�� 
c'� X>)
�196� D@m�� ( 
c�'�� U�
0��� RN�! ���O� e��gW !> x
������ *���
j �� X�N, X> Y
�� �

T�1��/� �j
Q�W�� �z�j T�$ ����
0�� kS�9j ��g��� @O�! x
������ X�N, X> RN� �������� ��
W'�� 
5c', p��
U
O-�W��.  

 U���2!V�� ��
WS ]	
� �L#!SAML R����, X> 
�196� D@m�� S;¬9ª� ��A �Z;�A B-�, �B-� M���� "# ��c�� ������� 
 ��$g�� ��
W'�� �W'�<samlp:ArtifactResolve>� �������� ��
W'�� 
5c', X> �0.  

 �i�9�� U
O-�W� @i0�, !> ���	
O�Z�
j x
�O� X�N, X> @i0�, �e�� !> �O-��6� ���! "# 
�196� D@m�� U
WS#!TLS 1.0 .
T�[ 
c�'�� U�
0���!/U
O-�W�� �z�j T�$ �x
�O� X�N, X> RN� ������� ��
W'�� 
5c', p��� �j
Q�W�.  

�'�� ��� ;O�-2! ��A {'�> ����> �j�;2 /012! ��',!K2 T-9, �9��� {;6� ��A 
c'O� 
�196� D@m�� ��A x
��OA �1j
T�[ 
c�'�� U�
0���/������� ��
W'�� 
5c', p��� �j
Q�W� . k;�$! *��� 
\ X�N2 X> �-�196� D
�E)� 
�� ��A B-�,!


�196� D@m�� S;¬9ª� 
��+�, U
O-�W��.  
, ��L r�C! ��� �-�196� D
�E)� M�� ��A U
O-�W�� k;�$! *��� ���� ���01, X> �-�196� D
�E)� �O���� ���

 
�196� D@m�� M���2 �
-, ¶ ��O-��� ���! 
¡ :��, 
�19� D@E �	
0�W� 
� ���;��� R� x
OQ��� ��-�� @N� �
��O���,
eO���� "# .@E �	
0�W� ��!
� H
Q�j e��2 ¯ �L#! k;O¤� �-�196� D
�E)� �OZ
� 3 
�196� D@m�� 
�! @i0�, �
�19� D


�196� D@m�� 
�D
��> B0��, X> 
�196� D@m�� S;96 @i0�, ��� ����-6� U�0��� k'�C a!
Q�2 ����a k'�+�.  
 �O����! 
�196� D@m�� Bj ��g-�� ��gW �,
O� k�;� ���� ;c�2 �!"RelayState"! X# �*;c . MQ��� p> X> |-, ���!

 ��
9�� *
j
Q�W�� R� Y!a T��'2 k�
A# e�N�HTTP M�� �,;02 /,'[ RA �"RelayState" D@E �� T$
92 ��� 

�19� . *
���-� ������ !> ���� ��A B-�, e��A!"RelayState" ��W
�$ ��
$ *
���-� /C', �> ��A £'� X> 
 �O��j"RelayState" L
�� X!� � ��C
�# *
[
��$�) U���2!V�� ��
WS *
���-� ��A �
O�A�� �d�SAML VA �-c'6� 


�196� D@m��.(  
6.6.2.10 a��Ai� N$ �
�f�  

 �i��� 3 T�Q��6�SAML �i��� 3 T�
1�� 
� ��
WS U�
0�j :
���� �C', p��� SAML@i0�, �  
 �O�� 
� �j
Q�W� ��
WS 
5c', X> e�<samlp:StatusCode>R� �
d�� {���6� R�  :

urn:oasis:names:tc:SAML:2.0:status:RequestDenied. 
 U���2!V�� 3 *gA
+��� ��A B-�,!HTTP U���2!V�� 3 u1�� ��
$ *�'+E �O-��2 �> ��
W'�� U�
02 D
��> HTTP 
 ��
-6� 3 r
+�%� *�
$ ��A U;��SAML
� x
C'[ s�� �O-��6� ���! X> 
6
[ � U���2!V�� U�
02 3 xg�SAML.  

 ��
WS 
�19� D@E S;¬9ª� M��W� �L#!<samlp:ArtifactResolve>�
�O�C 
�1��,   
 
5c', X> e��A<samlp:ArtifactResponse> �O�� 
� <samlp:StatusCode> R� 
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urn:oasis:names:tc:SAML:2.0:status:Success � ��j
�6� ��
W'�� 
5c', ¯ ��! �$)xgd� D@m�� T�
[ X) 
x
�
� ;-, ¯ 
�196� D@m�� X) !> ��
W'�� �0���, X> e� x
9�'� s�� 
�196�.(  

7.6.2.10 ��	���� �����.�� \?��� ����2�$�  

 U���2!V�� �
O�A� sN-�, X> @i0�,HTTP Artifact) 
�196� D@m�� ( �5;�O�� ��Z
� b
�	 ��A ���;�
jURL 
��C @i0�, X
1�� U
WS#��
� ��0	
c !> £
� U���2!'j "# *
j
Q�W��! *
0� . kK,
O�� ��Z
� b
�	 !> k;$�! ��Z
� �1�	 n;�2 RN�!

�j
Q�W��! T�1�� . �Z
W'�� ��
-6 'd�> !> k;$�! ��Z
� �1�	 h���2 @i0�,!<samlp:ArtifactResolve>.  
8.6.2.10  #E�7��� ,
�2� o?$ ,�p�SAML������ T+O��� &X��  �HTTP Artifact  

 �Z
W'�� R� Y!a U�
02 U
d6� ��� 3 p'�<LogoutRequest>! <LogoutResponse> �1j�'�� U
O-�W
j �HTTP 

Artifact �1j�'�� U
O-�W
j p'q 
�196� D@m�� �	
0�W� Xuj x
O�A �SOAP U���2!V�
j �[�j'6� HTTP.  
j 3 ���
0�6� ������� �Z
W'�� �,�;0�� 3 ���# �i��� U���2!'SAML:  

 k�1��1:  
 

<samlp:LogoutRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
    ID="d2b7c388cec36fa7c39c28fd298644a8" IssueInstant="2004-01-
21T19:00:49Z" Version="2.0"> 
    <Issuer>https://IdentityProvider.com/SAML</Issuer> 
    <NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent">005a06e0-ad82-110d-a556-004005b13a2b</NameID> 
    <samlp:SessionIndex>1</samlp:SessionIndex> 
</samlp:LogoutRequest> 
 
<samlp:LogoutResponse xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
    ID="b0730d21b628110d8b7e004005b13a2b" 
InResponseTo="d2b7c388cec36fa7c39c28fd298644a8" 
    IssueInstant="2004-01-21T19:00:49Z" Version="2.0"> 
    <Issuer>https://ServiceProvider.com/SAML</Issuer> 
    <samlp:Status> 
        <samlp:StatusCode 
Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 
    </samlp:Status> 
</samlp:LogoutResponse> 

 

 k�1�� 3 �O-��6� ���! R� 7!)� T�1��!1�1j�'�� ��� eC'-2 � �gA>  .@N�! T�
1�� S�
0, SAML U�
02 "# 
 �j
Q�W�� 
5c', X> e��A �kS!;�� :
���� U���2!'jHTTP �i��� 3 
�196� D@m�� ��A p��^ ��� ���
��� SAML .

 
��6� ��W>S 3 '1��� ��i2 *
��OA!HTTP k�1�� 3 2 '1��� ��i2 *
��OA ;c�2 �! �������� r
�	% �Q��	 @� �
	�> 
�� �O�� 3������� ��W>'.  
 k�1��2:  

 
HTTP/1.1 302 Object Moved 
Date: 21 Jan 2004 07:00:49 GMT 
Location: 
https://ServiceProvider.com/SAML/SLO/Browser?SAMLart=AAQAADWNEw5VT47wcO4zX
%2FiEzMmFQvGknDfws2ZtqSGdkNSbsW1cmVR0bzU%3D&RelayState=0043bfc1bc45110dae1
7004005b13a2b 
Content-Type: text/html; charset=iso-8859-1 

 

 T�Q��6� B0��, ��L ;-j!SAML T�1�� 3 eO���, p��� 
�196� D@m�� SAML �	
0�W� U���2!'j x
�;<��� �@����� 
 U���2!V�� �1j�S! 
�196� D@m��SOAP B2�1�� 3 
O� �3! 4B���
��� :  
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 k�1��3:  
 

POST /SAML/Artifact/Resolve HTTP/1.1 
Host: IdentityProvider.com 
Content-Type: text/xml 
Content-Length: nnn 
SOAPAction: http://www.oasis-open.org/committees/security 
<SOAP-ENV:Envelope 
    xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
    <SOAP-ENV:Body> 
        <samlp:ArtifactResolve 
  xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
  xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
  ID="_6c3a4f8b9c2d" Version="2.0" 
  IssueInstant="2004-01-21T19:00:49Z"> 
  <Issuer>https://ServiceProvider.com/SAML</Issuer> 
  <Artifact> 
  AAQAADWNEw5VT47wcO4zX/iEzMmFQvGknDfws2ZtqSGdkNSbsW1cmVR0bzU= 
  </Artifact> 
        </samlp:ArtifactResolve> 
    </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 

 

 k�1��4:  
 

HTTP/1.1 200 OK 
Date: 21 Jan 2004 07:00:49 GMT 
Content-Type: text/xml 
Content-Length: nnnn 
 
<SOAP-ENV:Envelope 
    xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
    <SOAP-ENV:Body> 
        <samlp:ArtifactResponse 
  xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
  xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
  ID="_FQvGknDfws2Z" Version="2.0" 
  InResponseTo="_6c3a4f8b9c2d" 
   IssueInstant="2004-01-21T19:00:49Z"> 
  <Issuer>https://IdentityProvider.com/SAML</Issuer> 
      <samlp:Status> 
   <samlp:StatusCode 
  Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 
  </samlp:Status> 
  <samlp:LogoutRequest ID="d2b7c388cec36fa7c39c28fd298644a8" 
   IssueInstant="2004-01-21T19:00:49Z" 
   Version="2.0"> 
       <Issuer>https://IdentityProvider.com/SAML</Issuer> 
       <NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent">005a06e0-ad82-110d-a556-004005b13a2b</NameID> 
       <samlp:SessionIndex>1</samlp:SessionIndex> 
  </samlp:LogoutRequest> 
        </samlp:ArtifactResponse> 
    </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 

 

 T�Q��6� 
5c', ��-���6� �( *gA
+��� 
�� �;^ X> ;-j!SAML �i��� 3 x
�	
� x
-�19� x
z�E SAML e�j
Q�W� ���� 
 k�1�� 36:  

 
HTTP/1.1 302 Object Moved 
Date: 21 Jan 2004 07:05:49 GMT 
Location: 
https://IdentityProvider.com/SAML/SLO/Response?SAMLart=AAQAAFGIZXv5%2BQaBa
E5qYurHWJO1nAgLAsqfnyiDHIggbFU0mlSGFTyQiPc%3D&RelayState=0043bfc1bc45110da
e17004005b13a2b 
Content-Type: text/html; charset=iso-8859-1 
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 T�Q��6� B0��, ¶SAML T�1�� 3 eO���, p��� 
�196� D@m�� SAML D@m�� �	
0�W� U���2!'j x
�;<��� �@����� 
�196� U���2!V�� �1j�S! 
SOAP B2�1�� 3 
O� �7! 8B���
��� :  

 k�1��7:  
 

POST /SAML/Artifact/Resolve HTTP/1.1 
Host: ServiceProvider.com 
Content-Type: text/xml 
Content-Length: nnn 
SOAPAction: http://www.oasis-open.org/committees/security 
<SOAP-ENV:Envelope 
    xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
    <SOAP-ENV:Body> 
        <samlp:ArtifactResolve 
  xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
  xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
  ID="_ec36fa7c39" Version="2.0" 
  IssueInstant="2004-01-21T19:05:49Z"> 
  <Issuer>https://IdentityProvider.com/SAML</Issuer> 
  <Artifact> 
  AAQAAFGIZXv5+QaBaE5qYurHWJO1nAgLAsqfnyiDHIggbFU0mlSGFTyQiPc= 
  </Artifact> 
        </samlp:ArtifactResolve> 
    </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 

 

 k�1��8:  
 

HTTP/1.1 200 OK 
Date: 21 Jan 2004 07:05:49 GMT 
Content-Type: text/xml 
Content-Length: nnnn 
 
<SOAP-ENV:Envelope 
    xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
    <SOAP-ENV:Body> 
        <samlp:ArtifactResponse 
  xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
  xmlns="urn:oasis:names:tc:SAML:2.0:assertion" 
  ID="_FQvGknDfws2Z" Version="2.0" 
  InResponseTo="_ec36fa7c39" 
   IssueInstant="2004-01-21T19:05:49Z"> 
  <Issuer>https://ServiceProvider.com/SAML</Issuer> 
      <samlp:Status> 
   <samlp:StatusCode 
  Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 
  </samlp:Status> 
  <samlp:LogoutResponse ID="_b0730d21b628110d8b7e004005b13a2b" 
   InResponseTo="_d2b7c388cec36fa7c39c28fd298644a8" 
   IssueInstant="2004-01-21T19:05:49Z" 
   Version="2.0"> 
       <Issuer>https://ServiceProvider.com/SAML</Issuer> 
   <samlp:Status> 
    <samlp:StatusCode 
  Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 
   </samlp:Status> 
  </samlp:LogoutResponse> 
        </samlp:ArtifactResponse> 
    </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 
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7.2.10 ��!�"�� #��$�%�' -���� #�.�/���  

 k;$�6� �,�\� *
C'-�(URI)�S�� "# ��
$²� *����2!V�� RA ������ �Z
WS @�  . 3 ��
A �1j�S ]��� �1j�'�� ���!
 �i���SAML ��
WS ���0N� �OA�� @� �j ��j
Q�W��! T1�� <samlp:AssertionIDRequest>  
c'� 
�

<saml:AssertionIDRef>$�!  4'-� �	
0�W� 3 ;URI . '9�-�� @� 8c
	 T�[ �Q��	!<saml:Assertion> 
) �i��� 3 ���
� �j
Q�W� ]��� 
��N�!SAML.(  

 U���2!V�� �d�!SOAP� 4'-6� �	
0�W� X»C URI������� ����� *
��OA R� ;,;-�� ��A �;^ ;�  . T	��c �1j�'�� ��\!
A;��2 
��N�! ������ ���OA RA ���g��W� U���2!V�� :�;<�W� x
},> @HTTP �i�9�� 
� TLS 1.0 T�1�� T�$ ) ��+����

@��K�#.(  
   �l$g�)�g¥[g� (� H'��, PE24) OASIS PE:2006 (@�, 
� �gA> k'�+�� RA &
-��, X>:  
   U���2!V�� �d�!SOAP 4'-6� �	
0�W� X»C �URI������� ����� *
��OA R� ;,;-�� ��A �;^ ;�  .��\! 

 *
C'-O�� @��K�%� ��+���� x
},> @A;��2 
��N�! �U���2!V�� RA ���g��W� T	��c �1j�'��URI U���2!V�� 3 
HTTP.  

1.7.2.10 ���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:bindings:URI  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!  
�����S��� :;c�, �  
2.7.2.10  ������ ,�:��"t�� N$ ���
��71� ]!��4�URI �V?�� _ SAML 

 �1j�'�� T	��c ���
��� ��A'+�� *�'�+�� �;^URI �i��� 3 SAML ���OA 3 ����� ����� U���2!'j RA ������ @� ��� 
 4'-6� �	
0�W�URI.  

 
c'6�SAML URI4'-,  �i��� 3 B-� ;��u2 �,�� SAML . 4'-6� �	
0�W� �Q��	 ��A B-�,!URI ��
WS X�N2 X> 
 �i�9�� �d� �
_c'6� {���� h����j 8O�, ����
j £
� u1� ��A !> ;��u2 ��A p��^HTTP 1.1 �+m2 �Z;�A RN� �

ej H�O�� X
� /�	 puj ;��u��� .��+2 RN� �Nmj ;��u��� 
�c'2 TQ�C �#! 3 ����2 "# e�,�^ RN� !> :
¡# gj �
 �i���XML;��u��� .  

 4'-6� 
c'� s+	 X
� �L#URI ;��u��� s+	 
�c'2 R� ;j � ��0���6� 3 e�	
0�W� M��W SAMLu1� 
�c'2 !>  . ���!
 X# �e�+	 ;��u��� "# �NW
O�� ��,'1j ��� X> T� e�N�! �x
OZ�� X�N, X> RN� 
c'6� X> |-,;c!.  

3.7.2.10 ����b ����2�$� 

 ;��u��� 'E
06� �( U
O-�W�� �d�SAML�	��u� �Q����� "# ��
$%� �1j�S ]	
� �L# �x�S
1�>  . ��
�� *�;,;���� h���2!
;��u��� U
O-�W� ��A 
¹S�1�! . 4'-O�� 
c'� �	
0�W� �Q���j /��, �> @i0�,!URI ;��u2 "# SAML X
� �L# �# �

T�
1��S�0-�� D
��> �,;-2 p> e09, ¯ {���� X
�! �T�Q��6� �,�� R� ;�u�, X> e�N� .  
 *
C'-6� 
c�'� X) �T�
i�� 3 x
�C
� e�+	 ;��u��� ��A 
������ X�N, �!URIT�
1�� "# �0���
j � 
A 
��-�01j @�  .

6� ;��u��� X> R� ;�u�, @N� ������ �Z
W! T�
1�� ;�A X�N, X> @i0�,! 4'-6� e�d� p��� ;��u��� �-+�
j �� 
5c'URI �

O���� �j
Q�W�� ��gW ��A �
O�A�
j! T�Q��6� X
���W
j '�)� ��� /���,!.  
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4.7.2.10  ���G7���� �?�2:MIME 

 ]	'�	%� ;,'j 3 &�'()� k�;-�6� *
-5W���� ;O�-2 ��� �	
0�W�� *����2!'j f� 
O�C(MIME)���O�� h�����  {
 *
-5W���� R� x
	
�� �S
0�A
j �2
��� ;��u��� 
�c'2 @i0�, �na'��� ����!MIME IO��� R� 

application/samlassertion+xml�  ��,���� 3 �5;� �� 
O�II.  
5.7.2.10  ��%��.� T�+O�7�URI ,�:��"t�� _ HTTP 

 �1���� ��A B-�,SAML �1j�'�� 
� /j
1��
j T�
12 ��� HTTP URI U���2!V�� ��A �
O�A�� �+�2 X> HTTP . H'm2!
 *
C'-6� :�;<�W� 3 *
���9�� �-j ��A'+�� k'�+�� ���HTTP URI 4'-6� T��'2 ;A��� ��L 3 
� �URI *
�W>S! 

 U���2!V��HTTPD
1�)� RA °gj%�! .  
1.5.7.2.10  ;��.� ]�:�� +$��BURI 

 ;A��� ��A x
��OA *�;���2 �
�� ]��� 45'-6� 
c'6 
¡ H�O�6� T��'���URI �i��� 3 SAML �i��� �1�W X> 
6
[ �
SAML
c'6� ��A p��^ ��� ��
W'�� /�� ��� @� 
c'6� RA ��!y�6�  . �1�	 ;O�-2 X> *
1���� ��A B-�, ��L 
�!

 �5;�O�� ��Z
�URL U���2!V�� T�[ 
��� �W', @N� �HTTP��W R� k;$�! �O�-� 
�  �,�\� 4'-� �A;2 :
�+�W�� ��
(ID) . B-�,! �5;�� 3 :
�+�W� ����W p> ;c�2 �>URL�O�-6� ��� RA 'l��� 4'9j ��Z
���� �1���� *���
j .  

 @� 
� �1�W {;� ����6� ��Z
���� �1���� ]	
� �L# �U
d6� ��0W ��-C"https://saml.example.edu/assertions" RN� �
u2 T�[ U
WS# R� �,�\� 4'-� 
� ;��abcde"# :  

 
https://saml.example.edu/assertions?ID=abcde 

 

 �,�\� *
C'-� RA *
�
�+�W�� ��� �d� 3 ����;0�W�� *
O��� U
O-�W
j 8O�, �!(ID).  
   �l$g�)�g¥[g� (– H'��, PE31)  'l	�OASIS PE:2006 (@�, 
� �gA> k'�+�� RA &
-��, X>:  
  $g, 45'-6� T��'2 ;A��� X> ¢URI*
�
�+�W�� ��� �d� 3 ����;0�W�� *
O��� U
O-�W� ;O�-2 � .  
2.5.7.2.10  ,�:��"t��HTTP<2� ��:�� _ YZ��� ����2�$�"   

 U���2!V�� 3 B��+6� Dg���� ��A B-�,HTTP *�;��u��� ��-}, �> SAMLu0t k'��L 3  .
052� @i0�, ���L /�����! �
���
��� ;A�����:  

 U���2V�� 3 B0�Q��O�� @i0�,HTTP �i�9�� X��O-��, R,��� HTTP 1.1 �i��� *�;��u2 M�-�c'2 ;�A SAML X> �
��cS;,:  

  �   ��W>S ��$Cache-Control ��A x
A���� "no-cache, no-store") R,K� �! �u0t k'��L �.(  
  �   ��W>S ��$Pragma ��A x
A���� "no-cache") u0t k'��L �(  

3.5.7.2.10 ����b ����2�$�  

 T�1�� H'm,RFC 2617 /,'+�� IETF U���2!V�� �z�j 3 ��O��� *
OQ���� HTTP X
���W� *
1�1� U
O-�W� ;�A �
��
W'� '9�t !> @W
W>. 

 �i�9�� U
O-�W� k;mj ���,TLS 1.0��	
O�Z��! ��g��� �,
¾! X
���Wg� ���W�� .  
4.5.7.2.10 a��Ai� N$ �
�f�  

 U���2!V�� U�
02 ��
$ 3 
O�HTTP U���2!V�� 3 �0W
�6� ��
�� k'+E U
O-�W� @i0�, �HTTP �Q��	 ��A ���;�� 
T�1�� . �i��� 3 T�Q��6
CSAML T�
1�� 
� ��
WS U�
0�j :
���� xgd� �C', p��� SAML �j
Q�W� 
5c', X> e� @i0�, �
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"403 Forbidden" . �j
Q�W� 
�c'2 B-�, �T�Q��6� e��� B-6� ;��u��� X
� �L#!"404 Not Found" . ��� 3!
 U���2!V�� ×� {��� X�N, � ��
��HTTPx
���� .  

5.5.7.2.10 ��	���� �����.�� \?��� ����2�$�  

 �1j�'�� �
O�A�URI U���2!V�� r�C HTTP��� �1���� ��A ���;�
j sN-�, X> @i0�,  �5;�� 3 ��Z
�URL 
��C M�, ��� 
��[
0�A� *�;��u2 Xumj *
0�1�� U
WS#.  

6.5.7.2.10  #E�7��� ,
�2� o?$ ,�p�SAML ������� T+O��� &X�� HTTP URI 

;��u2 Xumj T�[ ��A U
d� @�, 
O�C.  
 

GET /SamlService?ID=abcde HTTP/1.1 
Host: www.example.com 

 

W�� ��A U
d� @�, 
O�C!G��16� ;��u��� MA;2 ��� ��j
�6� �j
Q�.  
 

HTTP/1.1 200 OK 
Content-Type: application/samlassertion+xml 
Cache-Control: no-cache, no-store 
Pragma: no-cache 
Content-Length: nnnn 
 
<saml:Assertion ID="abcde" ...> 
... 
</saml:Assertion> 

 

11 0� ����� � #��/1��� 2�3� 4��
��� �56�7.(SAML) 

 �i��� *�;��u2 :�;<�W� 45'-2 ��� *
�0	
�� ;�0�� ��� �;�SAMLT�1�� �Z
WS! � U
92�� *����2!'j 3 �j
Q�W��
 ]-��� �O��� T��'��� ;A��� 45'-2 ��� *
�0	
�� ����! �e�OA '[>!SAML��O���� *
$g1��! .  

1.11 ��/1��� 4�8���  

IJ ��0	
c �i��� 3 SAML �i��� *�;��u2 ]_�0ª2 h�� H'm2 �;A����� R� �A�O~ ¯
-� aV2 SAML 3 !> �OA S
[# 3 

��� Y'<��2 h��! �U���2!'j . �i��� *�;��u2 ]_�0ª2 h�� ��0	
�� ��� �d� H'm2!SAML ��;2 !> {'�> D
�E> 3 

 
�-�)��2!V�� *
�1-� *�;$! !> �IJ �� R� *
+�6� �d�U
92�� *����2!V� U� ( ��W'�! �
\ S;¬9ª� 4'[ �0� R�
;9�6� 3 x
�$� ¿
-2 ¶ �M���� 4'[ "# S;96� 4'1�� R� . *�;��u��� ]��02 �c> R� ;A����� R� ��
� �A�O~ �
��!

SAML D
�E)� h�� �� e�� 
�c�'<�W�! £
� h�� 3 <FOO> �O�2! �������� <FOO>   ����� �SAML.  

C ��0	
�SOAP �i��� 3 SAML *�;��u2 �C
�# RN� h�� H'm2 xgd� SAML �Z
WS "# SOAP *
�W>S '�u�2 h��! �

SOAP *�;��u��
j SAML �i��
j ���-�6� u1�� *�
$ sN-�2 X> @i0�, h��! �SAML U���2!V�� �Z
WS 3 SOAP.  
 �i��� *
�0	
c R� '�� IJ �
��!SAML�� R� �A�O~ �5;� � ;��u2 !> U���2!V� ��
-�� kS;�6� U
O-�W� ��A ����

SAMLU
O-�W� r
�W 3 !> ��
� �z�j 3  . ��
� ��+Z
©! U
O-�W� T�1�2! �S
����� ;5��2 ;� ����� ��� R� *
�0	
��!
 �i��� 3SAML) Ij�!'�� !> b!'m�� !> *�-��� �d�(T�1, ��� ��
-6� ;A��� {'�> ��$
	 R� �;^ @�! � '�
�-�� R� 


�-05�2 X> ��0	
�� 3 ��A
+��.  
 �i��� 3 *�-��� "# r'1�2 ��� *
�0	
�� �� k��)� *
�0	
�� R� £
� U
d�!SAML . '9�-�� :5;�, L#<Attribute> 

 �i��� 3SAML� ��$'E *
�1-� Y�S�# 3! �
��O�� T��'2 ;A��� 3! �*�-��� ��O�2 3 �	!'6� R� x��0� x�S;�  ���
 �i��� *�-	 :�;<�W� VA r
1���XML . "# D
O�	�
j x
	�O}� X�N, 
�;�A ��	!'6� ��� ;����j |�0�� ��im��� /���,!

 ;�0�� 3 k�;�� ��
-�� ;A����� R� �dNj M�> ��9Ú9<�j '�
�-�� ��� �O-��2 h�� �5;^ ��� *
�0	
��8.  
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�� �,S!'}�� *
+,'-��� ]-��� *
�0	
c 'C�2 �i��� 3 ]-��� �0-2 ;���SAML *
���-� R� ��
� b
J> 
� ��
-��� ;�A 
V�> ���'� T�1�2 {'�> �$��+� �,
-� 
� !> ��cS
� �Ol	> 
� �A
+��� ;�A !> ]-���.  

�� ��im��� RO}2 
��A ��C
� *g�9+2 
� �+��t ���	> R� k
���� *
�0	
�� R� �A�O~ ;,;^ "# ������� ��� @�'2! |�0

�}-j RA ������ k¥�+�6� *
Q��6� ��\.  

2.11 ��%�Z' ���2!�L ������  

�0���6� 3 S�1�, X> �O�� 
��( RN�! �*
�0	
�� R� k
���� �A�O~ ������� ��� �;^ . ���
��� ��A'+�� *�'�+�� :;�2!
*
�0	
�� ��� h����� ����c���� b�1�� R� �A�O~.  

1.2.11 9�:���� ;�$<�#��/1��� =�>��� ��  


���# r'1�2 X> ��0	
c �� ��A B-�, ��� 
,
}��
j �,;¥�+2 �OZ
� ��A'+�� k'�+�� ��� :;�2.  
  (1   �,�� 4'-� �;^ X>URI
���-6! ���0	
Q�� �j
���� ;�$! x
+,'-2 �,�\� 45'-, � !> �!'�N�%� U
92�� *

p;,V��
�� "# x
-c'� 'C�,! �h�y6
j ��
��  
��-q !> k;,;�� ��0	
�� 
��5�^ ���! x
�j
W �C5'-6� *
�0	
���
j ��;�.  

  (2  ��0	
�� 3 ��'�m6� 4�'[)� Bj 
� *gA
+��� R� �A�O~ h92 X> . �� �$�'� '��2 X> 
���A B-�,!
 �A
+2 �� 3 ��'�m6� *����2!V��! �4'[ �� 
��O-��, ��� *
��01��� ��A *�;������)'�¦2.(  

  (3   �
�� X
� �L# 
�! ���'�m6� 4�'[)� �;A ��L 3 
� ��A
+2 �� 3 ��'�m6� 4�'[)� �,�� 45'-2 X>
X��'�m� D
1W!.  

  (4   @� 
�! �x
j��1� X
���W�� X
� X# ��L 3 
� ��A
+2 �� 3 ��'�m6� 4�'[)� X
���W� ��,'[ �5;^ X>
���0�6� X
���W�� b
J>.  

  (5  -2 X>��
W'�� ��gW B�u�� ��O-��6� *
���� ��L 3 
� ���
W'�� ��g�� G��16� MA;�� {���� 45'.  
  (6   *
,��� ��A 
�1, X> v�
� 4'1� RN� X
� X# ��L 3 
� ��	
O�Zg� G��16� MA;�� {���� 45'-2 X>

 �i��� 3 *�;��u���! �Z
W'��SAMLO�Z�� T�1�2 ��0	
�� ]	
� �L# 
�! � 
¡ ���6� *
���� @� 
�! ���	

��	
O�Z�� /�����.  

  (7   X�O���, R,��� X��'�m6� ��
�! ��'�m� �N� u1�� *�
$ ��L 3 
� �u1�� *�
$ 45'-2 X>
 �i��� �Z
WS! *�;��u2 X��
-,!SAML.  

  (8  
}6� �j�;��� h�!! *�;,;���� ���^ ��L 3 
� �����)� *�S
0�A�� 45'-2 X>k�.  
  (9   �i��� 3 ]�0d��� ��,'[ �,�� *
C'-� 45'-2 X>SAML! 
��;^ ���! �/��0	
�� 
��;<��2 !>.  
  (10   �i��� 3 ��9�� *�L ��$'m�� *
�1-6� 45'-2 X>SAML! 
��;^ ���! �/��0	
�� 
��;<��2 !>.  

2.2.11 ?�(�� #��/1�: =�>��� ��9�:���� ;�$<�  

��A'+�� k'�+�� ��� :;�2
���# r'1�2 X> ]-��� *
�0	
c ��A B-�, ��� ���0�
j �,;¥�+2 �OZ
� .  
  (1   �,�� 45'-� �;^ X>URI !> �!'�N�%� U
92�� *
���-6! ���0	
Q�� �j
���� ;�$! x
+,'-2 �,�\� 45'-, �

�� 
��5�^ ���! x
�j
W �C5'-6� *
�0	
�� "# x
-c'� 'C�,! �h�y6
j ��
�� p;,V�� 
��-q !> k;,;�� ��0	

���
j ��;�.  
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  (2   B�-��� ���0�6� M���� Xumj *�;������! T��'��� ;A��� 
}2 X>NameFormat!  Name '�
�-�� £�9�
<Attribute> �i��� 3 SAML.  

  (3   �i��� 3 ��C
�%� *�-��� 
�� �;^ X>XML '�
�-�� �O-��2 X> RN� ���! �4���6� MW�� X
N6 
<Attribute> �i��� 3 SAML.  

  (4   '�
�-�� p!
�2 �;^ ��� ;A����� B-2 X><Attribute> �i��� 3 SAML ���0	
�� 3 �C'-� @� 
O� �

��(! *
�
�+�W��! *�-��� ��
-� ;�A 
\
O-�W� �c> R�.  

  (5   '9�-�� 3 ���0�6� M���� Xumj *�;������! T��'��� ;A��� 
}2 X><AttributeValue>  �i��� 3
SAML ]-��� X
� X# ��L 3 
� �xsi:type �i��� 3 XMLe�
O-�W� @i0�, !> RN� .  

3.11 =�2p��� ������ ���M� ��%���  

 ;�0�� 45'-,8 '9�-�� <SubjectConfirmation> �S
0�A
j Method e-�! <SubjectConfirmationData> 
�,S
���� kS�9j .�, X> /����� 4'1�� @i0�,! '9�-�� �O-�<SubjectConfirmation> ��
W'�� !> T�1�� X> ]0d, @N� 

��
� ��0	
c r
�W ���� �;��u��� T$
� 
� /C�'�� :
l	 X
�� R� X
��
�.  
 ]-��� U;,Method;,;���� ��¡ :���� 
��O-��, X> /����� 4'1�� @i0�, ��� ��
�� ��,'1�� ��A  . � !> ���� X�N, ;�!

 
� ��gA X�N,x
�j
W p'c> ;� X
� X
���W� . X�N2 T$
9�� ]�0d2 ��,'[ X»C �X
���W�� r
�W RA 'l��� 4'9j!
 ���C
�# *
���-� x
0�
( �j��9� '9�-�� 3 �H
�+� !> k�
�E �d�<SubjectConfirmationData> 4'1�� 8O�, 
� �

:ag�� /����
j :��, Xuj /�����. *�-��� R� �C5'-� ��
A �A�O~ ;c�2! 
��O� RN� ��� b!'m�� R� 5;��� 
\
O-�W� RN� 
/����
j :
����.  

 '9�-�� �+��t x
O�� *
�0	
�� 45'-2 X> 
���6� R�!<ConfirmationMethod> �j
�2 
��� �� X�N2! �
��O-��2 X>! 
 �i��� 3 h��t U
O-�W� �,S
��WSAML .C5'-� *
�0	
c 
��O-��2 @N� k�;� ���
��� /Z�'1��! R� 
��(! �������� ��� ���� �

k;�+� 
��'2 ��� *
�0	
��.  
1.3.11 @���%� A��!  

URI: urn:oasis:names:tc:SAML:2.0:cm:holder-of-key 

 

 '�
�-�� R� 'd�> !> ;$�! '9�A ��c! B-�,!<ds:KeyInfo>  '9�-�� ����<SubjectConfirmationData> .
 ]-	 ;c�, X> RN�!xsi:type�-�� 3  '9<SubjectConfirmationData> ��A e-�! B-�, x���c�� X
� �L#! �

saml:KeyInfoConfirmationDataType)  ;��u��� MW� X
N� "# ��^ X> T� 
��N�! ��,S
���� MW�� X
N� ��j
W!
SAML.(  

 
OQ��� 
���2 3 H!'m� �� 
O�!W3C '9�A �� X»C �<ds:KeyInfo> 2 *
���-� !> x
$
�+� �O� /�01�� 8O�
H
�+� ��A U�9�
j .;��u��� T$
� ;�̧y6� 4'1�� �V�-, R5�-� H
�+� ��
$!.  

 
OQ��� 
����� x
�0[!W3C '9�A �� ��A B-�, �<ds:KeyInfo> ;$�! p�+q H
�+� �,�� 45'-, X> . h,'-2 RN�!
 '�
�A �1W��j �8�2
+� k;A �,��<ds:KeyInfo>  
�;�A U
�� @� 
O� ���9+�� 8�2
+� "# �+��t ����! 4�'[> Y
�^

k;,;A ]�0d2.  
,�p� :5O�� H
�+� ��
� RN� �"By-Tor"5O�� H
�+� ��
� !>  �"Snow Dog"T$
9� e�+	 ]0d, X> �.  

<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-
key"> 
 <SubjectConfirmationData 
xsi:type="saml:KeyInfoConfirmationDataType"> 
  <ds:KeyInfo> 
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   <ds:KeyName>By-Tor</ds:KeyName> 
  </ds:KeyInfo> 
  <ds:KeyInfo> 
   <ds:KeyName>Snow Dog</ds:KeyName> 
  </ds:KeyInfo> 
 </SubjectConfirmationData> 
</SubjectConfirmation> 

 

2.3.11 A��%� ����
  
URI: urn:oasis:names:tc:SAML:2.0:cm:sender-vouches 

 

;��u��� :�;<�W� Xumj k'���� {'�> *
���-� ;c�2 � e	> ��A U;2 . {'�> �Z
W! :;<��, X> /����� 4'1�� @i0�,!
¿
-�W X
� X# �5;��� 3 k��c�� X�N2 ;� x
2�-	 �O-��2 ��� ]�0d��� ��A �,S
����� ������ k
A�'� 
� �x
�$� ;��u��� 

'9�-�� <SubjectConfirmationData>.  
3.3.11 A��B�  

URI: urn:oasis:names:tc:SAML:2.0:cm:bearer 

 

 '9�-�� 3 k��c�� X�N2 ;� x
2�-	 �O-��2 ��� ]�0d��� ��A �,S
����� ������ k
A�'� 
� �;��u��� ��
$ �� ;��u��� T$
�
<SubjectConfirmationData> � ;�0�� 3 4'-� �� 
O�8.  

,�p�: "# ��W'� ��
WS 3 x
OÐ��� ;��u��� X�N, X> �1,'E �T$
9�� e�+	 �� e	> ]0d, X> ;��u��� ��
$ 
�1��, 
"https://www.serviceprovider.com/saml/consumer"  �A
��� �0�1:37 'mA 
W
��� :�, R� ´��,'( ]����j '�l�� ;-j 

 «S
� R�2004 e�,�� 4'-� T�1� x�j
Q�W� �(ID) "_1234567890".  
 

<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"> 
 <SubjectConfirmationData InResponseTo="_1234567890" 
  Recipient="https://www.serviceprovider.com/saml/consumer" 
  NotOnOrAfter="2004-03-19T13:27:00Z" 
 </SubjectConfirmationData> 
</SubjectConfirmation> 

 

4.11  
�!��� ������� #��/1�:(SSO) ����� � SAML 

 ;�$��� 
������ �
O�A� �C5'-� *
�0	
�� R� �A�O~ �
��(SSO){'�> RZ
ja kK�c)! B�+9�O�� .  
  �   ;�0�� 3 �S���� X
���W�� T�[ U���2!V� �T,��� �N0E 8+9�� ��A ���0� ��0	
c 4'-28 �c> R� �

$��� 
�����
j G
����� �
O�A�T,��� �N0E ��A ;�.  
  �  R,aK-6� RZ
jK�� MA� �c> R� �T,��� �N0E ��A ;�$��� 
�����
j G
���g� ��C
�# ��0	
c 4'-2.  
  �   ;�0�� 3 k�S�! MW�� �,�� 4'-� kS��#! ;�$��� kS!;�� :
���� 7���2!Vj ��
� ��0	
c 4'-28 @�! �

 
��� ��A �C'-��1j�S ���0�� k
���� )8+9�� (��!��+��� k
��.  
  �  N�� :�;<�W
j �,�\� �!K� 4
m��� ��C
�# ��0	
c 4'-2!-*
N.  

1.4.11 �5��� �C/7 D�� E�	�% 
�!��� �������' F���
G� #��/1�: 

 ;�$��� 
�����
j G
����� ��0	
c �;O�-2 p��� �,S
����� 3(SSO) �+�, X> T,��� �O-��6 RN� �T,��� �N0E ��A 8+9�6 
�� "#B��O� !> B���+� G�('6� �S�6�! ��;�� �!K� X�N, v�w �,�� �!K� "# �+�, X> !> ��;�� �!K� {;� �S .

 e�+	 T,��� �O-��� R�����C)�-+�
j e�+	 R���W� X�N, ;� !> ( X
���W� ;��u2 �Z;-j S;9, p��� ��,�\� �!K� {;�) 
�S
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��;�� �!K� R� :
�W»j( ��;�� �!K� ������C �T,��� �O-��6 x
���> x
�
�W �m�, �$ ;��u��� . @i0�, ���O-�� ��� D
��>!
4�'[)� ��C��� ��A U�9��! �A
+��� *
O�-� k
A�'� �@��Z'�� 4'1�� �c> R� R,�!K6� Bj MW� �,�� 4'-� ��
�# x
},>.  

 �i��� 3 X
���W�� T�[ U���2!V� ��0	
c �O-��2 ��,S
����� ��� ��+���!SAML Ij�!'�� 
� ��'�E�
j �HTTP 

Redirect ! HTTP POST!HTTP Artifact.  
 �-����� �Z
W��� �-0j �,�\� �!K� {;� e�+	 R����, X> e�N�! �x
,�
A x
,S
q x
�+9�� :;<��, �O-��6� X> &'�+6� R�!

 �i��� r
1	 YS
�SAML.  
1.1.4.11 ���?�.� ����?�.� 

���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:SSO:browser  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

 �V?�� _ =�2p��� ������ ���M� ��%���SAML : ]�0d2 ��,'1� �,�\� 4'-� ��0	
�� ��� :;<��2"��
�� " �i�9�� 3
SAML V2.0 �urn:oasis:names:tc:SAML:2.0:cm:bearer.  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  
2.1.4.11 ���2!�4� }' �?��U ���! 

 �Nm�� 8��,1-11 ;�$��� 
�����
j G
����� a
È% ��W
W)� �1�1<��� (SSO) .���
��� *��1�� H'm2 ��0	
��! . 
�, ;�!
�� *��1�� {;$# 3T�$ ������$ �Z
W'� *��
02 k;A !> ;$�! U�
02 �
�;$ R� 
��(! �k�1�� ��\ ��O-��6� �1j�'�� 

��+���� ��A �+���6� ������ ec!>.  
  

  
  

 #l���X.1141/1-11 � ����:1� h��f ��7�7i� ����O��� SSO 
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  (1   ,�:��"t�� ]?WHTTP��+j� 
"P� }'   
   k�1�� 3 @��Z'�� 4'1�� :��,1��6� ���! VA � 3 �O-HTTP T�[ n;��j �HTTP �S�� "#! 

|�> r
�W X!� R� ���;�� �!K� {;� X��u�.  
  (2  ���M� 
"P� 
+� ��+j� 
"P�  

   k�1�� 3 ��;�� �!K� �9�2 T�[ U���2!'j �c> R� �,�\� �!K� {;� ��Z
� �1�	 
��� ��A 
��}+6� e�1j�S ;O�-, p��� X
���W�� ./���, ��� �Z
W���!��+���� ��A h���2 ��L 
¡  . �O-��, ;�!

 �i��� 3 �,�\� �!K� 4
m��� ��0	
c ��;�� �!K�SAML ��A'+�� k'�+�� 3 H!'m� �� 
O� �4.7.8.  
  (3   ���7� ��+j� 
"P� ��+�'<AuthnRequest>���M� 
"P� }'   

   k�1�� 3 ��;�� �!K� S;9,3 ��
WS <AuthnRequest>���! 
�O��, @N� � �!K� "# �O-��6� 
�,�\� . Ij�!'�� R� k;$�! p> U
O-�W� RN�!HTTP Redirect !> HTTP POST !> HTTP Artifact 

�O-��6� ���! VA �,�\� �5!K� "# ��
W'�� ��	 �c> R�.  
  (4  D��E��� ;���� ���I ;��� ���M� 
"P�  

   k�1�� 3 �,�\� �5!K� :��,4@��Z'�� 4'1�� �,�� h,'-�j  ��� r
1	 3 
�2 � �Z
W! �1W��j 
��0	
�� .k��c�� ������� kS!� U
O-�W� �
-, ;� !> x�;,;c X
���W� �OA ��L T�1�, ;�!.  

  (5   ���7� ���M� 
G"P� ��+�'<Response>��+j� 
"P� }'   
   k�1�� 3 �,�\� �5!K� S;9,5 ��
WS <Response> �5!K� "# �O-��6� ���! 
�O��, @N� ���;�� .

 B�1j�'�� R� k;$�! p> U
O-�W� RN�!HTTP POST !> HTTP Artifact �5!K� "# ��
W'�� ���� 
�O-��6� ���! VA ��;�� . X
���W� ;��u2 ��A p��^ ;� !> u1� "# ��
W'�� �m2 ;�!)��)� ��A .(

 �1j�'�� �O-��2 �> B-�,!HTTP Redirect a!
Q��W �j
Q�W�� X> 
6
[ � �;̀�� U�[ x
��OAURL 
�O-��6� Dg�! Ml-� ej 8O�, p���.  

  (6   "b D��E��� ;��?� ������ ��� ��+j� 
G"P�qg%��q�   
   k�1�� 3 e�N� ��,�\� �5!K� R� �j
Q�W�� ��;�� �5!K� M���, X> ;-j6 �O-��6� ����� T�Q��, X> 

 �m�, X> e�N� !> �£
�� �u1� 
� @��Z'�� 4'1�� 
5c',! �@��Z'�� 4'1�
j £
�� |�)� e�
�W
G��16� �S�6�.  

   k�1�� R� ��0	
�� ��� "# kS�
06� ��;�� �5!K� 
�1��,5 ��
WS S;9,! �<Response> �!K� "# 

��0� ��� *��1�� X!� R� ���;��.  

3.1.4.11 ��2!�4� Q�" 

>;0, ���0	
�� S;�0, p��� �� ��;�� �5!K� X
� �L# ��A'+�� k'�+�
j 1.3.1.4.11 . ���0	
�� S;�0, p��� �� �,�\� �5!K� X
� �L#!
 ��A'+�� k'�+�
j >;0,5.3.1.4.11 .-, �7
��� h���� 3!"# @�, 
� ��:  

  +�	��� Y�B���� ��+A  

  ��6� ���! M¥��, 
��C ��� ��,�\� �5!K� {;� X
���W�� T�[ U���2!V� ��Z
���� �1���� @� ��� ��
W'�� �O-
<AuthnRequest>) 
��d� p��� 
�196� D@m�� !>.(  

  +�:<��� �?K��� ��+A  

   ��
W'�� �O-��6� ���! M¥��, 
��C ��� ���;�� �5!K� {;� X
���W�� T�[ U���2!V� ��Z
���� �1���� @� ���
<Response>) 
��d� p��� 
�196� D@m�� !>.(  
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1.3.1.4.11  ,�:��"t�� ]?WHTTP��+j� 
"P� }'   

�S�� "# @[
0�A� T�[ ��0	
�� S;�0, X> RN� ���;�� �5!K� "# �� U!)� L
+��� X
� �L# . �NE ��A ���� p> ;c�, �!
T�1�� .@��)� T�1�� 
� ��$g�� *gA
+��� /C', @N� e0W
�2 �Z
W! p> :;<��, X> 3 5'ª$ ��;�� �5!K�! . �� :;��C

� Ij�!'�� R� k;$�! ���RelayState@��)� T�1�� 
� *
�0	
�� U�
02 /C', @N� �
��O-��, X> ��;�� �5!K� 
�1��, � .
 �O���� 3 T�1�� R� RN� 
� ��> hmN, X> ��;�� �5!K6 @i0�,!RelayState �d� T�1�, � ��0	
�� U
O-�W� X
� �L# �# �

�,'��� �j�;��� ���.  
2.3.1.4.11  
G+� ��+j� 
G"P����M� 
G"P�  

��+���� ��A k�1�� ��� h���2 . �i��� 3 �,�\� �5!K� 4
m��� ��0	
c :;<��, X> ��;�� �5!K6 RN�SAML 3 �$!'m6� X
 ��A'+�� k'�+��3.4.11 . �,�� �5!K� ;,;^ ��A kS�
� {'�> ��;� "# �O-��6� ���! e�c�2 k�
A# S
�� X> x
},> e�N�!

«
�� .
�� ��� 3! ��
WS ��;�� �5!K� S;9, X> RN� ���<AuthnRequest> )���
��� k�1�� 3 
O� ( ��;�� ��� "#
 ��
WS S;92 @N� �1W��6� ��;�� ��A �
O�A�� e�N� !> ��,�\� �5!K� "# 
���$'2 p'� @N�<AuthnRequest>eo
j .  

3.3.1.4.11  ���7� �+`� ��+j� 
G"P�<AuthnRequest> � }' ���M� 
G"P  

 �i��� �1j�S "# x��
��W� �;�$��� 
������ e��;� 
��� �;��, ��,�\� �5!K� D
��	� M�, X> �'Q�SAML �5!K� 
�S
�� ��� 
 ��
W'�� U
WS% ��;��<AuthnRequest> .&'i�� ��\ ��$'m�� *
�1-6� :�;<�W� RN�! . �O-��6� ���! �j
Q�W� 3!
 U���2!V�� T�[ "#HTTP �j
Q�W� 
�c'2 M�, �HTTP ��
WS ��A p��^ <AuthnRequest> �
�19� D@E ��A !> 

 �i��� �1j�S T�$SAML�,�\� �5!K� {;� ;�$��� 
������ ��;� "# 
�O���2 G��1� ���O-��6� .  
 �i��� �1j�S �;^!SAML �j
Q�W�� ��\ b�0}6� /���� ���O-��6� HTTP T�1��! HTTP� "# /$g��  
������ ��;

;�$��� . ��A'+�� k'�+�� RO}�2!1.4.1.4.11 ��
W'�� {��� Xumj ��0	
�
j ��
�� ;A����� <AuthnRequest> . ]	
� �L»C
 @� ��O-��6� �1j�'��HTTP Redirect ��A'+�� k'�+�� 3 k�;�� 
�196� D@m�� �	
0�W� ��0	
c :;<��, �,�\� �5!K� X»C �

6.4.115!K� :��,! � ��
W'�� 
c'��, @N� ��;�� �5!K� D
A;�W
j �,�\� �<AuthnRequest>  U���2!V�� �1j�S x
�;<���
SOAPxgd� .  

 U���2!V�� *��
02 p'q Xuj ���,!HTTP �i�9�� ��A k�1�� ��� 3 TLS 1.0 ��gW! ��	
O�Z�� ��A ®
+��� 
��
W'�� . ��
W'�� ��A 
������ RN�!<AuthnRequest># �x
j��1� T�1�� S;¬9ª� X
���W� X
� �L . �1j�'�� ]	
� �L#!

HTTP Artifact D@m�� ��-c'� RA @�<��� ;�A ��
W'�� S;¬9ª� X
���W� RA 
¡ &
-��, x
},> ���W! 'C�2 @�C ���O-��� 

�196�.  

 ��
W'�� ¿
-, X> �,�\� �5!K� ��A B-�,!<AuthnRequest>������� ��� 3 H!'m� �� 
O� . *gA
+��� ;5��, 
�S ���! 
 ]-��� X�N, 
�;�A �;� 
O� ��O-��6� ���! 
� ��$g��IsPassivex
cS;� .  

4.3.1.4.11 D��E��� ;���� ���I ;G��� ���M� ;G���  

 @��Z'�� 4'1�� �,�� S'�, X> �,�\� �5!K� ��A B-�, �
�Z
��	� ;-j !> ��j
��� k�1�� D
��> �X
� ]�! p> 3)L# �# X
� �
��;�� �5!K� "# u1� 
5c', .( ]-���!ForceAuthn <AuthnRequest> �O��j x���c�� X
� X# �"TZ
�" �5!K� :K�, �

@��Z'�� 4'1�� 
� e� ;�-2 X> RN� �k��c�� kS!� ��A ;O�-, X> R� x�;j �;,;c R� �,�\� ��� S'�, Xuj �,�\� . �#!
� 
�1��, �{'�)� 'l��� *
�c! 
�� ROC 
�� k
A�'� 
� ��O-��6� ���! R����, @N� ���W! p> U
O-�W� �,�\� �!K

 ��
W'�� 3 �cS;6� *
0�1�6�<AuthnRequest>  '9�-�� �Nmj<RequestedAuthnContext>. 
5.3.1.4.11  ���7� �+`� ���M� 
G"P�<Response>��+j� 
G"P� }'   
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 ��
W'�� �mC !> H
È RA 'l��� 4'9j<AuthnRequest> �j
Q�W� S;¬9ª, X> �,�\� �5!K6 @i0�, �HTTP ���! "# 
 ��
WS ��A p��^ �O-��6�<Response>  �i��� �1j�S T�$ �
�19� D@E ��A !>SAML 
�O���2 G��1� ���O-��6� 

��;�� �5!K� {;� ;��u��� ������ ��;� "#.  
 �i��� �1j�S �;^!SAML�� ��\ b�0}6� /���� ���O-��6�  �j
Q�WHTTP T�1��! HTTP ������ ��;� "# /$g�� 

;��u��� . ��A'+�� k'�+�� RO}�2!2.4.1.4.11 ��
W'�� {��� Xumj ��0	
�
j ��
�� ;A����� <Response> . ]	
� �L»C
 @� ��O-��6� �1j�'��HTTP POST ��
W'�� M¥��2 �<Response>k�1�� ��� 3 ��;�� �5!K� "# k'E
0�  . 
�> ]	
� �L#
 @� ��O-��6� �1j�'��HTTP Artifact ��A'+�� k'�+�� 3 k�;�� 
�196� D@m�� �	
0�W� ��0	
c :;<��, ��;�� �!K� X»C �

6.4.11 ��
W'�� 
c'��, @N� �,�\� �5!K� D
A;�W
j ��;�� �5!K� :��,! �<Response> U���2!V�� �1j�S x
�;<��� �
SOAPxgd� .  

��� ;,;^ RN�!��$'m�� *
�1-6� U
O-�W
j ;��u��� ������ ��;� 
 . �Z
W��� e,;� X�N2 X> �,�\� �5!K� ��A B-�,!
��;�� �5!K6 �-+�
j 
�
� 
��6� ��� X> S'��� . �1j�'�� B0, X> ��;�� �5!K6 RN�!SAML ;��u��� ������ ��;�! 

 e��
WS 3 
\
O-�W� G��16� ���
��<AuthnRequest>! ��
1�W� X# ���L :'N, X> ��;�� �5!K� ��A.  
 *
0�1�� p'q Xuj ���,!HTTP �i�9�� ��A k�1�� ��� 3 TLS 1.0��
W'�� ��gW! ��	
O�Z�� ��A ®
+���  . B-�,!

 '�
�-�� !> '9�-�� ��A 
������<Assertion> 3 <Response> �1j�'�� ]	
� X# �HTTP POST RN�! ���O-��6� @� 
�N2 X> �1j�'�� ]	
� X# �-��� XHTTP-Artifact��O-��6� @� .  

 ��
W'�� ¿
-, X> ��;�� �5!K� ��A B-�,!<Response> '�
�A p>! <Assertion> 3 H!'m� �� 
O� �
��C k���� 
������� ���.  
6.3.1.4.11 q� qg%�� "b #3���.� #�:�� ������ ��� ��+j� 
G"P�  

�� ��;�� �5!K� �ON, @N� R� x�;,;A !> x�;$�! ¿
-, e	»C ���0	
<Response! <Assertion> "# L
+��� �C', !> 8��! �
�S�6� .�� 
�S
�� kS!� ���� p> x
�;<��� �O-��6� ���! 
� x
���> x
�
�W �m�, X> ��;�� �5!K6 RN� . /$� U
O-�W� ��!

 R� ;,;-� !> ;$���<Assertion> �� �5!K� ',;��� �!'�� 
�� k
A�'� 
� �{'�)� ������� 4�'[)� R� ��(! ��;

��O}�2 ��� U
O-�W�� *�;���2.  

4.1.4.11 *����71� ]?W ,�:��"�� ,�3��7�  

������� ��� 3 4'-6� X
���W�� T�[ U���2!'j "# ��0	
�� ��� ;���2 . 4'1�� ��! T�1�� S;¬9ª� �� 
�� ��;�� �5!K�!
Z'�� 4'1��! �/�����]�0d��� X
��! G��16� T$
9��! :;�6� �� @�� . *
	
��! ����! 4�'[> ���� ;c�, X> RN�!

�,�\� �5!K� ',;�2 T�$ ��C
�# ]0d2.  
1.4.1.4.11  ,�3��7�<AuthnRequest>  

������� ��� 3 H!'m� �� 
O� ���
WS p> {��� YS;, X> ��;�� �5!K6 RN� .�$!'m� ��
-6� ;A��� 
��!  
O�������� ��� 3 �S�! �� 
 . '9�-�� X�N, X> B-�,!<Issuer>�,�\� 4'-� ��A p��� X>! �x���c��   

T�
1�� ��;�� �5!K6 ;�$��� . ]-��� X�N, X> B-�, 
O�FormatR� �O�� e� !> �x
C!�� : 
urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  

 S;�, � ��;�� �5!K� X
� �L#! ��
W'�
j T�Q��, X> e��A B-�, ���L 3 T(', � !> T�
1�� ��0�2 ��A<Response> ��� 
u1�� ��
� �0W
�6� *�'+m�� !> k'+m�� ��A p��^.  

 e� ;c�, � X
� X# �@��Z'�� 4'1�� x�;,;c �,�� 4'-� S'�, X> �,�\� �5�6 H
O��� 3 T(', ��;�� �5!K� X
� �L#!
e��A B-�, �;$�! '9�-�� YS;, X> <NameIDPolicy>  ]-��� 
�AllowCreate �O���� ��A x
A���� �"TZ
� ." �#!

��;�� �5!K� e�O-��, �,�� 4'-� e� S'� ;� �,�\� �5!K� X
� p��� @��Z'�� 4'1�� �# H
Q�j R����, X> RN� gC.  
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 '9�-�� YS;, X> ��;�� �5!K6 RN�<Subject> � @O�, p��� T�1�� 3
�0c�� ;��u2 :g�W� 3 T(', ��� ������ �,�\ .
 '9�-�� ��A p��� �> '9�-�� ��� ��A B-�,!<SubjectConfirmation> . 4'1�� "# 4'-�, � �,�� �5!K� X
� �L#!

 ��
W'j T�� X> e��A B-�, ��,�\� ��� Tc�� @��Z'��<Response>*�;��u2 X!� R�! �u1� ��
$ ��A p��^ .  
�! ��
W'�� X�N2 X> RN<AuthnRequest> �-¥��� ) �1j�'�� ��L "# �m2 
O�SAML��O-��6�  .( �1j�'�� ]	
� �L#!

HTTP Artifact�1j�'�� 
¡ 8O�2 ���� �� U
O-�W� RN�! �x
,S
���� 4�'[)� X
���W� X�N, ���O-��6� @� .  
 ��
W'�� ]	
� �L#!<AuthnRequest>! ������� �( /gW !> 
��� ��A �# �
��C k�S���� *
���-6
j /��, �> B-�, ���O�

kS
m�W�� ��0W . '9�A �� X> R� ;�u�, X> �,�\� �5!K� ��A B-�, �
¥��� �( !> x
-��� T�1�� X
� D��W
<AssertionConsumerServiceURL> !> <AssertionConsumerServiceIndex> ;� �T�1�� 3 ��c�� 

 R� /����� {'ce��# �j
Q�W�� �W'�W p��� ��;�� �5!K� "# @O��, e	�� .@�
���� MQ¹ ���j :
���� :;A RA ���, ;�!.  
2.4.1.4.11  ,�3��7�<Response>  

  �l$g�1) �g¥[g� (– H'��, PE26)  'l	�OASIS PE:2006 ( 'l	� ���A'+�� k'�+�� ��� R� ��'O�� *
$
},#
 ��,���� 3 ��������� *g�9+���VIII.  

 ��
W'�� 3 *�;��u2 p> YS;, �> e��A B-�, �u1� 
�c'2 3 T(', �,�\� �5!K� X
� �L#<Response> . X
� �L»C �#!
 x
�c
	 T�1��)T�[ 
� ��C�'�� �( �j
Q�W�� ]	
� �L# !>( '9�-�� ��A B-�, �<Response>@�, 
� 
� /j
1�, X> :  
  �   '9�-�� X�N, X> RN�<Issuer>!��  4'-� ��A p��� X> e��A B-�, x���c�� X
� �L# e�N�! �x
C

 ]-��� X�N, X> B-�, 
O� �S;¬9­6� �,�\� �5!K6 ;�$��� �,�\�Format R� �O�� e� !> �x
C!�� :
urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  

   �l$g�2) �g¥[g� (– H'��, PE17)  'l	�OASIS PE:2006 (X>@�, 
� �gA> k'�+�� RA &
-��, :  
   ��
W'�� ]	
� �L#<Response> '9�-�� X�N, X> B-�, �x�'¥+~ YS;� ;��u2 X
� !> ��-¥��� 

<Issuer>x���c��  .x
C!�� X�N, X> RNO�C �#! . X> e��A B-�, x�'+~ YS;� ;��u2 X
� �L#!
S;¬9­6� �,�\� �5!K6 ;�$��� �,�\� 4'-� ��A p��� . ]-���!Format e� !> �x
C!�� X�N, X> B-�, 

 R� �O��urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  
  �   ��)� ��A p��� X> B-�,<Assertion>x�;$�!  . '9�A �� ��A B-�,!<Issuer> X> ;��u2 R� 

S;¬9­6� �,�\� �5!K6 ;�$��� �,�\� 4'-� ��A p��� .N, X> B-�,! ]-��� X�Format e� !> �x
C!�� 
R� �O�� :urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  

  �   x�;$�! x�'9�A ��)� ��A p��^ X> *�;��u2 R� !> ;$�! ;��u2 R� �A�O~ ��A B-�,
<AuthnStatement> ��;�� �5!K� {;� @��Z'�� 4'1�� X
���W� sN-,.  

  �  ;$�! ;��u2 ��A B-�, x�'9�A p��� ��)� ��A <AuthnStatement> '9�A ��A p��� X> �
<Subject>  �� ��)� ��A ;$�! '9�A 
�<SubjectConfirmation> ��A p��� X> Method 

R� :urn:oasis:names:tc:SAML:2.0:cm:bearer . ��0	
�� �0�, �,�\� �!K� X
� �L#!
Single Logout k'�+�� 3 �C'-6� 4.4.11 � ��A p��^ X> ��	
���W�� *
	gA%� ��� �d� ��A B-�,

 ]-���SessionIndex��;�� �5!K� RA kS�
9�� �kS!� �N� kS!;�� :
���� *
0�[ Im�2 @N� .  
  �   ��
�� '9�-�� ��A B-�,<SubjectConfirmation> �5;�� '9�-�� ��A p��� X> ��gA> H!'m6� 

URL��� ;��u��� ������ ��;�  ]-��� ��A p��� X> e��A B-�, 
O� ���;�� �5!K6 �-j

NotOnOrAfter  5;� p���;��u��� M���2 
�D
��> RN� ��� k�C
��� . ]-��� ��A p��� X> e�N�!

Address  RN� p��� X�jK�� X���A 5;� p���e�� x�S
0�A� ;��u��� M���2 .]-��� p��� �> T�! 
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NotBefore .� ]	
� �L#! '9�-�� �j
Q�W� @� �,!
�� ��
W'�<AuthnRequest> X> �Z;�A B-�, �
 ]-��� :D���,InResponseToT�1�� �,�� 4'-� 
� .  

  �  �,�\� �5!K� ',;�2 T�$ �*�;��u2 !> ;��u2 3 {'�> ]�0d2 /Z�'[! *
	gA# Y�S�# RN� . RN�!
 '�
�-�� Y�S�# ��
� kS�9j<AttributeStatement> .X> RN�! T�1�� p��� 

<AuthnRequest> �i��� 3 ]-	 ��A XML �� AttributeConsumingServiceIndex 
 ;�0�� 3 
O� �j��16� !> �j�('6� *�-��� RA *
���-6� xg��9 . ��,�\� �5!K� ��L ��
Q�, X> RN�!

�',;�2 T�$ �{'�> *�-	 U
WS# e�N� 
O�.  
  �   RO}�2 ��� *�;��u��� !> ;��u���! ��A p��^ X> 
���A B-�, ���
�� T$
9�� ]�0d2

<AudienceRestriction> '9�A e	u�! ���;�� �5!K6 ;�$��� �,�\� 4'-� ��L 3 
� �
<Audience>.  

  �   {'�> b!'E Y�S�# RN�!) '�
�A!<Audience>{'�>  ( T�$ !> ��;�� �5!K� T�[ T�$
�,�\� �5!K� ',;�2) .m�� ��� �d� X> �E � ���;�� �5!K� �0� R� ���0��! ����+� X�N2 X> T� b!'

x
�
� ;��u��� S
0�A� ��ij .( R� �j��16� �A�O¤� n'N�j x
�K�� �,�\� �5!K� s��!<Conditions> 3 
 ��
W'��<AuthnRequest>*;c! X# �.  

3.4.1.4.11  ���7��� �4��� +$��B<Response>  

   �l$g�)�g¥[g� (� :;�, PE26)  'l	�OASIS PE:2006 ( ��,���� 'l	� ���A'+�� k'�+�� ��� R� ��'O�� x
����2
VIII���
+��� R� ;,K6 .  

 �i��� �1j�S RA 'l��� 4'9jSAML7
��� �-+, X> ��;�� �5!K� ��A B-�, ���O-��6� :  
  �   ;��u��� ��A k��c�� *
-���2 p> R� /�����)*�;��u��� (�j
Q�W�� ��A !>.  
  �  �� ]-��� X> R� /���Recipient p> 3 <SubjectConfirmationData> 
� :D���, ��
��� 

 �5;��URL �j
Q�W�� 
\ ]O¥�W ��� *�;��u��� ������ ��;� <Response> 
�196� D@m�� !>.  
  �   ]-��� X> R� /�����NotOnOrAfter  p> 3<SubjectConfirmationData> �'� ¯ ��
��� 

k
A�'� 
�R,�5!K6� Bj H�O�6� *
�2
��6� 4�'Û� .  
  �   ]-��� X> R� /�����InResponseTo 3 <SubjectConfirmationData> p!
�, ��
��� 

 ����)� e��
W'� �,�\� 4'-�<AuthnRequest> ��� ��
�� @�! ��j��1� �( �j
Q�W�� RN2 ¯ 
� �

��C x���c�� ]-��� X�N, �> B-�,.  

  �   /�����{'�)� T	���� "# �0���
j ¼
� �� e��A ;O�-, ;��u2 p> X> R�.  
  �   *
�1-� p> ]	
� �L#<SubjectConfirmationData>  ]-��� ��A �O�m2 ���
���Address �

]-��� ��¡ e��j
�� �O-��6� ���! X�ja X���A R� ��;�� �5!K� /���, X> RN�.  
  �  0�2 RN� � !> x
�
� s�� ;��u2 �� e�
O-�W� :;A! ��
-0�W� @i0�, �T$
9�� ]�0d�j ��
�� e2
0�1�� ��

@��Z'�� 4'1�� |�)� r
���� D
m	%.  
  �   '9�-�� X
� �L#<AuthnStatement> ��A p��� �@��Z'�� 4'1�� |�> r
�W D
m	% �O-��6� 

 ]-���SessionNotOnOrAfter ��� °��j �'Q� �|�)� r
���� �
-0�W� @i0�, � X
� �L# �# �]����
��0	
�� ��� U
O-�W� �S�'N�j @��Z'�� 4'1�� �,�� R,�N2 ;�-, ��;�� �5!K�.  
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4.4.1.4.11  ���7��� �4��� +$��B<Response> Y��`.� aD���� ���j�  

 �1j�'�� ]	
� �L#HTTP Artifact ��
W'�� M����� ��O-��6� @� <Response>-c'� RA @�<��� X�N, X> B-�, � D@m�� ��
U�
0�� �Nmj x
� y�! ��g��� @O�! x
������ �
�196� D@m�� �	
0�W� ��0	
c U
O-�W
j 
�196�.  

 ��
W'�� e� *S;¬�­> p��� ��;�� �5!K� X> R� �,�\� �5!K� ;�u�, X> B-�,<Response> ��
W'�� M���, p��� �;$! �� 
 T�1�� �Q����<ArtifactResolve>.  

�1j�S ]	
� X#! �i��� SAML 
\
O-�W� RN� 
�> �# ��Z
W'�� *
-���2 !> 
�196� D@m�� ��-c'� RA @�<��� ��O-��� 
�Z
W'�� �,
¾! 4�'[)� X
���W�.  

5.4.1.4.11  �������� ���j� �4��.� +$��BPOST 

  �l$g�)�g¥[g� (� :;�, PE26)  'l	�OASIS PE:2006 ( k'�+�� ��� R� ��'O�� x
����2 'l	� X��A'+��
 ��,����VIII���
+��� R� ;,K6 .  
 �1j�'�� ]	
� �L#HTTP POST ��
W'�� M����� ��O-��6� @� <Response> k�S���� *�;��u��� !> ;��u��� X�N, X> B-�, �

�-¥��� 
���.  
 M�� �A�OQ� e©
+�$
j �kS'N� ]��� ��
�� *�;��u2 X> R� ;�u�, X> ��;�� �5!K� ��A B-�,! ��O-��6� �,�\� *
C'-�
 ]-��� "# x��
��W� �x
�
� e�C ;��u��� S
0�A� RN� p��� ]���� U��[NotOnOrAfter 3 

<SubjectConfirmationData>.  
5.1.4.11  ���?�.� d8 ����^�71�)��3�?.� d8(  

 ��
WS eO����j ���0	
�� ��� �,�� �5!K� S;�0, X> RN�<Response>�j��1� �( ��;� �5!K� "# . 
 �j
Q�W�� p��^ �> B-�,!<Response> �� x
�-	 �j��16� �( InResponseTo '�
�A R� '9�A p> ���� e,��� �>! �

 ��
��<SubjectConfirmationData> . M���2 @i0�, ���O-��� ��$'m�� *
�1-6� ]	
� �L#!<Response> !> 
 ��Z
���� �1���� "# 
�196� D@m��<md:AssertionConsumerService>T�i��
j �O�6� ��;�� �5!K6 .  

 �O�-6� ��A �O�m, ;� �,�\� �5!K� Xuj x
��9� e,����� @i0�,!"RelayState" r
+2� "# x��
��W� �R5�02 ���! ��1j�'�
j ��
�� 
�O-��6� ���! 
� ��$g�� *gA
+��� ���
-� p'q h�� ���;�� �5!K� 
� U�
0��. �5;�� �� ��L X�N, ;�! URL �S�6 

��;�� �5!K� {;� . e��# �W', T�i��
j x
-��� e��O��j ��j��16� �( *
j
Q�W�� ���
-6 x�;-��� X�N, X> ��;�� �5!K6 @i0�,!
��c
	 ��
-� �j
Q�W� ��
-� '�# �O-��6� ���!.  

6.1.4.11 ��	���� �����.� T�+O�7�  

�A'+�� k'�+�� �5;^ �5.2.4.11 ��Z
� �1�	 '9�A <md:SingleSignOnService>> R� � 
���6�! Ij�!'�� h�! �c
��0	
�� ��� :;<��, �,�� �5!K� "# *
0�1�� 
���# �W', X> ��;� �5!K6 RN� ��� ���0�6�.  

 ]-��� U
O-�W� RN�!WantAuthnRequestsSigned '9�-�
j £
�� <md:IDPSSODescriptor>0� R�  �5!K� �
*
0�1�� ��A 
������ T�1�, T�1� RA :gA%� �c> R� �,�� . ]-��� ��;�� �5!K� �O-��, X> RN�!

AuthnRequestsSigned '9�-�
j £
�� <md:SPSSODescriptor>e2
0�[ 
�� ��A 
������ ��	 /����� .  
��A 
������ ��O-��6� 8�2
+6� !> H
�+6� 
���, X> X��5!K6� 
�1��, '�
�-�� �1W��j *�;��u���! *
j
Q�W��! *
0�1�� 

<md:KeyDescriptor> 
������ U
O-�W� ]-	 
� . �i��� 3 '�
�A �+q ;�ASAML '�
�-�� U
O-�W� RN� �
<md:KeyDescriptor> 8�2
+6�! ����0�6� I0}�� *
��OA! �+Q��� *
��aS��� RA :gA²� �+Q��� U
O-�W� ]-	 
� 

 ����O-����O¤� �+Q��� 8�2
+� :g�W� ��O-��6�.  
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 «'�+6� ��Z
���� �1���� '9�A �O-��,!<md:AssertionConsumerService> 
���6�! Ij�!'�� h�! �c> R� 
��0	
�� ��� :;<��, ��;� �5!K� "# *
j
Q�W�� 
���# �W', X> �,�� �5!K6 RN� ��� ���0�6� . ]-��� :;<��,!index 

 K��O�� ��
W'�� 3 ��
$%
j 
����-2 RN� ��� ��O��� ��Z
���� b
����<AuthnRequest> . ]-��� :;<��,!isDefault 
T�[ 3 ���-� RN2 ¯ X# �
\
O-�W� Tc���� ��Z
���� �1���� B�-��.  

 ]-��� U
O-�W� RN�!WantAssertionsSigned '9�-�
j £
�� <md:SPSSODescriptor>�5!K� �0� R�  R� ��;� 
��0	
�� ��� 
� �O¥��6� *�;��u��� ��A 
������ T�1�, T�1� RA :gA%� �c> . 
���2 *
0�1�� p> X> "# �C
�%
j ���

���-� �1j�S U
O-�W� 
��'+, . �( ;��u��� X�N, X> 3 x
,�� x�
O�$� �
�� X> "# e50�, e�N�! ����j x
�K�� �,�\� �5!K� s��!
À4
� �( 
¥��6�.  

 �1j�'�� :�;<�W
j X
O¥��, �j
Q�W�� ��
WS !> T�1�� X
� �L#!HTTP Artifact
�196� D@m�� S;¬9ª� ��A B-�, � 'C�, X> 
 ��Z
���� �1���� R� ��)� ��A x�;$�! x�'9�A<md:ArtifactResolutionService>��$'m�� e2
�1-� 3 .  

 '9�-�� p��� X> RN�!<md:IDPSSODescriptor>�A  '�
�-�� �<md:NameIDFormat> 
!<md:AttributeProfile>! <saml:Attribute>  !> �MW�� �,�� 4'-� r
�	> MA;� ��
-�� ��	
N�%� B0, @N�

��
� M��! *�-	 !> �]-	 *
�0	
c . ��A! �W
���� ��A �R5�-� X
���W� U�
02 D
��> *�K�6� ��� �d� MA� ��	
N�# h���2!
�,�\� �5!K� ',;�2.  

 '9�-�� :�;<�W� x
},> RN�!<md:SPSSODescriptor> *�-��� M���2 3 e�0(S RA !> ��;�� �5!K� �c
$ RA :gA²� 
SAMLX
���W�� RA *
���-� 
�  .�,�\� �5!K� ',;�2 ��A x
+�! @����� *�-��� Y�S�# x
�!� ��0,! . YS;, X> RN�!

 '�
�-�� R� 'd�> !> ;$�! '9�A<md:AttributeConsumingService>  �N� X�N, X> ��A ���$'m�� e2
�1-� 3
 ��
W'�� 3 ��
$%
j k�;� X�N2 X> RN� ��� �+��<6� *
�;�� K�� ]-	 «'�C 
���<AuthnRequest> . :;<��,!

 ]-���isDefaultT�i��
j ]-��� *
0�1�� R� �A�O~ ;,;��� .  
2.4.11 �%� H���%� A�
��� �I J�'��� ��/1�: K�L(ECP) 

 X#������ ������ ������ �� ��
��� (ECP) G��Wuj 
�S! �TW
�� �,�� �5!K� �9�, h�� 4'-, :
l	 X
�� ��  h���,
 �1j�'�� ��A ;O�-,! �r
���� ��AReverse SOAP (PAOS))  ;�0�� 'l	�10.(  

§u, 
O� �� ��0	
�� ��� e1m�2 �,S
��W ��A U
d�! :�, p��� @��Z'�� 4'1�� X�ja ��A '1�ECP "# L
+��� 
�# e�;<��, 
B�O}�� !> B���+� G�('6� �S�6�! ��;�� �5!K� e�C X�N, �,�� �5!K� "# L
+��� 
�#! ��;�� �5!K� {;� �S�� . R�����C

 e�+	 @��Z'�� 4'1��)�-+�
j e�+	 R���W� ;� X�N, !> (
���W�
j x�;��u2 �Z;�A S;9, p��� �,�\� �5!K� {;� X) X�N, ;�!
��;�� �5!K� R� :
�W»j ��L .(@��Z'�� 4'1�� x
���> x
�
�W 7
��
j �m�,! �;��u��� ��;�� �5!K� �����, �Z;�A! . ;�!

 U�9$! �A
+��� *
O�-� k
A�'� 
� �R,�5!K6� Bj 
� @��Z'�� 4'1�� MW� �,�� 4'-� �;$> ;� ���O-�� ��� D
��> X�N,
� 4'1�� T	
c R� ��C��6�@��Z'�.  

 �i��� 3 X
���W�� T�[ U���2!'j ��A ���0� ��0	
�� ���!SAML �1j�'�� 
� ��'�E�
j PAOS.  
   �l$g�� �i��� r
1	 YS
� 
�2 �,�� 4'-� {;� e�+	 @��ZS 4'[ R����, @N� ��O-��6� �Z
W��� X# SAML.  
1.2.4.11 ���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp ) 4;���6� MW�� X
N� x
},> �� ���!
 ��0	
�� �1�1� 3 ;��6�ECP /��6� 3 A.(  

,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  
 �V?�� _ =�2p��� ������ ���M� ��%���SAML : ]�0d2 ��,'1� �,�\� 4'-� ��0	
�� ��� :;<��2 ��
��"bearer"  3

 �i�9��SAML V2.0 :urn:oasis:names:tc:SAML:2.0:cm:bearer.  
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Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  
2.2.4.11 ��2!�4� }' �?��U ���!  

 ��0	
�� X»C ��gA> B0� �� 
O�ECP *gA
+��� �5;^ )*�'�¦��� (j! R,a5K-6� B�5�+6� Dg���� !> RZ
jK�� Bj p�5!K� B
�,�\� p�5!K�! ��;�� . ;�$��� 
������ ��0	
c R� £
� /�012 
�#(SSO) ��A'+�� k'�+�� 3 �$!'m6� 1.4.11 . 'm2 ¯ �L#!

 ;A����
j ;����� B-�, �8+9�6� �A ���0� Ij�!S U
O-�W� ���9t ;A����� X�N2 ¯ �L#! �{'�> ;A��� "# ��0	
�� ���
 k'�+�� 3 k�S���� ��A'+��1.4.11.  

 X�jK�� X#ECPB��
��� B['m�� 3���, &�+� ���! !> X�ja �� :  
  �   X�jK�� 
� T$
9�6� @��Z'�� 4'1��! �
���A �9� h�� 4'-, !> ��,�\� �5!K� RA *
���-� ����

ECP �A
+2 r
�W 3 �
\
O-�W� 3 T(', )'�¦2 (��;� �5!K� 
�.  
:;�, X> ��;� �5!K6 8��, ���! X�jK�� "# X
���W� T�[ ECP �,�\� �5!K� 4
m��� !> �C'-� "# Y
�� X> X!� R� �

 TW
�6�) k�1�� r�C K+��
j2 ��0	
�� R� SSO ��A'+�� k'�+�� 3 1.4.11.(  
  �   �1j�S :�;<�W� ��A S�
�SOAP G���� (PAOS) X
���W� T�[ �c> R� 
�� 
���0	
c ���0� @� 
O� 

e� �j
Q�W��!.  
�! X�ja VA X
���W� ;��u2 ��A U�9�� R� ��;� �5!K� R¥N� ��ECP ��L �( 3 �� s�� �) �A
+��� r
�W YS
� p>

pS�+�� (S�'O�W
j '���� �� �! k'E
0� e��# e�c���� xgj
� kS!'}�
j . U���2!V�� ;Z��C R� x
},> 
C', ���!SOAP 
O��j �
U�
0�� ��0	
c! �1�1� :�;<�W� ��A 'j
d,|�0�� @im��� B�^ �c> R� x�;�c x�;,;^ �5;�  . !> X�jK�� "# 'l��� RN�!

 a5K-6� &5�+6� ������(ECP) I�W! e	> ��A SOAP�,�\� �5!K�! ��;�� �5!K� Bj .  
��0	
�� ��� 3 �$!'m6� ��+Z
©��� ;O�-, '�� �O-��� ���! p> !> x
�+9�� a5K-6� X�jK�� X�N, X> RN� .�j X�N, 
O�

 x
�5�+� xg��! a5K-6� &5�+6� ������HTTPx�a5K-� x
	�ja sC
�,  . "# ��^ ��� *
	gA%� X»C ���L �( "# 'm, ¯ �L#!
R,a5K-� RZ
ja RA B�5�+6� Dg���� RA! R,a5K-6� RZ
jK�� RA ]���� s+�j *
	gA# 
�> ��A M�+2 X> T� �R,a5K-� RZ
ja.  

� 
�1��, 
O�! U���2!V�� 3 *
j
Q�W��! *
0�1�� ×� ���� �Z
W'�� M���,! �W', X> a5K-6� X�jK�HTTP � ���� X
U���2!V�� �Z
WS :!;� ��A ��[
0�A� ���� e� ;c�,.  

 �1j�'�� R� ��0	
�� ��� aK-2!SOAP G���6� (PAOS))  ;�0�� 'l	�10 .(�;�� ;A��� ��0	
�� ��� !�+�� 
05�, X> B-�,! *�
HTTP �
O�A� PAOS ��W>S kS;ÒC ��0	
�� ��� :;<��2 ���0	
�� ��� 3 k�;�� ;A����� "# �C
�# ��1j�'�� ��� 3 k�;�� 

SOAP PAOS T�Q��6� Bj ���O� HTTP X�jK��! ECP U���2!V�� 45'-2 � 
��N�! �PAOS*���
j  . ��0	
�� ��� X#
 ��W>'�� S;ÒC 45'-2SOAP'2 ���  �i��� 3 *
j
Q�W��! *
0�1�� /C�SAML . 
� �0Ð�'� ��� ��W>'�� S;ÒC X�N2 X> RN�!

 *
�W>S S;ÒCSOAP ��
W'�� R�> ��W>S kS;ÒC 
� xgd� �:ag�� S;��
j 
��(! SOAP �d� �:!K��� ;�A ����> fZ
9� �C
�% 
X
���W�� T�[ "# 4
}, @O�S 
���2.  

W>S S;ÒC R� X
�A�O~ :;<��2! U���2!V�� 3 �j
Q�W�� !> T�1�� ��SOAP : ��W>'�� S;ÒC 
��!>PAOS *
���-6 
PAOS ��0	
�
j ��
�� ��W>'�� S;ÒC ��	
d��! ���
-�� ECP ��0	
�� ��+Z
©�j ��
�� *
���-6� �¾ �c> R� ECP.  
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 #l���X.1141/2-11 �_ �4��.� ����!�  *��P�� ��2!�L ECP 

 �Nm�� 85��,2-11 ;�$��� 
�����
j G
����� a
È% ��W
W)� �1�1<��� (SSO) X�ja :�;<�W
j ECP . H'm2 ��0	
��!
���
��� *��1�� . �1j�'�� T�$ ������$ �Z
W'� *��
02 k;A !> ;$�! U�
02 �
�;$�� *��1�� {;$# 3 
�, ;�!

��(! �k�1�� ��\ ��O-��6���+���� ��A �+���6� ������ ec!> R� 
.  
  (1   *��P�� �+�̀ ��ECP ,�:��"t�� ]?W HTTP��+j� 
G"P� }'   

   k�1�� 3 @��Z'�� 4'1�� :��,1 X�jK�� VA �ECP T�[ n;��j �HTTP �5!K� {;� X��u� �S�� "# 
 X�jK�� um�� |�> r
�W ��;�� �5!K� {;� X�N, � v�$ ���;��ECP'1��! @��Z'�� 4.  

  (2   ���7� ��+j� 
G"P� �+�̀ ��<AuthnRequest> *��P�� }' ECP 

   �1�� 3 ��;�� �5!K� S;9ª,2 ��
WS �<AuthnRequest> X�jK�� "# ECP 
�O��, X> e�� G��16� �
TW
�6� �,�\� �5!K� "# . �1j�'�� 
�� �O-��2!Reverse SOAP (PAOS))  ;�0�� 'l	�10.(  

  (3   *��P��ECP���M� 
G"P� 
+�   
   X�jK�� �9�ECP k�1�� 3 3 T�[ U���2!'j �c> R� �,�\� �5!K� {;� ��Z
� �1�	 
��� ��A 

��5}+6� e�1j�S ;O�-, p��� X
���W�� .��+���� ��A h���2 ��L 
¡ /���, ��� �Z
W���! . �O-��, ;�!
 X�jK��ECP �i��� 3 �,�\� �5!K� 4
m��� ��0	
c SAML ��A'+�� k'�+�� 3 H!'m� �� 
O� �3.4.11.  
   �l$g�)�g¥[g� (�  H'��,PE18)  'l	�OASIS PE:2006(�gA> k'�+�� R� ��)� '1��� D
i�# .  
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  (4   *��P�� #3�ECP ���7� <AuthnRequest>���M� 
G"P� }'  

   X�jK�� �O�ECP k�1�� 3 4 ��
WS <AuthnRequest>� �,�\� �5!K� "#  k�1�� 3 e�,�� �C5'-63 �
 �1j�'�� R� x�5;-� xgNE x
�;<���SAML SOAP)  ;�0�� 'l	�10( �,�\� �5!K6 3
�%� H
O��� 
� �

 ��[
0�A� �Z
WS U�
0�, XujHTTP X�jK�� 
� ECP T�1�� �j
Q�W�� �0� SAML.  
  (5  D��E��� ;���� ���I ;G��� ���M� 
G"P�  

  � 3 �,�\� �5!K� :��, k�1�5 ��� r
1	 3 
�2 � �Z
W! �1W��j @��Z'�� 4'1�� �,�� h,'-�j 
��0	
�� .k��c�� ������� kS!� U
O-�W� �
-, ;� !> x�;,;c X
���W� �OA ��L T�1�, ;�!.  

  (6   ���7� ���M� 
G"P� �+`��<Response> *��P�� }' ECP��+j� 
G"P� �%+K��� 0  
   k�1�� 3 �,�\� �5!K� S;9ª,6 ��
WS <Response> �1j�'�� x
�;<��� �SAML SOAP 
�O��, @N� �

 X�jK��ECP �5!K� "# ��;�� . X
���W� ;��u2 ��A p��^ ;� !> �u1� "# ��
W'�� �m2 ;�!) ��A
��)�.(  

  (7   *��P�� #3�ECP ���7��� <Response>��+j� 
G"P� }'   
   X�jK�� �O�ECP k�1�� 3 7 ��
W'�� <Response> �1j�'�� x
�;<��� ���;�� �5!K� "# PAOS.  

  (8  q� qg%�� "b D��E��� ;��?� ������ ��� ��+j� 
G"P�  
   ��
W'�� ��;�� �5!K� M���, X> ;-j<Response> k�1�� 3 e�N� ��,�\� �5!K� R� 8 e�
�W �m�, X> 

 e�N� !> �G��16� �S�6� 
5c',! @��Z'�� 4'1�
j £
�� |�)� X�jK�� T�Q��, X>ECP 4'1�� {;� 
u1� 
� @��Z'��.  

3.2.4.11 ��2!�4� Q�"  

�,��'C%� *��1�� RA ��59+� *
+,'-2 ���
��� ��A'+�� *�'�+�� :;�2.  
1.3.2.4.11  *��P�� �+`��ECP ,�:��"t�� ]?W HTTP��+j� 
G"P� }'   

 X�jK�� �W',ECP x
0�[ HTTP�S�� x��;� ���;�� �5!K� "# x
��-� x� . T�1�� ��� /j
1�, X> B-�,!HTTP �1j�'�� 
� 
PAOS U���2!V�� 3 ���
��� ��W>'�� U��$ ��A p��� X> T� T�1�� X> |-, 
� �HTTP:  

  (1   ��W>'�� ��$Accept U���2!V�� 3 HTTP IO��� U�0� ��	
N�# ��A U;, p��� MIME 
"application/vnd.paos+xml".  

  (2  W>'�� ��$ ��PAOS U���2!V�� 3 HTTP �i�� �;� p��� PAOS 7
��
j 
urn:liberty:paos:2003-08��)� ��A .  

  (3   ��W>'�� ��$ 3 ��0	
�� ��� �
O�A� �;��, X> B-�, ���L r�C!PAOS U���2!V�� 3 HTTP �S
0�A
j 
 �O���� 
� ��;� �O��urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp .,! ��\ @i0�

 U���2!V�� 3 ��W>'�� kS;� 3 ��;�� ]-	 �j
�2 X> �O����SOAP T�1�� 3 PAOS . ����� RN�!
���
��
� ��+� ��;�� �5!K� R� T�1, X> xgd� �O-���:  

 
GET /index HTTP/1.1 
Host: identity-service.example.com 
Accept: text/html; application/vnd.paos+xml 
PAOS: ver='urn:liberty:paos:2003-08' ; 
'urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp' 

 



 

166   �������ITU-T X.1141 (2006/06)  

2.3.2.4.11  ���7� �+`�� ��+j� 
G"P�<AuthnRequest> *��P�� }' ECP 

!> �Ü :;�, X> �0� p> �B-6� �S�6� "# L
+��� 8�� �0� @��Z'�� 4'1�� x
���> x
�
�W ��;�� �5!K� T�1�, 
�;�A �*
�1-� 
 U���2!V�� T�[ "# �j
Q�W�� e�N�HTTP �1j�'�� x
�;<��� �PAOS ��
WS 
� <AuthnRequest>  �j
Q�W�� ����

HTTP . �j
Q�W� ��;�� �5!K� S;9,!HTTP 200 OK X�jK�� "# ECP ;$�! h¥�i� ��A p��^ SOAP.  
 h¥�i6� p��� X> B-�,!SOAP��A :  

  (1   '9�A<AuthnRequest>  U���2!V�� ×� 3SOAP 3 ��)� M���O�� u��� �SOAP �5!K� �� p��� 
�,�\�.  

  (2   ��W>S kS;ÒCPAOS SOAP X�jK�� 4;���2 ECP �A
+�� '9�-�� �O�� :�;<�W
j SOAPR�  :
http://schemas.xmlsoap.org/soap/actor/next . *
���-� ��W>'�� kS;Ò+�� ��� :;�2!


��6� �5;� �d� �M¥N^ URL *�L �Z
W'�� U�
0�� �1�1<��� ��� 3 �j
Q�W�� e��# �W'2 X> T� p��� 
�j��16� �j
Q�W��.  

  (3   ��W>S kS;ÒCSOAP X�jK�� ��0	
µ B-� T�1� ECP X�jK�� 4;���2 �ECP �A
+�� '9�-�� ��;<��� 
SOAP :http://schemas.xmlsoap.org/soap/actor/next .3 ��W>'�� kS;Ò+�� 4'-2! 

 X�jK�� T�[ECP X�jK�� X
� X# ���;�� �5!K� 
��0�, �,�\� p�5!K� �OZ
� �d� �e��
-� ECP 
�1��, 
 �A
+���)'�¦��� ( RN�! X
�	%� R� D!'�6� ��;�� �5!K� MW� 45'-2 
O� �X�jK�� VA @��Z'�� 4'1�� 
�

@��Z'�� 4'1�� :
�> �E
m�� ��A e�'A.  
 hÐ�i6� p��� X> RN�!SOAP ��W>S kS;ÒC ��A SOAP RelayState X�jK�� ECP X�jK�� 4;���2 �ECP �O�� ��;<��� 

 3 �A
+�� '9�-��SOAPR�  :http://schemas.xmlsoap.org/soap/actor/next . ��A ��W>'�� p��^!
 X�jK�� "# 
��-c'2 G��16� ��
�� *
���-�ECP �j
Q�W�� 
� SAML.  

3.3.2.4.11  *��P��ECP� ���M� 
G"P� 
G+  

 X�jK��ECP ��
W'�� ��,! �TW
�6� �� �,�� �5!K� p> S'�, p��� �� SOAP���� x
�C! .  
4.3.2.4.11  *��P��ECP ���7� �+`�� <AuthnRequest>���M� 
"P� }'   

 X�jK�� ��A B-�,ECP ��W>'�� S;ÒC �,K, X> PAOS! ECP RelayState! ECP RequestW'�� S'� X> �0�  ��

<AuthnRequest> �1j�'�� R� x�;-� xgNE x
�;<��� ��,�\� �5!K� "# SAML SOAP . T�1�� MÐ��ª,!SAML RA 

 /,'[SOAP X�jK�� T�1� T�Q��, X> e�N� �,�\� �5!K� X> �( �p�
-�� G��W)
j ECP U���2!V�� 3 HTTP �
 �j
Q�W
jHTTP G
���� �NE ��A xgd� p��^ HTML ��A !> ��dO��� �Û ��c�� {'�> �j
Q�W� . 
j
�2 �;� X> RN�!

 U�
0��� �ON, X> �,�\� �5!K� ��A 4
16� �,
� 3 B-�, RN�! �*��
0��� R�SAML SOAP �j
Q�W� 
5c', X>! �SAML 
 �1j�'�� VASOAP.  

 '9�-�� ��A 
¥��, X> ��;�� �5!K� 
�1��,!<AuthnRequest> *���
j .��;9�� ��� 3! ��
W'�� ;A��� �
052� B-�, 
 8+9�6� ��0	
c 3 k�;��SSO ��A'+�� k'�+�� 3 k�S���� 1.4.1.4.11.  

 
c', X> e��A B-�, !> ��Z
W��� �-0j @��Z'�� 4'1�� �,�� S'�, X> �,�\� �!K� ��A B-�, �
�;-j !> k�1�� ��� �0�!
 u1�<Response>'+�� k'�+�� 3 �
	�> H!'m� �� 
O� � ��A6.3.2.4.11.  

5.3.2.4.11 D��E��� ;���� ���I ;��� ���M� 
G"P�  

 @��Z'�� 4'1�� �,�� S'�, X> �,�\� �5!K� ��A B-�, �
�Z
��	� ;-j !> ��j
��� k�1�� D
��> �X
� ]�! p> 3) X
� �L# �#
��;�� �5!K� "# u1� 
5c', .( ]-���!<AuthnRequest> ForceAuthnx���c�� X
� X# � �O��j "TZ
�" �5!K� :K�, �
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@��Z'�� 4'1�� 
� e� ;�-2 X> RN� �k��c�� kS!� ��A ;O�-, X> R� x�;j �;,;c R� �,�\� ��� S'�, Xuj �,�\� . �#!
 
�� k
A�'� 
� ��O-��6� ���! R����, @N� ���W! p> U
O-�W� �,�\� �5!K� 
�1��,! �{'�)� 'l��� *
�c! 
�� ROC

� *
0�1�6� ��
W'�� 3 �cS;6<AuthnRequest>  '9�-�� �Nmj<RequestedAuthnContext>.  
6.3.2.4.11  ���7� �+`� ���M� 
G"P�<Response>  *��P�� }'ECP��+j� 
G"P� ;+K���" 0  

 ��
WS �,�\� �5!K� 
5c',<Response>  �i��� 3SAML)  u1� !>SOAP(X�N, X> ;-j �X
���W� T�[ 
� :;�2 
�;�A � 
@��Z'�� 4'1�� �,�� S'� ;� . �j
Q�W�� �³O�ª2!SAML �1j�'�� :�;<�W
j SAML SOAP ��
WS 3 SOAP '9�-�� 
� 

<Response>  U���2!V�� ×� 3SOAP U���2!V�� 3 ��)� M���6� �S
0�A
j ��;�� �5!K� "# 
\
WS% ku��� �SOAP .

c 3 k�;�� �j
Q�W�� ;A��� �
052� B-�,! 8+9�6� ��0	SSO ��A'+�� k'�+�� 3 k�S���� 2.4.1.4.11.  

 ��W>S kS;ÒC ��A �,�\� kS;ÒC ��A �,�\� �5!K� RA k�S
9�� �j
Q�W�� ��
WS p��^ X> B-�,!SOAP X�jK�� �j
Q�W� ECP 
 ��W>S kS;ÒC ��A p��^ X> RN�! ���0	
�
j ��
��ECP RelayStatejK�� X
C;���2 
�
���! F X�ECP.  

7.3.2.4.11  *��P�� #3�ECP ���7��� <Response>��+j� 
G"P� }'   

 X�jK�� �,K,ECP kS;Ò+�� )S;Ò+�� ( ��W>S kS;ÒC h�}, X> e�N�! ���W>'��SOAP �j
Q�W� PAOS ��W>S kS;ÒC! �ECP 

RelayState  �j
Q�W�� ','  �0�SOAP �1j�'�� U
O-�W
j ��;�� �5!K� "# PAOS.  
�2! ��W>'�� kS;Ò+�� k�
A �O-�SOAP <paos:Response>  ��� IjS �c> R� ���;�� �5!K� "# kS'O6� �j
Q�W�� 3

��;�� �5!K� R� /j
W T�1j �j
Q�W�� . b
02S�� ]-	 X�N, � ���0	
�� ��� 3!refToMessageID  X> 
6
[ �x
j��1�
 ]-���InResponseTo'9�-�
j £
��  <Response>3  �i��� SAML X
� �L# RN�! �&'i�� ��\ e�
O-�W� RN� �

 ��W>'�� kS;Ò+�SOAP <paos:Response> ��
WS messageID ��W>'�� kS;ÒC U
O-�W� �Z;�A T� �SOAP 
<paos:Response>.  

 ��W>'�� kS;ÒC �O�� :;�, p��� �� ��;�� �5!K�!<ecp:RelayState>  X�jK�� "# k�
AECP RN�! �e0�[ 
�  X
� �L#
 ��O��� �( �j
Q�W� Y
�	»j :��, �,�\� �5!K�)�j��1� �() (
��j
�� x
0�[ M���, X> X!� R�( ��W>S kS;ÒC YS;, X> e�N� �

RelayState  *gA
+��� ���
-� ��+�� ���;�� �5!K� 
� U�
0�� r
+2� "# x��
��W� �B02)*�'�¦��� ( X�jK�� 
� ��$g��ECP .
�� ��L X�N, ;�! 
��6� �5;� URL��;�� �5!K� {;� �S�6 .  

 X�jK�� "# e0�[ 3 ��;�� �5!K� R5O� �L#!ECP ��W>S kS;ÒC �SOAP <ecp:RelayState> ��;�� �5!K� R5O� �L# !> �
 �j
Q�W�� 
� ��j
1� ��W>S kS;ÒC e�j
Q�W� 3SAML��;�� �5!K� "# ��W'6�  .�;�� �5!K� �O��� �,��!)� X�N2! ��\ �

 ��W>'�� kS;Ò+��)*;c! X#.(  
4.2.4.11  *��P�� ��2!�L ����w ,�3��7�ECP 

 �i��� �1�1� 45'-2XML X�jK�� ��0	
� ECP �j
Q�W�� !> T�1�� ��W>'�� S;ÒC �SOAP��0	
�� ��� 
��O-��2 ���  . 
O�C!
�1�1<��� ��� �����j ���
� �OZ
� @�,.  

 
<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    xmlns:ecp="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp" 
    xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns:S="http://schemas.xmlsoap.org/soap/envelope/" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <import namespace="urn:oasis:names:tc:SAML:2.0:protocol" 
        schemaLocation="saml-schema-protocol-2.0.xsd"/> 
    <import namespace="urn:oasis:names:tc:SAML:2.0:assertion" 
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        schemaLocation="saml-schema-assertion-2.0.xsd"/> 
    <import namespace="http://schemas.xmlsoap.org/soap/envelope/" 
        schemaLocation="http://schemas.xmlsoap.org/soap/envelope/"/> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-ecp-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
              V2.0 (March, 2005): 
                Custom schema for ECP profile, first published in SAML 2.0. 
        </documentation> 
    </annotation> 
 
    <element name="Request" type="ecp:RequestType"/> 
    <complexType name="RequestType"> 
        <sequence> 
            <element ref="saml:Issuer"/> 
            <element ref="samlp:IDPList" minOccurs="0"/> 
        </sequence> 
        <attribute ref="S:mustUnderstand" use="required"/> 
        <attribute ref="S:actor" use="required"/> 
        <attribute name="ProviderName" type="string" use="optional"/> 
        <attribute name="IsPassive" type="boolean" use="optional"/> 
    </complexType> 
     
    <element name="Response" type="ecp:ResponseType"/> 
    <complexType name="ResponseType"> 
        <attribute ref="S:mustUnderstand" use="required"/> 
        <attribute ref="S:actor" use="required"/> 
        <attribute name="AssertionConsumerServiceURL" type="anyURI" 
use="required"/> 
    </complexType> 
     
    <element name="RelayState" type="ecp:RelayStateType"/> 
    <complexType name="RelayStateType"> 
        <simpleContent> 
            <extension base="string"> 
                <attribute ref="S:mustUnderstand" use="required"/> 
                <attribute ref="S:actor" use="required"/> 
            </extension> 
        </simpleContent> 
    </complexType> 
</schema> 

 

 �i��� R� *
0��'��� ��� �O-��2 X> T� h�� H'm2 ���
��� ��A'+�� *�'�+��!XML.  
1.4.2.4.11  ]?��� ��7b� ��+�%PAOS : ��+j� 
G"P� N�(SP) hGP�.� �G��.� #�:��� "b *��P�� }' (ECP) 

 T�1�� ��W>S kS;ÒC �m2PAOS ��
-6� U
O-�W� "# PAOS���
��� *�-��� ��A p��^! :  
�  responseConsumerURL ]G��1�[  

   X�jK�� ��A T� R,> "# �5;�ECPu1� �j
Q�W� �W', X>  . �5!K� �j
Q�W� ��� R� /����� x
},> :;<��,!
 �5;��! 
��6� ��� Bj 
[
��6� /����
j ��,�\�AssertionServiceConsumerURL �j
Q�W� ��W>S kS;ÒC 3 �

 X�jK��ECP .� X�N2 X> B-�,! �O���� s+	 @� �O���� ��AssertionServiceConsumerURL) !>  
 �5;��URL��$'m�� *
�1-6� 3 e��# U
��  ( 3 ���O��<AuthnRequest>.  
   �l$g�)�g¥[g� (– H'��, PE22)  'l	�OASIS PE:2006 ( RA &
-��, X>

AssertionServiceConsumerURL  7
��
j k��)� ��O�� 3AssertionConsumerServiceURL.  
�  service ]G��1�[  

   ��;�� X> B0,PAOS ��0	
�� ��� @� x
��
$ ��O-��6� SAMLX
���Wg�  .@� �O���� X�N2 X> T�! :
urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp.  
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�  SOAP-ENV:mustUnderstand ]G��1�[  
   X�N2 X> �O���� ��A B-�,1) �0Z
� .(B-�,! 3 u1�� ;���2 SOAP ��W>'�� kS;ÒC ]	
� �L# �PAOS ]��� 

����+�.  
�  SOAP-ENV:actor ]G��1�[  

  @� �O���� X�N2 X> T� :http://schemas.xmlsoap.org/soap/actor/next.  
�  messageID ]pS
����[  

  pS
���� �j
Q�W� Ij�'�j 8O�, .j��1� s�� e�N�! ���0	
�� ��� 3 �O-��, X> RN� ��+Z
©��� ��� X> 
6
[ �x

 U���2!V�� ��0[ 
�'C�2SAML 3 �,�\� 45'-� ]-	 VA �<AuthnRequest>  ]-���!InResponseTo 3 

<Response>.  
 ��W>'�� kS;ÒC 3 {��� '9�A ;c�, �!SOAP T�1�� R� PAOS.  

2.4.2.4.11  *��P�� ]?W ��7b� ��+�%ECP : 
G"P.� N�SP *��P�� }' ECP 

2 ��W>'�� kS;ÒC �O-��SOAP X�jK�� T�[ 3 ECP X�jK�� 
�c
�� ��� *
���-6� �O^ @N� �ECP T�[ ��
-6 
X
���W�� .��0	
�� ��� U
O-�W� "# �m, 
���c!! ����K�# @�! .���
��� *�-���! '�
�-�� ��A p��^ @�!:  

�  SOAP-ENV:mustUnderstand ]G��1�[  
  2 X> �O���� ��A B-�, X�N1 . u1�� ;���2 B-�,!SOAP X�jK�� ��W>S kS;ÒC ]	
� �L# �ECP����+� �( .  

�  SOAP-ENV:actor ]G��1�[  
  @� �O���� X�N2 X> B-�, :http://schemas.xmlsoap.org/soap/actor/next.  

�  ProviderName ]pS
����[  
  T�
1�� ��;�� �5!K6 X
�	%� R� D!'�� MW�.  

�  IsPassive ]���pS
�[  
  ��	��j �O�� . ]	
� �L»C"�0Z
�" |�0�� 81��� 3 MN���� 
O���, �> e�+	 X�jK�� ��A! k;�� �5!K� ��A B-�, �

«��� G��Wuj @��Z'�� 4'1�� 
� gA
+�, X>! �T�1�� S;¬9ª� R� �O-��O�� . ���5;�� �O���� RN2 ¯ �L#!
 @� T�i��
j �O���
C"�0Z
�."  

�  <saml:Issuer> ]1�G��[  
  T�
1�� ��;�� �5!K6 ;�$��� �,�\� 4'-� ��A '9�-�� ��� p��� X> B-�, . ]-��� 4�$ B-�,!Format !> 

�O���� e� X�N2 :urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  
�  <samlp:IDPList> ]pS
����[  

  M���! ���;�� �5!K� M¡ 4'�-, ��,�� p�!K� �,S
���� �OZ
� X�jK�� S
�� X> RN� ECPT�1�� :;<�� .  
3.4.2.4.11  ���	 ��7b� ��+�% #�	����(RelayState) *��P?� ECP : 
G"P.� N�SP *��P�� }' ECP 

 ��W>'�� kS;ÒC �O-��2SOAP X�jK�� ��$'2 ��
� ECP ���! ��;�� �5!K� R� k�S���� ��
�� *
���-� �O^ @N� �

-� ;�A x
�$� 
�c
���W X�jK�� R� ���
��� �j
Q�W�� ��ECP . X�jK�� ��A B-�, ��O-��2 
�;�A 
��N�! �,S
���� 
�#

ECP k�1�� 3 k�S���� �j
Q�W�� 3 ��j
1� ��W>S kS;ÒC YS;, X> 5 �Nm�� R� 2-11 .B��
��� B�-��� ��A �O�m2 @�!:  



 

170   �������ITU-T X.1141 (2006/06)  

   �l$g�)�g¥[g� (� H'��, PE27)  'l	�OASIS PE:2006 ( X> k�1�� RA &
-��,5 k�1�
j 7�gA> f��� 3 .  
�  SOAP-ENV:mustUnderstand ]G��1�[  

   X�N2 X> �O���� ��A B-�,1) �0Z
� .( u1� ;���2 B-�,!SOAP����+� �( ��W>'�� kS;ÒC ]	
� �L# .  
�  SOAP-ENV:actor ]G��1�[  

  @� �O���� X�N2 X> B-�, :http://schemas.xmlsoap.org/soap/actor/next.  
T�
1�� 
���� ��� ��
�� *
���-� ��A p��^ ����W �� ��W>'�� kS;ÒC '9�A {��� X# . ��A B-�, �x�'C��� X
� �L#!

 X�jK��ECP ��W>'�� kS;ÒC 3 �O���� s+	 YS;, X> RelayState k�1�� 3 ��;�� �5!K6 T�Q��, 
�;�A 5 . ;,K2 �> B-�,!
 ��A ������� �O��80
j  ;� ��� {'�)� *
,
O�� RA 'l��� 4'9j �T�
1�� �0� R� ��O� 
���gW X�N2 X>! U�1�� 3 ��,

��
W'�� U
WS# D
��> k��c�� X�N2 � !> X�N2.  
 X
���W�� T�[ ��A U
d� @�, 
O�C!SOAP X�jK�� "# ��;�� �5!K� R� T����� ECP:  

 
<SOAP-ENV:Envelope 
 xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
 xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
 xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
  <SOAP-ENV:Header> 
    <paos:Request xmlns:paos="urn:liberty:paos:2003-08" 
       responseConsumerURL="http://identity-service.example.com/abc" 
       messageID="6c3a4f8b9c2d" SOAP-
ENV:actor="http://schemas.xmlsoap.org/soap/actor/next" SOAP-
ENV:mustUnderstand="1" 
 service="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp"> 
    </paos:Request> 
    <ecp:Request xmlns:ecp="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp" 
 SOAP-ENV:mustUnderstand="1" SOAP-
ENV:actor="http://schemas.xmlsoap.org/soap/actor/next" 
 ProviderName="Service Provider X" IsPassive="0"> 
      <saml:Issuer>https://ServiceProvider.example.com</saml:Issuer> 
      <samlp:IDPList> 
        <samlp:IDPEntry ProviderID="https://IdentityProvider.example.com" 
            Name="Identity Provider X" 
            Loc="https://IdentityProvider.example.com/saml2/sso" 
        </samlp:IDPEntry> 
        <samlp:GetComplete> 
        https://ServiceProvider.example.com/idplist?id=604be136-fe91-441e-
afb8 
        </samlp:GetComplete> 
      </samlp:IDPList> 
    </ecp:Request> 
    <ecp:RelayState 
xmlns:ecp="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp" 
 SOAP-ENV:mustUnderstand="1" SOAP-
ENV:actor="http://schemas.xmlsoap.org/soap/actor/next"> 
      ... 
    </ecp:RelayState> 
  </SOAP-ENV:Header> 
  <SOAP-ENV:Body> 
    <samlp:AuthnRequest> ... </samlp:AuthnRequest> 
  </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 

 

 X�jK�� :��, �gA> '�­L 
O�!ECP B��W>'�� B2S;Ò+�� ���a»j PAOS! ECP ��
W'�� R� SOAP X
���W�� T�[ U
WS# �0� 
�,�\� �5!K� "# :
�)� "# . X�jK�� R� �W'� X
���W� T�[ ��A U
d� @�, 
O�C!ECP�,�\� �5!K� "# .  

 
<SOAP-ENV:Envelope xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
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  <SOAP-ENV:Body> 
    <samlp:AuthnRequest> ... </samlp:AuthnRequest> 
  </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 

 

4.4.2.4.11  *��P�� ���^�7� _ ��7b��� ��+�%ECP : ���M� 
G"P� N�(IdP) *��P�� }' ECP 

 ��W>'�� kS;ÒC U
O-�W� B-�,SOAP X�jK�� �j
Q�W� 3 ECP X�jK�� "# �,�\� �5!K� R� ���
��� �j
Q�W�� ��A ECP . @�!
���
��� *�-��� ��A p��^:  

�  SOAP-ENV:mustUnderstand ]G��1�[  
   X�N2 X> �O���� ��A B-�,1) �0Z
� .( u1� ;���2 B-�,!SOAP� �L#  X�jK�� ��W>S kS;ÒC ]	
ECP �( 

����+�.  
�  SOAP-ENV:actor ]G��1�[  

  @� �O���� X�N2 X> B-�, :http://schemas.xmlsoap.org/soap/actor/next.  
�  AssertionConsumerServiceURL ]G��1�[  

   ��
W'�� "# x��
��W� ��,�\� �5!K� R� b�0}�<AuthnRequest>  ��$'m�� *
�1-6� "# !> ��;�� �5!K6
�,�\� �5!K� 
���A ��
��.  

 X�jK�� ��A B-�,ECP X�jK�� 
���A �9$ ��� �O���� �j
�2 �O���� ��� X> ;�y, X> ECP �5;�� 3 
responseConsumerURL ��W>'�� kS;ÒC 3 SOAP T�1�� 3 PAOS��;�� �5!K� R� eO��W� p���  . X
� 
6!

AssertionConsumerServiceURL s������ !> ��
-6� �-j T�1�, '�)
C �/�1� ��.  
 ����� ��� :;<��2!&�'()8��9�� �j
Q�W�� ;9�� ;��u2 �c> R� ����>  . X�jK�� ��A B-�, �:D���2 � M���� ]	
� �L#!

ECP u1� �j
Q�W� ;¥��, X> SOAP �j
Q�W�� 
5c', �> B-�,! ���;�� �5!K� "# SAML.  
� '9�A ;c�, �! ��W>'�� 3 {��SOAP X�jK�� �j
Q�W� R� ECP.  

 �5!K� R� �j
Q�W� ��A U
d� @�, 
O�C!IdP X�ja "# ECP.  
 
<SOAP-ENV:Envelope 
 xmlns:ecp="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp" 
 xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
 xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
  <SOAP-ENV:Header> 
     <ecp:Response SOAP-ENV:mustUnderstand="1" SOAP-
ENV:actor="http://schemas.xmlsoap.org/soap/actor/next" 
AssertionConsumerServiceURL="https://ServiceProvider.example.com/ecp_asser
tion_consumer"/> 
  </SOAP-ENV:Header> 
  <SOAP-ENV:Body> 
    <samlp:Response> ... </samlp:Response> 
  </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 

 

5.4.2.4.11  _ ��7b��� ��+�%���^�71� PAOS : *��P�� N�ECP 
G"P.� }' SP 

 �j
Q�W�� 3 ��W>'�� kS;ÒC p��^PAOS���
��� *�-��� ��A :  
�  SOAP-ENV:mustUnderstand ]G��1�[  

   X�N2 X> �O���� ��A B-�,1) �0Z
� .( u1� ;���2 B-�,!SOAP ��W>'�� kS;ÒC ]	
� �L# PAOS����+� �( .  
�  SOAP-ENV:actor ]G��1�[  
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  @� �O���� X�N2 X> B-�, :http://schemas.xmlsoap.org/soap/actor/next.  
�  refToMessageID ]pS
����[  

   T�1�� 
� b
02S�
j 8O�,PAOS . pS
����� ]-��� ��� �C
�# B-�2!)�N� ��W>'�� kS;Ò+��! ( X�jK�� �0� R�
ECP T�1�� X
� �L# �PAOS-��� �5;$ ;�  ]messageID . �i��� 3 �zC
N6� ��+Z
©��� :5;�2!SAML :�;<�W
j 

 Ij�'���<AuthnRequest>! <Response>.  
 X�ja R� �j
Q�W� ��A U
d� @�, 
O�C!ECP �5!K� "# SP.  

 
<SOAP-ENV:Envelope 
 xmlns:paos="urn:liberty:paos:2003-08" 
 xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
 xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
  <SOAP-ENV:Header> 
    <paos:Response refToMessageID="6c3a4f8b9c2d" SOAP-
ENV:actor="http://schemas.xmlsoap.org/soap/actor/next/" SOAP-
ENV:mustUnderstand="1"/> 
    <ecp:RelayState 
xmlns:ecp="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp" 
 SOAP-ENV:mustUnderstand="1" SOAP-
ENV:actor="http://schemas.xmlsoap.org/soap/actor/next"> 
      ... 
    </ecp:RelayState> 
  </SOAP-ENV:Header> 
  <SOAP-ENV:Body> 
    <samlp:Response> ... </samlp:Response> 
  </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 

 

5.2.4.11 ����b ����2�$� 

 ��
W'�� 
¥��2 X> @i0�,<AuthnRequest> . 8+9�6� ��0	
c 
��;^ ��� ;A����� x
�C!!SSO *�;��u��� 
¥��2 X> B-�, �
 3 �cS;6�<Response> . hÐ�i6� 3 �j
Q�W�� M���2!SOAP VA PAOSW
W> �Nmj ��
� ��  �1j�'�� U
O-�W� @

HTTP POST�1j�'�� ��\ �0W
�6�! k�
}6� ����)� �j�;��� �O-��2! �.  
 U���2!V�� *
�W>S X�N2 X> @i0�,!SOAP ��
W'�� ��gW 3 
O� ���g��� ��O� SOAP R�> U���2!'j U
O-�W� VA !> 

 ����� ��0[(TLS) U�
02 �� ��A HTTPX�jK�� 
� .  
� X
���W� @i0�,! X�jK�� {;� ��;�� �5!KECP X
���W�� 
� xgd� �TLS:5;<6� T	
c 3 .  

 X�jK�� X
���W� @i0�,!ECP������� kS!;j ®
+�$�� ��
$ 3 
O� ��,�\� �5!K� {;�  . *��
02 p>!HTTP M����� ��$� 
 ��
W'��<AuthnRequest> �j
Q�Wg� �,�\� �5!K� 
�c'2 �0�! �<Response>S# B-�, �@��)� T�1�� 
� x
���> 
�
�C.  

   �l$g�)�g¥[g� (– H'��, PE20)  'l	�OASIS PE:2006 ( *
�1-6� *�S
0�A� ´�
�2 ��A'C k'�C �C
�#
 X�jK�� ��$'m��ECP ����� ��A §��:  

   8+9�6� ��0	
c 3 k�5;�� ;A�����SSO ;�0�� 3 11���� 
�� /01�2 � .� '9�A U
O-�W� x
��9� RN�! �1���
 «'�+6� ��Z
����<md:AssertionConsumerService>�1j�'�� 
�  :urn:oasis:names:tc:SAML:2.0:bindings:PAOS �

 ��� x
�;<��� ��;�� �5!K� "# 
��� *
j
Q�W�� �W', X> �,�\� �5!K6 RN� ��� 
���6� !> 
��6�! ���A;6� �1j�'�� H'm�
��0	
�� .
O-�W� RN� ��L r�C! ��Z
���� �1���� U<md:SingleSignOnService> �1j�'�� 
� :

urn:oasis:names:tc:SAML:2.0:bindings:SOAP �5!K6 RN� ��� 
���6� !> 
��6�! ���A;6� �1j�'�� H'm� �
��0	
�� ��� x
�;<��� �,�\� �5!K� "# 
��� *
0�1�� �W', X> ��;��.  
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3.4.11 5�M� 6��L� N�"�
� ��/1�:� 

 ��0	
c 
� @��Z'�� 4'1�� :;<��, �,�� p�5!K� p> �
¡ hm�N, X> ��;�� �5!K� 
�1��, ��� ��0	
�� k'�+�� ��� �5;^
;�$! 
����j T,��� �N0E 8+9�� . "# ��;�� !�5!K� Y
�� �;$�! �,�� �5!K� R� 'd�> 
��C X�N, ��� *�',�1��� 3!

5!K� !> �5!K� p> �
¡ X�+m�N, ���W!@��Z'�� 4'1�� �O-��, �,�� p� . 3 �j��N� �N-� ��A 4
m���� ��0	
c ;O�-2!
�,�\� p�5!K� Bj �'�m� �� �X�;�� .
� ',�12 3 ��;�� p�5!K�! . X�;�6
j x
�0�� ',�1��� ��;� p��� X�;�6� 4'-,!

�'�m6�4'-2 �,�\� p�5!K� �OZ
� ��A p��^ ��� �N-N��! ���0	
�� ��� 3 �'�m6� X�;�6� �N-Nj .  
 ��� r
1	 YS
� 
�, ��! �',�1��� f� ��u�� �� �'�m6� X�;�6� 3 T,��� �N0E *
�5;t h�}��2 ��� *
	
�N�� ;,;^!

��0	
��.  
   �l$g�)�g¥[g� (� H'��, PE32)  'l	�OASIS PE:2006 (16� *
���-6� h��� §�� 4
}, X>�j��:  
  �,�\� h,'-2 :urn:oasis:names:tc:SAML:2.0:profiles:SSO:idp-discovery  
  U
92�� *
���-� :security-services-comment@lists.oasis-open.org  
1.3.4.11 e���.� *�+�.� �l�: 

 �N-N�� MW� X�N, X> B-�,"_saml_idp" . R� 'd�> !> k;$�! �O�� R� �+�y� �A�O~ �N-N�� �O�� /�	 X�N, X> B-�,!
 M�� 4'-6�URI «
W)
j '+m6� 64k;$�! °'C �o 
���j �9+2 � . �,�� 4'-� ��!URI �5!K6 ;�$��� �,�\� 4'-� �� 

 ;�0�� 3 �5;� �� 
O� ��,��7 . �5;�� �Z;�A @� M���� R� ��Z
���� �A�O¤� X�N2!URL'¥+m6� .  
Z
��� �,L 3 h�}2 X> �'�m6� X�;�6� �N-� �j
�� ��;� @i0�,�,�\� �5!K6 ;�$��� �,�\� 4'-� �O . �,�\� 4'-� X
� �L»C

�,��� "# e+�}, ¶ 
��� e0��, X> e�N� ��OZ
��� 3 �-+�
j x���c�� . �,�\� �5!K6 kS'�� kS!� �;$> X> @� ��L R� �,
i��!
�OZ
��� 3 k��)� @�.  

 ��6� ��j
�j �[�0}� �N-N�� X�N2 X> B-�,!Path� @� ���  ��Z
6� �['m� ."/" ��A x
[�0}� X�;�6� X�N, X> B-�,!
".[common-domain]" v�$ ".[common-domain]" ��� 
� �O-���W p��� ',�1��� ���� :
�6� �'�m6� X�;�6� �� 

��0	
�� .M¥�-2 k'�C �
�� X�N2 X> B-�,! .�	��u� 
�uj ���W�� �N-N�� X�N2 X> B-�,!.  
� X�N2 X> @i0�,! *
���-��� T�[ 
� ��C���� �N-N�� T��'2 ;A��RFC 2965 /,'+�� RA S�
9�� IETF . X�N2 X> RN�!

�OZ�� !> I�C kS!;� ��
� �N-N�� . 
�� ��A x
Ol��� x
��012 /01, X> @i0�, e�N�! �',�1��� ���� S
����� ��� M�,!
',�1��� 3 �,�\� p�5!K�.  

2.3.4.11 ��.� *�+�.� �l�: �2Ze� 

�'�m6� X�;�6� �N-� I0� e�N� �x
���ZS x
C'[ �,�\� �5!K� R����, X> ;-j . @� �N-N�� �,�\� �5!K� 
¡ I0}, ��� ���W���!
�gA> k
1-6� *
O�-6� 
� H
Q�j �A���� �N-N�� X> 
6
[ ���+���
j ��
� . @i0�, RN�! ���O�� ��+�2 ��Q�2�'�W� @�, 
O�C!

,S
�-� V�-2 �>� .�,�\� �5!K6 RN�!:  
  �   :
l��� 3 x�S
-��� x
o� x
�0�� e�+�� �m�, X>DNS�'�m6� X�;�6� 3 ]	'�	%� U���2!'j 3! .  
  �   :
l��� 3 S
-��6� MW�� :�;<�W
j e�+	 "# �O-��6� ���! e�c�2 ;�-, X>DNS x��;� x
�;<��� 

 
��O��URL �5;��� "https" �5;�O�� �1�1<�� URL . �;�� ���j!URL RN�! ���+���
j ��
� @� 
�O-��6� ���! �,�� h,'-2 
�c
�� kS!� *
���-� ��A p��^ X>.  

  �  �gA> k�5;�� *
O�-6� x
�;<��� �e��c�2 �
-6� �O-��6� ���! ��A �N-N�� I0}, X>.  
  �  ��;�� �5!K� "# !> �e�+	 "# ��	
� :;<��6� ���! e�c�2 ;�-, X>x
0W
�� ��L X
� X# �.  
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3.3.4.11 e���.� *�+�.� �l�: o?$ ,�`y� 

 X�;�6� �N-� n;��� x
OO9� x��
02 �+�, �@��Z'�� 4'1�� M��O-��, �,�\� p�5!K� p> hm�N, X> ��;� �5!K� Y
�� 
�;�A
 U���2!V�� :5;t 
�>'� ;� X�N, X> ;-j ���;�� �5!K� "# �'�m6�HTTP X�;�6� 3 �'�m6�.  

 X> ��;�� �5!K6 RN� �{'�> *
0�2'2 �
�� ]	
� �L# !> ���;�� �5!K� e�5im, �'�m6� X�;�6� 3 U���2!V�� :5;t X
� �L#!
 U���2!V�� :5;t :;<��,HTTP e0�[ ��$'�� ��'�m6� X�;�6� 3 <AuthnRequest>  ���OA �c> R� �,�\� �5!K� "#

��dO��� ;�$! 
���2.  
�! :;�, �O-��6� ���! �-c ��A kS�
� @� 
6
[ ���+���
j ��
� @� �N-N�� ��;�� �5!K� 
¡ >'�, ��� ��
�� �Z
W��

 ��A'+�� k'�+�� 3 k
1-6� *
O�-6� 
� ]-�! ��� *
N-N��1.3.4.11 . RN�! ���O�� ��+�2 ��Q�2�'�W� H'E @�, 
O�C!
�,S
�-� V�-2 �> @i0�, .N� ��L r�C!*
��01��� �-j "# �0���
j ��d6� ]^ X�N2 X> R.  

  �   :
l��� 3 x�S
-��� x
o� x
�0�� e�+�� �m�, X>DNS�'�m6� X�;�6� 3 ]	'�	%� U���2!'j 3! .  
  �   :
l��� 3 S
-��6� MW�� :�;<�W
j e�+	 "# �O-��6� ���! e�c�2 ;�-, X>DNS x��;� x
�;<��� 

 
��O��URL �;��� "https" �1�1<��  �5;�O�� URL . �5;�� ���j!URL RN�! ���+���
j ��
� @� 
�O-��6� ���! �,�� h,'-2 
�c
�� kS!� *
���-� ��A p��^ X>.  

  �  � "# !> �e�+	 "# ��	
� �O-��6� ���! e�c�2 ;�-, X>x
0W
�� ��L X
� X# ��,�\� �5!K.  
4.4.11 
�!� O.�6 P���Q� ��/1�: 

> �'Q� @��Z'�� 4'1�� 
� kS!� ��
�# R����6� X
�N�� 
�1��, ��,�� 4'-� {;� @��ZS 4'[ R����, X) /,'[ RA k�
A
 �5;� �j
�� k�
A# !> ��N-�URL��+���
j ��
� {'�> �Z
W�j !> � .( "# *�;��u2 x
�$� S;9, X> �,�\� �5!K6 RN�!

x��
��W� �{'�> ����! 4�'[> "# !> ��;�� p�5!K���� X
���W�� �;$ "#  . �;�� ��� :;<��, X> 
� /��! 4'1� RN�!
 e2S!� @��Z'�� 4'1�� 
� M��,!!
 �"�#�.  

kS!;�� 3 B�'�mO� ������� 4�'[)� �O-2 X>! �kS!� �1��� �O-, X> �,�\� �5!K� 
�1��, ��
�� ��� �d� 3! . ;�!
@��, X> 3 �]���� �-j ;-j �@��Z'�� 4'1�� T(', e2S!� )
¹S!� !> ( 
�� 
� !> kS!;�� 3 p�'C �'�m� 
� 
�#

kS!;�� �1�W 
�',;2 kS!� 3 ��L! �kS!;�� 3 B�'�m6�. RN� 
O��j �������� ��� r
1	 YS
� �-��! "!)� ��
�� V�-2! 
kS!;�� :
���� U���2!Vj ��
�� ��0	
�� ��� :�;<�W
j k
C���� k��)� ��
�� X�N2 X> �i��� 3 ;�$��� SAML)  'l	�

 k'�+��4.11.(  
 @��ZS 4'[ S
�� X> RN�!)@��ZS 4'[ kS!� @��, pS��# U!y�� !> ( kS!;�� ��� D
�#"���N�� " �1��j U
92�
j 
�#

kS!;�� 3 �'�m� �'+j U
92�
j 
�#! kS!;�� . �O-, X> kS!� �1��� ��
A �,�� �5!K6 RN� ����!!$�%
 3 �'�mO� 
�@��Z'�� 4'1�� ��� f� *�;��u2 Xumj '�� �,�� �5!K� x
���! x
C'[ 
��C �� X�N, *�
$ 3 kS!.  

 �1j�'�� �d� �����K�� �1j�S 
� U���2!V�� ��;�, Xuj ��0	
�� 8��2SOAP Ij�!S 
� !> �"���0c k
�� " �d� �����K�� �(
 Ij�!'��HTTP Redirect !> POST !> Artifact . X> RN�! 
��C X�N2 � *�
$ 3 xgd� �j��1� ���0c k
�� �1j�S X�N2

 �O-��6� ���! Bj 'E
0� �A
+2 
��C x
j��1� X�N,! ��N-� �Nmj! �O-��� ���! {;� �# k��c�� @��ZS 4'[ kS!�
kS!;�� �1�W !> kS!;�� 3 �'�m�! ., X> �M��N�> �L# �kS!;�� 3 B�'�mO�� @i0�, ��
	�> B0� �� 
O�! �1j�S ���O-��

"���0c k
�� " :
���� 'm	 
�1��2 @N� �;$ �9�> "# kS!;�� �1�W ��	
N�# k�
,a �c> R� ���0	
�� ��� "# kS�
06� ;�A
B�'�m6� 
�� ��A H
Q�j kS!;��.  

1.4.4.11 ���?�.� ����?�.� 

���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:SSO:logout  
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����?��,�`�1�  :security-services-comment@lists.oasis-open.org  
Q���� :�
	�> �S�!.  

�����S��� :;c�, �  
2.4.4.11 ��2!�4� }' �?��U ���! 

 �Nm�� 8��,3-11;�$��� kS!;�� :
���� a
È% ��W
W)� �1�1<��� :  
  

  
 #l���X.1141/3-11 ��f ����w +�	" ��"
 T���A� h�  

 x�'E
0� x��
02 X�N�C e	!;j !> �O-��6� ���! VA �;� X> RN� ��
W'�� U�
02 X> p�
�'�
j �O-��6� ���! ���l2 8��,
 �i��� �1j�S ��A h���, ���! �:
l��� *
	
�� Bj 
�SAML��0	
�� ��+��� ��O-��6� .  

���
��� *��1�� H'm2 ��0	
��! .�� ;c�, ;� �1j�'�� T�$ ������$ �Z
W'� 'd�> !> ;$�! U�
02 �,�'C k;$�! k�1� ��
��+���� ��A �+���6� ������ b
J> R� 
��(! k�1�� ��\ ��O-��6�.  

  (1  <LogoutRequest> ���M� 
G"P� }' ��"+�� _ e���� N$ �
��  

   k�1�� 3 kS!;�� 3 �'�m6� S�
0,1�,! �;�$! kS!� :
���� "#  @��ZS 4'[ *�S!� !> kS!� @�
 ��
WS e�
WS»j<LogoutRequest>�j
�6� X
���W�� ;��u2 e�� M��W� ;� X
� p��� �,�\� �5!K� "#  .

�O-��6� ���! VA k'E
0� �( ��,'1j e�
WS# !> �,�\� �5!K� "# k'E
0� T�1�� U
WS# RN�!.  
  (2  ��"+�� _ 5:���.� +G� ���M� 
G"P�  

  ��, k�1�� 3 �,�\� �5!K� :;<2 ��
W'�� *
,��� <LogoutRequest> ) X# {'�> ���� :;<��, !>
;�$��� :
����� "# S�
06� �� X
� (
��
���� p'� ��� *�S!;�� !> kS!;�� �5;��� . �
�� RN, ¯ �L»C

 k�1�� "# ��0	
�� ����2 �kS!;�� 3 '�� �'�m� p>5 . X
2�1�� S'N�C �#!3! 4 3 �'�m� �N� 
e�,�¡ h,'-��� Í kS!;��.  
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  (3  <LogoutRequest> ��"+�� ��?7 }' "b ��"+�� e���� o?8 ���M� 
G"P� N$ �
��  

   k�1�� 3 �,�\� �5!K� S;9,3 ��
WS <LogoutRequest> kS!;�� �1�W "# !> kS!;�� 3 �'�m� "# 
 ��� *�S!;�
j !> k;$���� kS!;�
j ��9�� *�L
��
���� p'� . X
�N�� "# k'E
0� T�1�� U
WS# RN�!

���! VA k'E
0� �( kS�9j !> �O-��6� ) k�1�� 3 T�1�� �NE 
� x
��5�� X
� X#1.(  
  (4   ��"+�� ��?7 "b ��"+�� _ e���.� �+`�<LogoutResponse>���M� 
"P� }'   

   k�1�� 3 kS!;�� �1�W !> kS!;�� 3 �'�m6� @��,4 3 D
c 
O� @��Z'�� 4'1�� *�S!� !> kS!� 
 T�1��)RN�> X#( 
5c',! �<LogoutResponse> �,�\� �5!K� "# . k'E
0� �j
Q�W�� 
�c'2 RN�!

 �O-��6� ���! VA k'E
0� �( kS�9j !> �,�\� �5!K� "#) k�1�� 3 T�1�� �NE 
� x
��5�� X
� X#
3.(  

  (5   ���M� 
G"P� �+`�<LogoutResponse>��"+�� _ e���.� }'   

   k�1�� 3 �,�\� �5!K� S;9,5 ��
WS <LogoutResponse>@��)� T�
1�� kS!;�� 3 �'�m6� "#  .
 �O-��6� ���! VA k'E
0� �( kS�9j !> kS!;�� 3 �'�m6� "# k'E
0� �j
Q�W�� 
�c'2 RN�!) X#

 k�1�� 3 T�1�� �NE 
� x
��5�� X
�1.(  
   �,�\� �5!K� 
�1��,)kS!� �1��� ��
-�� ( k�1�� R� ��0	
�� ��� "# kS�
06�2 S�;�#! �

<LogoutRequest>  k�1�� r�C R� K+���! �kS!;�� 3 B�'�m6� 
�� "#5.  
3.4.4.11 ��2!�4� Q�" 

 ��A'+�� k'�+�
j >;0��C ���0	
�� "# kS!;�� 3 �'�m� S�
j �L#1.3.4.4.11 . 
�> ��A'+�� k'�+�
j >;0��C �,�\� �5!K� 
���# S�
j �L#
2.3.4.4.11 .@�, 
� "# ��c'�� M�, 7
��� h���� 3!:  

�  +�	��� ��"+�� T���A� ��+A  
   
���# M��2 �kS!� 3 �'�m� !> �,�� �5!K� {;� �kS!;�� :
���� U���2!'j R� k;�$��� ��Z
���� �1���� @� ���
 X
��
W'��<LogoutRequest>  !><LogoutResponse> )
��d� 
�19� D@E !> .( ��Z
���� b
���� s+	 :;<��2 ;�!

*
j
Q�W��! *
0�1�� �c> R� �+��t ��Z
� b
�	 !>.  
1.3.4.4.11  ��"+�� _ e���.� �+`��<LogoutRequest>���M� 
G"P� }'  

!;�� :
���� ��0	
c "# S�
0, p��� �� kS!;�� 3 �'�m� X
� �L# �
�O��W� ��� X
���W�� *�;��u2 !> ;��u2 f�+�, e	»C �kS
 M���� !> �O���� 
5O�! �
��
���� pS
�� *�S!;�� !> kS!;�� f� @�!SessionIndex �,�\� �5!K� R� 
�O��W� ��� . �L#!

k;$ ��A M��� ;$�! �N� ��0	
�� S�'N2 B-�, ��,�\� p�5!K� R� ;,;-�� �'�m, X
�.  
0, @N�! ��
WS S;9, ���0	
�� "# kS!;�� 3 �'�m6� S�
<LogoutRequest>  :
���� ��;� T�1� ��Z
���� �1���� "#

 '�
�-�� R� 'd�> !> ;$�! '9�A ��A p��^ ��� ��,�\� �5!K� ��
�� ;�$��� kS!;��<SessionIndex>��01�6�  . B-�,!
��)� ��A ;$�! '9�A D���$� .6� U
O-�W� RN�! 
�;O�-, ��� Ij�!'��! ���Z
���� �1���� ��� 
��� ;,;��� ��$'m�� *
�1-

�,�\� �5!K�.  
 ����P�.� d8 ���"���)��K24� ������(  

 kS!;�� 3 �'�mO�� @i0�,)x���c�� @��Z'�� 4'1�� �O-��� ���! X
� X# ( Ij�!'�� �d� �����K�� �( �1j�S :;<��, X>
HTTP Redirect  !>POST !> Artifact)  ;�0�� 'l	�10(�O-��6� ���! VA ��;�� �5!K� "# T�1�� U
WS% � . ��L ;-j!

 G��1� �� 
O� �kS!;�� 3 B�C
�%� B�'�m6� ��A kS!;�� :
���� �j��1� �Z
WS p> 'm�, X> �,�\� �5!K6 @i0�,
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����K�� �( !> ����K�� �1j�S U
O-�W
j .�� �( �1j�S U
O-�W� �}+,! �}C> �,�\� �5!K� @1-2 
�) �@��)� T�1�� ����K
 k�1�� D
��> kS!;�� 3 R,'��� B�'�m6� ��A kS!;�� :
���� 'm	 H
Q�� ��'C3 ��A'+�� k'�+�� R� 2.4.4.11.  

 �1j�'�� ]	
� �L#!HTTP Redirect !> POST ��
W'�� M¥��2 ���O-��6� @� <LogoutRequest>3 �,�\� �5!K� "#  ��� 
k�1�� . �1j�'�� ]	
� �L# 
�>!HTTP Artifact �C'-6� 
�196� D@m�� �	
0�W� ��0	
c �,�\� 4'-� :;<��, ���O-��6� @� 

 ��A'+�� k'�+�� 36.4.11 ��
W'�� ;�-��, @N� kS!;�� 3 �'�m6� "# @+�� D
A;�W
j :��, ��! �<LogoutRequest> 
 �1j�'�� :�;<�W
jSOAPxgd� .  

,! *��
0��� p'q Xuj ���HTTP �i�9�� ��A k�1�� ��� 3 TLS 1.0
���gW! ��
W'�� ��	
O�Z
j ®
+�$g�  . X> T�!
 ��
W'�� X�N2<LogoutRequest> �1j�'�� ]	
� �L# ��-¥��� HTTP POST !> Redirect��O-��6� @�  . U
O-�W� ;�A!

 �1j�'��HTTP Artifact� ��,;j ���W! :;�2 
�»C �
�196� D@m�� ��-c'� RA @�<��� ;�A �T�1�� S;¬9ª� X
���W.  
 ��
��� ���� Ij�!'�� ��� R� k;$�! �� :;�2!RelayState 
� ��0	
�� U�
02 r
CS% 
\
O-�W� kS!;�� 3 �'�m6� 
�1��, �

@��)� T�1�� .�O���� 3 *
���-6� R� RN� 
� ��> RA hmN, X> kS!;�� 3 �'�mO�� @i0�,! RelayState ]	
� �L# �# �
�,'��� ��ag�� �j�;��� ��� �d� T�1�2 � ��0	
��.  

 ����P�.� ���"���)���?j� ������(  
 �1j�'�� �d� �����K�� �1j�S :�;<�W� kS!;�� 3 �'�m6� 
�1��, �{'�> ��,'1j!SOAP)  ;�0�� 'l	�10( T�1�� U
WS% �

�,�\� �5!K� "# k'E
0� .0�, �Z;�A! 3 R,'�� B�'�m� ��A kS!� :
���� �j��1� �Z
WS p> 'm�, X> �,�\� �5!K6 @i
����K�� �1j�S :�;<�W� ;�A G��1� �� 
O� �kS!;�� . 
�����
j D��W ��,�\� �5!K� {;� e�+	 R����, X> T�
1�� ��A B-�,!

 ��A<LogoutRequest> �1j�'�� 
�;O�-2 {'�> ���� p> U
O-�W
j :>.  
RO}�2! ��A'+�� k'�+�� 1.4.4.4.11 ��
W'�� *
,���� ���-�6� ��0	
�
j ��
�� ;A����� <LogoutRequest>.  

2.3.4.4.11 ��"+�� _ 5:���.� 
G+S�� ���M� 
G"P� 

�g�W� {;� T�1�� ��
-� :��, �,�\� �5!K� X
� !> �kS!;�� :
���� ��0	
c "# S�
0, p��� �� �,�\� �5!K� X
� �L# ��
WS e
<LogoutRequest>  '�
�-��! �,�\� 4'-� f�¥+�, X> e��A B-�, �e�
�<SessionIndex> *�S!;�� �5;�! �


��
���� G��16�.  
 B2�1�� �,�\� �5!K� 
0�, �Z;�A3! 4 �Nm�� 3 B2�S���� 3-11 *�S!;�� !> kS!;�� 3 �'�m� X
�� �� f� 
O�C �

6� �( �� �
��
���� pS
�� @��)� T�
1�� kS!;�� 3 �'�m);c! X# ( ��A'+�� k'�+�� 3 H!'m� �� 
O�7.2.8.  
3.3.4.4.11  ���M� 
G"P� �+`�<LogoutRequest>��"+�� ��?7 }' "b ��"+�� _ e���.� }'  

 T�1�� S;9, �kS!;�� :
���� �,�\� �5!K� 'm�, @N�<LogoutRequest>"# !> kS!;�� �1�W "# ej £
��  3 �'�m6� 

��
���� p'� kS!� . �1j�S :�;<�W
j T�1�� �W',!SAML {;� �O-��6� ���! '��2 
�! T�Q��6� ��	
N�# 
� ���5�� 

�,�\� �5!K�.  
 k�1�� 3 @��)� T�1�� :g�W� 
¡ {'c ��� �1j�'��!1 �Nm�� 3 3-11 3 
\
O-�W� RN� ��� �1j�'�� k�
A &'+2 � �

k�1�� ��� k�1�� 3 S���� �� 
� �;A 
� �1 . �,�\� �5!K� '1}, ��O-��6� ���! U�$ h��2 ����K�� �1j�S U
O-�W�!
��C
�# *
0�[ 'm�, @N� ���
� �1j�S U
O-�W� "#.  

 ��A'+�� k'�+�� RO}�2!1.4.4.4.11 ��
W'�� *
,���� ���-�6� ��0	
�
j ��
�� ;A����� <LogoutRequest>.  
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4.3.4.4.11  ��"+�� ��?7 "b ��"
 _ e���.� �+`��<LogoutRequest>���M� 
G"P� }'  

 ��
W'�� ��
-� kS!;�� �1�W !> kS!;�� 3 �'�m6� ��A B-�,<LogoutRequest>  ��A'+�� k'�+�� 3 �5;� �� 
O�7.2.8 .
 ��
WS S;9, X> X
�N�� ��A B-�, �u1� �C�
9� ;�A !> ��
W'�� ��
-� ;-j!<LogoutResponse> k'+E ��A p��^ 

 U���2!V�� U�
02 U
O�% T�
1�� ��;�� �5!K� "# 
��W', ��0W
�6� ��
��SAML.  
 ����P�.� ���"���)���?j� ������(  

 �1j�'�� �d� �����K�� �1j�S �O-��, �,�\� �5!K� X
� �L#SOAP)  ;�0�� 'l	�10( U
O�% k'E
0� �j
Q�W�� 
�c'2 M�, �
�R��K�6� U
92� . �j
Q�W�� ��A 
�����
j D��W �T�
1�� �,�\� �5!K� {;� e�+	 R����, X> T�Q��6� ��A B-�,!

<LogoutResponse>�1j�'�� 
�OA;2 ���� p> U
O-�W
j :> .  
 ����P�.� d8 ���"���)��K24� ������(  

 Ij�!'�� �d� �����K�� �( �1j�S �O-��, �,�\� �5!K� X
� �L#HTTP Redirect !> POST !> Artifact)  ;�0�� 'l	�10( M�, �
 
�c'2<LogoutResponse> )
�196� D@m�� !> ( kS!;�� :
���� ��;� �j
Q�W� 3 ��Z
���� �1���� "# �O-��6� ���! VA

�,�\� �5!K� ��
�� ;�$��� .��Z
���� �1���� ��� 
��� ;,;��� ��$'m�� *
�1-6� U
O-�W� RN�! 
�;O�-, ��� Ij�!'��! �
�,�\� �5!K� .B	
�N�� g� 
�;O�-, ����K�� �( �1j�S p> U
O-�W� RN� 
O�.  

 �1j�'�� ]	
� �L#!HTTP Redirect !> POST ��
W'�� M¥��2 ���O-��6� @� <LogoutResponse>  �,�\� �5!K� "# �Z;�A
k�1�� ��� 3 . �1j�'�� ]	
� �L#!HTTP Artifact @�  
�196� D@m�� �	
0�W� ��0	
c �,�\� �5!K� �O-��, ���O-��6�

 ��A'+�� k'�+�� 3 �C'-6�6.4.11 ��
W'�� ;�-��, @N� �T�Q��6� X
�N�� "# @+�� D
A;�W
j :��, ��! �
<LogoutResponse> �1j�'�� :�;<�W
j SOAP.  

 *��
0��� p'q Xuj ���,!HTTP �i�9�� ��A k�1�� ��� 3 TLS 1.0
���gW! ��
W'�� ��	
O�Z
j ®
+�$g�  . X> T�!
 ��
W'�� X�N2<LogoutResponse>  �1j�'�� ]	
� �L# ��-¥���HTTP POST !> Redirect��O-��6� @�  . U
O-�W� ;�A!

 �1j�'��HTTP Artifact96� D@m�� ��-c'� RA @�<��� ;�A �j
Q�W�� S;9ª� X
���W� ��,;j ���W! :5;�2 
�»C �
�1.  
 ��A'+�� k'�+�� RO}�2!2.4.4.4.11 ��
W'�� *
,���� ���-�6� ��0	
�
j ��
�� ;A����� <LogoutResponse>.  

5.3.4.4.11  ���M� 
G"P� �+`��<LogoutResponse>��"+�� _ e���.� }'  

 ��
W'�� ��
-� ;-j<LogoutRequest>� �� 
O� �kS!;�� 3 @��)� �'�m6� R� k�S����  ���j
��� *��1�� 3 H!'m
 �j
Q�W
j @��)� T�1�� T�Q��, X> �,�\� �5!K� ��A B-�,<LogoutResponse> � �0W
�� ��
$ k'+E ��A p��^

 U���2!V�� U�
02 U
O�%SAML.  
 �1j�'�� :�;<�W
j �kS!;�� 3 @��)� �'�m6� "# �j
Q�W�� �W'2!SAML 3 ��O-��6� �1j�'�� 
� ���5�6�  @��)� T�1��

�,�\� �5!K� {;� �O-��6� ���! '��2! T�Q��6� ��	
N�# 
�!. 3 ]�O-�W� ;� ]	
� ����K�� �( �1j�S X> &�'�C
j! 
 k�1��1 �Nm�� 3 3-11B	
�N�� g� 
�;O�-, �1j�S p> U
O-�W� �Z;�A RN� .  

 ��A'+�� k'�+�� RO}�2!2.4.4.4.11�6� ��0	
�
j ��
�� ;A�����  ��
W'�� *
,���� ���-<LogoutResponse>.  
4.4.4.11 +�	��� ��"+�� T���A� ,�:��"�� ,�3��7� 

 B��
W'�� U
O-�W� ��A'+�� k'�+�� ��� H'm2<LogoutRequest>! <LogoutResponse>.  
1.4.4.4.11  ,�3��7�<LogoutRequest> 

 '9�-�� X�N, X> B-�,<Issuer>�� X> e��A B-�,! �x���c�� T�
1�� X
�N�� ;�$��� �,�\� 4'-� ��A p� . B-�,!
 ]-��� 4�$Format R� �O�� e� X�N2 X> !> urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  
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 U
O-�W
j :> ��
W'�� ��A 
�����
j D��W ���
W'�� ��gW RO}, X>! �T�Q��6� {;� e�+	 R����, X> T�
1�� ��A B-�,!
 ��
� �����1j�'�
j.  

 4'1�� �,�¡ h,'-��� B-�,! �,�� 4'-� U
O-�W
j T�1�� 3 @��Z'����+�+U ���{��� Ta���� ;��u2 3 �,�\� 4'-� 
� 
 k'�+�� 3 k�;�� ��D��6� ;A���� x
�C! �
��
���� pS
�� kS!;�� Xumj �T�
1�� eO���, !> �S;9, p��� X
���W��7.2.8.  

�m� �� T�
1�� X
� �L#! '�
�-�� R� x�;$�! x�'9�A ��)� ��A T�1�� 3 YS;, X> e��A B-�, �kS!� 3 �'
<SessionIndex> . kS!;�� �1�W �� T�
1�� X
� �L#!)
�o
j �O-, !>( ��� �d� R� '9�A p> 4�$ �Z;�A e�N� �

@��Z'�� 4'1�
j ��
�� ��01�6� *�S!;�� 
�� D
��	� B0, @N� �'�
�-��.  
   �l$g�)g��g¥[ (– 85��, PE38)  'l	�OASIS PE:2006 (@�, 
O� �gA> k'�+��:  
   '�
�-�� R� x�;$�! x�'9�A ��)� ��A T�1�� 3 YS;, X> e��A B-�, �kS!� 3 �'�m� �� T�
1�� X
� �L#

<SessionIndex>) . k'�+�� ���4.11 x
�-	 x
OZ�� M���, kS!;�� 3 �'�m6�! SessionIndex '�
�-�� Bj 
<saml:AuthnStatement> kS!;�� S;�0, @N� 
�O���, ��� .( kS!;�� �1�W �� T�
1�� X
� �L#!) �O-, !>


�o
j( ��
�� ��01�6� *�S!;�� 
�� D
��	� B0, @N� �'�
�-�� ��� �d� R� '9�A p> 4�$ �Z;�A e�N� �
@��Z'�� 4'1�
j.  

2.4.4.4.11  ,�3��7�<LogoutResponse> 

N, X> B-�, '9�-�� X�<Issuer>T�Q��6� X
�N�� ;�$��� �,�\� 4'-� ��A p��� X> e��A B-�,! �x���c��  . B-�,!
 ]-��� 4�$Format  R� �O�� e� X�N2 X> !>urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  

W ��
W'�� ��gW RO}, X>! Ý�
1�� {;� e�+	 R����, X> T�Q��6� ��A B-�,! ���� U
O-�W
j :> ��
W'�� ��A 
�����
j D��
�1j�'�
j ��
�.  

5.4.4.11 ��	���� �����.� T�+O�7�  

 ��Z
���� �1���� '9�A<md:SingleLogoutService> !> 
��6�! Ij�!'�� H'm, 
���6� ;$> 
�1��, ��� k;O�-6� 

��� *
j
Q�W��! *
0�1�� U
WS# *
	
�N�� .��0	
�� ��� x
�;<��� . 4'1�� �,�� 4'-� '¥+� 
�;�A �
�1��, T�
1�
C

 T�Q��6� '9�A U
O-�W� �@��Z'��<md:KeyDescriptor>  ]-	 
�use of encryption ���aS��� �;� @N� �
�O~ �+q H
�+� M���2 ;�A e� e�
O-�W� Tc���� @��O-�� H
�+6� 
�-�! �
\
O-�W� I0� *
��OA 
� �0W
�� �+q.  

5.4.11 �:4�G� �5�8 N��� O.�6R ��/1  

 4'1� MZ�;�� �,�\� 4'-� R� xgNE U�
02 ;� �,�� �5!K� X�N, �MW�� �,�� 4'-� kS��# ��0	
c �;O�-2 p��� �,S
����� 3
���-� ����a k'�+� �'�m� �,�� 4'-� MW
��j 
O\ 8O�, p��� '�)� ���;�� �5!K� 
� @��ZS . �,�\� �5!K6 RN� ��L ;-j!

X> /���� 3 �9$ ��i�j ��;�� �5!K� ½��02 3 T(', )!/�O���� !> ( 4'1�� s+	 �,�¡ h,'-��� e�O-��, 4�W p���
�0���6� 3 @��Z'�� . @��Z'�� 4'1�
j /C', X> 3 ��;�� �5!K� T(', ;�C �x
},> sN-�� �!;$ RN� 
O�"x�S
-��� x
o� "

W �,�\� �5!K� X> R� ;�u�, @N� �ej x
�
�@��Z'�� 4'1�� Xumj �0���6� 3 ej �9�, 
�;�A �ecS;, 4� . ;� x���>!
x
�
� �,�� 4'-� �O-��2 �Z
WS X�� ;-j �0�, !> S;9, R� e	uj '��� :gA# 3 B���� R,�5!K6� ;$> T(', . �O-��,!

 �i��� 3 MW�� �,�� 4'-� kS��# U���2!'jSAML�*
��,S
����� ��� ��+��� .  
   �l$g�)�g¥[g� ( � H'��, PE12)  'l	�OASIS PE:2006 ( ��A �gA> k'�+�� 3 ��	
d�� ��O�� �j
�� �
-2 X>

7
��� �����:  
   �,�¡ h,'-��� 
��O-��, 4�W ��� �O���� 3 ��i�j ��;�� �5!K� ½��02 3 T(', X> �,�\� �5!K6 RN� ��L ;-j!

�0���6� 3 @��Z'�� 4'1�� s+	.  
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�� 8��2! �1j�'�� �d� �����K�� �1j�S 
� ��;�, Xuj U���2!V�� ��0	
SOAP �d� ����0�� k
���� 3 ����K�� �( Ij�!S 
� !> �
 Ij�!'��HTTP Redirect !> POST !> Artifact . �A
+��� 
��C X�N, *�
$ 3 xgd� ���0�� k
���� R� �1j�S T�1ª2 ;�!

� �5!K6�! �O-��6� ���! Bj 'E
06���i��� D�'c# �c> R� x
j��1� T�Q��6.  
1.5.4.11 ���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:SSO:nameid-mgmt  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �  
2.5.4.11 ' �?��U ���!��2!�4� }  

 �Nm�� 85��,4-11MW�� �,�� 4'-� kS��# ��0	
� ��W
W)� �1�1<��� .  
  

  
 #l���X.1141/4-11 �671� ���I ;��� ���
' ��2!�L   

 X�N�C e	!;j !> �O-��6� ���! VA �;� X> RN� ��
W'�� U�
02 p�
�'�
j �O-��6� ���! ���l2 85��, 
� x�'E
0� x��
02
 �i��� �1j�S ��A h���, ���! �:
l��� *
	
�� BjSAML��0	
�� ��+��� ��O-��6� .  

B���
��� B2�1�� H'm2 ��0	
��! . T�$ ������$ �Z
W'� 'd�> !> ;$�! U�
02 k�'+�� B2�1�� R� k;$�! ���� ;c�, ;�
�� b
J> R� 
��(! k�1�� ��\ ��O-��6� �1j�'����+���� ��A �+���6� ����.  

  (1   ��+j� 
G"P�)���M� "b ( �+`� ]�����<ManageNameIDRequest>  

   k�1�� 3 �,�\� !> ��;�� �5!K� S�
0,1 ��
WS e�
WS»j ���0	
�� "# <ManageNameIDRequest> "# 
��i��
j e(gj# 3 T(', p��� '��� �5!K6� .# k'E
0� T�1�� U
WS# RN�! RN� !> T�Q��6� �5!K6� "

�O-��6� ���! VA e�
WS#.  
  (2   ��+j� 
G"P�)���M� "b ( �+`� ]�^��.�<ManageNameIDResponse>  

   k�1�� 3 T�Q��6� �5!K6� S;9,2) T�1�� e��
-� ;-j( ��
WS �<ManageNameIDResponse>  "#
T�
1�� @��)� �5!K6� .0� �j
Q�W�� 
�c'2 RN�! VA k'E
0� �( kS�9j !> T�
1�� �5!K6� "# k'E


 �O-��6� ���!) k�1�� 3 T�1�� �NE 
� x
���� X
� X#1.(  
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3.5.4.11 ��2!�4� Q�"  

@�, 
� "# ��c'�� M�, �7
��� h���� 3:  
671� ���I ;��� ���
' ��+A  

K� {;� �,�\� 4'-� kS��# U���2!'j 3 ��Z
���� �1���� MW� �� ��� X
��
W'�� 
O���# M¥��2 X> RN� �,�� !> ��;� �5!
<ManageNameIDRequest> !<ManageNameIDResponse>) 
��d� p��� 
�196� D@m�� !> .( U
O-�W� RN�!

*
j
Q�Wg�! *
0�1�� �+��t ��Z
� b
�	 U
O-�W� !> ��Z
���� b
���� s+	.  
1.3.5.4.11  ��+j� 
G"P�)���M� "b (`� ]����� �+<ManageNameIDRequest>  

 ��
WS S;9, ���0	
�� "# T�
1�� �5!K6� S�
0, @N�<ManageNameIDRequest>  kS��# ��;� T�1� ��Z
���� �1���� "#
'�� �5!K6 �-j
��� MW�� �,�� 4'-� . ��� Ij�!'��! ���Z
���� �1���� ��� 
��� ;,;��� ��$'m�� *
�1-6� U
O-�W� RN�!

6� 
�OA;,T�Q��6� �5!K.  
�   ����P�.� ���"���)���?j� ������(  

   U���2!V�� �1j�S �d� �����K�� �1j�S T�
1�� �5!K6� �O-��, X> RN�SOAP)  ;�0�� 'l	�10( T�[ U
WS% �
'��� �5!K6� "# k'E
0� .��
W'�� ��A 
�����
j D��W �'��� �5!K6� {;� e�+	 R����, X> T�
1�� ��A B-�,! 

<ManageNameIDRequest> �1j�'�� 
�OA;2 {'�> ���� p> U
O-�W
j :>.  
�   ����P�.� d8 ���"���) ��������K24�(  

   T�
1�� �5!KO�� RN� ���j
�� ��
$ 3!)x���c�� @��Z'�� 4'1�� �O-��6� ���! X
� �L# ( �( �1j�S �O-��, X>
 Ij�!'�� �d� �����K��HTTP Redirect !> POST !> Artifact)  ;�0�� 'l	�10( '��� �5!K6� "# T�[ U
WS% �

�O-��6� ���! VA.  
 �1j�'�� ]	
� �L#HTTP Redirect !> POST ��
W'�� �Z;�A M¥��2 ���O-��6� @� <ManageNameIDRequest>  "#

k�1�� ��� 3 '��� �5!K6� . �1j�'�� ]	
� �L#!HTTP Artifact6� :;<��, ���O-��6� @�  D@m�� �	
0�W� ��0	
c '��� �5!K
 ��A'+�� k'�+�� 3 k�;�� 
�196�6.4.11 ��
W'�� �
c'�W� �c> R� T�
1�� �5!K6� "# @+�� D
A;�W
j '��� �5!K6� :��,! �
<ManageNameIDRequest> �1j�'�� :�;<�W
j �SOAPxgd� .  

 *��
0��� p'q Xuj ���,!HTTPi�9�� ��A k�1�� ��� 3  �TLS 1.0
���gW! ��
W'�� ��	
O�Z
j ®
+�$g�  . X> B-�,!
 ��
W'�� X�N2<ManageNameIDRequest>  �1j�'�� ]	
� X# ��-¥���HTTP POST !> Redirect��O-��6� @�  . 'C�2!

 �1j�'��HTTP Artifact� D@m�� ��-c'� RA @�<��� ;�A T�1�� S;9ª� X
���W� ��,;j ���W! ��O-��2 
�;�A �
�196.  
 ���� Ij�!'�� ��� R� k;$�! �� 'C�2!RelayState T�1��! ��0	
�� U�
02 Bj 
OQ�� 
\
O-�W� T�
1�� �5!K6� 
�1��, �

@��)� . �O�� 3 *
���-6� R� RN� 
� ��> RA hmN, X> T�
1�� �5!KO�� @i0�,!RelayState ��0	
�� U
O-�W� RN, ¯ 
� �
�j�;��� ��� �d� T�1�, ��,'��� RA .  

 ��A'+�� k'�+�� RO}�21.4.5.4.11 ��
W'�� *
,���� ���-�6� ��0	
�
j ��
�� ;A����� <ManageNameIDRequest>.  
2.3.5.4.11  ��+j� 
G"P�)���M� "b ( �+`� ]�^��.�<ManageNameIDResponse>  

 ��
W'�� ¿
-, X> M���6� ��A B-�,<ManageNameIDRequest> .� ;-j! ��A B-�, �u1� �C�
9� !> ��
W'�� ��
-
 ��
WS S;9, X> M���6�<ManageNameIDResponse>  U�
02 U
O�% T�
1�� �5!K6� "# ��0W
�� ��
$ k'+E ��A p��^

 U���2!V��SAML.  
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�   ����P�.� ���"���)���?j� ������(  
  j�'�� �d� �����K�� �1j�S �O-�W� ;� T�
1�� �5!K6� X
� �L# �1SOAP)  ;�0�� 'l	�10( �j
Q�W�� 
�c'2 M�, �

R��K�6� U
92�� U
O�% k'E
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1�� �5!K6� {;� e�+	 R����, X> T�Q��6� ��A B-�,!
 ��
W'��<ManageNameIDResponse> �1j�'�� 
�;O�-2 {'�> ���� puj :>.  

�   ����P�.� d8 ���"���)��K24� ������(  
   Ij�!'�� �d� �����K�� �( �1j�S �O-�W� ;� T�
1�� �5!K6� X
� �L#HTTP Redirect !> POST !> Artifact)  'l	�

 ;�0��10( �j
Q�W�� 
�c'2 M�, �<ManageNameIDResponse> ) !>Artifact ( �1���� "# �O-��6� ���! VA
j
��� MW�� �,�� 4'-� kS��# ��;� 3 �j
Q�Wg� ��Z
����T�
1�� �5!KO�� �- . ��$'m�� *
�1-6� U
O-�W� RN�!

T�
1�� �5!K6� 
�;O�-, ��� Ij�!'��! ��Z
���� �1���� ��� 
��� ;,;��� . g� 
�;O�-, �1j�S p> U
O-�W� RN�!
B	
�N��.  

 �1j�'�� ]	
� �L#!HTTP Redirect !> POST ��
W'�� �Z;�A M¥��2 ���O-��6� @� <ManageNameIDResponse> "# 
k�1�� ��� 3 T�
1�� �5!K6� . �1j�'�� ]	
� �L#!HTTP Artifact �	
0�W� ��0	
c T�
1�� �5!K6� �O-��, ���O-��6� @� 

 ��A'+�� k'�+�� 3 k�;�� 
�196� D@m��6.4.11 ��
W'�� 
c'��, @N� T�Q��6� �5!K6� "# @+�� D
A;�W
j :��, ��! �
<ManageNameIDResponse> � �1j�'�� xgO-���SOAPxgd� .  

 *��
0��� p'q Xuj ���,!HTTP �i�9�� ��A k�1�� ��� 3 TLS 1.0
���gW! ��
W'�� ��	
O�Z
j ®
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 ��
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W'�
j ���-�6� ��0	
�
j ��
�� ;A����� <ManageNameIDResponse>.  

4.5.4.11 671� ���I ;��� ���
' ,�:��"�� ,�3��7�  

�� ��� H'm2 B��
W'�� U
O-�W� ��A'+�� k'�+ManageNameIDRequest! ManageNameIDResponse.  
1.4.5.4.11  ,�3��7�<ManageNameIDRequest>  

 '9�-�� X�N, X> B-�,<Issuer>T�
1�� X
�N�� ;�$��� �,�\� 4'-� ��A p��� X> e��A B-�,! �x���c��  . B-�,!
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5.5.4.11 ��	���� �����.� ,�3��7�  

 ��Z
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���6� !> 
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 T�Q��6� '9�A U
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 �1j�'�� �d� �����K�� �1j�S 
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O-�W� ��0	
�� ��� H'm2!SOAP ;�0�� 3 k�;�� 10.  
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1.6.4.11 ���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:artifact  
,�`�1� ����?��: security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  
2.6.4.11 ��2!�4� }' �?��U ���!  
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B���
��� B2�1�� ��0	
�� H'm2!:  
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   k�1�� 3 T�
1�� S�
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�196�.  

  (2   �+`� ]�^��.� *��l��<ArtifactResponse>  

   k�1�� 3 T�Q��6� S;9,2) T�1�� e��
-� ;-j ( ��
WS<ArtifactResponse>T�
1�� "# .  
3.6.4.11 ��2!�4� Q�"  
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1.3.6.4.11  �+`� ]����� *��l��<ArtifactResolve>  
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0�W� ��;� 3 ��Z
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�196� D@m�� . ��
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,���� ���-�6� ��0	
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�196� D@m�� S;9ª� ��A<ArtifactResolve> ;�0�� 3 �;� �� 
O� 8 . S;9ª� ��A B-�,!
 ��
WS 
5c', X> �u1� e�C�
9� ;-j !> ��
W'�� e��
-� ;-j �
�196� D@m��<ArtifactResponse> k'+E ��A p��^ 

i��� *����2!'j U�
02 U
O�% T�
1�� "# ��0W
�� ��
$ �SAML . U���2!V�� ��
WS Y�S�# x
},> T�!SAML @�<��
j 
x
�c
	 ��L X
� X# �
�196� D@m�
j ���-�6� ��-c'6� RA.  

 ��
W'�� ��A 
�����
j D��W �T�
1�� {;� e�+	 R����, X> T�Q��6� ��A B-�,!<ArtifactResponse> :�;<�W
j !> 
�1j�'�� 
�;O�-2 {'�> ����.  

 k'�+�� RO}�2! ��A'+��2.4.6.4.11 ��
W'�� *
,���� ���-�6� ��0	
�
j ��
�� ;A����� <ArtifactResponse>.  
4.6.4.11 Y��`.� aD��� �!�2�7� ,�:��"�� ,�3��7�  

B��
W'�� U
O-�W� ��A'+�� k'�+�� ��� H'm2 ArtifactResolve! ArtifactResponse.  
1.4.6.4.11  ,�3��7�<ArtifactResolve>  

B-�, '9�-�� X�N, X> <Issuer> B-�,! �T�
1�� X
�N�� ;�$��� �,�\� 4'-� ��A p��� X> e��A B-�,! �x���c�� 
 ]-��� 4�$Format R� �O�� e� X�N2 X> !> urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  

���
W'�� ��gW RO}, X>! �T�Q��6� {;� e�+	 R����, X> T�
1�� @i0�,! ���� U
O-�W
j :> ��
W'�� ��A 
�����
j D��W 
�1j�'�
j ��
� . �1j�'�� �O-��2 ��� ��
�� *
�0	
�� �-j &'+2 ;�!HTTP Artifact X�N, Xu� ���C
�# *
0�1�� 

x
���K�# X
���W��.  
2.4.6.4.11  ,�3��7�<ArtifactResponse>  

 '9�-�� X�N, X> B-�,<Issuer> e��A B-�,! �x���c��
�196� D@m�� S;9­6 ;�$��� �,�\� 4'-� ��A p��� X>  .
 ]-��� 4�$ B-�,!Format  R� �O�� e� X�N2 X> !>urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  

-�W
j :> ��
W'�� ��A 
�����
j D��W ���
W'�� ��gW RO}, X>! �T�
1�� {;� e�+	 R����, X> T�Q��6� ��A B-�,! U
O
�1j�'�
j ��
� ����.  
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5.6.4.11 ��	���� �����.� T�+O�7�  

 ;�0�� �5;�9 �� x
W'�+� ��Z
���� �1���� '9�A <md:ArtifactResolutionService> !> 
��6�! Ij�!'�� h��� �
��0	
�� ��� x
�;<��� 
���# *
0�1�� �W', X> T�
1� RN� ��� �k;O�-6� 
���6� . ]-��� �O-��,!index b
���� K��O�� 

 ���� 3 ��
$%
j 
�;,;^ RN� ��� ��O��� ��Z
����EndpointIndex
�196� D@m�� 
j
��� .  
7.4.11 q�$ T�K��71� "b +�:<��� ]?W ��2!�L  

 ;�0�� �;�10 ��
� ��C
�# �,
-�! T$
9�� «
W> ��A :
�+�W�
j !> ��
$%
j k��c�� *�;��u2 T�1� x����2!'j 
�j8,'9 . �1j�'�� �d� �����K�� �1j�S 
� U���2!V�� ��� :�;<�W� ��0	
�� ��� h92!SOAP ;�0�� 3 k�;�� 10.  

1.7.4.11 ���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:query  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

����Q :�
	�> �S�!.  
�����S��� :;c�, �.  
2.7.4.11 ��2!�4� }' �?��U ���!  

 ;�0�� �;�8 G��16� �Z
W'�� �;� ��! ���0	
�� ��� MN^ ��� ��W
W)� ��
-6� ;A���! �Z
W'�� U�
02 :ag�� ��9+��
j 
�Z
W'�� U�
0�� ��O-��6� �1j�'�� 
� �-O�~ �
\�
02 . ;�0�� �;�!10IjS  �i�9�� 
� �Z
W'�� U�
02 SOAP V1.1 . /012!

������� ��� 3 £
� e,��2 �S! �L# �# �*
+���6� ��� 3 k�;�� *
0�1�6� 
��.  
 �Nm�� 8��,!6-11:
�+�W�� !> T�1�� ��0	
� ��W
W)� �1�1<��� .  

  
 #l���X.1141/6-11 �4 ��7�7i� ����O��� T�K��71� "b ]?��� ��2!�  

H'm2B���
��� B2�1�� ��0	
�� :  
  (1  ]����� SAMLx
�
�+�W� !> x
0�[ S;9,   

   T�
1�� S�
0,SAML k�1�� 3 1 ��
WS e�
WS»j ��0	
�� "# <AssertionIDRequest> !> 
<SubjectQuery>  !><AuthnQuery>  !><AttributeQuery>  !>

<AuthzDecisionQuery>  �1���� "#SAML.  
  (2   ��?���SAML �+`� <Response>  

  S;92 �0�Q��6� �1���� SAML k�1�� 3 2) T�1�� !> :
�+�W�� ��
-� ;-j ( ��
WS<Response> 
 T�
1�� "#SAML.  
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3.7.4.11 ��2!�4� Q�"  

7
��� "# ��c'�� M�, ����
��� 4
�!)� 3:  
�  T�K��71� "b ]?��� ��+A  

  � @� ��� �1���� {;� :
�+�W�� !> T�1�� U���2!'j 3 ��Z
���� �1���SAML !> :
�+�W�� �Z
WS M¥��2 
���#! �
<AssertionIDRequest>.  

1.3.7.4.11  ]�����SAMLT�K��71� "b ]?��� �+`�   

 T�
1�� S�
0, @N�SAML ��
WS S;9, e	»C ���0	
�� "# <AssertionIDRequest> !> <SubjectQuery>>  !
<AuthnQuery> !> <AttributeQuery>  !><AuthzDecisionQuery> � !> T�1�� ��;� R� ��Z
���� �1���� "#

 �1��� �-j
��� :
�+�W��SAML . ��� Ij�!'��! ���Z
���� �1���� ��� 
��� ;,;��� ��$'m�� *
�1-6� U
O-�W� RN�!
 �1���� 
�;O�-2SAML.  

 T�
1�� ��A B-�,!SAML-��, X>  �1j�'�� �d� �����K�� �1j�S �OSOAP)  ;�0�� 'l	�10( "# k'E
0� T�1�� U
WS% �
�,�\� �5!K� . �1���� {;� e�+	 R����, X> T�
1�� @i0�,!SAML {'�> ���� p> U
O-�W
j :> ��
W'�� ��A 
�����
j D��W �

�1j�'�� 
�;O�-2.  
 ��A'+�� k'�+�� RO}�2!1.4.7.4.11�
j ��
�� ;A����� �Z
W'�� h��t *
,���� ���-�6� ��0	
.  

2.3.7.4.11  ��?���SAML �+`� <Response>  

 �1���� ��A B-�,SAML ;�0�� 3 �5;� �� 
O� �:
�+�W�� !> T�1�� ��
WS ¿
-2 X> 8 . �1���� ¿
-2 X> ;-j!SAML 
 ��
WS 
�c'2 
���A B-�, �u1� 4�
92 X> ;-j !> ��
W'��<Response> p��^  T�
1�� "# ��0W
�� ��
$ k'+E ��A

SAML U���2!V�� U�
02 U
O�% SAML . ��OZ���6� *�;��u��� R� 'd�> !> ;$�! ;��u2 
��� ;,;^ 3 T�1�� 8È �L#!
�j
Q�W�� 3 x
},> YS;2.  

 ��A 
�����
j D��W �T�
1�� {;� e�+	 R����, X> T�Q��O�� @i0�,!<Response>���� p> U
O-�W
j !>  
�;O�-2 {'�> 
�1j�'��.  

 ��A'+�� k'�+�� RO}�2!2.4.7.4.11 ��
W'�� *
,���� ���-�6� ��0	
�
j ��
�� ;A����� <Response>.  
4.7.4.11 T�K��71� "b ]?��� ,�:��"�� ,�3��7�  

 �1��� �-j
��� :
�+�W�� !> T�1�� U���2!'j 3 ��Z
���� �1���� ��A'+�� k'�+�� ��� �;^SAML! � �Z
WS M¥��2 
���# ���
:
�+�W��.  

1.4.7.4.11 T�K��71� "b ]?��� ,�3��7�  

 '9�-�� X�N, X> B-�,<Issuer> x���c��.  
 ���� U
O-�W
j :> ��
W'�� ��A 
�����
j D��W ���
W'�� ��gW RO}, X>! �T�Q��6� {;� e�+	 R����, X> T�
1�� @i0�,!

�1j�'�� 
�;O�-2.  
2.4.7.4.11 ,�3��7� <Response>  

 '9�-�� X�N, X> B-�,<Issuer> �1���� ;�$��� �,�\� 4'-� ��A p��� X>! �x���c�� SAML�0�Q��6�  . B-�,!
 ]-��� 4�$Format R� �O�� e� X�N2 X> !> urn:oasis:names:tc:SAML:2.0:nameid-format:entity. 

 '9�-�� 
� kS!'}�
j �c
�� ��� :D���2 �!<Issuer> 3 �-c�'�� *�;��u��� !> ;��u���.  
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 ���� U
O-�W
j :> ��
W'�� ��A 
�����
j D��W ���
W'�� ��gW RO}, X>! �T�
1�� {;� e�+	 R����, X> T�Q��O�� @i0�,!
�1j�'�� 
�;O�-2.  

5.7.4.11 ��	���� �����.� T�+O�7�  

 ;�0�� �5;�9 ��Z
� �1�	 R� '�
�A k;A <md:AssertionIDRequestService>! <md:AuthnQueryService> 
!<md:AttributeService>! <md:AuthzService>  
�1��, ��� k;O�-6� 
���6� !> 
��6�! Ij�!'�� H'm, @N�

��0	
�� ��� x
�;<��� *
�
�+�W��! *
0�1�� 
��� �W', X> T�
[.  
 �1����!SAMLu��� *
,��� !> �q
��� *�;��u��� '¥+q 
�;�A �
��N�  '9�-�� �O-��2 X> �£
� X
�� �c> R� *�;��

<md:KeyDescriptor> �+Q��� U
O-�W� ]-	 
� X
�N�� ��� R� “encryption”�  �0W
�� �+q ���aS��� �5;� @N�
�O~ �+q H
�+� M���2 ;�A e�
O-�W� Tc���� @��O-�� H
�+6� 
�-�! �
\
O-�W� I0� *
��OA 
�.  

*
+����� p��^ X> RN� '�
�-�� ��A S!;�� �+��<6� <md:NameIDFormat>! <md:AttributeProfile> 
!<saml:Attribute>) /01�, 
O0�$ ( *
�0	
c !> ���
�� MW�� �,�� *
C'-� r
�	> MA;2 ��� ��
-�� kS;�6� B0��

��
� x
O��! x
2�-	 !> �]-��� .��A h���2 B-� T�[ D
��> *�K�6� ��� �d� MA� kS;��!�1���� ',;�2 "# ��-2! �W
���� .  
8.4.11 #���� o?$ 671� ���I ;��� YZ" ��2!�L  

 ��A'+�� k'�+�� �5;^6.2.8 @��ZS 4'1� MW�� �,�� 4'-� 
�! �c> R� ��j
�2 ��A MW�� �,�� 4'-� 
�! U���2!'j 
@��Z'�� 4'1�� s+�� h��t MW� �,�� 4'-� 
� �j
�2 ��A .-�W� k'�+�� ��� H'm2! �1j�S 
� U���2!V�� ��� U
O

 �1j�'�� �d� �����K��SOAP ;�0�� 3 k�;�� 10 R� 5;$! �+q 
� @��Z'�� 4'1�� �,'W �,
O� ��C
�# ����c�2 b�1� 
� �
�j
�2 ��A ����6� �,�\� 4'-� U
O-�W�.  

1.8.4.11 ���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:nameidmapping  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  
2.8.4.11 ��2!�4� }' �?��U ���!  

 ;�0�� �5;�8 �5;� ��! ���0	
�� ��� MN^ ��� ��W
W)� ��
-6� ;A���! �Z
W'�� U�
02 :ag�� ��9+��
j  G��16� �Z
W'��
�Z
W'�� U�
0�� ��O-��6� �1j�'�� 
� �-O�~ �
\�
02 . ;�0�� �5;�!10 �i�9�
j �Z
W'�� U�
02 IjS SOAP V1.1 . 
�� /012!

������� ��� 3 £
� e,��2 �S! �L# �# �*
+���6� ��� 3 k�;�� *
0�1�6�.  
 �Nm�� 85��,!7-11� 
�! ��0	
� ��W
W)� �1�1<��� �j
�2 ��A MW�� �,�� 4'-.  
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 #l���X.1141/7-11 �671� ���I ;��� ��2!�4 ��7�7i� ����O���   

H'm2B���
��� B2�1�� ��0	
�� :  
  (1   �+`� ]����� *��l��<NameIDMappingRequest>  

   k�1�� 3 T�
1�� S;�0,1  ��
WS e�
WS»j ��0	
�� <NameIDMappingRequest>�,�\� �5!K� "# .  
  (2   �+`� ���M� 
G"P�<NameIDMappingResponse>  

   k�1�� 3 T�Q��6� �,�\� �5!K� S;9,2) T�1�� ��
-� ;-j ( ��
WS
<NameIDMappingResponse>T�
1�� "# .  

3.8.4.11 ��2!�4� Q�"  

 MW�� �,�� 4'-� 
�! ��;� ��A'+�� k'�+�� ��� �O-��2 �,�� 4'-� 
�! U���2!'j 3 ��Z
���� �1���� @�! ��j
�2 ��A
 �Z
W'�� 
���# M¥��2 ��,�� �5!K6 �-j
��� �j
�2 ��A MW��<NameIDMappingRequest>.  

1.3.8.4.11  �+`� ]����� *��l��<NameIDMappingRequest>  

 ��
WS �S�;�»j ��0	
�� T�
1�� S;�0,<NameIDMappingRequest>�� "#  MW�� �,�� 4'-� 
�! ��;� 3 ��Z
���� �1��
�,�\� �5!K6 �-j
���! �j
�2 ��A . 
�;O�-, ��� Ij�!'��! ��Z
���� �1���� ��� 
��� ;,;��� ��$'m�� *
�1-6� U
O-�W� RN�!

�,�\� �5!K�.  
 �1j�'�� �d� �����K�� �1j�S :;<��, X> T�
1�� ��A B-�,!SOAP)  ;�0�� 'l	�10( @N� � �5!K� "# k'E
0� T�1�� �W',

�,�\� . ��A 
�����
j D��W ��,�\� �5!K� {;� e�+	 R����, X> T�
1�� ��A B-�,!<NameIDMappingRequest> :> 
�1j�'�� 
�;O�-2 {'�> ���� p> :�;<�W
j.  

 ��A'+�� k'�+�� RO}�2!1.4.8.4.11 ��
W'�� *
,���� ���-�6� ��0	
�
j ��
�� ;A����� <NameIDMappingRequest>.  
2.3.8.4.11  �+`� ���M� 
G"P�<NameIDMappingResponse>  

 ��
W'�� ¿
-, X> �,�\� �5!K� ��A B-�,<ManageNameIDRequest> ;�0�� 3 �;� �� 
O� 8 . ��,�\� �5!K� ��A B-�,!
 ��
WS 
5c', X> �u1� e�C�
9� ;-j !> ��
W'�� e��
-� ;-j<NameIDMappingResponse> ��
$ k'+E ��A p��^ 

 U���2!V�� U�
02 U
O�% T�
1�� "# �0W
��SAML.  
 ��
W'�� ��A 
�����
j D��W �T�
1�� {;� e�+	 R����, X> T�Q��6� ��A B-�,!<NameIDMappingResponse> :> 

�1j�'�� 
�;O�-2 {'�> ���� p> U
O-�W
j.  
 ��A'+�� k'�+�� RO}�2!2.4.8.4.11;A�����  ��
W'�� *
,���� ���-�6� ��0	
�
j ��
�� <NameIDMappingResponse>.  
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4.8.4.11 #���� o?$ 671� ���I ;��� YZ" ,�:��"�� ,�3��7�  

 ;�0�� �;�8 �j
�2 ��A @��ZS 4'1� MW�� �,�� 4'-� 
�! �c> R� ��j
�2 ��A MW�� �,�� 4'-� 
�! U���2!'j 
�� s+�� h��t MW� �,�� 4'-� 
�@��Z'�� 4'1 .U���2!V�� ��� U
O-�W� ;�0�� ��� H'm,! ��C
�# ����c�2 b�1� 
� 

�j
�2 ��A ����6� �,�\� 4'-� U
O-�W� R� 5;�
� �@��Z'�� 4'1�� �,'W �,
O�.  
1.4.8.4.11  ,�3��7�<NameIDMappingRequest>  

 '9�-�� X�N, X> B-�,<Issuer>x���c�� .  
 T�
1�� R����, X> B-�,! ���� U
O-�W
j :> ��
W'�� ��A 
�����
j D��W ���
W'�� ��gW RO}, X>! �T�Q��6� {;� e�+	

�1j�'�� 
�;O�-2.  
2.4.8.4.11  ,�3��7�<NameIDMappingResponse>  

 '9�-�� X�N, X> B-�,<Issuer>T�Q��6� �,�\� �5!K6 ;�$��� �,�\� 4'-� ��A p��� X> B-�,! �x���c��  . B-�,!
$ ]-��� 4�Format R� �O�� e� X�N2 X> !> urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  

 ���� U
O-�W
j :> ��
W'�� ��A 
�����
j D��W ���
W'�� ��gW RO}, X>! �T�
1�� {;� e�+	 T�Q��6� R����, X> B-�,!
�1j�'�� 
�;O�-2.  

 ��A'+�� k'�+�� �;^!3.2.29�� �+Q��� R�  
OQ��� RA S�
W3CMW�� �,�� 4'-� ��A �,'��� /�01�� �+Q��� U
O-�W� � .
 @N� �T�
1�� "# e-5c', p��� �j
�2 ��A ����6� MW�� �,�� 4'-� '¥+m, X> �,�\� �5!K� ��A T2'�, �X
�$)� T�(> 3!

@��Z'�� 4'1�� �,'W @O� . '9�-�� Y�'<�W� T�
1�� 
�1��,!<EncryptedID> e-�!! !> U���2!V�� �Z
WS 3 
��$g�� *�;��u���.  

#���� o?$ ��Z�.� ���M� ;��� ,�3��7� N� G+y�  
 3 �j
�6� MW�� �,�� 4'-� e-�c'�j ��L! ��2
��� �,�\� 4'-� U
O-�W� ��A ��C
�# x����� �,�\� �5!K� /501, X> RN�

 �NE<Assertion> ���� 3 �,�\� 4'-� ��A p��� <Subject>*
	gA# p> X!� R� RN�! �e��  . '¥+� ��L ;-j!
 '9�-� �Q����� :;<��2! �;��u���<EncryptedData> 4'-6� 3 <EncryptedID>T�
1�� "# 
5c'6�  . RO}�, ;�!

 '9�-�� ;��u���<Conditions> ;�0�� 3 �5;� �� 
O� �U
O-�W�� R� 5;� @N� 8�9�6� !> R�Kj k�!;�� �����
� � 3 kS
��g��� �,
O� x
-¥��� ;��u��� X�N, X> B-�,! �k�;� ����! 4�'[> ��A U
O-�W��.  

5.8.4.11 ��	���� �����.� ,�3��7�  

 ��Z
���� �1���� '9�A ��A'+�� k'�+�� ��� �5;^<md:NameIDMappingService> 
���6� !> 
��6�! Ij�!'�� H'm� 

WS# T�
1�� 
�1��, ��� k;O�-6���0	
�� ��� x
�;<��� 
���# *
0�1�� U.  

 '9�-�� �O-��, X> �£
� X
�N� �2
��� �,�\� 4'-� '¥+� p��� �,�\� �5!K6 RN�<md:KeyDescriptor>  X
�N�� ��\
 ]-��� 
�use �+Q��� "encryption"  H
�+� 
� �
\
O-�W� I0� *
��OA 
� �0W
�� �+q ���aS��� ;,;^ �c> R�

 @��OA�O~ �+q H
�+� M����� �O-��,.  
9.4.11  ?�(�� #��/1�:SAML 

 *�-��� �0-2 R� 5;��� ��ag�� *
+,'-��� ]-��� *
�0	
c :;�2SAML !> ]-��� *
���-� R� ��
� b
J> ¿
-2 
�;�A �
V�> ���'� T�1�2 ��cS
� �Ol	> 
� �A
+��� ;�A .W
W)� ]-��� ��0	
c ��A'+�� k'�+�� ��� �;^! �i��� 3 @SAML �

 ���;�� "# L
+��� h¥+<6� U���2!V�� ��0	
c!(LDAP) *
������ 3 �S���� X.500 � @6
-�� ;�$��� �,�\� 4'-� *
�0	
c!
(UUID) L
+��� 3 MN���� ��-5W���� �,�Eu��� �i��� ��0	
c! �(XACML).  
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1.9.4.11 D7�7i� =���� ��2!�L  

 @W
W)� ]-��� ��0	
c �5;^"Basic" �i��� *�-�� �k;�$! ]��� 
��N�! ��15�0� ��O�2 SAML *�-��� M�� ����! �
 3 �~;6� *
�1-6� b
J> ��A ���06�Datatypes 
OQ��� RA k�S
9�� W3C S�'�% ��-5W�2 *
1�1� "# �c
�� ��,K� �

 ����� ��$g�)T��'��� ;A���.(  
���?�.� ����?�.� :urn:oasis:names:tc:SAML:2.0:profiles:attribute:basic  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  

 �V?�� ���! ��3��SAML 

 ]-��� X�N, X> B-�,NameFormat  �i��� R�XML '�
�-�� 3 <Attribute> �� 
urn:oasis:names:tc:SAML:2.0:attrname-format:basic.  

 ]-���!Name �i��� R� XML ;�0�� 3 �5;� �� 
O� �/���� ��\ k�;�� ;A����
j :K��, X> B-�, 8.  
�  =���� 67� �!����  

   X�'9�A ��-,<Attribute> �i��� 3 ]-��� s+	 "# SAML 
O���-	 
�O�� ]	
� ��L# I�C! ��L# Name 

XML B�,!
��� )m6� �-6
j ;�0�� 3 H!'8.(  
 �V?�� ���!XML��2!�4�� ���j�   

 ]-	 p> ;c�, �XML '9�-�� 
� e�
O-�W� x
C'-� 3
�# <Attribute>.  
 �V?�� _ =���� 6�BSAML 

 '9�-�� {���� �1�1� IJ X#<AttributeValue> /��6� 3 �C'-6� b
J)� R� ;$�! R� T��, X> B-�, A . ��A!
 ]-���xsi:type�0W
�6� �O���� e� X�N2 X>! x���c�� X�N, X> .  

,�p�  
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic" 
  Name="FirstName"> 
 <saml:AttributeValue xsi:type="xs:string">By-Tor</saml:AttributeValue> 
</saml:Attribute> 

 

2.9.4.11 �2!�L #��+�� }' ����?� Qm�O.� ,�:��"t�� =�! �X.500/(LDAP) 

 *
������ ����W �A�O~ ��A ���06� �¥��)� X#X.500 *�
92�� s���2 �
1� RA kS�
9�� (ITU-T) *
���-��� T�[ ��A! 
RFC 3377 ]	'�	%� 3 ��W;�\� :
�6� /,'C RA S�
9�� (IETF)
W�! r
1	 ��A k'm��� � . :;<��2! ���;�� �1�1�

�¥��)� ��� 3 
��,K� G��16� *
���-6� �c�O�� . *
������ 3 ]-��� IJ *
+,'-�CX.500 ;,;��� x
��9� :;<��ª2 
 ���;�� 3 ��W
W)� R,K<��� k;$! @�! �*�-��� *�K�� R� 
��(! T��'��� ;A���) ������� ��� 3 *�-��� ��� "# U
�!

 MW
j"���;�� *�-	 .(">! *
������ 3 *
1�1� �Nmj �C'-� ���;�� *�-	 b
JX.500 U���2!V�� *
+����! LDAP 
 {'�> ��
A /Z
�! 3 *
1�1�! �*���
j) �1�1<��� �d�inetOrgperson)  T�1�� 'l	�RFC 2798 /,'+�� IETF(( �

�!��
� &�'() �C'-� *
1�1 .!y�6 ;�+6� R� X�N, �*�
�� ��� R� k;$�! p> 3! ��� R� �!;�+��, X> S
m�	�� 7
 *�-��� RA *
	gA%� r
�W 3 ���;�� *�-�� b
J)�SAML ��¡ ��
� ]-	 *
+,'-2 ��;$# "# S�'1��� X!� R� �

 �i��� 3 b
J)�SAML|�j ��im2 G��Wuj ���j :
���� "# S�'1���! �x
,!;, x
��;$# .  
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 U���2!V�� ]-��� ��0	
c 4'-2!LDAP� 3  *
�����X.500 
��A V-, B$ *�-��� ��� ��d ! ��O��� x
�
A x
$g1�� 
 �i��� 3 *�-��SAML.  

���?�.� ����?�.�  
���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500 ) MW�� X
N� x
},> �� ���!

 U���2!V�� ��0	
�� �1�1� 3 f9<6� 4;���6�X.500/LDAP /��6� 3 A.(  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  

 �V?�� _ ������ ��3��SAML 

 ]-��� X�N, X> T�NameFormat XML '�
�-�� 3 <Attribute> �� 
urn:oasis:names:tc:SAML:2.0:attrname-format:uri.  

�,! MW�� X
N� :;<�oid )D@m�� �,�� 4'-� ( 3URN) �S��O�� ;5$�6� MW�� ( T�1�� 3 H!'m6�RFC 3061 /,'+�� 
IETF*�-��� D
o> T��'2 ��0W 3 � . ]-��� �0,!XML���;�� ]-	 IJ "# ;��6� D@m�� �,�� 4'-� ��A .  

  U
d�:  
  urn:oid:2.5.4.3  

 *
������ *�D�'c# ]0�12 X> ���!X.500 ��� ]�O� �D@m�� �,�\ ;�$! 4'-� �1W��j ]-	 IJ �� h,'-2 p'� X> 
 �i��� 3 *�-��� ���m6� D
o)� X�N2 X> ��O���� �1�1<���SAMLs0� !> &�O( p> 
�,'�-, � .  

 ]-��� ����W �¾ �� x
},> T�1� "# *
��01��� �-j Y
�^ 
�S �D
o)� kD�'� R� X
�	%� BNO��!XML��  pS
���
OID URN)  T�1�� 3 �C'-� @� 
O�RFC 3061 /,'+�� IETF .( ]-��� U
O-�W� RN�!XML pS
����� 

FriendlyName ) ;�0�� 3 4'-6�8 (&'i�� ��\ . h��! ��A �O�m, ���;�� ]-	 IJ h,'-2 X
� �L#!) MW��
'9�<6� ( �O��� @i0�, �]-��� IO�� 'd�> !> ;$�!FriendlyName X# � *
+����� R� k;$�! @� X�N2 X> �*;c!

�C'-6�.  
 X
��� X�'9�A ��-,!<Attribute> ]-��� s+	 "# SAML ]-��� 
�O�� ]	
� ��L# I�C! ��L# �Name XML B�,!
��� 

 T�1�� 3 �S���� �-6
j �
O��CRFC 3061 /,'+�� IETF . ]-��� T-�, �!FriendlyName�	S
�6� ��� 3 S!� p> .  
����� �XML��2!�4�� ���j�   

 *�-	 ;c�2 �XML '9�-�� 
� 
\
O-�W� �C'-� ��C
�# <Attribute> .  
 ������ 6�BSAML 

 *
������ ���> 3 �O-��2 ��� ���;�� *�-	 b
J> *
+,'-2 �;^X.500 K��'2 ��;<��� ]-��� T��'2 ;A��� �����)� 
�'¤� T��'��� ;A���.1 (ASN.1) .2 �O-��2 @N�! U���2!V�� 3 ���;�� *�-	 *
+,'-LDAP "# �C
�# RO}2 
�»C 

 U���2!V�
j ��
� T��'2 ;A��� ��LLDAP ���2 
�;�A �T��'��� ;A���� B�j
1� ;��u2 !> ]-	 M�� ��d  ��+�� �;^ �
 U���2!V�� "#LDAP)  U���2!V�
j £
�� �+m��� �O�2!LDAP .( �+m��� ��� ���,!LDAPo k�
A  k'+m�� *


 k;$�6�(Unicode) �Nm�
j UTF-8 . *�-��
j ��
�� ��0	
�� ��� �;^SAML ]-��� M�� �NE SAML *�-�� I�C 
 U���2!V�
j ��
� T��'2 ;A��� 
\ ��� ���;��LDAP . ]-	 M�� r
�	> ��0	
�� ��\ ���0���6� *
-5W���� 4'-2 ;�!

 
�0��'2 ;A��� �;^ ��� ���;�� *�-��{'�> *��+m2.  
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 '9�-�� p��� X> B-�, ����-� ]-	 �O��� ��O-��6� �+m��� ;A��� ��d  ;�A!<AttributeValue> ]-	 ��A XML 
 �+m��� �O�,"Encoding" MW�� X
N� 3 4'-� ��! �XML 

urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500.  
�+m��� X�N, ����� ]-	 �� f� 
O�C! U���2!V�
j £
�� LDAP �WgW �# ���, � e0��'2 ;A��� 3 ��c�6� 

 �Nm�
j *
O���UTF-8 ]-��� �O�� '¥+m2 �M���� 
�S
0�A
j SAML ������� �d� �[
�j �Nj UTF-8 
�u�! �
��+	 
 ]-��� {���<AttributeValue>��C
�# D
}�j *
(�'C p> X!� R� � . B-�, �*�
�� ��� �d� 3! ]-��� ��AXML 
xsi:type  ��A 
��, X>xs:string . ]-��� :;�,!XML U���2!V�� R� �O�� 
� ���0	
�
j £
�� �+m��� LDAP.  

 U���2!V�� *�-�� T��'��� ;A��� �-0j �OZ
� @�, 
O�C!LDAP)  *
C'-6� 
�-�!OID �0$
96� ( ��� 
���A /01�, ���
'�)�.  

���;�� IJ h�!  1.3.6.1.4.1.1466.115.121.1.3 Attribute Type Description 
*
�j ����W  1.3.6.1.4.1.1466.115.121.1.6 Bit String 

���j  1.3.6.1.4.1.1466.115.121.1.7 Boolean 
;�0�� ����W  1.3.6.1.4.1.1466.115.121.1.11 Country String 

DN 1.3.6.1.4.1.1466.115.121.1.12 DN

���;�� ����W  1.3.6.1.4.1.1466.115.121.1.15 Directory String

s�
+�� h2
� M�S  1.3.6.1.4.1.1466.115.121.1.22 Facsimile Telephone Number

M5O-6� ]������  1.3.6.1.4.1.1466.115.121.1.24 Generalized Time

 �������IA5 1.3.6.1.4.1.1466.115.121.1.26 IA5 String

8��� �;A  1.3.6.1.4.1.1466.115.121.1.27 INTEGER

 U���2!V�� T��'��� ;A��� h�!
LDAP 

1.3.6.1.4.1.1466.115.121.1.54 LDAP Syntax Description

:Ì����� k;A
� h�!  1.3.6.1.4.1.1466.115.121.1.30 Matching Rule Description

:Ì����� k;A
� U
O-�W� h�!  1.3.6.1.4.1.1466.115.121.1.31 Matching Rule Use Description

 ;�$��� �,�\� 4'-�! MW��(UID) 
pS
�����  

1.3.6.1.4.1.1466.115.121.1.34 Name And Optional UID

MW�� �NE h�!  1.3.6.1.4.1.1466.115.121.1.35 Name Form Description

��O�S ����W  1.3.6.1.4.1.1466.115.121.1.36 Numeric String

D@m�� h�� h�!  1.3.6.1.4.1.1466.115.121.1.37 Object Class Description

*
	�Ô> ����W  1.3.6.1.4.1.1466.115.121.1.40 Octet String

OID) D@m�� �,�� 4'-�(  1.3.6.1.4.1.1466.115.121.1.38 OID

'�� ;,'j r!;��  1.3.6.1.4.1.1466.115.121.1.39 Other Mailbox

p;,'j X���A  1.3.6.1.4.1.1466.115.121.1.41 Postal Address

n;�2 X���A  1.3.6.1.4.1.1466.115.121.1.43 Presentation Address


³0Ç1ª2 ����W  1.3.6.1.4.1.1466.115.121.1.44 Printable String

;��u��� ��A'C ����W  1.3.6.1.4.1.1466.115.121.1.58 Substring Assertion

h2
� M�S  1.3.6.1.4.1.1466.115.121.1.50 Telephone Number

UTC) /5��6� @6
-�� ]������(  1.3.6.1.4.1.1466.115.121.1.53 UTC Time

 ���;�� "# L
+��� h+<6� U���2!V�
j ��
�� {'�)� T��'��� ;A��� 
�� 3 k'¥+m� ]-��� �O�� X�N2!(LDAP) �
 '9�-�� {��� 
�S
0�A
j<AttributeValue>m2 X> ��A � «
W)
j '¥+64 U���2!V�� ]-	 �O�� LDAP k'+m6� 

 K��'��� 3 *
	�Ô)� �����jASN.1k;Z
���  . ]-��� 
�! B-�,!xsi:type XML �Nm�
j xs:base64Binary . :;�,!
 ]-���XML R� �O�� 
� ���0	
�
j £
�� �+m��� "LDAP".  
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 ]-��� M�� p!
�2 �	S
�� ;�A!SAML;A���j ;����� M�, � ��j
�6� ���;�� *�-	 b
Juj ��
�� :Ì����� ) s����� �d�
�A
01�� 4!'$ r!;�9j.(  

��2!�4�� ���j� ����O���  

 ]-��� h,'-2 B02 ���
��� *
1�1<��� �OZ
�XML ��0	
�
j £
�� Encoding)  /��6� 'l	�A.(  
 

<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-x500-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
              V2.0 (March, 2005): 
                Custom schema for X.500 attribute profile, first published 
in SAML 2.0. 
        </documentation> 
    </annotation> 
    <attribute name="Encoding" type="string"/> 
</schema> 

 

,�p�  

 ���;�� ]-	 �j
�2 ��A U
d� @�, 
O�C"givenName" U!)� MW�� �d� p��� )@9<m�� ( �i��� 3 ;��u��� T$
9�SAML .
 �� ez�E �,�� 4'-�!{joint-iso-itu-t(2) ds(5) attributeType(4) givenName(42)} U���2!V�� 3 e0��'2 ;A���! 

LDAP @� Directory String) ���;�� ����W:(  
 

<saml:Attribute 
xmlns:x500="urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500" 
  NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" 
  Name="urn:oid:2.5.4.42" FriendlyName="givenName"> 
 <saml:AttributeValue xsi:type="xs:string" 
  x500:Encoding="LDAP">Steven</saml:AttributeValue> 
</saml:Attribute> 

 

3.9.4.11  D.���� +�	��� ���M� ;��� =���� ��2!�L(UUID) 

 ]-��� ��0	
c s��2UUID *
C'-6� M�� RA �0-��� UUID �i��� 3 *�-	 M��! D
ouj SAML . :
l��� X�N, v�$ /01�2!
 @6
-�� ;�$��� �,�\� 4'-� �O�� !> ]-	 4'-, :
l	 �� ]-��� S;96�(UUID).  

���?�.� ����?�.�  

���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:attribute:UUID  
,�`�1� ����?�� :security-services-comment@lists.oasis-open.org  

Q���� :�
	�> �S�!.  
�����S��� :;c�, �.  

 �V?�� _ ������ ��3��SAML  
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 ]-��� X�N, X> T�NameFormat XML  '�
�-�� 3<Attribute> �� 
urn:oasis:names:tc:SAML:2.0:attrname-format:uri. 

 4'-� �� ]-��� MW� ����� ��dO��� X
� �L#UUIDA �O-��, � X
N6� MW� �Z;�UUID R� URN ������� 3 4���6� 
ITU-T X.667 . ]-��� X�N, ����� ��� 3!Name XML MW�� �NE ��A x
��0� URN 4'-O�� UUID p��� ����� 

]-��� �,�� 4'-,.  
U
d�:  

 
urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6 
 

� �� ]-��� MW� ����� ��dO��� RN, ¯ �L#! 4'-UUID 4'-O�� �NE p> �Z;�A �O-��, �URI ]-��� 3 Name XML.  
 T	
c "# �,S
���� D
o> ����W �¾ �� x
},> T�1� "# *
��01��� �-j Y
�^ 
�S �D
o)� kD�'� R� X
�	)� BNO��!

 4'-6�URI . ]-��� U
O-�W� RN�!XML pS
����� FriendlyName&'i�� ��\ .  
�� X�'9�A ��-, X
�<Attribute> ]-��� s+	 "# SAML ]-��� 
�O�� ]	
� ��L# I�C! ��L# �Name XML B�,!
��� 

 ������� 3 �S���� �-6
j �
O��CITU-T X.667 . ]-��� T-�, �!FriendlyName�	S
�6� ��� 3 S!� p> .  
 ������XML��2!�4�� ���j�   

 *�-	 ;c�2 �XML
� 
\
O-�W� �C'-� ��C
�#  '9�-�� <Attribute>.  
 ������ 6�BSAML 

 4'-� x
},> @� ]-��� �O�� 
��C X�N2 ��� *�
�� 3UUID MW�
j ��
�� T��'��� ;A��� s+	 U
O-�W� B-�, �URN 
 '9�-�� ���� �O���� RA �0-��� ��gA> H!'m6�<AttributeValue> . ]-���!xsi:type XML  ��A e-�! B-�,

xs:anyURI.  
L#! 4'-� @� ]-��� �O�� RN2 ¯ �UUID '9�-�� U
O-�W� ��A ���� �Z;�A ;c�2 ��-2 � �<AttributeValue>.  

,�p�  

 �a�� G
�$ �z�j 3 
W�� �QW ]-	 ��A U
d� @�, 
O�C(DCE) ��A e-�! b�0}� �"pre_auth_req" 4'-� e� �
 �,��UUID �� x�;�c 4!'-� 6c9d0ec8-dd2d-11cc-abdd-080009353559 ������ ��;A> �O��! .  

 

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
  Name="urn:uuid:6c9d0ec8-dd2d-11cc-abdd-080009353559" 
  FriendlyName="pre_auth_req"> 
 <saml:AttributeValue xsi:type="xs:integer">1</saml:AttributeValue> 
</saml:Attribute> 

 

4.9.4.11  ������ _ 6lS�?� ���G7���� ��dU<��� �V?�� =�! ��2!�L(XACML) 

 �i��� 3 ]-��� *�;��u2 U
O-�W� RN�SAML ������� x
�C! k�<�6� f��'��� *�S�'� "# ���;O� ITU-T X.1142 .
 ]-��� /�	 X> 
6
[!SAML ]-��� /�	 RA h��� XACMLD�'c# R� ;j � ��j
�2 ��A 
�! ���OA  . ]-	 ��0	
c!

 �i���XACML��C
�%� ]-��� ��$'m�� *
�1-6�! �M���� T��'2 ;A���! ���O���� s���2 /,'[ RA ��j
���� ��� ���2  .
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,�`�1� ����?��: security-services-comment@lists.oasis-open.org  
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<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
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    <annotation> 
        <documentation> 
            Document identifier: saml-schema-xacml-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
            V2.0 (March, 2005): 
              Custom schema for XACML attribute profile, first published in 
SAML 2.0. 
        </documentation> 
    </annotation> 
    <attribute name="DataType" type="anyURI"/> 
</schema> 

 

,�p�  

 ]-��� ��j
�� ��A U
d� @�, 
O�C"givenName" U���2!V�� 3 LDAP *
������ 3 �S���� X.500 MW�� �d� p��� �
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<saml:Attribute 
xmlns:xacmlprof="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML" 
 xmlns:ldapprof="urn:oasis:names:tc:SAML:2.0:profiles:attribute:LDAP
" 
  xacmlprof:DataType="http://www.w3.org/2001/XMLSchema#string" 
  ldapprof:Encoding="LDAP" 
  NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" 
  Name="urn:oid:2.5.4.42" FriendlyName="givenName"> 
 <saml:AttributeValue xsi:type="xs:string">By-
Tor</saml:AttributeValue> 
</saml:Attribute> 

 

   �l$g�)�g¥[g� (– 8��, PE39)  'l	�OASIS PE:2006 (@�, 
� �gA> U
d6�:  
<saml:Attribute 
xmlns:xacmlprof="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML" 

 xmlns:ldapprof="urn:oasis:names:tc:SAML:2.0:profiles:AttributeValue:LDAP" 

  xacmlprof:DataType="http://www.w3.org/2001/XMLSchema#string" 

  ldapprof:Encoding="LDAP" 

  NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" 

  Name="urn:oid:2.5.4.42" FriendlyName="givenName"> 

 <saml:AttributeValue xsi:type="xs:string">By-Tor</saml:AttributeValue> 

</saml:Attribute> 
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URI: urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
  targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol 
        Document identifier: saml-schema-authn-context-ip-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
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            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="IPAddress"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 

2.4.3.12 InternetProtocolPassword ) =!��!f� ,�:��"�� _ ���� �3?:( 
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
  targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword" 
  xmlns:ac="urn:oasis:names:tc:SAML:2.0:ac"  
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword 
        Document identifier: saml-schema-authn-context-ippword-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
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    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="Password"/> 
            <xs:element ref="IPAddress"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 
3.4.3.12 Kerberos 

URI: urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
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  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos 
        Document identifier: saml-schema-authn-context-kerberos-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
              <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="SharedSecretChallengeResponse"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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    <xs:complexType name="SharedSecretChallengeResponseType"> 
      <xs:complexContent> 
        <xs:restriction base="SharedSecretChallengeResponseType"> 
          <xs:attribute name="method" type="xs:anyURI" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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<AuthenticationContextDeclaration 
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos">  
 
  <AuthnMethod>  
 
    <PrincipalAuthenticationMechanism preauth="0">  
      <RestrictedPassword>  
        <Length min="4"/>  
      </RestrictedPassword>  
    </PrincipalAuthenticationMechanism>  
 
    <Authenticator>  
      <AuthenticatorSequence>  
        <SharedSecretChallengeResponse 
method="urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos"/>  
      </AuthenticatorSequence>  
    </Authenticator>  
 
  </AuthnMethod>  
 
</AuthenticationContextDeclaration>  
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4.4.3.12 MobileOneFactorUnregistered 

URI: urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
  
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnre
gistered" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  
xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
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        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered 
        Document identifier: saml-schema-authn-context-mobileonefactor-
unreg-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="ZeroKnowledge"/> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkNoEncryption"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
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              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="OperationalProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="OperationalProtectionType"> 
          <xs:sequence> 
            <xs:element ref="SecurityAudit"/> 
            <xs:element ref="DeactivationCallCenter"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
              <xs:element ref="SecretKeyProtection"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="SecretKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="SecretKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="MobileDevice"/> 
                <xs:enumeration value="MobileAuthCard"/> 
                <xs:enumeration value="smartcard"/> 



 

   �������ITU-T X.1141 (2006/06)  207  

              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="SecurityAuditType"> 
      <xs:complexContent> 
        <xs:restriction base="SecurityAuditType"> 
          <xs:sequence> 
            <xs:element ref="SwitchAudit"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="IdentificationType"> 
      <xs:complexContent> 
        <xs:restriction base="IdentificationType"> 
          <xs:sequence> 
            <xs:element ref="GoverningAgreements"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="nym"> 
            <xs:simpleType> 
              <xs:restriction base="nymType"> 
                <xs:enumeration value="anonymity"/> 
                <xs:enumeration value="pseudonymity"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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5.4.3.12 MobileTwoFactorUnregistered 

URI: urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnre
gistered" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  
xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
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  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered 
        Document identifier: saml-schema-authn-context-mobiletwofactor-
unreg-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="ZeroKnowledge"/> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
              <xs:element ref="ComplexAuthenticator"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="ComplexAuthenticatorType"> 
      <xs:complexContent> 
        <xs:restriction base="ComplexAuthenticatorType"> 
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          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
            </xs:choice> 
            <xs:element ref="Password"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkNoEncryption"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="OperationalProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="OperationalProtectionType"> 
          <xs:sequence> 
            <xs:element ref="SecurityAudit"/> 
            <xs:element ref="DeactivationCallCenter"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
              <xs:element ref="SecretKeyProtection"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="SecretKeyProtectionType"> 
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      <xs:complexContent> 
        <xs:restriction base="SecretKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="MobileDevice"/> 
                <xs:enumeration value="MobileAuthCard"/> 
                <xs:enumeration value="smartcard"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="SecurityAuditType"> 
      <xs:complexContent> 
        <xs:restriction base="SecurityAuditType"> 
          <xs:sequence> 
            <xs:element ref="SwitchAudit"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="IdentificationType"> 
      <xs:complexContent> 
        <xs:restriction base="IdentificationType"> 
          <xs:sequence> 
            <xs:element ref="GoverningAgreements"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="nym"> 
            <xs:simpleType> 
              <xs:restriction base="nymType"> 
                <xs:enumeration value="anonymity"/> 
                <xs:enumeration value="pseudonymity"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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6.4.3.12 MobileOneFactorContract 

URI: urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorContract 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
  
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorContract
" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorContract" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorContract 
        Document identifier: saml-schema-authn-context-mobileonefactor-reg-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
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              <xs:element ref="ZeroKnowledge"/> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkNoEncryption"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="OperationalProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="OperationalProtectionType"> 
          <xs:sequence> 
            <xs:element ref="SecurityAudit"/> 
            <xs:element ref="DeactivationCallCenter"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
              <xs:element ref="SecretKeyProtection"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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    <xs:complexType name="SecretKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="SecretKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="smartcard"/> 
                <xs:enumeration value="MobileDevice"/> 
                <xs:enumeration value="MobileAuthCard"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="SecurityAuditType"> 
      <xs:complexContent> 
        <xs:restriction base="SecurityAuditType"> 
          <xs:sequence> 
            <xs:element ref="SwitchAudit"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="IdentificationType"> 
      <xs:complexContent> 
        <xs:restriction base="IdentificationType"> 
          <xs:sequence> 
            <xs:element ref="PhysicalVerification"/> 
            <xs:element ref="WrittenConsent"/> 
            <xs:element ref="GoverningAgreements"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="nym"> 
            <xs:simpleType> 
              <xs:restriction base="nymType"> 
                <xs:enumeration value="anonymity"/> 
                <xs:enumeration value="verinymity"/> 
                <xs:enumeration value="pseudonymity"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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8.4.3.12 Password) '��� �O��(  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:Password  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:Password" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Password" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:Password 
        Document identifier: saml-schema-authn-context-pword-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
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          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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<AuthenticationContextDeclaration 
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Password">  
 
  <AuthnMethod>  
    <Authenticator>  
      <AuthenticatorSequence>  
        <RestrictedPassword>  
          <Length min="4"/>  
        </RestrictedPassword>  
      </AuthenticatorSequence>  
    </Authenticator>  
  </AuthnMethod>  
 
</AuthenticationContextDeclaration>  

 
9.4.3.12 PasswordProtectedTransport  

URI: urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTr
ansport" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport 
        Document identifier: saml-schema-authn-context-ppt-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
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            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
              <xs:element ref="IPSec"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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10.4.3.12 PreviousSession  

URI: urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession 
        Document identifier: saml-schema-authn-context-session-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="PreviousSession"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 

11.4.3.12 Public key – X.509) D��3��� R���.�(  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:X509 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:X509" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:X509" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:X509 
        Document identifier: saml-schema-authn-context-x509-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
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            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" type="xs:anyURI" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:X509"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 

12.4.3.12 Public key – X.509) D��3��� R���.�(  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:PGP 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:PGP" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:PGP" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:PGP 
        Document identifier: saml-schema-authn-context-pgp-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
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          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:PGP"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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URI: urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI 
        Document identifier: saml-schema-authn-context-spki-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
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          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 
14.4.3.12 Public key – XML digital signature  

URI: urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig 
        Document identifier: saml-schema-authn-context-xmldsig-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
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            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" type="xs:anyURI" 
fixed="urn:ietf:rfc:3075"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 

15.4.3.12 Smartcard) ��:X�� �B��2��(  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
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  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard 
        Document identifier: saml-schema-authn-context-smartcard-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="Smartcard"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
   
</xs:schema> 

 
16.4.3.12 SmartcardPKI  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI 
        Document identifier: saml-schema-authn-context-smartcardpki-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
            </xs:choice> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="Smartcard"/> 
            <xs:element ref="ActivationPin"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyActivationType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyActivationType"> 
          <xs:sequence> 
            <xs:element ref="ActivationPin"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="smartcard"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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17.4.3.12 SoftwarePKI  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI 
        Document identifier: saml-schema-authn-context-softwarepki-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
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              <xs:element ref="PrivateKeyProtection"/> 
            </xs:choice> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="ActivationPin"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyActivationType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyActivationType"> 
          <xs:sequence> 
            <xs:element ref="ActivationPin"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="memory"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
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      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
</xs:schema> 

 

18.4.3.12 Telephony) ����K�(  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony 
        Document identifier: saml-schema-authn-context-telephony-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="SubscriberLineNumber"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PSTN"/> 
              <xs:element ref="ISDN"/> 
              <xs:element ref="ADSL"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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URI: urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony  
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony 
        Document identifier: saml-schema-authn-context-nomad-telephony-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
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            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="Password"/> 
            <xs:element ref="SubscriberLineNumber"/> 
            <xs:element ref="UserSuffix"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PSTN"/> 
              <xs:element ref="ISDN"/> 
              <xs:element ref="ADSL"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 

20.4.3.12 Telephony (personalized)) ����K���!�`OU (  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:PersonalTele  

'-6� ��� :;<��, 4URI /��6� 3 ��j
�6� X
���W�� r
�W 4
��> �1�1� 3 4;� MW� X
NO� x
},> A.  
 VA B����� �O-��� ��$�! �]j
� h2
� M�S e�;��j e2�L R���W� ;� @��Z'�� 4'1�� X> ��A U;�� h�9�� ��� �O-��,!

 I�� �d� h2
� U���2!'jADSL.  



 

232   �������ITU-T X.1141 (2006/06)  

  
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:PersonalizedTelephony" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:PersonalizedTelephony" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:PersonalizedTelephony 
        Document identifier: saml-schema-authn-context-personal-telephony-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="SubscriberLineNumber"/> 
            <xs:element ref="UserSuffix"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
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              <xs:element ref="PSTN"/> 
              <xs:element ref="ISDN"/> 
              <xs:element ref="ADSL"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 

21.4.3.12 Telephony (authenticated)) ����K�������� (  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTeleph
ony" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony 
        Document identifier: saml-schema-authn-context-auth-telephony-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
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            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="Password"/> 
            <xs:element ref="SubscriberLineNumber"/> 
            <xs:element ref="UserSuffix"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PSTN"/> 
              <xs:element ref="ISDN"/> 
              <xs:element ref="ADSL"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
  </xs:redefine> 
 
</xs:schema> 

 

22.4.3.12 Secure remote password) �!��<� �+��� �7 �3?:(  
URI: urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema  
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword 
        Document identifier: saml-schema-authn-context-srp-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
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    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="SharedSecretChallengeResponse"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="SharedSecretChallengeResponseType"> 
      <xs:complexContent> 
        <xs:restriction base="SharedSecretChallengeResponseType"> 
          <xs:attribute name="method" type="xs:anyURI" fixed="urn:ietf:rfc:2945"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
 

23.4.3.12  �
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URI: urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient 
        Document identifier: saml-schema-authn-context-sslcert-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
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          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" type="xs:anyURI" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:X509"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/>             
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 

   �l$g� � :�;<�W� SSL ��,���� 3 &!'-� IV.  
24.4.3.12 TimeSyncToken 

URI: urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken 
        Document identifier: saml-schema-authn-context-timesync-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
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          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" 
minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" 
minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="Token"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TokenType"> 
      <xs:complexContent> 
        <xs:restriction base="TokenType"> 
          <xs:sequence> 
            <xs:element ref="TimeSyncToken"/> 
            <xs:element ref="Extension" minOccurs="0" 
maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TimeSyncTokenType"> 
      <xs:complexContent> 
        <xs:restriction base="TimeSyncTokenType"> 
          <xs:attribute name="DeviceType" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="DeviceTypeType"> 
                <xs:enumeration value="hardware"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
 
          <xs:attribute name="SeedLength" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="xs:integer"> 
                <xs:minInclusive value="64"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
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          <xs:attribute name="DeviceInHand" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="booleanType"> 
                <xs:enumeration value="true"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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 �Z
W'�� �g��W�! Y
�	#SAML . �Z
W'�� �Q��� X�N, X> B-�,!SAML �N����� X�N, X>! ��Z
WS /�� ��A R,S�
� 

 �Z
W'��SAMLB2'�+�� B2
� 3 �C'-6� ]j��d�� 
�� R� �Z
W'�� ��
-� ��A R,S�
� .  
j
-�� MW�� �,�� *
C'-�! �OZ�;�� MW�� �,�� *
C'-� *�'�C 4'-2! ��� �d� ���� �c> R� �,S
�-� ��
-� ;A��� k'

*
C'-6� .��j
16� ��+���� *
��OA R� k;O�-� X�N2 X> �,S
�-6� ��
-6� ;A��� 
�� ��A B-�,! . � ���0�6� �,�\� *
C'-�!
�,S
�-� ��
-� ;A��� �;^ .A �# �{Ki� p> �,���� *
C'-6� ��� �g��W�! ;����� X�N, � ����! 4�'[)� Bj X�N, 
�;�

��� �,�\� *
C'-6 *��;�� M�A ��+2 Xumj x
�cS
� �;� r
+2� �N����6�! k;��6�.  
   �l$g�� �O�� |-2 �r
���� ��� 3 "���OA " X!� R� �,�\� 4'-� :
2 H
Q�j ¿
-,! ��� X> T� ��+���� X>

u1� 
�c'2 !> r
+�# .¡ ��+���� ��
-�, ��� ��,'1��! YS
� 
�2 �;�-9�� ��� ��A e��
-� ;-j �,�\� 4'-� 
� 

������� ��� r
1	.  

 �i��� 3 ��+�2 :;�, 
�SSAML /C�'6�  H�1W U
O-�W� VA !> �,�\� *
C'-� k'E
0� ��+���� �
O�A� VA ��gA> �$!'m6�
�~V�� 3 k;O�-� ����j .&'i�� ��\ ��;�6� ����0�� H�1��� ��A B-�,! 3 ��+���� 8O�2 X> SAML x
�~'j e-�W�2 p'� X> 

��)� 3 ��+���� 
��
-, ¯ ��� �,�\� *
C'-� 
�� ��
-6.  

4.2.13 O�\�]� �>�(��� [��(� 

 r
�W p> 3 ���
��� k'¥+¤� '�
�-�� ;���2 !> ��
-� ��A kS�
� X�N2 X> ��g-�� *�L ����im��� T��
W)� 
�� ��A B-�,
2 @�! ���j
�6� k'¥+¤� '�
�-�� ;���2 !> ��
-6 e�C �j��1� X�N<saml:NameID> !> <saml:Assertion> !> 

<saml:Attribute>.  
  �  <saml:EncryptedID>  
  �  >saml:EncryptedAssertion<  
  �  >saml:EncryptedAttribute<  
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5.2.13  ��$'���� ��(�3� #�:W�^(��SOAP� URI 

O��� ��+�2 X# �1j�'�� U
O-�W
j k�+�6� *
�0	
�� 
�O� @��K�# ���
��� ����)� *
cL�SOAP �1j�'�� ����! SAML URI. 
B-�,!  �i��� 3 B0�
1��! *
1���� ��ASAML���
��� X
���W�� /Z�'[ ��+�2 :  

  �  :5;t !> X�ja X
���W� ;c�, �.  
  �   «
W> X
���W�HTTP �i�9�� 
� TLS 1.0�!� R� !>  �i��� 3 T�
1�� ��A B-�,! �
SAML �W', X> 

7!)� T�1�� 
� f��'��� ��W>S x
�0��.  
  �   :5;t X
���W�HTTP �i�9�� r�C TLS 1.0:5;<6� T	
c 3 k�
�E 
� .  
  �   U�
0�� X
���W�HTTP �i�9�� r�C TLS 1.0X�jK��! :5;<6� Ë	
c g� 3 k�
�E 
� .  

 �1���� ]	
� �L#!SAML;<��2  �i�9�� :TLS 1.0:5;<6� T	
c 3 k�
�E :;<��2 X> 
���A B-�, �.  
   �l$g�1) �g¥[g� (– H'��, PE25)  'l	�OASIS PE:2006 ( *
�1-6� �j "# ��A'C k'�C h2
}2 X>

@�, 
O� ��$'m��:  
   �i��� 
� /j
1��
j T�
12 ��� ��+���� *
��O-� RN�SAML2 G��W> �� ��j
1� RA R�-2 X>  *
�1-O�� @��im

 3 ��$'m��SAML��$'m�� *
�1-6� �j S
�� 
�S
���
j  . /j
1��� ��� �d� X»C @��im2 G��W> �� f� 
O�C!
§�� @A'��,:  

 ��$'m�� *
�1-6� ��+�2SAML ��$'m�� *
�1-O�� 
5W�6� /���� x
�C! SAML 
��C X�N, ��� *�
�� 
�� 3 
��� |�0�� ��im��� 3 5;�� ��$'m�� *
��-�6� ��c�j x
��-�� X�N, X> 3 �S
SAML ��L ��A f�2 
O� �

 �i��� *
+����SAML . ��$'m�� *
�1-6� ��� �d� '��2 T�Ç1ª, X> ��$'m�� *
�1-6� �j D
��	� S
�� RA ���,!
x
���j �i�m6� 5;��� .� ��� D
+��W� ���W! 'C�2 ��
	�> H!'m6� �|�0�� U
i�E�� kK��!T�16.  

 ��$'m�� *
�1-6� "# x
���j �i�m� 5;	 �
cS# X#SAML 
�;�A �������� ��\ x
�C! �
���# D
O�	��! 
��g��W�! �
 !> 
���$g� ]}�	� ;� pS
�� U�
0���! �«!S;6� ��im���! �5;��� ��¡ ��
�� �C!'-6� ��$'m�� *
�1-O�� X�N2

 �u0t k'��L 3 X�� ;-j ��
� ;-2 ¯ !> �W
��j kS�l� ]���! k'���� ��$'m�� *
�1-6� X�N2 X> �1,'E
£
�� U�
0��� ���! «!S;6� ��im��
j.  

   �l$g�2) �g¥[g� ( � H'��, PE25)  'l	�OASIS PE:2006 ( |�0�� ��im��� RA k;,;c ��A'C k'�C 4
}2 X>
@�, 
O� *
�1-O��:  

  m�� *
�1-O�� |0�� ��im��� S
�� D
��	� X# �C!'-� ���� �{'�> *
��� p> "# �C
�# ���+���� :5;�, X> T�1�, ��$'
 ;�0�� 
�$'m, ��� �	
0�W��! S�;�%�! 
��6� ;,;��� x�;�c9��$'m�� *
�1-6� 3 .  

3.13  +^���� �������XML ������� XML 

 �i�9�� :;<��2SAML V2.0 �i��� 3 
������ XMLQ���! 
������ ��+�©! ��+���  �i��� 3 �+XML ��g��� �,
¾ �c> R� 
S;96� X
���W�! . �i�9�� :;<��2!SAML V2.0 �i��� 3 �+Q��� XML k'¥+¤� �,�\� *
C5'-� ��L 3 
� ��	
O�Z�� ��+��� 

k'¥+¤� *�-���! k'¥+¤� *�;��u���!.  

1.3.13  ������� ���K.��QXML 

 k'�+�� X#1.6 �i��� 
���2 3 XML���  
OQ��� 
j
W3C7
��� :�;<�W
j :KÇ�ª2 :  
  �  Digest :SHA-1F  
  �  MAC :HMAC-SHA1F  
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  �   ��	
��� 
,'m���XML :CanonicalXML) *
���-2 X!�(F  
  �  Transform) �,�^( :h�̧i�� 
���2.  

 �i�9�� ��j
1� ��+�2 *
��O-j 
���012 B-�, e��A!SAML V2.0.  
 ��im��� BN  �c> R�! ��L r�C! �i�9�� ��j
1� ��+�2 *
��O-j 7
��� /�012 B-�, �|�0��SAML V2.0:  

  �  
������ :RSA 
� SHA-1)  
������ 3 
O¡ ����W3C|�0�� ��im��� X
��a�! �.(  
 
������ X> R� M('�� ��A!XML 
������ ���aS��� :K�, DSAwithSHA1 �i�9�� X»C �SAML V2.0 
��N�! �
�0�1�2 � 

¡ @��2
.  
   �l$g� � 
�c����N���! �,
-O�� |[��� ;�-6� 
Qm, (NIST) U
O-�W� '�
�� ]���� 3 SHA-256 )  ���aS���

 :'+��X��u6� �S;� *
�0�� R� �;-j k'+m� 8�2
+� 
� 256��j  ( R� x�;jSHA-1.  

2.3.13  ������ ���K.��QXML 

  �   X
2'�+�� :K�21.2.5! 2.2.5 �+Q��� R� XML
���  
OQ��� 
jW3C���
��� *
��aS���� :�;<�W
j  : �+q
kS;Ò+�� : @�gd��DES! AES-128! AES-256.  

  �  8�2
+6� ��	 :RSA-v1.5! RSA-OAEP.  
 �i�9�� ��j
1� ��+�2 *
��O-j �gA> *
��aS���� /�012 B-�, e��A!SAML V2.0.  

4.13  ,�:��"t�� �V�� ,�3��7�TLS 1.0 

 R� :�;<�W� p> 3 �i�9��SAML V2.0 U���2!V�� �i�9� TLS 1.0 RZ
jK�� {;� 
¹�L R����2 X> *
�5;<6� ��A B-�, �
 k�
�m�� U
O-�W
jX.509 v3 . k�
�m�� *
,��� "# x��
��W� :5;<6� �,�� �m�, X> X�jK�� ��A B-�,!)f�+�j k�
A!  

 ����DNk�
�m�� T$
� R� .(  

1.4.13  J��$'����SOAP� URI �  �����SAML 

 kS;�j ��+���� *
��OA ��A B-�,TLS �+Q��� �-j
��� /012 X> TLS_RSA_WITH_3DES_EDE_CBC_SHA 
��N�! 
 �+Q��� �-j
��� /012 X>TLS_RSA_AES_128_CBC_SHA.  

 kS;�j ��+���� *
��OA ��A B-�,!FIPS TLS ��j
�6� �+Q��� �-j
��� /012 X> 
TLS_RSA_FIPS_WITH_3DES_EDE_CBC_SHA ��j
�6� �+Q��� �-j
��� /012 X> 
��N�! 

TLS_RSA_FIPS_AES_128_CBC_SHA.  

2.4.13 
�!��� ������� #��/1�: (SSO)  ����� _� �5��� �C/"�SAML 

 kS;�j ��+���� *
��OA ��A B-�,TLS �+Q��� �-j
��� /012 X> TLS_RSA_WITH_3DES_EDE_CBC_SHA)  'l	�
 *
���-��� T�[RFC 2246 ]	'�	%� 3 ��W;�\� :
�6� /,'C RA S�
9�� (IETF). 
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 �����A 

 ����� 	
���
SAML 

������� ��� R� >KQ�, � x�DKc /��6� ��� �Nm, . �i��� I�1<�j �OZ
� :;�, ��!SAML�j��16� .  
1.A   ����wSAML+�:<�?�   

 �1�1<�j �OZ
� ���SAML;��u��� . 
<?xml version="1.0" encoding="US-ASCII"?> 
<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <import namespace="http://www.w3.org/2000/09/xmldsig#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-
20020212/xmldsig-core-schema.xsd"/> 
    <import namespace="http://www.w3.org/2001/04/xmlenc#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/xenc-
schema.xsd"/> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-assertion-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
            V1.0 (November, 2002): 
              Initial Standard Schema. 
            V1.1 (September, 2003): 
              Updates within the same V1.0 namespace. 
            V2.0 (March, 2005): 
              New assertion schema for SAML V2.0 namespace. 
        </documentation> 
    </annotation> 
    <attributeGroup name="IDNameQualifiers"> 
        <attribute name="NameQualifier" type="string" use="optional"/> 
        <attribute name="SPNameQualifier" type="string" use="optional"/> 
    </attributeGroup> 
    <element name="BaseID" type="saml:BaseIDAbstractType"/> 
    <complexType name="BaseIDAbstractType" abstract="true"> 
        <attributeGroup ref="saml:IDNameQualifiers"/> 
    </complexType> 
    <element name="NameID" type="saml:NameIDType"/> 
    <complexType name="NameIDType"> 
        <simpleContent> 
            <extension base="string"> 
                <attributeGroup ref="saml:IDNameQualifiers"/> 
                <attribute name="Format" type="anyURI" use="optional"/> 
                <attribute name="SPProvidedID" type="string" use="optional"/> 
            </extension> 
        </simpleContent> 
    </complexType> 
    <complexType name="EncryptedElementType"> 
        <sequence> 
            <element ref="xenc:EncryptedData"/> 
            <element ref="xenc:EncryptedKey" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
    </complexType> 
    <element name="EncryptedID" type="saml:EncryptedElementType"/> 
    <element name="Issuer" type="saml:NameIDType"/> 
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    <element name="AssertionIDRef" type="NCName"/> 
    <element name="AssertionURIRef" type="anyURI"/> 
    <element name="Assertion" type="saml:AssertionType"/> 
    <complexType name="AssertionType"> 
        <sequence> 
            <element ref="saml:Issuer"/> 
            <element ref="ds:Signature" minOccurs="0"/> 
            <element ref="saml:Subject" minOccurs="0"/> 
            <element ref="saml:Conditions" minOccurs="0"/> 
            <element ref="saml:Advice" minOccurs="0"/> 
            <choice minOccurs="0" maxOccurs="unbounded"> 
                <element ref="saml:Statement"/> 
                <element ref="saml:AuthnStatement"/> 
                <element ref="saml:AuthzDecisionStatement"/> 
                <element ref="saml:AttributeStatement"/> 
            </choice> 
        </sequence> 
        <attribute name="Version" type="string" use="required"/> 
        <attribute name="ID" type="ID" use="required"/> 
        <attribute name="IssueInstant" type="dateTime" use="required"/> 
    </complexType> 
    <element name="Subject" type="saml:SubjectType"/> 
    <complexType name="SubjectType"> 
        <choice> 
            <sequence> 
                <choice> 
                    <element ref="saml:BaseID"/> 
                    <element ref="saml:NameID"/> 
                    <element ref="saml:EncryptedID"/> 
                </choice> 
                <element ref="saml:SubjectConfirmation" minOccurs="0" 
maxOccurs="unbounded"/> 
            </sequence> 
            <element ref="saml:SubjectConfirmation" maxOccurs="unbounded"/> 
        </choice> 
    </complexType> 
    <element name="SubjectConfirmation" type="saml:SubjectConfirmationType"/> 
    <complexType name="SubjectConfirmationType"> 
        <sequence> 
            <choice minOccurs="0"> 
                <element ref="saml:BaseID"/> 
                <element ref="saml:NameID"/> 
                <element ref="saml:EncryptedID"/> 
            </choice> 
            <element ref="saml:SubjectConfirmationData" minOccurs="0"/> 
        </sequence> 
        <attribute name="Method" type="anyURI" use="required"/> 
    </complexType> 
    <element name="SubjectConfirmationData" 
type="saml:SubjectConfirmationDataType"/> 
    <complexType name="SubjectConfirmationDataType" mixed="true"> 
        <complexContent> 
            <restriction base="anyType"> 
                <sequence> 
                    <any namespace="##any" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
                <attribute name="NotBefore" type="dateTime" use="optional"/> 
                <attribute name="NotOnOrAfter" type="dateTime" use="optional"/> 
                <attribute name="Recipient" type="anyURI" use="optional"/> 
                <attribute name="InResponseTo" type="NCName" use="optional"/> 
                <attribute name="Address" type="string" use="optional"/> 
                <anyAttribute namespace="##other" processContents="lax"/> 
            </restriction> 
        </complexContent> 
    </complexType> 
    <complexType name="KeyInfoConfirmationDataType" mixed="false"> 
        <complexContent> 
            <restriction base="saml:SubjectConfirmationDataType"> 
                <sequence> 
                    <element ref="ds:KeyInfo" maxOccurs="unbounded"/> 
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                </sequence> 
            </restriction> 
        </complexContent> 
    </complexType> 
    <element name="Conditions" type="saml:ConditionsType"/> 
    <complexType name="ConditionsType"> 
        <choice minOccurs="0" maxOccurs="unbounded"> 
            <element ref="saml:Condition"/> 
            <element ref="saml:AudienceRestriction"/> 
            <element ref="saml:OneTimeUse"/> 
            <element ref="saml:ProxyRestriction"/> 
        </choice> 
        <attribute name="NotBefore" type="dateTime" use="optional"/> 
        <attribute name="NotOnOrAfter" type="dateTime" use="optional"/> 
    </complexType> 
    <element name="Condition" type="saml:ConditionAbstractType"/> 
    <complexType name="ConditionAbstractType" abstract="true"/> 
    <element name="AudienceRestriction" type="saml:AudienceRestrictionType"/> 
    <complexType name="AudienceRestrictionType"> 
        <complexContent> 
            <extension base="saml:ConditionAbstractType"> 
                <sequence> 
                    <element ref="saml:Audience" maxOccurs="unbounded"/> 
                </sequence> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="Audience" type="anyURI"/> 
    <element name="OneTimeUse" type="saml:OneTimeUseType" /> 
    <complexType name="OneTimeUseType"> 
        <complexContent> 
            <extension base="saml:ConditionAbstractType"/> 
        </complexContent> 
    </complexType> 
    <element name="ProxyRestriction" type="saml:ProxyRestrictionType"/> 
    <complexType name="ProxyRestrictionType"> 
    <complexContent> 
        <extension base="saml:ConditionAbstractType"> 
            <sequence> 
                <element ref="saml:Audience" minOccurs="0" 
maxOccurs="unbounded"/> 
            </sequence> 
            <attribute name="Count" type="nonNegativeInteger" use="optional"/> 
        </extension> 
 </complexContent> 
    </complexType> 
    <element name="Advice" type="saml:AdviceType"/> 
    <complexType name="AdviceType"> 
        <choice minOccurs="0" maxOccurs="unbounded"> 
            <element ref="saml:AssertionIDRef"/> 
            <element ref="saml:AssertionURIRef"/> 
            <element ref="saml:Assertion"/> 
            <element ref="saml:EncryptedAssertion"/> 
            <any namespace="##other" processContents="lax"/> 
        </choice> 
    </complexType> 
    <element name="EncryptedAssertion" type="saml:EncryptedElementType"/> 
    <element name="Statement" type="saml:StatementAbstractType"/> 
    <complexType name="StatementAbstractType" abstract="true"/> 
    <element name="AuthnStatement" type="saml:AuthnStatementType"/> 
    <complexType name="AuthnStatementType"> 
        <complexContent> 
            <extension base="saml:StatementAbstractType"> 
                <sequence> 
                    <element ref="saml:SubjectLocality" minOccurs="0"/> 
                    <element ref="saml:AuthnContext"/> 
                </sequence> 
                <attribute name="AuthnInstant" type="dateTime" use="required"/> 
                <attribute name="SessionIndex" type="string" use="optional"/> 
                <attribute name="SessionNotOnOrAfter" type="dateTime" 
use="optional"/> 
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            </extension> 
        </complexContent> 
    </complexType> 
    <element name="SubjectLocality" type="saml:SubjectLocalityType"/> 
    <complexType name="SubjectLocalityType"> 
        <attribute name="Address" type="string" use="optional"/> 
        <attribute name="DNSName" type="string" use="optional"/> 
    </complexType> 
    <element name="AuthnContext" type="saml:AuthnContextType"/> 
    <complexType name="AuthnContextType"> 
        <sequence> 
            <choice> 
                <sequence> 
                    <element ref="saml:AuthnContextClassRef"/> 
                    <choice minOccurs="0"> 
                        <element ref="saml:AuthnContextDecl"/> 
                        <element ref="saml:AuthnContextDeclRef"/> 
                    </choice> 
                </sequence> 
                <choice> 
                    <element ref="saml:AuthnContextDecl"/> 
                    <element ref="saml:AuthnContextDeclRef"/> 
                </choice> 
            </choice> 
            <element ref="saml:AuthenticatingAuthority" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
    </complexType> 
    <element name="AuthnContextClassRef" type="anyURI"/> 
    <element name="AuthnContextDeclRef" type="anyURI"/> 
    <element name="AuthnContextDecl" type="anyType"/> 
    <element name="AuthenticatingAuthority" type="anyURI"/> 
    <element name="AuthzDecisionStatement" 
type="saml:AuthzDecisionStatementType"/> 
    <complexType name="AuthzDecisionStatementType"> 
        <complexContent> 
            <extension base="saml:StatementAbstractType"> 
                <sequence> 
                    <element ref="saml:Action" maxOccurs="unbounded"/> 
                    <element ref="saml:Evidence" minOccurs="0"/> 
                </sequence> 
                <attribute name="Resource" type="anyURI" use="required"/> 
                <attribute name="Decision" type="saml:DecisionType" 
use="required"/> 
            </extension> 
        </complexContent> 
    </complexType> 
    <simpleType name="DecisionType"> 
        <restriction base="string"> 
            <enumeration value="Permit"/> 
            <enumeration value="Deny"/> 
            <enumeration value="Indeterminate"/> 
        </restriction> 
    </simpleType> 
    <element name="Action" type="saml:ActionType"/> 
    <complexType name="ActionType"> 
        <simpleContent> 
            <extension base="string"> 
                <attribute name="Namespace" type="anyURI" use="required"/> 
            </extension> 
        </simpleContent> 
    </complexType> 
    <element name="Evidence" type="saml:EvidenceType"/> 
    <complexType name="EvidenceType"> 
        <choice maxOccurs="unbounded"> 
            <element ref="saml:AssertionIDRef"/> 
            <element ref="saml:AssertionURIRef"/> 
            <element ref="saml:Assertion"/> 
            <element ref="saml:EncryptedAssertion"/> 
        </choice> 
    </complexType> 
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    <element name="AttributeStatement" type="saml:AttributeStatementType"/> 
    <complexType name="AttributeStatementType"> 
        <complexContent> 
            <extension base="saml:StatementAbstractType"> 
                <choice maxOccurs="unbounded"> 
                    <element ref="saml:Attribute"/> 
                    <element ref="saml:EncryptedAttribute"/> 
                </choice> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="Attribute" type="saml:AttributeType"/> 
    <complexType name="AttributeType"> 
        <sequence> 
            <element ref="saml:AttributeValue" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="Name" type="string" use="required"/> 
        <attribute name="NameFormat" type="anyURI" use="optional"/> 
        <attribute name="FriendlyName" type="string" use="optional"/> 
        <anyAttribute namespace="##other" processContents="lax"/> 
    </complexType> 
    <element name="AttributeValue" type="anyType" nillable="true"/> 
    <element name="EncryptedAttribute" type="saml:EncryptedElementType"/> 
</schema> 

2.A   ����wSAML *����71� �����  
 �1�1� ���SAMLX
���W�� r
��� . 

<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema  
  targetNamespace="urn:oasis:names:tc:SAML:2.0:ac" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 
  xmlns="urn:oasis:names:tc:SAML:2.0:ac" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:annotation> 
    <xs:documentation> 
      Document identifier: saml-schema-authn-context-2.0 
      Location: http://docs.oasis-open.org/security/saml/v2.0/ 
      Revision history: 
        V2.0 (March, 2005): 
          New core authentication context schema for SAML V2.0.  
          This is just an include of all types from the Shema 
          referred to in the include statement below. 
    </xs:documentation> 
  </xs:annotation> 
 
  <xs:include schemaLocation="saml-schema-authn-context-types-2.0.xsd"/> 
 
</xs:schema> 

3.A   ����wSAML *����71� ���7 _ ������.� ����K3?�  
 �1�1�SAML�+2
�6
j /�-�6� X
���W�� r
��� . 

<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
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    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony 
        Document identifier: saml-schema-authn-context-auth-telephony-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="Password"/> 
            <xs:element ref="SubscriberLineNumber"/> 
            <xs:element ref="UserSuffix"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PSTN"/> 
              <xs:element ref="ISDN"/> 
              <xs:element ref="ADSL"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
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</xs:schema> 

4.A   ����wSAML  =!��!f� ,�:��"t� \?��.� *����71� �����(IP) 

 �1�1�SAML r
��� ]	'�	%� U���2!Vj /�-�6� X
���W��. 
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
  targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol 
        Document identifier: saml-schema-authn-context-ip-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="IPAddress"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
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</xs:schema> 

5.A   ����wSAML  *����71� �����IPPWord 

 �1�1�SAML 'W �O�� 
� ]	'�	%� U���2!Vj /�-�6� X
���W�� r
��� (IPPWord). 
<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword" 
  xmlns:ac="urn:oasis:names:tc:SAML:2.0:ac"  
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword 
        Document identifier: saml-schema-authn-context-ippword-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="Password"/> 
            <xs:element ref="IPAddress"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
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      </xs:complexContent> 
    </xs:complexType> 
     
  </xs:redefine> 
 
</xs:schema> 

6.A   ����wSAML  *����71� �����Kerberos 

 �1�1� �OZ
��� ��� :;�2SAML«!'j�Nj /�-�6� X
���W�� r
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos 
        Document identifier: saml-schema-authn-context-kerberos-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
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        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="SharedSecretChallengeResponse"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="SharedSecretChallengeResponseType"> 
      <xs:complexContent> 
        <xs:restriction base="SharedSecretChallengeResponseType"> 
          <xs:attribute name="method" type="xs:anyURI" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
</xs:schema> 

7.A   ����wSAML  *����71� �����MobileOneFactor-reg 

 r
���� h�� �1�1� ��A �OZ
��� ��� p��^SAML �c> R� MobileOneFactorContract�Q�6� . 
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorContract" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorContract" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorContract 
        Document identifier: saml-schema-authn-context-mobileonefactor-reg-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="ZeroKnowledge"/> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkNoEncryption"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="OperationalProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="OperationalProtectionType"> 
          <xs:sequence> 
            <xs:element ref="SecurityAudit"/> 
            <xs:element ref="DeactivationCallCenter"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
              <xs:element ref="SecretKeyProtection"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
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        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="SecretKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="SecretKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="smartcard"/> 
                <xs:enumeration value="MobileDevice"/> 
                <xs:enumeration value="MobileAuthCard"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="SecurityAuditType"> 
      <xs:complexContent> 
        <xs:restriction base="SecurityAuditType"> 
          <xs:sequence> 
            <xs:element ref="SwitchAudit"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="IdentificationType"> 
      <xs:complexContent> 
        <xs:restriction base="IdentificationType"> 
          <xs:sequence> 
            <xs:element ref="PhysicalVerification"/> 
            <xs:element ref="WrittenConsent"/> 
            <xs:element ref="GoverningAgreements"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="nym"> 
            <xs:simpleType> 
              <xs:restriction base="nymType"> 
                <xs:enumeration value="anonymity"/> 
                <xs:enumeration value="verinymity"/> 
                <xs:enumeration value="pseudonymity"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
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        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

8.A   ����wSAML  *����71� �����MobileOneFactor-unreg 

 r
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregister
ed" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered 
        Document identifier: saml-schema-authn-context-mobileonefactor-unreg-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
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          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="ZeroKnowledge"/> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkNoEncryption"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="OperationalProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="OperationalProtectionType"> 
          <xs:sequence> 
            <xs:element ref="SecurityAudit"/> 
            <xs:element ref="DeactivationCallCenter"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
              <xs:element ref="SecretKeyProtection"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="SecretKeyProtectionType"> 
      <xs:complexContent> 
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        <xs:restriction base="SecretKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="MobileDevice"/> 
                <xs:enumeration value="MobileAuthCard"/> 
                <xs:enumeration value="smartcard"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="SecurityAuditType"> 
      <xs:complexContent> 
        <xs:restriction base="SecurityAuditType"> 
          <xs:sequence> 
            <xs:element ref="SwitchAudit"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="IdentificationType"> 
      <xs:complexContent> 
        <xs:restriction base="IdentificationType"> 
          <xs:sequence> 
            <xs:element ref="GoverningAgreements"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="nym"> 
            <xs:simpleType> 
              <xs:restriction base="nymType"> 
                <xs:enumeration value="anonymity"/> 
                <xs:enumeration value="pseudonymity"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

 

9.A   ����wSAML  *����71� �����MobileTwoFactor-reg 

 r
���� h�� �1�1� ��A �OZ
��� ��� p��^SAML �c> R� MobileTwoFactorContract�Q�6� . 
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
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  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract 
        Document identifier: saml-schema-authn-context-mobiletwofactor-reg-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="ZeroKnowledge"/> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
              <xs:element ref="ComplexAuthenticator"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="ComplexAuthenticatorType"> 
      <xs:complexContent> 
        <xs:restriction base="ComplexAuthenticatorType"> 
          <xs:sequence> 
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            <xs:choice> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
            </xs:choice> 
            <xs:element ref="Password"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkNoEncryption"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="OperationalProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="OperationalProtectionType"> 
          <xs:sequence> 
            <xs:element ref="SecurityAudit"/> 
            <xs:element ref="DeactivationCallCenter"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
              <xs:element ref="SecretKeyProtection"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="SecretKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="SecretKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
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            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="MobileDevice"/> 
                <xs:enumeration value="MobileAuthCard"/> 
                <xs:enumeration value="smartcard"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
   
    <xs:complexType name="SecurityAuditType"> 
      <xs:complexContent> 
        <xs:restriction base="SecurityAuditType"> 
          <xs:sequence> 
            <xs:element ref="SwitchAudit"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
   
    <xs:complexType name="IdentificationType"> 
      <xs:complexContent> 
        <xs:restriction base="IdentificationType"> 
          <xs:sequence> 
            <xs:element ref="PhysicalVerification"/> 
            <xs:element ref="WrittenConsent"/> 
            <xs:element ref="GoverningAgreements"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="nym"> 
            <xs:simpleType> 
              <xs:restriction base="nymType"> 
                <xs:enumeration value="anonymity"/> 
                <xs:enumeration value="verinymity"/> 
                <xs:enumeration value="pseudonymity"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
  </xs:redefine> 
 
</xs:schema> 

10.A   ����wSAML  *����71� �����MobileTwoFactor-unreg 

1� ��A �OZ
��� ��� p��^ r
���� h�� �1�SAML �c> R� MobileTwoFactorUnregistered�Q�6� �( . 
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregister
ed" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered" 
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  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered 
        Document identifier: saml-schema-authn-context-mobiletwofactor-unreg-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="ZeroKnowledge"/> 
              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
              <xs:element ref="ComplexAuthenticator"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="ComplexAuthenticatorType"> 
      <xs:complexContent> 
        <xs:restriction base="ComplexAuthenticatorType"> 
          <xs:sequence> 
            <xs:choice> 
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              <xs:element ref="SharedSecretChallengeResponse"/> 
              <xs:element ref="SharedSecretDynamicPlaintext"/> 
            </xs:choice> 
            <xs:element ref="Password"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkNoEncryption"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="OperationalProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="OperationalProtectionType"> 
          <xs:sequence> 
            <xs:element ref="SecurityAudit"/> 
            <xs:element ref="DeactivationCallCenter"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
              <xs:element ref="SecretKeyProtection"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="SecretKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="SecretKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
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          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="MobileDevice"/> 
                <xs:enumeration value="MobileAuthCard"/> 
                <xs:enumeration value="smartcard"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="SecurityAuditType"> 
      <xs:complexContent> 
        <xs:restriction base="SecurityAuditType"> 
          <xs:sequence> 
            <xs:element ref="SwitchAudit"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="IdentificationType"> 
      <xs:complexContent> 
        <xs:restriction base="IdentificationType"> 
          <xs:sequence> 
            <xs:element ref="GoverningAgreements"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="nym"> 
            <xs:simpleType> 
              <xs:restriction base="nymType"> 
                <xs:enumeration value="anonymity"/> 
                <xs:enumeration value="pseudonymity"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

11.A   ����wSAML  *����71� �����NomadTelephony 
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� I� �1W��j e2�L R����,!.  

<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
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  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony 
        Document identifier: saml-schema-authn-context-nomad-telephony-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="Password"/> 
            <xs:element ref="SubscriberLineNumber"/> 
            <xs:element ref="UserSuffix"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PSTN"/> 
              <xs:element ref="ISDN"/> 
              <xs:element ref="ADSL"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
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</xs:schema> 

12.A   ����wSAML  *����71� �����PersonalizedTelephony 

 �1�1� �OZ
��� ��� 'C�2SAML��	
9<m�� �+2
�6� �c> R� X
���Wg� . 
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:PersonalizedTelephony" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:PersonalizedTelephony" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:PersonalizedTelephony 
        Document identifier: saml-schema-authn-context-personal-telephony-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="SubscriberLineNumber"/> 
            <xs:element ref="UserSuffix"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PSTN"/> 
              <xs:element ref="ISDN"/> 
              <xs:element ref="ADSL"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

13.A   ����wSAML  #Lb N� *����71� �����PGP 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:PGP" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:PGP" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:PGP 
        Document identifier: saml-schema-authn-context-pgp-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
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        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:PGP"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

14.A   ����wSAML  ����� #Lb N� *����71�PPT 

 �1�1� �OZ
��� ��� 'C�2SAML 'W �O�� ��O^ ��	 �c> R� X
���Wg� (PPT).  
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspor
t" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport 
        Document identifier: saml-schema-authn-context-ppt-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
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          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/> 
              <xs:element ref="MobileNetworkRadioEncryption"/> 
              <xs:element ref="MobileNetworkEndToEndEncryption"/> 
              <xs:element ref="WTLS"/> 
              <xs:element ref="IPSec"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

15.A   ����wSAML  *����71� �����Password 

 �1�1� ��A �OZ
��� ��� p��^SAML'��� �O�Nj X
���W�� r
��� .  
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:Password" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Password" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
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  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:Password 
        Document identifier: saml-schema-authn-context-pword-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

16.A   ����wSAML  *����71� �����PreviousSession 
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��� ��� p��^SAML X
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession" 
  finalDefault="extension" 
  blockDefault="substitution" 
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  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession 
        Document identifier: saml-schema-authn-context-session-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="PreviousSession"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

17.A   ����wSAML  *����71� �����Smartcard 

 �1�1� @� ���SAML������ ��
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���W�� r
��� .  
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
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    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard 
        Document identifier: saml-schema-authn-context-smartcard-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="Smartcard"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
   
</xs:schema> 

18.A   ����wSAML  *����71� �����SmartardPKI 

 �1�1� @� ���SAML X
���W�� r
���  ���L ��
10j(PKI).  
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 



 

   �������ITU-T X.1141 (2006/06)  275  

    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI 
        Document identifier: saml-schema-authn-context-smartcardpki-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
            </xs:choice> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="Smartcard"/> 
            <xs:element ref="ActivationPin"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="AsymmetricDecryption"/> 
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              <xs:element ref="AsymmetricKeyAgreement"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyActivationType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyActivationType"> 
          <xs:sequence> 
            <xs:element ref="ActivationPin"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="smartcard"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

19.A   ����wSAML  *����71� �����SoftwarePKI 

� �1�1� @� ��SAML ��~V�
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��� PKI.  
<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI 
        Document identifier: saml-schema-authn-context-softwarepki-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
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          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="TechnicalProtectionBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="TechnicalProtectionBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PrivateKeyProtection"/> 
            </xs:choice> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="ActivationPin"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="DigSig"/> 
              <xs:element ref="AsymmetricDecryption"/> 
              <xs:element ref="AsymmetricKeyAgreement"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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    <xs:complexType name="PrivateKeyProtectionType"> 
      <xs:complexContent> 
        <xs:restriction base="PrivateKeyProtectionType"> 
          <xs:sequence> 
            <xs:element ref="KeyActivation"/> 
            <xs:element ref="KeyStorage"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="KeyActivationType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyActivationType"> 
          <xs:sequence> 
            <xs:element ref="ActivationPin"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="KeyStorageType"> 
      <xs:complexContent> 
        <xs:restriction base="KeyStorageType"> 
          <xs:attribute name="medium" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="mediumType"> 
                <xs:enumeration value="memory"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

  
20.A   ����wSAML  *����71� �����SPKI 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI 
        Document identifier: saml-schema-authn-context-spki-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
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    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: 
urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword 
        Document identifier: saml-schema-authn-context-srp-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="SharedSecretChallengeResponse"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
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    </xs:complexType> 
     
    <xs:complexType name="SharedSecretChallengeResponseType"> 
      <xs:complexContent> 
        <xs:restriction base="SharedSecretChallengeResponseType"> 
          <xs:attribute name="method" type="xs:anyURI" 
fixed="urn:ietf:rfc:2945"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony 
        Document identifier: saml-schema-authn-context-telephony-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
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        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="SubscriberLineNumber"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="PSTN"/> 
              <xs:element ref="ISDN"/> 
              <xs:element ref="ADSL"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken 
        Document identifier: saml-schema-authn-context-timesync-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
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            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="Token"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TokenType"> 
      <xs:complexContent> 
        <xs:restriction base="TokenType"> 
          <xs:sequence> 
            <xs:element ref="TimeSyncToken"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="TimeSyncTokenType"> 
      <xs:complexContent> 
        <xs:restriction base="TimeSyncTokenType"> 
          <xs:attribute name="DeviceType" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="DeviceTypeType"> 
                <xs:enumeration value="hardware"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
 
          <xs:attribute name="SeedLength" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="xs:integer"> 
                <xs:minInclusive value="64"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
 
          <xs:attribute name="DeviceInHand" use="required"> 
            <xs:simpleType> 
              <xs:restriction base="booleanType"> 
                <xs:enumeration value="true"/> 
              </xs:restriction> 
            </xs:simpleType> 
          </xs:attribute> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
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  </xs:redefine> 
 
</xs:schema> 
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<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema  
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 
  elementFormDefault="qualified" 
  version="2.0"> 
 
  <xs:annotation> 
    <xs:documentation> 
      Document identifier: saml-schema-authn-context-types-2.0 
      Location: http://docs.oasis-open.org/security/saml/v2.0/ 
      Revision history: 
          V2.0 (March, 2005): 
          New core authentication context schema types for SAML V2.0.  
    </xs:documentation> 
  </xs:annotation> 
 
  <xs:element name="AuthenticationContextDeclaration" 
type="AuthnContextDeclarationBaseType"> 
    <xs:annotation> 
      <xs:documentation> 
        A particular assertion_u111 on an identity 
        provider's part with respect to the authentication 
        context associated with an authentication assertion. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Identification" type="IdentificationType"> 
    <xs:annotation> 
      <xs:documentation> 
        Refers to those characteristics that describe the 
        processes and mechanisms 
        the Authentication Authority uses to initially create 
        an association between_u97 ? Principal 
        and the identity (or name) by which the Principal will 
        be known 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="PhysicalVerification"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that identification has been 
        performed in a physical 
        face-to-face meeting with the principal and not in an 
        online manner. 
      </xs:documentation> 
    </xs:annotation> 
    <xs:complexType> 
      <xs:attribute name="credentialLevel"> 
        <xs:simpleType> 
          <xs:restriction base="xs:NMTOKEN"> 
            <xs:enumeration value="primary"/> 
            <xs:enumeration value="secondary"/> 
          </xs:restriction> 
        </xs:simpleType> 
      </xs:attribute> 
    </xs:complexType> 
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  </xs:element> 
 
  <xs:element name="WrittenConsent" type="ExtensionOnlyType"/> 
 
  <xs:element name="TechnicalProtection" type="TechnicalProtectionBaseType"> 
    <xs:annotation> 
      <xs:documentation> 
        Refers to those characterstics that describe how the 
        'secret' (the knowledge or possession 
        of which allows the Principal to authenticate to the 
        Authentication Authority) is kept secure 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SecretKeyProtection" type="SecretKeyProtectionType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 the types and strengths of 
        facilities 
        of a UA used to protect a shared secret key from 
        unauthorized access and/or use. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="PrivateKeyProtection" type="PrivateKeyProtectionType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 the types and strengths of 
        facilities 
        of a UA used to protect a private key from 
        unauthorized access and/or use. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="KeyActivation" type="KeyActivationType"> 
    <xs:annotation> 
      <xs:documentation>The actions that must be performed 
        before the private key_u99 can be used. </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="KeySharing" type="KeySharingType"> 
    <xs:annotation> 
      <xs:documentation>Whether or not the private key_u105 is shared 
        with the certificate authority.</xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="KeyStorage" type="KeyStorageType"> 
    <xs:annotation> 
      <xs:documentation> 
        In which medium is the_u107 key stored. 
        memory - the key is stored in memory. 
        smartcard - the key is_u115 stored in a smartcard. 
        token - the key is stored in a hardware token. 
        MobileDevice - the key_u105 is stored in a mobile device. 
        MobileAuthCard - the key is stored in a mobile 
        authentication card. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SubscriberLineNumber" type="ExtensionOnlyType"/> 
  <xs:element name="UserSuffix" type="ExtensionOnlyType"/> 
 
  <xs:element name="Password" type="PasswordType"> 
    <xs:annotation> 
      <xs:documentation> 
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        This element indicates_u116 that a password (or passphrase) 
        has been used to 
        authenticate the Principal to a remote system. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ActivationPin" type="ActivationPinType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that a Pin (Personal 
        Identification Number)_u104 has been used to authenticate the Principal  
        to some local system in order to activate a key. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Token" type="TokenType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that a hardware or software 
        token is used 
        as a method of identifying the Principal. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="TimeSyncToken" type="TimeSyncTokenType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that a time synchronization 
        token is used to identify the Principal. hardware - 
        the time synchonization 
        token has been implemented in hardware. software - the 
        time synchronization 
        token has been implemented in software. SeedLength - 
        the length, in bits, of the 
        random seed used in the time synchronization token. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Smartcard" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that a smartcard is used to 
        identify the Principal. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Length" type="LengthType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 the minimum and/or maximum 
        ASCII length of the password which is enforced (by the UA or the 
        IdP). In other words, this is the minimum and/or maximum number of 
        ASCII characters required to represent a valid password. 
        min - the minimum number of ASCII characters required 
        in a valid password, as enforced by the UA or the IdP. 
        max - the maximum number of ASCII characters required 
        in a valid password, as enforced by the UA or the IdP. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ActivationLimit" type="ActivationLimitType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 the length of time for which an 
        PIN-based authentication is valid. 
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      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Generation"> 
    <xs:annotation> 
      <xs:documentation> 
        Indicates whether the password was chosen by the 
        Principal or auto-supplied by the Authentication Authority. 
        principal chosen - the Principal is allowed to choose 
        the value of the password. This is true even if 
        the initial password is chosen at random by the UA or 
        the IdP and the Principal is then free to change 
        the password. 
        automatic - the password is chosen by the UA or the 
        IdP to be cryptographically strong in some sense, 
        or to satisfy certain password rules, and that the 
        Principal is not free to change it or to choose a new password. 
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType> 
      <xs:attribute name="mechanism" use="required"> 
        <xs:simpleType> 
          <xs:restriction base="xs:NMTOKEN"> 
            <xs:enumeration value="principalchosen"/> 
            <xs:enumeration value="automatic"/> 
          </xs:restriction> 
        </xs:simpleType> 
      </xs:attribute> 
    </xs:complexType> 
  </xs:element> 
 
  <xs:element name="AuthnMethod" type="AuthnMethodBaseType"> 
    <xs:annotation> 
      <xs:documentation> 
        Refers to those characteristics that define the 
        mechanisms by which the Principal authenticates to the Authentication 
        Authority. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="PrincipalAuthenticationMechanism" 
type="PrincipalAuthenticationMechanismType"> 
    <xs:annotation> 
      <xs:documentation> 
        The method that a Principal employs to perform 
        authentication to local system components. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Authenticator" type="AuthenticatorBaseType"> 
    <xs:annotation> 
      <xs:documentation> 
        The method applied to validate a principal's 
        authentication across a network 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ComplexAuthenticator" type="ComplexAuthenticatorType"> 
    <xs:annotation> 
      <xs:documentation> 
        Supports Authenticators with nested combinations of 
        additional complexity. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
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  <xs:element name="PreviousSession" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        Indicates that the Principal has been strongly 
        authenticated in a previous session during which the IdP has set a 
        cookie in the UA. During the present session the Principal has only 
        been authenticated by the UA returning the cookie to the IdP. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ResumeSession" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        Rather like PreviousSession but using stronger 
        security. A secret that was established in a previous session with 
        the Authentication Authority has been cached by the local system and 
        is now re-used (e.g. a_u77 master Secret is used to derive new session 
        keys in TLS, SSL, WTLS). 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ZeroKnowledge" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Principal has been 
        authenticated by a zero knowledge technique as specified in ISO/IEC 
        9798-5. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SharedSecretChallengeResponse" 
type="SharedSecretChallengeResponseType"/> 
 
  <xs:complexType name="SharedSecretChallengeResponseType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Principal has been 
        authenticated by a challenge-response protocol utilizing shared secret 
        keys and symmetric cryptography. 
      </xs:documentation> 
    </xs:annotation> 
    <xs:sequence> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="method" type="xs:anyURI" use="optional"/> 
  </xs:complexType> 
 
  <xs:element name="DigSig" type="PublicKeyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Principal has been 
        authenticated by a mechanism which involves the Principal computing a 
        digital signature over_u97 at least challenge data provided by the IdP. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="AsymmetricDecryption" type="PublicKeyType"> 
    <xs:annotation> 
      <xs:documentation> 
        The local system has a_u112 Private key but it is used 
        in decryption mode, rather than signature mode. For example, the 
        Authentication Authority generates a secret and encrypts it using the 
        local system's public key: the local system then proves it has 
        decrypted the secret. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
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  <xs:element name="AsymmetricKeyAgreement" type="PublicKeyType"> 
    <xs:annotation> 
      <xs:documentation> 
        The local system has a_u112 Private key and uses it for 
        shared secret key agreement with the Authentication Authority (e.g. 
        via Diffie Helman). 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:complexType name="PublicKeyType"> 
    <xs:sequence> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="keyValidation" use="optional"/> 
  </xs:complexType> 
 
  <xs:element name="IPAddress" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Principal has been 
        authenticated through connection from a particular IP address. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SharedSecretDynamicPlaintext" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        The local system and Authentication Authority 
        share a secret key. The local system uses this to encrypt a 
        randomised string to pass to the Authentication Authority. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="AuthenticatorTransportProtocol" 
type="AuthenticatorTransportProtocolType"> 
    <xs:annotation> 
      <xs:documentation> 
        The protocol across which Authenticator information is 
        transferred to an Authentication Authority verifier. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="HTTP" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Authenticator has been 
        transmitted using bare_u72 HTTP utilizing no additional security 
        protocols. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="IPSec" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Authenticator has been 
        transmitted using a transport mechanism protected by an IPSEC session. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:element name="WTLS" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Authenticator has been 
        transmitted using a transport mechanism protected by a WTLS session. 
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      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="MobileNetworkNoEncryption" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Authenticator has been 
        transmitted solely across a mobile network using no additional 
        security mechanism. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="MobileNetworkRadioEncryption" type="ExtensionOnlyType"/> 
  <xs:element name="MobileNetworkEndToEndEncryption" type="ExtensionOnlyType"/> 
 
  <xs:element name="SSL" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Authenticator has been 
        transmitted using a transport mechnanism protected by an SSL or TLS 
        session. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:element name="PSTN" type="ExtensionOnlyType"/> 
  <xs:element name="ISDN" type="ExtensionOnlyType"/> 
  <xs:element name="ADSL" type="ExtensionOnlyType"/> 
 
  <xs:element name="OperationalProtection" type="OperationalProtectionType"> 
    <xs:annotation> 
      <xs:documentation> 
        Refers to those characteristics that describe 
        procedural security controls employed by the Authentication Authority. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SecurityAudit" type="SecurityAuditType"/> 
  <xs:element name="SwitchAudit" type="ExtensionOnlyType"/> 
  <xs:element name="DeactivationCallCenter" type="ExtensionOnlyType"/> 
 
  <xs:element name="GoverningAgreements" type="GoverningAgreementsType"> 
    <xs:annotation> 
      <xs:documentation> 
        Provides a mechanism for linking to external (likely 
        human readable) documents in which additional business agreements, 
        (e.g. liability constraints, obligations, etc.) can be placed. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="GoverningAgreementRef" type="GoverningAgreementRefType"/> 
 
  <xs:simpleType name="nymType"> 
    <xs:restriction base="xs:NMTOKEN"> 
      <xs:enumeration value="anonymity"/> 
      <xs:enumeration value="verinymity"/> 
      <xs:enumeration value="pseudonymity"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:complexType name="AuthnContextDeclarationBaseType"> 
    <xs:sequence> 
      <xs:element ref="Identification" minOccurs="0"/> 
      <xs:element ref="TechnicalProtection" minOccurs="0"/> 
      <xs:element ref="OperationalProtection" minOccurs="0"/> 
      <xs:element ref="AuthnMethod" minOccurs="0"/> 
      <xs:element ref="GoverningAgreements" minOccurs="0"/> 
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      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="ID" type="xs:ID" use="optional"/> 
  </xs:complexType> 
   
  <xs:complexType name="IdentificationType"> 
    <xs:sequence> 
      <xs:element ref="PhysicalVerification" minOccurs="0"/> 
      <xs:element ref="WrittenConsent" minOccurs="0"/> 
      <xs:element ref="GoverningAgreements" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="nym" type="nymType"> 
      <xs:annotation> 
        <xs:documentation> 
          This attribute indicates whether or not the 
          Identification mechanisms allow the actions of the Principal to be 
          linked to an actual end user. 
        </xs:documentation> 
      </xs:annotation> 
    </xs:attribute> 
  </xs:complexType> 
 
  <xs:complexType name="TechnicalProtectionBaseType"> 
    <xs:sequence> 
      <xs:choice minOccurs="0"> 
        <xs:element ref="PrivateKeyProtection"/> 
        <xs:element ref="SecretKeyProtection"/> 
      </xs:choice> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="OperationalProtectionType"> 
    <xs:sequence> 
      <xs:element ref="SecurityAudit" minOccurs="0"/> 
      <xs:element ref="DeactivationCallCenter" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="AuthnMethodBaseType"> 
    <xs:sequence> 
      <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
      <xs:element ref="Authenticator" minOccurs="0"/> 
      <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="GoverningAgreementsType"> 
    <xs:sequence> 
      <xs:element ref="GoverningAgreementRef" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="GoverningAgreementRefType"> 
    <xs:attribute name="governingAgreementRef" type="xs:anyURI" use="required"/> 
  </xs:complexType> 
 
  <xs:complexType name="PrincipalAuthenticationMechanismType"> 
    <xs:sequence> 
      <xs:element ref="Password" minOccurs="0"/> 
      <xs:element ref="RestrictedPassword" minOccurs="0"/> 
      <xs:element ref="Token" minOccurs="0"/> 
      <xs:element ref="Smartcard" minOccurs="0"/> 
      <xs:element ref="ActivationPin" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
  </xs:complexType> 
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  <xs:group name="AuthenticatorChoiceGroup"> 
    <xs:choice> 
      <xs:element ref="PreviousSession"/> 
      <xs:element ref="ResumeSession"/> 
      <xs:element ref="DigSig"/> 
      <xs:element ref="Password"/> 
      <xs:element ref="RestrictedPassword"/> 
      <xs:element ref="ZeroKnowledge"/> 
      <xs:element ref="SharedSecretChallengeResponse"/> 
      <xs:element ref="SharedSecretDynamicPlaintext"/> 
      <xs:element ref="IPAddress"/> 
      <xs:element ref="AsymmetricDecryption"/> 
      <xs:element ref="AsymmetricKeyAgreement"/> 
      <xs:element ref="SubscriberLineNumber"/> 
      <xs:element ref="UserSuffix"/> 
      <xs:element ref="ComplexAuthenticator"/> 
    </xs:choice> 
  </xs:group> 
   
  <xs:group name="AuthenticatorSequenceGroup"> 
    <xs:sequence> 
      <xs:element ref="PreviousSession" minOccurs="0"/> 
      <xs:element ref="ResumeSession" minOccurs="0"/> 
      <xs:element ref="DigSig" minOccurs="0"/> 
      <xs:element ref="Password" minOccurs="0"/> 
      <xs:element ref="RestrictedPassword" minOccurs="0"/> 
      <xs:element ref="ZeroKnowledge" minOccurs="0"/> 
      <xs:element ref="SharedSecretChallengeResponse" minOccurs="0"/> 
      <xs:element ref="SharedSecretDynamicPlaintext" minOccurs="0"/> 
      <xs:element ref="IPAddress" minOccurs="0"/> 
      <xs:element ref="AsymmetricDecryption" minOccurs="0"/> 
      <xs:element ref="AsymmetricKeyAgreement" minOccurs="0"/> 
      <xs:element ref="SubscriberLineNumber" minOccurs="0"/> 
      <xs:element ref="UserSuffix" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:group> 
 
  <xs:complexType name="AuthenticatorBaseType"> 
    <xs:sequence> 
      <xs:group ref="AuthenticatorChoiceGroup"/> 
      <xs:group ref="AuthenticatorSequenceGroup"/> 
    </xs:sequence> 
  </xs:complexType> 
   
  <xs:complexType name="ComplexAuthenticatorType"> 
    <xs:sequence> 
      <xs:group ref="AuthenticatorChoiceGroup"/> 
      <xs:group ref="AuthenticatorSequenceGroup"/> 
    </xs:sequence> 
  </xs:complexType> 
   
  <xs:complexType name="AuthenticatorTransportProtocolType"> 
    <xs:sequence> 
      <xs:choice minOccurs="0"> 
        <xs:element ref="HTTP"/> 
        <xs:element ref="SSL"/> 
        <xs:element ref="MobileNetworkNoEncryption"/> 
        <xs:element ref="MobileNetworkRadioEncryption"/> 
        <xs:element ref="MobileNetworkEndToEndEncryption"/> 
        <xs:element ref="WTLS"/> 
        <xs:element ref="IPSec"/> 
        <xs:element ref="PSTN"/> 
        <xs:element ref="ISDN"/> 
        <xs:element ref="ADSL"/> 
      </xs:choice> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
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  <xs:complexType name="KeyActivationType"> 
    <xs:sequence> 
      <xs:element ref="ActivationPin" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="KeySharingType"> 
    <xs:attribute name="sharing" type="xs:boolean" use="required"/> 
  </xs:complexType> 
 
  <xs:complexType name="PrivateKeyProtectionType"> 
    <xs:sequence> 
      <xs:element ref="KeyActivation" minOccurs="0"/> 
      <xs:element ref="KeyStorage" minOccurs="0"/> 
      <xs:element ref="KeySharing" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="PasswordType"> 
    <xs:sequence> 
      <xs:element ref="Length" minOccurs="0"/> 
      <xs:element ref="Alphabet" minOccurs="0"/> 
      <xs:element ref="Generation" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="ExternalVerification" type="xs:anyURI" use="optional"/> 
  </xs:complexType> 
 
  <xs:element name="RestrictedPassword" type="RestrictedPasswordType"/> 
 
  <xs:complexType name="RestrictedPasswordType"> 
    <xs:complexContent> 
      <xs:restriction base="PasswordType"> 
        <xs:sequence> 
          <xs:element name="Length" type="RestrictedLengthType" minOccurs="1"/> 
          <xs:element ref="Generation" minOccurs="0"/> 
          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
        </xs:sequence> 
        <xs:attribute name="ExternalVerification" type="xs:anyURI" 
use="optional"/> 
      </xs:restriction> 
    </xs:complexContent> 
  </xs:complexType> 
   
  <xs:complexType name="RestrictedLengthType"> 
    <xs:complexContent> 
      <xs:restriction base="LengthType"> 
        <xs:attribute name="min" use="required"> 
          <xs:simpleType> 
            <xs:restriction base="xs:integer"> 
              <xs:minInclusive value="3"/> 
            </xs:restriction> 
          </xs:simpleType> 
        </xs:attribute> 
        <xs:attribute name="max" type="xs:integer" use="optional"/> 
      </xs:restriction> 
    </xs:complexContent> 
  </xs:complexType> 
 
  <xs:complexType name="ActivationPinType"> 
    <xs:sequence> 
      <xs:element ref="Length" minOccurs="0"/> 
      <xs:element ref="Alphabet" minOccurs="0"/> 
      <xs:element ref="Generation" minOccurs="0"/> 
      <xs:element ref="ActivationLimit" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
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  <xs:element name="Alphabet" type="AlphabetType"/> 
  <xs:complexType name="AlphabetType"> 
    <xs:attribute name="requiredChars" type="xs:string" use="required"/> 
    <xs:attribute name="excludedChars" type="xs:string" use="optional"/> 
    <xs:attribute name="case" type="xs:string" use="optional"/> 
  </xs:complexType> 
   
  <xs:complexType name="TokenType"> 
    <xs:sequence> 
      <xs:element ref="TimeSyncToken"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
   
  <xs:simpleType name="DeviceTypeType"> 
    <xs:restriction base="xs:NMTOKEN"> 
      <xs:enumeration value="hardware"/> 
      <xs:enumeration value="software"/> 
    </xs:restriction> 
  </xs:simpleType> 
   
  <xs:simpleType name="booleanType"> 
    <xs:restriction base="xs:NMTOKEN"> 
      <xs:enumeration value="true"/> 
      <xs:enumeration value="false"/> 
    </xs:restriction> 
  </xs:simpleType> 
   
  <xs:complexType name="TimeSyncTokenType"> 
    <xs:attribute name="DeviceType" type="DeviceTypeType" use="required"/> 
    <xs:attribute name="SeedLength" type="xs:integer" use="required"/> 
    <xs:attribute name="DeviceInHand" type="booleanType" use="required"/> 
  </xs:complexType> 
   
  <xs:complexType name="ActivationLimitType"> 
    <xs:choice> 
      <xs:element ref="ActivationLimitDuration"/> 
      <xs:element ref="ActivationLimitUsages"/> 
      <xs:element ref="ActivationLimitSession"/> 
    </xs:choice> 
  </xs:complexType> 
   
  <xs:element name="ActivationLimitDuration" type="ActivationLimitDurationType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Key Activation Limit is 
        defined as a specific duration of time. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:element name="ActivationLimitUsages" type="ActivationLimitUsagesType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Key Activation Limit is 
        defined as a number of_u117 usages. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:element name="ActivationLimitSession" type="ActivationLimitSessionType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates_u116 that the Key Activation Limit is 
        the session. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:complexType name="ActivationLimitDurationType"> 
    <xs:attribute name="duration" type="xs:duration" use="required"/> 
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  </xs:complexType> 
   
  <xs:complexType name="ActivationLimitUsagesType"> 
    <xs:attribute name="number" type="xs:integer" use="required"/> 
  </xs:complexType> 
   
  <xs:complexType name="ActivationLimitSessionType"/> 
   
  <xs:complexType name="LengthType"> 
    <xs:attribute name="min" type="xs:integer" use="required"/> 
    <xs:attribute name="max" type="xs:integer" use="optional"/> 
  </xs:complexType> 
 
  <xs:simpleType name="mediumType"> 
    <xs:restriction base="xs:NMTOKEN"> 
      <xs:enumeration value="memory"/> 
      <xs:enumeration value="smartcard"/> 
      <xs:enumeration value="token"/> 
      <xs:enumeration value="MobileDevice"/> 
      <xs:enumeration value="MobileAuthCard"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:complexType name="KeyStorageType"> 
    <xs:attribute name="medium" type="mediumType" use="required"/> 
  </xs:complexType> 
 
  <xs:complexType name="SecretKeyProtectionType"> 
    <xs:sequence> 
      <xs:element ref="KeyActivation" minOccurs="0"/> 
      <xs:element ref="KeyStorage" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="SecurityAuditType"> 
    <xs:sequence> 
      <xs:element ref="SwitchAudit" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="ExtensionOnlyType"> 
    <xs:sequence> 
      <xs:element ref="Extension" minOccurs="0"  maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
   
  <xs:element name="Extension" type="ExtensionType"/> 
 
  <xs:complexType name="ExtensionType"> 
    <xs:sequence> 
      <xs:any namespace="##other" processContents="lax" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
</xs:schema> 

  
25.A   ����wSAML  *����71� �����X.509  

�1�1� @� ��� SAML ������
j X
���W�� r
��� X.509.  
 

<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:X509" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:X509" 
  finalDefault="extension" 
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  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:X509 
        Document identifier: saml-schema-authn-context-x509-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" type="xs:anyURI" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:X509"/> 
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        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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26.A   ����wSAML  *����71� �����XMLDSig  
 �1�1� @� ���SAML �i��� 3 @O�'�� 
�����
j X
���W�� r
��� XML.  

<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig 
        Document identifier: saml-schema-authn-context-xmldsig-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
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            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" type="xs:anyURI" 
fixed="urn:ietf:rfc:3075"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 

  
27.A   ����wSAML *��P?� ECP  

 �1�1<��� @� ���SAMLX�jK�� ��0	
c �OZ
� ��¹ ��� / a5K-6� &5�+6� ������(ECP).  
 

<?xml version="1.0" encoding="UTF-8"?> 
<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    xmlns:ecp="urn:oasis:names:tc:SAML:2.0:profiles:SSO:ecp" 
    xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns:S="http://schemas.xmlsoap.org/soap/envelope/" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <import namespace="urn:oasis:names:tc:SAML:2.0:protocol" 
        schemaLocation="saml-schema-protocol-2.0.xsd"/> 
    <import namespace="urn:oasis:names:tc:SAML:2.0:assertion" 
        schemaLocation="saml-schema-assertion-2.0.xsd"/> 
    <import namespace="http://schemas.xmlsoap.org/soap/envelope/" 
        schemaLocation="http://schemas.xmlsoap.org/soap/envelope/"/> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-ecp-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
              V2.0 (March, 2005): 
                Custom schema for ECP profile, first published in SAML 2.0. 
        </documentation> 
    </annotation> 
 
    <element name="Request" type="ecp:RequestType"/> 
    <complexType name="RequestType"> 
        <sequence> 
            <element ref="saml:Issuer"/> 
            <element ref="samlp:IDPList" minOccurs="0"/> 
        </sequence> 
        <attribute ref="S:mustUnderstand" use="required"/> 
        <attribute ref="S:actor" use="required"/> 
        <attribute name="ProviderName" type="string" use="optional"/> 
        <attribute name="IsPassive" type="boolean" use="optional"/> 
    </complexType> 
     
    <element name="Response" type="ecp:ResponseType"/> 
    <complexType name="ResponseType"> 
        <attribute ref="S:mustUnderstand" use="required"/> 
        <attribute ref="S:actor" use="required"/> 
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        <attribute name="AssertionConsumerServiceURL" type="anyURI" 
use="required"/> 
    </complexType> 
     
    <element name="RelayState" type="ecp:RelayStateType"/> 
    <complexType name="RelayStateType"> 
        <simpleContent> 
            <extension base="string"> 
                <attribute ref="S:mustUnderstand" use="required"/> 
                <attribute ref="S:actor" use="required"/> 
            </extension> 
        </simpleContent> 
    </complexType> 
</schema> 
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<?xml version="1.0" encoding="UTF-8"?> 
<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:metadata" 
    xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 
    xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <import namespace="http://www.w3.org/2000/09/xmldsig#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-
20020212/xmldsig-core-schema.xsd"/> 
    <import namespace="http://www.w3.org/2001/04/xmlenc#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/xenc-
schema.xsd"/> 
    <import namespace="urn:oasis:names:tc:SAML:2.0:assertion" 
        schemaLocation="saml-schema-assertion-2.0.xsd"/> 
    <import namespace="http://www.w3.org/XML/1998/namespace" 
        schemaLocation="http://www.w3.org/2001/xml.xsd"/> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-metadata-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
              V2.0 (March, 2005): 
                Schema for SAML metadata, first published in SAML 2.0. 
        </documentation> 
    </annotation> 
 
    <simpleType name="entityIDType"> 
        <restriction base="anyURI"> 
            <maxLength value="1024"/> 
        </restriction> 
    </simpleType> 
    <complexType name="localizedNameType"> 
        <simpleContent> 
            <extension base="string"> 
                <attribute ref="xml:lang" use="required"/> 
            </extension> 
        </simpleContent> 
    </complexType> 
    <complexType name="localizedURIType"> 
        <simpleContent> 
            <extension base="anyURI"> 
                <attribute ref="xml:lang" use="required"/> 
            </extension> 
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        </simpleContent> 
    </complexType> 
     
    <element name="Extensions" type="md:ExtensionsType"/> 
    <complexType final="#all" name="ExtensionsType"> 
        <sequence> 
            <any namespace="##other" processContents="lax" 
maxOccurs="unbounded"/> 
        </sequence> 
    </complexType> 
     
    <complexType name="EndpointType"> 
        <sequence> 
            <any namespace="##other" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="Binding" type="anyURI" use="required"/> 
        <attribute name="Location" type="anyURI" use="required"/> 
        <attribute name="ResponseLocation" type="anyURI" use="optional"/> 
        <anyAttribute namespace="##other" processContents="lax"/> 
    </complexType> 
     
    <complexType name="IndexedEndpointType"> 
        <complexContent> 
            <extension base="md:EndpointType"> 
                <attribute name="index" type="unsignedShort" use="required"/> 
                <attribute name="isDefault" type="boolean" use="optional"/> 
            </extension> 
        </complexContent> 
    </complexType> 
     
    <element name="EntitiesDescriptor" type="md:EntitiesDescriptorType"/> 
    <complexType name="EntitiesDescriptorType"> 
        <sequence> 
            <element ref="ds:Signature" minOccurs="0"/> 
            <element ref="md:Extensions" minOccurs="0"/> 
            <choice minOccurs="1" maxOccurs="unbounded"> 
                <element ref="md:EntityDescriptor"/> 
                <element ref="md:EntitiesDescriptor"/> 
            </choice> 
        </sequence> 
        <attribute name="validUntil" type="dateTime" use="optional"/> 
        <attribute name="cacheDuration" type="duration" use="optional"/> 
        <attribute name="ID" type="ID" use="optional"/> 
        <attribute name="Name" type="string" use="optional"/> 
    </complexType> 
 
    <element name="EntityDescriptor" type="md:EntityDescriptorType"/> 
    <complexType name="EntityDescriptorType"> 
        <sequence> 
            <element ref="ds:Signature" minOccurs="0"/> 
            <element ref="md:Extensions" minOccurs="0"/> 
            <choice> 
                <choice maxOccurs="unbounded"> 
                    <element ref="md:RoleDescriptor"/> 
                    <element ref="md:IDPSSODescriptor"/> 
                    <element ref="md:SPSSODescriptor"/> 
                    <element ref="md:AuthnAuthorityDescriptor"/> 
                    <element ref="md:AttributeAuthorityDescriptor"/> 
                    <element ref="md:PDPDescriptor"/> 
                </choice> 
                <element ref="md:AffiliationDescriptor"/> 
            </choice> 
            <element ref="md:Organization" minOccurs="0"/> 
            <element ref="md:ContactPerson" minOccurs="0" maxOccurs="unbounded"/> 
            <element ref="md:AdditionalMetadataLocation" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="entityID" type="md:entityIDType" use="required"/> 
        <attribute name="validUntil" type="dateTime" use="optional"/> 
        <attribute name="cacheDuration" type="duration" use="optional"/> 
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        <attribute name="ID" type="ID" use="optional"/> 
        <anyAttribute namespace="##other" processContents="lax"/> 
    </complexType> 
     
    <element name="Organization" type="md:OrganizationType"/> 
    <complexType name="OrganizationType"> 
        <sequence> 
            <element ref="md:Extensions" minOccurs="0"/> 
            <element ref="md:OrganizationName" maxOccurs="unbounded"/> 
            <element ref="md:OrganizationDisplayName" maxOccurs="unbounded"/> 
            <element ref="md:OrganizationURL" maxOccurs="unbounded"/> 
        </sequence> 
        <anyAttribute namespace="##other" processContents="lax"/> 
    </complexType> 
    <element name="OrganizationName" type="md:localizedNameType"/> 
    <element name="OrganizationDisplayName" type="md:localizedNameType"/> 
    <element name="OrganizationURL" type="md:localizedURIType"/> 
    <element name="ContactPerson" type="md:ContactType"/> 
    <complexType name="ContactType"> 
        <sequence> 
            <element ref="md:Extensions" minOccurs="0"/> 
            <element ref="md:Company" minOccurs="0"/> 
            <element ref="md:GivenName" minOccurs="0"/> 
            <element ref="md:SurName" minOccurs="0"/> 
            <element ref="md:EmailAddress" minOccurs="0" maxOccurs="unbounded"/> 
            <element ref="md:TelephoneNumber" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="contactType" type="md:ContactTypeType" use="required"/> 
        <anyAttribute namespace="##other" processContents="lax"/> 
    </complexType> 
    <element name="Company" type="string"/> 
    <element name="GivenName" type="string"/> 
    <element name="SurName" type="string"/> 
    <element name="EmailAddress" type="anyURI"/> 
    <element name="TelephoneNumber" type="string"/> 
    <simpleType name="ContactTypeType"> 
        <restriction base="string"> 
            <enumeration value="technical"/> 
            <enumeration value="support"/> 
            <enumeration value="administrative"/> 
            <enumeration value="billing"/> 
            <enumeration value="other"/> 
        </restriction> 
    </simpleType> 
 
    <element name="AdditionalMetadataLocation" 
type="md:AdditionalMetadataLocationType"/> 
    <complexType name="AdditionalMetadataLocationType"> 
        <simpleContent> 
            <extension base="anyURI"> 
                <attribute name="namespace" type="anyURI" use="required"/> 
            </extension> 
        </simpleContent> 
    </complexType> 
 
    <element name="RoleDescriptor" type="md:RoleDescriptorType"/> 
    <complexType name="RoleDescriptorType" abstract="true"> 
        <sequence> 
            <element ref="ds:Signature" minOccurs="0"/> 
            <element ref="md:Extensions" minOccurs="0"/> 
            <element ref="md:KeyDescriptor" minOccurs="0" maxOccurs="unbounded"/> 
            <element ref="md:Organization" minOccurs="0"/> 
            <element ref="md:ContactPerson" minOccurs="0" maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="ID" type="ID" use="optional"/> 
        <attribute name="validUntil" type="dateTime" use="optional"/> 
        <attribute name="cacheDuration" type="duration" use="optional"/> 
        <attribute name="protocolSupportEnumeration" type="md:anyURIListType" 
use="required"/> 
        <attribute name="errorURL" type="anyURI" use="optional"/> 
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        <anyAttribute namespace="##other" processContents="lax"/> 
    </complexType> 
    <simpleType name="anyURIListType"> 
        <list itemType="anyURI"/> 
    </simpleType> 
 
    <element name="KeyDescriptor" type="md:KeyDescriptorType"/> 
    <complexType name="KeyDescriptorType"> 
        <sequence> 
            <element ref="ds:KeyInfo"/> 
            <element ref="md:EncryptionMethod" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="use" type="md:KeyTypes" use="optional"/> 
    </complexType> 
    <simpleType name="KeyTypes"> 
        <restriction base="string"> 
            <enumeration value="encryption"/> 
            <enumeration value="signing"/> 
        </restriction> 
    </simpleType> 
    <element name="EncryptionMethod" type="xenc:EncryptionMethodType"/> 
     
    <complexType name="SSODescriptorType" abstract="true"> 
        <complexContent> 
            <extension base="md:RoleDescriptorType"> 
                <sequence> 
                    <element ref="md:ArtifactResolutionService" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:SingleLogoutService" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:ManageNameIDService" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:NameIDFormat" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="ArtifactResolutionService" type="md:IndexedEndpointType"/> 
    <element name="SingleLogoutService" type="md:EndpointType"/> 
    <element name="ManageNameIDService" type="md:EndpointType"/> 
    <element name="NameIDFormat" type="anyURI"/> 
 
    <element name="IDPSSODescriptor" type="md:IDPSSODescriptorType"/> 
    <complexType name="IDPSSODescriptorType"> 
        <complexContent> 
            <extension base="md:SSODescriptorType"> 
                <sequence> 
                    <element ref="md:SingleSignOnService" maxOccurs="unbounded"/> 
                    <element ref="md:NameIDMappingService" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:AssertionIDRequestService" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:AttributeProfile" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="saml:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
                <attribute name="WantAuthnRequestsSigned" type="boolean" 
use="optional"/> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="SingleSignOnService" type="md:EndpointType"/> 
    <element name="NameIDMappingService" type="md:EndpointType"/> 
    <element name="AssertionIDRequestService" type="md:EndpointType"/> 
    <element name="AttributeProfile" type="anyURI"/> 
     
    <element name="SPSSODescriptor" type="md:SPSSODescriptorType"/> 
    <complexType name="SPSSODescriptorType"> 
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        <complexContent> 
            <extension base="md:SSODescriptorType"> 
                <sequence> 
                    <element ref="md:AssertionConsumerService" 
maxOccurs="unbounded"/> 
                    <element ref="md:AttributeConsumingService" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
                <attribute name="AuthnRequestsSigned" type="boolean" 
use="optional"/> 
                <attribute name="WantAssertionsSigned" type="boolean" 
use="optional"/> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="AssertionConsumerService" type="md:IndexedEndpointType"/> 
    <element name="AttributeConsumingService" 
type="md:AttributeConsumingServiceType"/> 
    <complexType name="AttributeConsumingServiceType"> 
        <sequence> 
            <element ref="md:ServiceName" maxOccurs="unbounded"/> 
            <element ref="md:ServiceDescription" minOccurs="0" 
maxOccurs="unbounded"/> 
            <element ref="md:RequestedAttribute" maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="index" type="unsignedShort" use="required"/> 
        <attribute name="isDefault" type="boolean" use="optional"/> 
    </complexType> 
    <element name="ServiceName" type="md:localizedNameType"/> 
    <element name="ServiceDescription" type="md:localizedNameType"/> 
    <element name="RequestedAttribute" type="md:RequestedAttributeType"/> 
    <complexType name="RequestedAttributeType"> 
        <complexContent> 
            <extension base="saml:AttributeType"> 
                <attribute name="isRequired" type="boolean" use="optional"/> 
            </extension> 
        </complexContent> 
    </complexType> 
   
    <element name="AuthnAuthorityDescriptor" 
type="md:AuthnAuthorityDescriptorType"/> 
    <complexType name="AuthnAuthorityDescriptorType"> 
        <complexContent> 
            <extension base="md:RoleDescriptorType"> 
                <sequence> 
                    <element ref="md:AuthnQueryService" maxOccurs="unbounded"/> 
                    <element ref="md:AssertionIDRequestService" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:NameIDFormat" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="AuthnQueryService" type="md:EndpointType"/> 
 
    <element name="PDPDescriptor" type="md:PDPDescriptorType"/> 
    <complexType name="PDPDescriptorType"> 
        <complexContent> 
            <extension base="md:RoleDescriptorType"> 
                <sequence> 
                    <element ref="md:AuthzService" maxOccurs="unbounded"/> 
                    <element ref="md:AssertionIDRequestService" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:NameIDFormat" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="AuthzService" type="md:EndpointType"/> 
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    <element name="AttributeAuthorityDescriptor" 
type="md:AttributeAuthorityDescriptorType"/> 
    <complexType name="AttributeAuthorityDescriptorType"> 
        <complexContent> 
            <extension base="md:RoleDescriptorType"> 
                <sequence> 
                    <element ref="md:AttributeService" maxOccurs="unbounded"/> 
                    <element ref="md:AssertionIDRequestService" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:NameIDFormat" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="md:AttributeProfile" minOccurs="0" 
maxOccurs="unbounded"/> 
                    <element ref="saml:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="AttributeService" type="md:EndpointType"/> 
    
    <element name="AffiliationDescriptor" type="md:AffiliationDescriptorType"/> 
    <complexType name="AffiliationDescriptorType"> 
        <sequence> 
            <element ref="ds:Signature" minOccurs="0"/> 
            <element ref="md:Extensions" minOccurs="0"/> 
            <element ref="md:AffiliateMember" maxOccurs="unbounded"/> 
            <element ref="md:KeyDescriptor" minOccurs="0" maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="affiliationOwnerID" type="md:entityIDType" 
use="required"/> 
        <attribute name="validUntil" type="dateTime" use="optional"/> 
        <attribute name="cacheDuration" type="duration" use="optional"/> 
        <attribute name="ID" type="ID" use="optional"/> 
        <anyAttribute namespace="##other" processContents="lax"/> 
    </complexType> 
    <element name="AffiliateMember" type="md:entityIDType"/> 
</schema> 

29.A  ����w,�:��"t��  SAML  
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<?xml version="1.0" encoding="UTF-8"?> 
<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:protocol" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <import namespace="urn:oasis:names:tc:SAML:2.0:assertion" 
        schemaLocation="saml-schema-assertion-2.0.xsd"/> 
    <import namespace="http://www.w3.org/2000/09/xmldsig#" 
        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-
20020212/xmldsig-core-schema.xsd"/> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-protocol-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
            V1.0 (November, 2002): 
              Initial Standard_u83 schema. 
            V1.1 (September, 2003): 
              Updates within the same V1.0 namespace. 
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            V2.0 (March, 2005): 
              New protocol schema based in a SAML V2.0 namespace. 
     </documentation> 
    </annotation> 
    <complexType name="RequestAbstractType" abstract="true"> 
        <sequence> 
            <element ref="saml:Issuer" minOccurs="0"/> 
            <element ref="ds:Signature" minOccurs="0"/> 
            <element ref="samlp:Extensions" minOccurs="0"/> 
        </sequence> 
        <attribute name="ID" type="ID" use="required"/> 
        <attribute name="Version" type="string" use="required"/> 
        <attribute name="IssueInstant" type="dateTime" use="required"/> 
        <attribute name="Destination" type="anyURI" use="optional"/> 
     <attribute name="Consent" type="anyURI" use="optional"/> 
    </complexType> 
    <element name="Extensions" type="samlp:ExtensionsType"/> 
    <complexType name="ExtensionsType"> 
        <sequence> 
            <any namespace="##other" processContents="lax" 
maxOccurs="unbounded"/> 
        </sequence> 
    </complexType> 
    <complexType name="StatusResponseType"> 
     <sequence> 
            <element ref="saml:Issuer" minOccurs="0"/> 
            <element ref="ds:Signature" minOccurs="0"/> 
            <element ref="samlp:Extensions" minOccurs="0"/> 
            <element ref="samlp:Status"/> 
     </sequence> 
     <attribute name="ID" type="ID" use="required"/> 
     <attribute name="InResponseTo" type="NCName" use="optional"/> 
     <attribute name="Version" type="string" use="required"/> 
     <attribute name="IssueInstant" type="dateTime" use="required"/> 
     <attribute name="Destination" type="anyURI" use="optional"/> 
     <attribute name="Consent" type="anyURI" use="optional"/> 
    </complexType> 
    <element name="Status" type="samlp:StatusType"/> 
    <complexType name="StatusType"> 
        <sequence> 
            <element ref="samlp:StatusCode"/> 
            <element ref="samlp:StatusMessage" minOccurs="0"/> 
            <element ref="samlp:StatusDetail" minOccurs="0"/> 
        </sequence> 
    </complexType> 
    <element name="StatusCode" type="samlp:StatusCodeType"/> 
    <complexType name="StatusCodeType"> 
        <sequence> 
            <element ref="samlp:StatusCode" minOccurs="0"/> 
        </sequence> 
        <attribute name="Value" type="anyURI" use="required"/> 
    </complexType> 
    <element name="StatusMessage" type="string"/> 
    <element name="StatusDetail" type="samlp:StatusDetailType"/> 
    <complexType name="StatusDetailType"> 
        <sequence> 
            <any namespace="##any" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
    </complexType> 
    <element name="AssertionIDRequest" type="samlp:AssertionIDRequestType"/> 
    <complexType name="AssertionIDRequestType"> 
     <complexContent> 
            <extension base="samlp:RequestAbstractType"> 
                <sequence> 
                    <element ref="saml:AssertionIDRef" maxOccurs="unbounded"/> 
                </sequence> 
            </extension> 
     </complexContent> 
    </complexType> 
    <element name="SubjectQuery" type="samlp:SubjectQueryAbstractType"/> 
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    <complexType name="SubjectQueryAbstractType" abstract="true"> 
     <complexContent> 
            <extension base="samlp:RequestAbstractType"> 
                <sequence> 
                    <element ref="saml:Subject"/> 
                </sequence> 
            </extension> 
     </complexContent> 
    </complexType> 
    <element name="AuthnQuery" type="samlp:AuthnQueryType"/> 
    <complexType name="AuthnQueryType"> 
        <complexContent> 
            <extension base="samlp:SubjectQueryAbstractType"> 
                <sequence> 
                    <element ref="samlp:RequestedAuthnContext" minOccurs="0"/> 
                </sequence> 
                <attribute name="SessionIndex" type="string" use="optional"/> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="RequestedAuthnContext" 
type="samlp:RequestedAuthnContextType"/> 
    <complexType name="RequestedAuthnContextType"> 
        <choice> 
            <element ref="saml:AuthnContextClassRef" maxOccurs="unbounded"/> 
            <element ref="saml:AuthnContextDeclRef" maxOccurs="unbounded"/> 
        </choice> 
        <attribute name="Comparison" type="samlp:AuthnContextComparisonType" 
use="optional"/> 
    </complexType> 
    <simpleType name="AuthnContextComparisonType"> 
        <restriction base="string"> 
            <enumeration value="exact"/> 
            <enumeration value="minimum"/> 
            <enumeration value="maximum"/> 
            <enumeration value="better"/> 
        </restriction> 
    </simpleType> 
    <element name="AttributeQuery" type="samlp:AttributeQueryType"/> 
    <complexType name="AttributeQueryType"> 
        <complexContent> 
            <extension base="samlp:SubjectQueryAbstractType"> 
                <sequence> 
                    <element ref="saml:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="AuthzDecisionQuery" type="samlp:AuthzDecisionQueryType"/> 
    <complexType name="AuthzDecisionQueryType"> 
        <complexContent> 
            <extension base="samlp:SubjectQueryAbstractType"> 
                <sequence> 
                    <element ref="saml:Action" maxOccurs="unbounded"/> 
                    <element ref="saml:Evidence" minOccurs="0"/> 
                </sequence> 
                <attribute name="Resource" type="anyURI" use="required"/> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="AuthnRequest" type="samlp:AuthnRequestType"/> 
    <complexType name="AuthnRequestType"> 
        <complexContent> 
            <extension base="samlp:RequestAbstractType"> 
                <sequence> 
                    <element ref="saml:Subject" minOccurs="0"/> 
                    <element ref="samlp:NameIDPolicy" minOccurs="0"/> 
                    <element ref="saml:Conditions" minOccurs="0"/> 
                    <element ref="samlp:RequestedAuthnContext" minOccurs="0"/> 
                    <element ref="samlp:Scoping" minOccurs="0"/> 
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                </sequence> 
                <attribute name="ForceAuthn" type="boolean" use="optional"/> 
                <attribute name="IsPassive" type="boolean" use="optional"/> 
                <attribute name="ProtocolBinding" type="anyURI" use="optional"/> 
                <attribute name="AssertionConsumerServiceIndex" 
type="unsignedShort" use="optional"/> 
                <attribute name="AssertionConsumerServiceURL" type="anyURI" 
use="optional"/> 
                <attribute name="AttributeConsumingServiceIndex" 
type="unsignedShort" use="optional"/> 
                <attribute name="ProviderName" type="string" use="optional"/> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="NameIDPolicy" type="samlp:NameIDPolicyType"/> 
    <complexType name="NameIDPolicyType"> 
        <attribute name="Format" type="anyURI" use="optional"/> 
        <attribute name="SPNameQualifier" type="string" use="optional"/> 
        <attribute name="AllowCreate" type="boolean" use="optional"/> 
    </complexType> 
    <element name="Scoping" type="samlp:ScopingType"/> 
    <complexType name="ScopingType"> 
        <sequence> 
            <element ref="samlp:IDPList" minOccurs="0"/> 
            <element ref="samlp:RequesterID" minOccurs="0" 
maxOccurs="unbounded"/> 
        </sequence> 
        <attribute name="ProxyCount" type="nonNegativeInteger" use="optional"/> 
    </complexType> 
    <element name="RequesterID" type="anyURI"/> 
    <element name="IDPList" type="samlp:IDPListType"/> 
    <complexType name="IDPListType"> 
        <sequence> 
            <element ref="samlp:IDPEntry" maxOccurs="unbounded"/> 
            <element ref="samlp:GetComplete" minOccurs="0"/> 
        </sequence> 
    </complexType> 
    <element name="IDPEntry" type="samlp:IDPEntryType"/> 
    <complexType name="IDPEntryType"> 
        <attribute name="ProviderID" type="anyURI" use="required"/> 
        <attribute name="Name" type="string" use="optional"/> 
        <attribute name="Loc" type="anyURI" use="optional"/> 
    </complexType> 
    <element name="GetComplete" type="anyURI"/> 
    <element name="Response" type="samlp:ResponseType"/> 
    <complexType name="ResponseType"> 
     <complexContent> 
            <extension base="samlp:StatusResponseType"> 
                <choice minOccurs="0" maxOccurs="unbounded"> 
                    <element ref="saml:Assertion"/> 
                    <element ref="saml:EncryptedAssertion"/> 
                </choice> 
            </extension> 
     </complexContent> 
    </complexType> 
    <element name="ArtifactResolve" type="samlp:ArtifactResolveType"/> 
    <complexType name="ArtifactResolveType"> 
     <complexContent> 
            <extension base="samlp:RequestAbstractType"> 
                <sequence> 
                    <element ref="samlp:Artifact"/> 
                </sequence> 
            </extension> 
     </complexContent> 
    </complexType> 
    <element name="Artifact" type="string"/> 
    <element name="ArtifactResponse" type="samlp:ArtifactResponseType"/> 
    <complexType name="ArtifactResponseType"> 
     <complexContent> 
            <extension base="samlp:StatusResponseType"> 
                <sequence> 
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                    <any namespace="##any" processContents="lax" minOccurs="0"/> 
                </sequence> 
            </extension> 
     </complexContent> 
    </complexType> 
    <element name="ManageNameIDRequest" type="samlp:ManageNameIDRequestType"/> 
    <complexType name="ManageNameIDRequestType"> 
     <complexContent> 
            <extension base="samlp:RequestAbstractType"> 
                <sequence> 
                    <choice> 
                        <element ref="saml:NameID"/> 
                        <element ref="saml:EncryptedID"/> 
                    </choice> 
                    <choice> 
                        <element ref="samlp:NewID"/> 
                        <element ref="samlp:NewEncryptedID"/> 
                        <element ref="samlp:Terminate"/> 
                    </choice> 
                </sequence> 
            </extension> 
     </complexContent> 
    </complexType> 
    <element name="NewID" type="string"/> 
    <element name="NewEncryptedID" type="saml:EncryptedElementType"/> 
    <element name="Terminate" type="samlp:TerminateType"/> 
    <complexType name="TerminateType"/> 
    <element name="ManageNameIDResponse" type="samlp:StatusResponseType"/> 
    <element name="LogoutRequest" type="samlp:LogoutRequestType"/> 
    <complexType name="LogoutRequestType"> 
        <complexContent> 
            <extension base="samlp:RequestAbstractType"> 
                <sequence> 
                    <choice> 
                        <element ref="saml:BaseID"/> 
                        <element ref="saml:NameID"/> 
                        <element ref="saml:EncryptedID"/> 
                    </choice> 
                    <element ref="samlp:SessionIndex" minOccurs="0" 
maxOccurs="unbounded"/> 
                </sequence> 
                <attribute name="Reason" type="string" use="optional"/> 
                <attribute name="NotOnOrAfter" type="dateTime" use="optional"/> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="SessionIndex" type="string"/> 
    <element name="LogoutResponse" type="samlp:StatusResponseType"/> 
    <element name="NameIDMappingRequest" type="samlp:NameIDMappingRequestType"/> 
    <complexType name="NameIDMappingRequestType"> 
        <complexContent> 
            <extension base="samlp:RequestAbstractType"> 
                <sequence> 
                    <choice> 
                        <element ref="saml:BaseID"/> 
                        <element ref="saml:NameID"/> 
                        <element ref="saml:EncryptedID"/> 
                    </choice> 
                    <element ref="samlp:NameIDPolicy"/> 
                </sequence> 
            </extension> 
        </complexContent> 
    </complexType> 
    <element name="NameIDMappingResponse" 
type="samlp:NameIDMappingResponseType"/> 
    <complexType name="NameIDMappingResponseType"> 
        <complexContent> 
            <extension base="samlp:StatusResponseType"> 
                <choice> 
                    <element ref="saml:NameID"/> 
                    <element ref="saml:EncryptedID"/> 



 

310   �������ITU-T X.1141 (2006/06)  

                </choice> 
            </extension> 
        </complexContent> 
    </complexType> 
</schema> 

  
30.A  ����w SAML �����?� X.500 

 ������� �OZ
� @� ���X.500 3 SAML.  
 

<?xml version="1.0" encoding="UTF-8"?> 
<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-x500-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
              V2.0 (March, 2005): 
                Custom schema for X.500 attribute profile, first published in SAML 2.0. 
        </documentation> 
    </annotation> 
    <attribute name="Encoding" type="string"/> 
</schema> 

31.A  ����w SAML �V?� XACML 

N���� ��-5W���� �,�Eu��� �i��� �OZ
� @� ��� L
+��� 3 M(XACML) 3 SAML 

<?xml version="1.0" encoding="UTF-8"?> 
<schema 
    targetNamespace="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-xacml-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
            V2.0 (March, 2005): 
              Custom schema for XACML attribute profile, first published in SAML 2.0. 
        </documentation> 
    </annotation> 
    <attribute name="DataType" type="anyURI"/> 
</schema> 
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�����
j 4;\� ��� .

 R� e-�  
��N�! �B�
q�� 3 U
WS%� ;�-,! h9��6� 3 4����� R� x
�9��� ��,'1�� ��� 
�  �!
�'�> hm�N, X> X!� R� B�
q�� R� p> 3 kS!
�� e,�m2.  

     U���2!V�� *
��012 R� ;,;-�� X
� 
6SOAP<��2 �  X
���W� R� ����� ��� X»C �*�S!;�� :;
 h�y6�)�W'6� X
���W� 
� �j
���
j ( @N� ����� ��0[ R� ���
� *
���-� 
� ��;, X> "# Y
�� ;�

 R� h-�> �NE D
�52� ��0W 3 ��L! �4'1�� s+	 
� h�y6�! �W'6� X> ;�y,"]59��6� :
�����."  
     ��	 ��A h���, ;� '�� ��+�2 �
��!SOAP ;�A �+�� ��	 ��A !> �4�'[)� @Z
�d�� X
���W�� 'C�, 

X
���W�� ��� 'C�,! �+�> {���� . �� ��� ��A U
d�!SOAP r�C HTTP ��A TLS/SSL k'O�� 

O���� :5;<6�! X�jK�� Ë	
c 3 �j��1� *��
�E 
� ���	
d��.  

    S;� Ij
}� �O-2 �-5c'6� *�;��u��� ��$g� k'�C X»C ��L r�C! *
OQ¹ R� ���
��� k'[
<6� X> �c
 :
�����(MITM) .&�'�A�� ��
$ 3 ��> S'}�� X
� �'9�> ;��u��� ��$g� k'�C ]	
� 
O��!.  

 (7   T�+O�7�SOAP ��% HTTP 
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     �1j�'�� ]	
� 
6SOAP ;O�-2 X> ���j
1� *
��012 R� T�1�2 HTTP r�C TLS/SSL R� �;A 
� 
X
���Wg� �+��<6� /Z�'1�� �K�j �d� �4�'[)� @Z
�� (Basic) r�C SSL X
���W��! �:5;<6� T	
c 3 
 r�C *��
�m�
j :�A;6�SSL R� h�+<��� k'���� x
�!� X�N2 /Z�'1�� ��� X»C �:5;<6� T	
c 3 

 �gA> k�;-6� *
OQ���� V�-2 v�$! �k'���� �+<�6� {���6� �Ol	> X�N2 � v�$ �*�;,;����
*�L *�;,;����-� .  

     :�;<�W� X> |-, � ���!HTTP r�C TLS '�> �� �4�'[)� @Z
�� X
���W�� R� 
� �NE 
� �
@��K�# . {'�> �Z
W�j �9^ X> �'[
<6� h��t R� ���0�� �,��j �,
O��� X
� �L»C) /+��� �1W��j
IPSecxgd� ( ��
� "# �c
$ �
�� X�N2 R� �TLS*��
�m�� 
�  .T�(> @+C ��L 
�! *�
$ 
SOAP r�C HTTP U
O-�W� X�N, �HTTP r�C TLS4�'[)� @Z
�� X
���W�� 
�  S
����� �� 
TW
�6�.  

     T�1�� H'm,!RFC X
���W�� Xumj HTTP)  T�1��RFC 2617 /,'+�� IETF ( 3 ��O��� *
OQ����
 U���2!V�� �z�jHTTPW'�� Kc�6 !> @W
W)� X
���W�� *
1�1� U
O-�W� ;�A �Z
.  

     ����� ;�-� ��A R�)� :�;<�W� X> ��L 
� ¢$g,!) U���2!'j �d�SSL !> TLS ]^ HTTP (
! ��	
O�Z�� I�C 'C�,/! ��g��� !>/ X
���W�� !>"k;$�! kK+�� ." 
��C ;c�, ��� *
cL�O��� 3!

 �k;$�! kK+� R� 'd�) ´�-2 X> 
��C v�0�� ����� *�;��u��� Y
�^ ��� !> D
1W! U
O-�W� 'C�, �
HTTP 
� TLS/SSL3���� R�)� .  

2.7.I   
�!� �����' �5��� �C/7 D�� E�	�%� #��/1�:(SSO) 

S;96� 
��6� ��� X
���W
j ���-�6� �Z
�6� @� 
O�d� �r
1��� YS
� �$�'� 
�, S;¬9­6� 
��� 3 �O-��6� X
���W� X# .
S;96� :
l��� X
�� X> H
�+6� :��+� |-,! e-� ��
-�, p��� R����6� X�jK�� :
l��� X
�� Xuj ;��u��� ��A x�S�
� X�N, X> 

��
-��� R� ���
��� k�1�� 3 X�N�W p��� X
�N�� s+	 �� . ���!)� *��1�� ��� D��> p'� X> ��L /�^ ��� /Z�'1�� R�!
 :�;<�W
jTLS ��
-��� ��\ �O-��6� U���2!V�� 3 ���^ kS!� ��01�  7!)�) X�N, X> U��-6� R�HTTP.(  
1.2.7.I   
�!��� ������� ��/1�:(SSO) 

 (1  =`����  

    +�+K��� :T,��� �N0E ��A 8+9�6� *�
$ 
�� 3 ��c�� ]59���� U
O�$�.  
    �
�g.� d��+��� : ��	
O�Z�� 
��C T�12 ��� *�
�� 3) �W', � ;��u2 p> X> U
0�� RA G'i, �> @i0�,

'1jv�0�� ]9��O�� ��'A X�N, �e0�92 ��� *
0�1�� e-�! ��	��u� ��,( 3 ��'�� Y
�^ �
 U���2!V��HTTP��	
O�Z�� RO}, ��	 r�C �;^ X> . U���2!V��! HTTP r�C TLS/SSL 

 R�> U���2!'j!IPT�16� ��� X
�0�, .  
 (2  #3���.� *����7� ����?�� �B�7  

    +�+K��� :�, ��� ��
�� 3e+mNj S;96� 
��6� {;� e�+	 T$
� 
��C R��� �
-, X
���W� *
���-� RA 
 fO��, X> R� x
O9� R¥NO�W X
���W�� *
���-� ��'W X»C �xgd� 'W �O�� �Nmj @�! �
\
O-�W�

T$
9�� ��9<E.  
    �
�g.� d��+��� :6�! T$
9�� 8+9�� Bj ������� ��A B-�, ���u�6� ��� G
��c� ��0W 3! 
��

��	
O�Zg� x
lC
$ M��, X> S;96� . ;9�6� 
��6� !> T$
9�� 
¡ :��, *��1� L
�� T� ��L r�C!
 *
���-� RA hmN�� �0� r���6�! 
���6� @��)� S;96� 
��6� �� S;96� 
��6� X> R� ;�u���

X
���W�� . U
O-�W� RN�!HTTP r�C TLS�(
m�� ��� ��
-6 .  
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 (3  !�' �B�7#��y� �  

    +�+K��� : ��
� X
���W�� U���2!'j �,�� 4'-� ��A X
���W�� ;��u2 
��C p��� ��� ��
�� 3
T$
9�� ��9<E f5O��, X> R� x
O9� R¥NO�W 
�196� D@m�� ��'W X»C �;��u���.  

    �
�g.� d��+��� :��L �!;$ ���cS> R� �¥+� ���
��� /Z�'1�� R� k;$�! ��:  
    6� M��,T$
9�� 8+9�� 
� e����2 ��A ��	
O�Zg� x
lC
$ ;9�6� r�.  
     ;�u�,)r
1��� YS
� ( ��A ��	
O�Zg� x
lC
$ M��, S;96� 
��6� X> R� ;9�6� 
��6� !> T$
9��

T$
9�� 8+9�� e����2.  
    6� ��� �k'E
0� S;96� 
��6� e��c�2 �
A> ;� T$
9�� 8+9�� X> R� ;9�6� 
��6� /���, p��� 
��

k'E
0� T$
9�� R���W�.  
    ;��u��� �,�� 4'-� s+�� xgj
�� x�;��u2 f� ;$�! T�[ R� 'd�) T�Q��, X> S;96� 
��6� �C',.  
     IO��� R� b'E '9�A RO}�, ;��u��� X
� �L#AudienceRestrictionType X�;�� �,�� 4'-, �

�Z;�A �B-���� 3 �}A e	> R� ;9�6� 
��6� /���, X�;�6� .  
     ¢C
$ 
� :
�� �;��u��� �,�� 4'-� e��C 5'� p��� �S;96� 
��6�! ;9�6� 
��6� Bj �������

��	
O�Zg�.  
     X> R� ;�u�, X> �;��u��� �,�� 4'-� e��C 5'� p��� S;96� 
��6
j e�
92� D
��> �;9�6� 
��6� ��A B-�,

@��)� S;96� 
��6� �� S;96� 
��6� ���r���6�! 
���6� .  
 (4  &���l��� ,�7�f� �
�$'  

    *
�0	
�� R� �A�O¤� ��\ ��c�� pS�'N��� U
WS%� k�
A% MQ¹ �!;$ U
O�$� . �O-��, X> RN�!
U
��$�
j *
���-6� ��A U�9��� !> ��;�� S
N	# ��!
� U
WS%� k�
A% MQ���� . �j�;��� h���2!

> ��A ��0W
�6� k�
}6��gA> ��!'-� @�! ��O-��2 ���-� �1j�S p.  
 (5  ���7� ���
'  

     k'�+�� 3 ��!'-� ��
W'�� Y�S�# *
OQ¹1.7.I.  
 (6  ���7� a�V�'  

    +�+K��� : ;��u��� S;¬9ª�! 8+9�6� Bj *g�
-��� R� ��$'� p> D
��> ��
WS D
i�#SAML ������! 
 ;��u���SAML��
-��� �mC 3 T0��, � .N	# ���,!*
���-� p> &'-2 ;,K, � e�N�! �
� ��;� x�S
.  

    �
�g.� d��+��� : p> ��c! :;A ��
$ 3 ���
W'�� D
i�# ;,;¹ ¿
-, ��g��� ��O� ��	 k
�� :�;<�W� X#
I�W!.  

 (7  ���7� #�+��  

    +�+K��� :*
�0	
�� R� �A�O¤� ��� "# �0���
j ��c�� /C;��� 3 �Z
W'�� e,�m2 U
O�$� . �Z
���� �-j!
7
��
� @� 
��C G�('6� �( ��O���:  

     S;¬9­6� {;� �CS 7!)� T�1�� e,�m2 ���, ;�SAML x
+��t x��S�� 4;���, 
�19� D@E /�� !> 
G��16� �S�6� �(.  

     �����6� {;� ��;�� S
N	# 
�196� D@m�� e,�m2 RA ���, ;�!SAML.  
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j *�;��u��� e,�m2 ���, ;�! �z���� �Z
���� ���	> 
�� �k'j
A X�N2 
�;�A *���)�-��� RN2 ¯ X># ( !>
 ��;�� S
N	#)
�}C', �����6�! �-¥��� ]	
� X#.(  

    �
�g.� d��+��� : R� ��
W'�� ��gW RO}, :
l	 �Z
W�j ��'�� ���2 X> T� ��Z
W'�� �,;-2 G
��c�
��Z
� �1�	 "# ��Z
� �1�	.  

     f� 
O�C! ��gW �C��� 
¡ ���, ��� ��,'1�� X�N2 �T,��� �N0E 8+9�� ��A �OZ
��� *
�0	
��
 :�;<�W� @� S�0-�� D
��> ��
W'��HTTP r�C TLS/SSL ��gW R� /����� 'C�2 �+q �-j
��� 
� �

*
�1-6�.  
 (8  &��2�� T�S�B1�  

    +�+K��� :£
� �Nmj �,Ly� �,'m0�� ���
����� *
OQ���� X�N2*
�0	
�� R� �A�O¤� ��\  . RN�
 
5c'6� ;��u��� 'Wu, X>! �*
0�1�� �5$', X> p'm0�� :
���g�)
�196� D@m�� !>( ��$'2 ;�-, X>! �

h��� "# 
��� h,K6� . RN�! �v�0�� ����� �S�6� "# L
+��� @��)� �O-��6� 
�1��, � ��L ;-j!
�W
j ��L �-C 
�1��, p'm0�� M���6�S�Wu6� �S�6� :�;<.  

    �
�g.� d��+��� :k�
}6� �j�;��� R� x��;A ;,;���� ��� T�q T�1�, . 'C�, :
l	 U
O-�W
j �,�;0�� X�N2
kS!
�� 3 e�+�j YS;�, X> p'm0�� :
����� ��A x�;c T-9�� R� �-� 4�'[)� @Z
�� x
�O-� x
	
���W�.  

    > 3 x��S�! U
O�$�� ��0, ��L 
�! X>! �*
�
q�� @Z
�� �+�� �W'O� I�C p'mj M���� �O-, X
 e���
-� !> 
5c'6� ;��u��� 'W> �5��j �*
���-6� ��A ]9��,)T�
1�� "# ��)� 
�c'��� e,�m2 
�S !> .(

]9���� 
�� 4�W ��	
O�Zg� :
l	 ��
�#! . ��
W'�� e,�m2 
�� 4�W *
�1-6� ��g�� :
l	 ��
�# 
O��j
D
��>:
�)� "# �+�� U
WS# .  

     @Z
�� /O-6� kS!;�� X
���W
j ��
�� *
0�1�6� 
�� ��0�2 RN� �*
�0	
�� R� �A�O¤� ��� f� 
O�C!
 U
O-�W
j *
�1-6� ��gW! ��	
O�Z�
j! �4�'[)�HTTP r�C TLS/SSL]	
� �L# �  

 ��01��TLS/SSL �0W
�� �+q �-j
��� :;<��2 )� /O-� �+q ��gW MA�! ��	
O�Z�� �C��� @+N, 

*
�1-6�( �i�9�� *��
�E T�1�2! �X.509 v3X
���Wg� .  

 (9  *����7� �
�$' *"
 N� ��`OU @G3��  

    +�+K��� : T�N�C �kS!� 3 x
��
$ T��N� @��ZS 4'[ ��9<E f5O�2 G
59	 �O-��� *�!
�
��O� �S��� "# L
+��� ���j.  

    �ZS 4'[ H
È �'Q� �Z
W'�� ��-2 � ��,�� �5!K� {;� T��N, X> 3 @�<AuthnRequest> 
 k�
A# 3 kS!'}�
j T0��2 �@��Z'�� 4'1�� ��� f� ���! B+��t ��;� p�!K� R� ���
��� ��$g��

@��Z'�� 4'1�� X
���W� . ��A x�S�
� �,�\� �5!K� RN, ¯ 
� �����Z'�� 4�'[)� X
���W� T� ��L 
�!
X> ;,;^ ��
W'�� <AuthnRequest> kS!;j x
},> I02'2 �j �@��Z'�� 4'1�� �,�¡ I�C I02'2 � 

@��Z'�� 4'1�� ��� "# �0���
j X
���W�� ��
� �,�� �5!K�.  
    �
�g.� d��+��� : �,�\� p�5!K� ��A B-�, ��(��m�� ;$> ;,;���� ��� 
��C X�N, ��� ��+���� *
��OA 3

���-� ��l+�� X> Bj �j
���� ��$g� �5!'�, X> x
},> M���A B-�,! ��1�m��� *�S!;�
j ��
�� ��
�� *

 ��
WS<AuthnRequest> �j
Q�W� S�;�# �0� �1�m��� *�S!;�� {;$#! <Response>  X!� R�

x�!> @��Z'�� 4'1�� X
���W� . ���O-�� ��� MA;� �,�\� p�5!K� "# ;,V�
j *
N-N�� U
WS# RN�!
�� ]	
� X#! ���$g9�� S�'�»j ��
Liberty�N-N�� ��A |06� ����
j :K�2 � .  
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2.2.7.I  K�L�%� H���%� A�
��� �I J�'L�� ��/1�: 

 (1  &��2�� T�S�B1�  

    +�+K��� : �Z
W'�� &�'�A�SOAP @� ��� AuthnRequest! Response f5O�2 "# x
�$� p�y�W �
@��Z'�� 4'1�� ��9<E.  

    
�1��, x
,'mj x
O���� e�+	 R� �-� X> �:
l	 3 @��+[ X
�� (MITM) �5!K�! a5K-6� X�jK�� Bj 
 3 a5K-6� X�jK�� S!;j! �a5K-6� X�jK�� 
� *gA
+��� 3 ��;�� �5!K� S!;j :��, v�$ �@A'E ��;�

@A'm�� ��;�� �5!K� 
� *gA
+��� .> k�1<� p'm0�� M���6� RNO�, ���,'1�� ��¡! &'�-, X> "!
 ��
W'��AuthnRequest  
��� �;� p> U5;0, X>! ���;�� �5!K6URL R� 
�S
�� ��� �O���
j 

responseConsumerServiceURL R� ��W>'�� kS;ÒC 3 PAOS U
WS»j :��, X> �0� �
AuthnRequesta5K-6� X�jK�� "# :
�)� "#  . �;�O�� �O�� Y�S�»j k�
A M���6� :��,!URL "# ��^ 

e2�L . �j
Q�W� x
�$� aK-6� X�jK�� M��W� �L# ��L ;-j!Response ��L ;-j �WS>! ��,�\� �5!K� R� 
 "# k����� �j
Q�W��responseConsumerServiceURL  M���6� 809, �M���6� R� �O���6�

MITM@A'm�� ��;�� �5!K� {;� @��ZS 4'1� '¥N���� ��A x�S�
� .  
    �+����
�g.� d� : e��# �W', X> aK-6� X�jK�� ��A Tc��, p��� X���-�� �a5K-6� X�jK�� �,�\� �5!K� R5�-,

 �j
Q�W��Response . 3 ��W>'�� �O-��2 �!PAOS @� ��� responseConsumerServiceURL 
��0	
�� 3 �;� �� 
O� aK-6� X�jK�� R� u1�� *
j
Q�W� �#.  

 (2  +j� ��l!'��  

    +�+K��� : T�1�� ��i2SOAP AuthnRequest �O�� xgd� �i2 Xu� ���N� e��
-� ��-2 � v�w �
 U���2!V�� R� ��W>'�� kS;ÒC 3 ��;�� ]-	PAOS ��W>'�� kS;ÒC �i2 Xu� !> ��C!'-� �( �O�� "# 

 X�jK��ECP ProviderID  !>IDPListT�1�� U
mC# M�, v�w .  
    .� d��+����
�g : ��
W'�� ��g��� �,
¾ �C�2SOAP ��
W'�� R�> :�;<�W
j �SOAP !> SSL/TLS.  

3.2.7.I  �5�M� 6��L� N�"�
� ��/1�: 

+�+K��� :xgd� U
�� �,�� �5!K� hm�N, �$ ��N-N�� ���� *
O�-6� �,;-2 p'� v�$ ��N-N�� M�O��� MQ¹.  
�
�g.� d��+��� :�� :�;<�W
j ��
�� �����;,;���� ��� {!;c R� 5;^ �'�m� X�;.  

4.2.7.I  
�!��� O.�
�� P���Q� ��/1�: 

+�+K��� :@��ZS 4'[ MW� �,�\� 4'-� ��A U�9��� �-+�� MQ¹.  
�-+�6� MQ��6� 
�1��, *
���-6� ��A �9� X> "!)� �$�'6� D
��> <LogoutRequest>
�c'��� �
q� 3 
�S�;�# ;�A  .

-6� ��� &'A!�,'��� x�;,;¹ �Nmj *
�1.  
�
�g.� d��+��� : X��u6� ������� ��0[ �d� X��u� ��	 /,'[ ��A *��
0��� 
�� p'q X> @i0�,(SSL) ����� ��0[ R�> !> 

(TLS).  
+�+K��� : ��
WS<LogoutRequest>�-¥��� �(   

 �-��� �( ��
WS :
l	 3 @��+[ X
�� R�� X> RN�<LogoutRequest>$ �@��ZS 4'[ ��A ��;�� 'N�, � .
 X> &�'�C
j!NameID ��
WS M���2 "# �O-��6� ���! '1}, Xuj S�9��� �Z;�A RN� �e�
��E� !> ec
���W� RN� 

<LogoutRequest> �-�9��� )��V+�.(  
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�
�g.� d��+��� : ��
W'�� 
��2<LogoutRequest> .,�� R� �Z;�A /���, X> �,�\� �5!K� 
�1��,! 3 @��ZS 4'[ �

��� T�[ G
�(.  

5.2.7.I  4�G� �5�8 N��� O.�6R #��/1�: 

+�+K��� : "# kD
W%� 3 T0���C �0W
�� �( ��,'1j �,�\� *
���-� &'-2 X> !> *
���-6� Ij'2 X> :
l��� *
	
�N� H
O���
�,'���.  

�
�g.� d��+��� : *
C'-� U
O-�W
j M��, X> �,�\� �5!K� ��A B-�, s+	 "# B+��<6� ��;�� p�5!K� 
� �+��t D
o> �,��
@��Z'�� 4'1�� . x
�$� *gA
+��� ;A
�, 
� ���;�� �5!K� "# e-c', p��� MW�� �,�� 4'-� '¥+� X> �,�\� �5!K6 @i0�,!

Í
A �,�� 4'-� :�;<�W� ��A.  
6.2.7.I  ?�(�� #��/1�: 

 ���-�6� *�;,;���� �m�
�� �gA> *'c]-��� *
�0	
� �0$
96� Ij�!'�
j . ��
� �C!'-� ��C
�# *�;,;¹ ;c�2 �!
��0	
�
j.  

  

 �������II 

 	
������� ��
�� !���� !" ��#�$MIME application/samlassertion+xml  
  

�� ��
�� IW��� IJ ��Q�2 ��A ��,���� ��� p���-5W�� *
Application/Assertion MIME �i��� 3 SAML.  
?� #��y� �7��� �~ 67��G7�� ��MIME 

�  application  
 67�D$���� �3��� MIME 

�  samlassertion+xml  
���?�.� ��3?�.� 

� ;c�, � 

������A1� ��3?�.� 

�  charset 

�   �O�-O�� ���
�charset R� application/xml T�1�� 3 k�S���� RFC 3923 /,'+�� IETF.  
d����� ����2�$� 

�  � ���
 /�01��
j ��
�� *�S
0�Ag�application/xml T�1�� 3 k�S���� RFC 3923 /,'+�� IETF.  
����i� ����2�$1� 

 IO��� R� ��� D
�E)� p��^ �samlassertion+xml��+���� �j
� {��� p> ��A  . *�;��u��� X»C ��L 
�!SAML 
 �i��� ��A ���0� D
�E> @�SAML@�C ��� 
��+9j! � ;�0�� 3 k�S���� ��
-�� ����)� *�S
0�A�� 
�� ���  10 T�1�� R� 

RFC 3923 /,'+�� IETF��'� ����> D
�E> 
�> 
6
[ ���C
�%� *�S
0�A�� x
},> 
�-�! � . IO��� R� ��� D
�E)
C



 

   �������ITU-T X.1141 (2006/06)  327  

samlassertion+xml�2 !> @-�0[ f<E �,�� 4'-2 X> 
��N� �*
�1-� ��A T�
i�� 3 p��^  RN� 
O� �e��# @O�
*�L
+��� 3 M¥N^ !> *�S!� *�S�'�� x
},> 
\
O-�W�.  

 IO��� R� ��� D
�E)� p��^ ���O��� 
,
}��� ���
-6!samlassertion+xml S;¬9­6� X�N, X> @i0�, *
�1-� ��A 
TW
�6� �Nm�
j 
���A x
-¥��� .
�1-6� M���� ��A B-�, ���
m�� ��� R� 
���2 p>! e	�� 
� x
-� R,'�) e�� /���, X> *

]���� s+�j S;9­6� 
���2 e	��! �x
�
� x
-���2 . IO��� R� ��� D
�E)� pS;¬9­6 x
},> RN�!samlassertion+xml 
 *�;��u��� ��A �,!
��!SAML
��� x�DKc !> *�;��u��� 
�� �!'¥+� X> �.  

 �i��� *
�0	
c B-2 ��L r�C!SAML� Ij�!S! �}��6� T�$ �	��u6� *������ U
O-�W� 
��C U���2!V�.  
YS;2! ������� ��� ) �i�9��2.0 �i�� SAML (�,'��� �,
O� �A���� *
���2 
�O�O92 3 . ��
�� � 
-�� *g5im6� �d�

G
��)� "# 
��
�W# RN� ��� ��
� :
l	 *
	
�� Bj *gA
+��
j .-� 
� �j
��2 X> RN� *gim6�! 3 �,�\� *
C'
 �-W�! *
�
�W)¨# *
j
��� �,�� *
C'-�! �!'�N�%� ;,V�� R,!
�A �d� (I�C ���-6� 4�'[)� /,'[ RA.  

c�2�� #�V���� ��?��B ����2�$�  
 �i��� *�;��u�� X�N,SAML
��i�� B02 ��'� :
�S>  . �i�� *
���-� 
�;��2 R� ;�u�2 X> ������� 4�'[�� @i0�, ����

�;��u�� .��L Tc�� 4'9�2 X>!.  
������ ������  
 �i�9�� �;^2.0 �i�� SAML) ������� ��� (�� ��
�� IW��� IJ :�;<�W� �$�'�-5W�� *
MIME 

application/samlassertion+xml . �i�� �-j
��� �( *�;��u��� X> :��+6� R� X»C ��L 
�!SAML  
) p>SAML v1! / !>SAML v1.1 (� 3 @i0�, Ij�!'�� :�;<�W
j 
���	 
����SAML.  

�?��y� x�7"i� N� �3��� �XI T+O��� ��� ����2����  
 �+�, /�012 �� �x
��
O�$�SAML �i��� ��A ���0� *
+���� �+�2 ��� *
��01��� ��2 ����! �SAML.  

��%�Zf� ����?�.�  
���S��� T�B�i� "b 6B���  

 3 
O�application/xml��
A kS�9j  . �i��� 3 S��� '9�-�� X�N�W ��
� kS�9j!XML MW� 
5c'6� D@m�� R� 

� MW�� X
N� h��,:  

  �  �� @�� MW� : Assertion  
  �   4'-�URIMW�� X
N6  : *
C'-6� R� ;$�!URI �i��� 3 MW�� X
N6 XML ;��u��� R� SAML 

 ������� eC'-2 
O� ��i�9�
j £
��"�,K�'6� "SAML0W
�6� �i�9�� �.  
 �i��� 3!SAML X�N, X> 
5c'6� D@m�� R� S��� '9�-�� RN� �x
��9� <saml:Assertion> !> 

<saml:EncryptedAssertion> v�$ �"saml" �i��� 3 MW�� X
N6 ��j
W p> �d� XML 
� �j
��2 �URI X
N6 
 ;��u��� MW�SAML:  

urn:oasis:names:tc:SAML:2.0:assertion  

 YG7�� Q?.�)q���G7�� "b(  
;c�, �  

 ����:�� GQ?.� �~ ���U)q����U "b(  

;c�, �  
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����?�.� N� +�P� #Lb N� q� ,�`�
� v"��l�f� +�t�� "b @O��� *���$  
 ����)� *
�;<�� ������� ��Q��� MW
j ��Q���� ��� {'c(Security Services Technical Committee) (SSTC) �-j
��� 

 �Ol�O�� ��N��6� *
���-6� �,
-� n;��j ���-6�(OASIS).  

�`�.� ,�3��71�  

@��OA  
� ������III 

 	
������� ��
�� !���� !" ��#�$MIME application/samlmetadata+xml  
  

�� ��
�� IW��� IJ ��,���� ��� 45'-,-5W�� *
MIME � application/samlmetadata+xml – 
� e�
O-�W� 
 
���� |�)� M�A;��� �,�
ES%� �i��� 3 ��$'m�� *
�1-O�� @�������(SAML).  

  (1  ?� #��y� �7��� �~ 67��G7�� ��MIME 

  � application  
  (2   67�D$���� �3��� MIME 

  � samlmetadata+xml  
  (3  ���?�.� ��3?�.� 

  � ;c�, �.  
  (4  ������A1� ��3?�.� 

  � charset  
 � -O�� ���
� �O�charset R� application/xml)  T�1�� 'l	�RFC 3023 /,'+�� IETF.(  

  (5  d����� ����2�$� 

 �  /�01��
j ��
�� *�S
0�Ag� ���
�application/xml)  T�1�� 3 k�S����RFC 3023 /,'+�� 
IETF.(  

  (6  ����i� ����2�$1� 

   IO��� R� ��� D
�E)� p��^ �samlmetadata+xml�A ��+���� �j
� {��� p> � . X»C ��L 
�!
 �i��� ��A ���0� D
�E> @� D
�E)� ���XML ��
-�� ����)� *�S
0�A�� 
�� ���  @�C ��� 
��+9j! �

 ;�0�� 3 k�S����10 T�1�� R� RFC 3023 /,'+�� IETF.  
    O��� R� ��� D
�E)� ��A 
��, X> 'E
��� RN� ���O��� 
,
}��� ���
-6! Isamlmetadata+xml .

 x
�
� x
-���2 e	�� 
� x
-� R,'�) e�� /���, X> *
�1-6� M���� ��A B-�, ���
m�� ��� R� 
���2 p>!
'E
��� R� x
-��� e	�� x
},>!.  

  (7  c�2�� #�V���� ��?��B ����2�$� 

   �i��� 3 ��$'m�� *
�1-6� ;O�-2SAML *����2!V�� �,�¡ h,'-��� �$�'�  R� k;O�-6� ½�9��!
�,�\� �C'-6� *
	
�N�� . �i�9�� ��A ;O�-O� �,�\� �5!K� X
�� "# kS
E%� xgd� RNO�CSAML v2.0 
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 4'-� VA s0� gj �C'-� 
¹
,�� ]	
� �L# �*����2!V�� R� 
��( ��A!URI . ��� ;,y,!
 ]-��� VA *
���-6� ���2 X> U���2!V��protocolSupportEnumeration  *
�1-6� D
�E)

 IO��� R� @� ��� ��$'m��RoleDescriptorType.  
  (8  ������ ����� 

  �i��� 3 ��$'m�� *
�1-6� �;^SAML�� ��
�� IW��� IJ :�;<�W� �$�'� -5W�� *
MIME 
application/samlmetadata+xml.  

    @� b
W!)� R� IO��� ��� 
��;<��, ��� *
��01���!:  
    O�$� �i�9�� �¥+�, /�012 �� �x
��
SAML v2.0 ��A ���0� *
+���� �¥+�2 ��� *
��01��� ��2 ����! �

 �i���SAML.  
  (9  ��%�Z' ����?�� 

    (1  ���S��� T�B�i� "b 6B���  

       3 
O�application/xml ��
A kS�9j ) T�1�� 'l	�RFC 3023 /,'+�� IETF .( kS�9j!
 3 S��� '9�-�� X�N�W ��
� �i���XML
� MW�� X
N� h��, MW� 
5c'6� D@m�� R� :  

        �   �� @�� MW�EntityDescriptor !> AffiliationDescriptor !> 
EntitiesDescriptor.  

      �   4'-�URIMW�� X
N6  :urn:oasis:names:tc:SAML:2.0:metadata 
) �i�9�� 3 ��$'m�� *
�1-O�� MW�� X
N�SAML v2.0.(  

  (10  � Q?.� YG7�) "b�G7��q��(  

    ;c�, �. 
  (11   ����:�� Q?.� �~ ���U)q����U "b(  

    ;c�, �.  
  (12  ����?�.� N� +�P� #Lb N� q� ,�`�
� v"��l�f� +�t�� "b @O��� *���$  

     ����)� *
�;<�� ������� ��Q��� MW
j ��Q���� ��� {'c(Security Services Technical Committee) 
(SSTC) ��N��6� *
���-6� �,
-� n;��j ���-6� �Ol�O�� �-j
��� (OASIS).  

  (13  
�`�.� ,�3��71�  

    @��OA.  
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 �������IV 

 %��&�� ��'���� �(�) *
+����(SSL) 

  
 �i��� 3 ��+���� *
��OA �-0� RN�SAML �i�9�� e�
O-�W� �0�2 X> SSL 3.1 �i�9�� "# �C
�%
j TLS 1.0� !>  �,;0

 
���)TLS :����� ��0[ R�> .( �i�9�� �O-��2 ��� ��+���� *
��OA!SSL 3.0 ��+���� @�N�� R�)� X> R� ;�u�2 X> 
\ @i0�, 
 3 *��+Q��� :�;<�W� ��A ��!'+6� *�;������ 
� /�5��TLS . �+m��� �-j
��� :�;<�W
j �Z
��� T�16� �d�

TLS_RSA_WITH_3DES_EDE_CBC_SHA�6�  �+m��� �-j
��� U
O-�W� "# Mc'
SSL_RSA_WITH_3DES_EDE_CBC_SHA . ��+���� *
��OA!FIPS kS;�6� *�L SSL �+Q��� �-j
��� :;<��2 FIPS 

 �+m��� �-j
��6 ��j
�6�SSL :SSL_RSA_WITH_3DES_EDE_CBC_SHA.  
 ��+���� *
��OA!TLS�� 3 T,��� ��A 8+9�O�� ;�$��� 
������ ��0	
�  �i�SAMLMA;2 ���   
 �+m��� �-j
���TLS_RSA_WITH_3DES_EDE_CBC_SHA �+Q��� �-j
��� �O-��2 X> 
���A �

SSL_RSA_WITH_3DES_EDE_CBC_SHA.  
  

 �������V 

 ����
SAML%
(���,� -
���   

  
 �1�1� ��A ��,���� ��� p���SAML k�
�E �c> R� X
���W�� r
��� SSL (sslcert).  

<?xml version="1.0" encoding="UTF-8"?> 
 
<xs:schema targetNamespace="urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns="urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient" 
  finalDefault="extension" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 
 
    <xs:annotation> 
      <xs:documentation>  
        Class identifier: urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient 
        Document identifier: saml-schema-authn-context-sslcert-2.0 
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 
        Revision history: 
          V2.0 (March, 2005): 
            New authentication_u99 context class schema for SAML V2.0.  
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType name="AuthnContextDeclarationBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnContextDeclarationBaseType"> 
          <xs:sequence> 
            <xs:element ref="Identification" minOccurs="0"/> 
            <xs:element ref="TechnicalProtection" minOccurs="0"/> 
            <xs:element ref="OperationalProtection" minOccurs="0"/> 
            <xs:element ref="AuthnMethod"/> 
            <xs:element ref="GoverningAgreements" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
          <xs:attribute name="ID" type="xs:ID" use="optional"/> 
        </xs:restriction> 
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      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthnMethodBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthnMethodBaseType"> 
          <xs:sequence> 
            <xs:element ref="PrincipalAuthenticationMechanism"/> 
            <xs:element ref="Authenticator"/> 
            <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType>     
     
    <xs:complexType name="PrincipalAuthenticationMechanismType"> 
      <xs:complexContent> 
        <xs:restriction base="PrincipalAuthenticationMechanismType"> 
          <xs:sequence> 
            <xs:element ref="RestrictedPassword"/> 
          </xs:sequence> 
          <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorBaseType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorBaseType"> 
          <xs:sequence> 
            <xs:element ref="DigSig"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
     
    <xs:complexType name="PublicKeyType"> 
      <xs:complexContent> 
        <xs:restriction base="PublicKeyType"> 
          <xs:attribute name="keyValidation" type="xs:anyURI" 
fixed="urn:oasis:names:tc:SAML:2.0:ac:classes:X509"/> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
    <xs:complexType name="AuthenticatorTransportProtocolType"> 
      <xs:complexContent> 
        <xs:restriction base="AuthenticatorTransportProtocolType"> 
          <xs:sequence> 
            <xs:choice> 
              <xs:element ref="SSL"/>             
              <xs:element ref="WTLS"/> 
            </xs:choice> 
            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
          </xs:sequence> 
        </xs:restriction> 
      </xs:complexContent> 
    </xs:complexType> 
 
  </xs:redefine> 
 
</xs:schema> 
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 �������VI 

 ����
XML%
(���,� -
�� .
"�   

 �1�1<�j ���
N�� �OZ
��� ��,���� ��� @1-,XML �1�1� @1-, 
O� �X
���W�� r
�W b
J) XML X
���W�� r
��� 
�,�'+�� �OO-6� *
	gA%� ��$g� S�'�% ��O-��6�! �
¹��j .���� �e2�L ;w 4;� MW� X
N� b
J)� �1�1<�� s��! ��C 

 ��,���� 3 RO}��V.  
<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema 
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 
  elementFormDefault="qualified" 
  version="2.0"> 
 
  <xs:annotation> 
    <xs:documentation> 
      Document identifier: saml-schema-authn-context-types-2.0 
      Location: http://docs.oasis-open.org/security/saml/v2.0/ 
      Revision history: 
          V2.0 (March, 2005): 
          New core authentication context schema types for SAML V2.0.  
    </xs:documentation> 
  </xs:annotation> 
 
  <xs:element name="AuthenticationContextDeclaration" 
type="AuthnContextDeclarationBaseType"> 
    <xs:annotation> 
      <xs:documentation> 
        A particular assertion on an identity 
        provider's part with respect to the authentication 
        context associated with an authentication assertion. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Identification" type="IdentificationType"> 
    <xs:annotation> 
      <xs:documentation> 
        Refers to those characteristics that describe the 
        processes and mechanisms 
        the Authentication Authority uses to initially create 
        an association between a Principal 
        and the identity (or name) by which the Principal will 
        be known 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="PhysicalVerification"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that identification has been 
        performed in a physical 
        face-to-face meeting with the principal and not in an 
        online manner. 
      </xs:documentation> 
    </xs:annotation> 
    <xs:complexType> 
      <xs:attribute name="credentialLevel"> 
        <xs:simpleType> 
          <xs:restriction base="xs:NMTOKEN"> 
            <xs:enumeration value="primary"/> 
            <xs:enumeration value="secondary"/> 
          </xs:restriction> 
        </xs:simpleType> 
      </xs:attribute> 
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    </xs:complexType> 
  </xs:element> 
 
  <xs:element name="WrittenConsent" type="ExtensionOnlyType"/> 
 
  <xs:element name="TechnicalProtection" type="TechnicalProtectionBaseType"> 
    <xs:annotation> 
      <xs:documentation> 
        Refers to those characterstics that describe how the 
        'secret' (the knowledge or possession 
        of which allows the Principal to authenticate to the 
        Authentication Authority) is kept secure 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SecretKeyProtection" type="SecretKeyProtectionType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates the types and strengths of 
        facilities 
        of a UA used to protect a shared secret key from 
        unauthorized access and/or use. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="PrivateKeyProtection" type="PrivateKeyProtectionType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates the types and strengths of 
        facilities 
        of a UA used to protect a private key from 
        unauthorized access and/or use. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="KeyActivation" type="KeyActivationType"> 
    <xs:annotation> 
      <xs:documentation>The actions that must be performed 
        before the private key can be used. </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="KeySharing" type="KeySharingType"> 
    <xs:annotation> 
      <xs:documentation>Whether or not the private key is shared 
        with the certificate authority.</xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="KeyStorage" type="KeyStorageType"> 
    <xs:annotation> 
      <xs:documentation> 
        In which medium is the key stored. 
        memory - the key is stored in memory. 
        smartcard - the key is stored in a smartcard. 
        token - the key is stored in a hardware token. 
        MobileDevice - the key is stored in a mobile device. 
        MobileAuthCard - the key is stored in a mobile 
        authentication card. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SubscriberLineNumber" type="ExtensionOnlyType"/> 
  <xs:element name="UserSuffix" type="ExtensionOnlyType"/> 
 
  <xs:element name="Password" type="PasswordType"> 
    <xs:annotation> 
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      <xs:documentation> 
        This element indicates that a password (or passphrase) 
        has been used to 
        authenticate the Principal to a remote system. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ActivationPin" type="ActivationPinType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that a Pin (Personal 
        Identification Number) has been used to authenticate the Principal  
        to some local system in order to activate a key. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Token" type="TokenType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that a hardware or software 
        token is used 
        as a method of identifying the Principal. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="TimeSyncToken" type="TimeSyncTokenType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that a time synchronization 
        token is used to identify the Principal. hardware - 
        the time synchonization 
        token has been implemented in hardware. software - the 
        time synchronization 
        token has been implemented in software. SeedLength - 
        the length, in bits, of the 
        random seed used in the time synchronization token. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Smartcard" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that a smartcard is used to 
        identify the Principal. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Length" type="LengthType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates the minimum and/or maximum 
        ASCII length of the password which is enforced (by the UA or the 
        IdP). In other words, this is the minimum and/or maximum number of 
        ASCII characters required to represent a valid password. 
        min - the minimum number of ASCII characters required 
        in a valid password, as enforced by the UA or the IdP. 
        max - the maximum number of ASCII characters required 
        in a valid password, as enforced by the UA or the IdP. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ActivationLimit" type="ActivationLimitType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates the length of time for which an 
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        PIN-based authentication is valid. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Generation"> 
    <xs:annotation> 
      <xs:documentation> 
        Indicates whether the password was chosen by the 
        Principal or auto-supplied by the Authentication Authority. 
        principalchosen - the Principal is allowed to choose 
        the value of the password. This is true even if 
        the initial password is chosen at random by the UA or 
        the IdP and the Principal is then free to change 
        the password. 
        automatic - the password is chosen by the UA or the 
        IdP to be cryptographically strong in some sense, 
        or to satisfy certain password rules, and that the 
        Principal is not free to change it or to choose a new password. 
      </xs:documentation> 
    </xs:annotation> 
 
    <xs:complexType> 
      <xs:attribute name="mechanism" use="required"> 
        <xs:simpleType> 
          <xs:restriction base="xs:NMTOKEN"> 
            <xs:enumeration value="principalchosen"/> 
            <xs:enumeration value="automatic"/> 
          </xs:restriction> 
        </xs:simpleType> 
      </xs:attribute> 
    </xs:complexType> 
  </xs:element> 
 
  <xs:element name="AuthnMethod" type="AuthnMethodBaseType"> 
    <xs:annotation> 
      <xs:documentation> 
        Refers to those characteristics that define the 
        mechanisms by which the Principal authenticates to the  
        Authentication Authority. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="PrincipalAuthenticationMechanism" 
type="PrincipalAuthenticationMechanismType"> 
    <xs:annotation> 
      <xs:documentation> 
        The method that a Principal employs to perform 
        authentication to local system components. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="Authenticator" type="AuthenticatorBaseType"> 
    <xs:annotation> 
      <xs:documentation> 
        The method applied to validate a principal's 
        authentication across a network 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ComplexAuthenticator" type="ComplexAuthenticatorType"> 
    <xs:annotation> 
      <xs:documentation> 
        Supports Authenticators with nested combinations of 
        additional complexity. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
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  <xs:element name="PreviousSession" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        Indicates that the Principal has been strongly 
        authenticated in a previous session during which the IdP has set a 
        cookie in the UA. During the present session the Principal has only 
        been authenticated by the UA returning the cookie to the IdP. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ResumeSession" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        Rather like PreviousSession but using stronger 
        security. A secret that was established in a previous session with 
        the Authentication Authority has been cached by the local system  
        and is now re-used (e.g. a Master Secret is used to derive new  
        session keys in TLS, WTLS). 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="ZeroKnowledge" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Principal has been 
        authenticated by a zero knowledge technique as specified in ISO/IEC 
        9798-5. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SharedSecretChallengeResponse" 
type="SharedSecretChallengeResponseType"/> 
 
  <xs:complexType name="SharedSecretChallengeResponseType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Principal has been 
        authenticated by a challenge-response protocol utilizing shared  
        secret keys and symmetric cryptography. 
      </xs:documentation> 
    </xs:annotation> 
    <xs:sequence> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="method" type="xs:anyURI" use="optional"/> 
  </xs:complexType> 
 
  <xs:element name="DigSig" type="PublicKeyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Principal has been 
        authenticated by a mechanism which involves the Principal computing  
        a digital signature over at least challenge data provided  
        by the IdP. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="AsymmetricDecryption" type="PublicKeyType"> 
    <xs:annotation> 
      <xs:documentation> 
        The local system has a private key but it is used 
        in decryption mode, rather than signature mode. For example, the 
        Authentication Authority generates a secret and encrypts it using  
        the local system's public key: the local system then proves it has 
        decrypted the secret. 
      </xs:documentation> 
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    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="AsymmetricKeyAgreement" type="PublicKeyType"> 
    <xs:annotation> 
      <xs:documentation> 
        The local system has a private key and uses it for 
        shared secret key agreement with the Authentication Authority  
        (e.g., via Diffie Helman). 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:complexType name="PublicKeyType"> 
    <xs:sequence> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="keyValidation" use="optional"/> 
  </xs:complexType> 
 
  <xs:element name="IPAddress" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Principal has been 
        authenticated through connection from a particular IP address. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SharedSecretDynamicPlaintext" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        The local system and Authentication Authority 
        share a secret key. The local system uses this to encrypt a 
        randomised string to pass to the Authentication Authority. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="AuthenticatorTransportProtocol" 
type="AuthenticatorTransportProtocolType"> 
    <xs:annotation> 
      <xs:documentation> 
        The protocol across which Authenticator information is 
        transferred to an Authentication Authority verifier. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="HTTP" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Authenticator has been 
        transmitted using bare HTTP utilizing no additional security 
        protocols. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="IPSec" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Authenticator has been 
        transmitted using a transport mechanism protected by an IPSEC session. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:element name="WTLS" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
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        This element indicates that the Authenticator has been 
        transmitted using a transport mechanism protected by a WTLS session. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="MobileNetworkNoEncryption" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Authenticator has been 
        transmitted solely across a mobile network using no additional 
        security mechanism. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="MobileNetworkRadioEncryption" type="ExtensionOnlyType"/> 
  <xs:element name="MobileNetworkEndToEndEncryption" type="ExtensionOnlyType"/> 
 
  <xs:element name="SSL" type="ExtensionOnlyType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Authenticator has been 
        transmitted using a transport mechanism protected by an SSL or TLS 
        session. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:element name="PSTN" type="ExtensionOnlyType"/> 
  <xs:element name="ISDN" type="ExtensionOnlyType"/> 
  <xs:element name="ADSL" type="ExtensionOnlyType"/> 
 
  <xs:element name="OperationalProtection" type="OperationalProtectionType"> 
    <xs:annotation> 
      <xs:documentation> 
        Refers to those characteristics that describe 
        procedural security controls employed by the Authentication Authority. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="SecurityAudit" type="SecurityAuditType"/> 
  <xs:element name="SwitchAudit" type="ExtensionOnlyType"/> 
  <xs:element name="DeactivationCallCenter" type="ExtensionOnlyType"/> 
 
  <xs:element name="GoverningAgreements" type="GoverningAgreementsType"> 
    <xs:annotation> 
      <xs:documentation> 
        Provides a mechanism for linking to external (likely 
        human readable) documents in which additional business agreements, 
        (e.g., liability constraints, obligations, etc.) can be placed. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
 
  <xs:element name="GoverningAgreementRef" type="GoverningAgreementRefType"/> 
 
  <xs:simpleType name="nymType"> 
    <xs:restriction base="xs:NMTOKEN"> 
      <xs:enumeration value="anonymity"/> 
      <xs:enumeration value="verinymity"/> 
      <xs:enumeration value="pseudonymity"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:complexType name="AuthnContextDeclarationBaseType"> 
    <xs:sequence> 
      <xs:element ref="Identification" minOccurs="0"/> 
      <xs:element ref="TechnicalProtection" minOccurs="0"/> 
      <xs:element ref="OperationalProtection" minOccurs="0"/> 
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      <xs:element ref="AuthnMethod" minOccurs="0"/> 
      <xs:element ref="GoverningAgreements" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="ID" type="xs:ID" use="optional"/> 
  </xs:complexType> 
   
  <xs:complexType name="IdentificationType"> 
    <xs:sequence> 
      <xs:element ref="PhysicalVerification" minOccurs="0"/> 
      <xs:element ref="WrittenConsent" minOccurs="0"/> 
      <xs:element ref="GoverningAgreements" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="nym" type="nymType"> 
      <xs:annotation> 
        <xs:documentation> 
          This attribute indicates whether or not the 
          Identification mechanisms allow the actions of the Principal to  
          be linked to an actual end user. 
        </xs:documentation> 
      </xs:annotation> 
    </xs:attribute> 
  </xs:complexType> 
 
  <xs:complexType name="TechnicalProtectionBaseType"> 
    <xs:sequence> 
      <xs:choice minOccurs="0"> 
        <xs:element ref="PrivateKeyProtection"/> 
        <xs:element ref="SecretKeyProtection"/> 
      </xs:choice> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="OperationalProtectionType"> 
    <xs:sequence> 
      <xs:element ref="SecurityAudit" minOccurs="0"/> 
      <xs:element ref="DeactivationCallCenter" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="AuthnMethodBaseType"> 
    <xs:sequence> 
      <xs:element ref="PrincipalAuthenticationMechanism" minOccurs="0"/> 
      <xs:element ref="Authenticator" minOccurs="0"/> 
      <xs:element ref="AuthenticatorTransportProtocol" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="GoverningAgreementsType"> 
    <xs:sequence> 
      <xs:element ref="GoverningAgreementRef" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="GoverningAgreementRefType"> 
    <xs:attribute name="governingAgreementRef" type="xs:anyURI" use="required"/> 
  </xs:complexType> 
 
  <xs:complexType name="PrincipalAuthenticationMechanismType"> 
    <xs:sequence> 
      <xs:element ref="Password" minOccurs="0"/> 
      <xs:element ref="RestrictedPassword" minOccurs="0"/> 
      <xs:element ref="Token" minOccurs="0"/> 
      <xs:element ref="Smartcard" minOccurs="0"/> 
      <xs:element ref="ActivationPin" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
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    <xs:attribute name="preauth" type="xs:integer" use="optional"/> 
  </xs:complexType> 
   
  <xs:group name="AuthenticatorChoiceGroup"> 
    <xs:choice> 
      <xs:element ref="PreviousSession"/> 
      <xs:element ref="ResumeSession"/> 
      <xs:element ref="DigSig"/> 
      <xs:element ref="Password"/> 
      <xs:element ref="RestrictedPassword"/> 
      <xs:element ref="ZeroKnowledge"/> 
      <xs:element ref="SharedSecretChallengeResponse"/> 
      <xs:element ref="SharedSecretDynamicPlaintext"/> 
      <xs:element ref="IPAddress"/> 
      <xs:element ref="AsymmetricDecryption"/> 
      <xs:element ref="AsymmetricKeyAgreement"/> 
      <xs:element ref="SubscriberLineNumber"/> 
      <xs:element ref="UserSuffix"/> 
      <xs:element ref="ComplexAuthenticator"/> 
    </xs:choice> 
  </xs:group> 
   
  <xs:group name="AuthenticatorSequenceGroup"> 
    <xs:sequence> 
      <xs:element ref="PreviousSession" minOccurs="0"/> 
      <xs:element ref="ResumeSession" minOccurs="0"/> 
      <xs:element ref="DigSig" minOccurs="0"/> 
      <xs:element ref="Password" minOccurs="0"/> 
      <xs:element ref="RestrictedPassword" minOccurs="0"/> 
      <xs:element ref="ZeroKnowledge" minOccurs="0"/> 
      <xs:element ref="SharedSecretChallengeResponse" minOccurs="0"/> 
      <xs:element ref="SharedSecretDynamicPlaintext" minOccurs="0"/> 
      <xs:element ref="IPAddress" minOccurs="0"/> 
      <xs:element ref="AsymmetricDecryption" minOccurs="0"/> 
      <xs:element ref="AsymmetricKeyAgreement" minOccurs="0"/> 
      <xs:element ref="SubscriberLineNumber" minOccurs="0"/> 
      <xs:element ref="UserSuffix" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:group> 
 
  <xs:complexType name="AuthenticatorBaseType"> 
    <xs:sequence> 
      <xs:group ref="AuthenticatorChoiceGroup"/> 
      <xs:group ref="AuthenticatorSequenceGroup"/> 
    </xs:sequence> 
  </xs:complexType> 
   
  <xs:complexType name="ComplexAuthenticatorType"> 
    <xs:sequence> 
      <xs:group ref="AuthenticatorChoiceGroup"/> 
      <xs:group ref="AuthenticatorSequenceGroup"/> 
    </xs:sequence> 
  </xs:complexType> 
   
  <xs:complexType name="AuthenticatorTransportProtocolType"> 
    <xs:sequence> 
      <xs:choice minOccurs="0"> 
        <xs:element ref="HTTP"/> 
        <xs:element ref="SSL"/> 
        <xs:element ref="MobileNetworkNoEncryption"/> 
        <xs:element ref="MobileNetworkRadioEncryption"/> 
        <xs:element ref="MobileNetworkEndToEndEncryption"/> 
        <xs:element ref="WTLS"/> 
        <xs:element ref="IPSec"/> 
        <xs:element ref="PSTN"/> 
        <xs:element ref="ISDN"/> 
        <xs:element ref="ADSL"/> 
      </xs:choice> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
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  </xs:complexType> 
 
  <xs:complexType name="KeyActivationType"> 
    <xs:sequence> 
      <xs:element ref="ActivationPin" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="KeySharingType"> 
    <xs:attribute name="sharing" type="xs:boolean" use="required"/> 
  </xs:complexType> 
 
  <xs:complexType name="PrivateKeyProtectionType"> 
    <xs:sequence> 
      <xs:element ref="KeyActivation" minOccurs="0"/> 
      <xs:element ref="KeyStorage" minOccurs="0"/> 
      <xs:element ref="KeySharing" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="PasswordType"> 
    <xs:sequence> 
      <xs:element ref="Length" minOccurs="0"/> 
      <xs:element ref="Alphabet" minOccurs="0"/> 
      <xs:element ref="Generation" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="ExternalVerification" type="xs:anyURI" use="optional"/> 
  </xs:complexType> 
 
  <xs:element name="RestrictedPassword" type="RestrictedPasswordType"/> 
 
  <xs:complexType name="RestrictedPasswordType"> 
    <xs:complexContent> 
      <xs:restriction base="PasswordType"> 
        <xs:sequence> 
          <xs:element name="Length" type="RestrictedLengthType" minOccurs="1"/> 
          <xs:element ref="Generation" minOccurs="0"/> 
          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
        </xs:sequence> 
        <xs:attribute name="ExternalVerification" type="xs:anyURI" 
use="optional"/> 
      </xs:restriction> 
    </xs:complexContent> 
  </xs:complexType> 
   
  <xs:complexType name="RestrictedLengthType"> 
    <xs:complexContent> 
      <xs:restriction base="LengthType"> 
        <xs:attribute name="min" use="required"> 
          <xs:simpleType> 
            <xs:restriction base="xs:integer"> 
              <xs:minInclusive value="3"/> 
            </xs:restriction> 
          </xs:simpleType> 
        </xs:attribute> 
        <xs:attribute name="max" type="xs:integer" use="optional"/> 
      </xs:restriction> 
    </xs:complexContent> 
  </xs:complexType> 
 
  <xs:complexType name="ActivationPinType"> 
    <xs:sequence> 
      <xs:element ref="Length" minOccurs="0"/> 
      <xs:element ref="Alphabet" minOccurs="0"/> 
      <xs:element ref="Generation" minOccurs="0"/> 
      <xs:element ref="ActivationLimit" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
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  </xs:complexType> 
   
  <xs:element name="Alphabet" type="AlphabetType"/> 
  <xs:complexType name="AlphabetType"> 
    <xs:attribute name="requiredChars" type="xs:string" use="required"/> 
    <xs:attribute name="excludedChars" type="xs:string" use="optional"/> 
    <xs:attribute name="case" type="xs:string" use="optional"/> 
  </xs:complexType> 
   
  <xs:complexType name="TokenType"> 
    <xs:sequence> 
      <xs:element ref="TimeSyncToken"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
   
  <xs:simpleType name="DeviceTypeType"> 
    <xs:restriction base="xs:NMTOKEN"> 
      <xs:enumeration value="hardware"/> 
      <xs:enumeration value="software"/> 
    </xs:restriction> 
  </xs:simpleType> 
   
  <xs:simpleType name="booleanType"> 
    <xs:restriction base="xs:NMTOKEN"> 
      <xs:enumeration value="true"/> 
      <xs:enumeration value="false"/> 
    </xs:restriction> 
  </xs:simpleType> 
   
  <xs:complexType name="TimeSyncTokenType"> 
    <xs:attribute name="DeviceType" type="DeviceTypeType" use="required"/> 
    <xs:attribute name="SeedLength" type="xs:integer" use="required"/> 
    <xs:attribute name="DeviceInHand" type="booleanType" use="required"/> 
  </xs:complexType> 
   
  <xs:complexType name="ActivationLimitType"> 
    <xs:choice> 
      <xs:element ref="ActivationLimitDuration"/> 
      <xs:element ref="ActivationLimitUsages"/> 
      <xs:element ref="ActivationLimitSession"/> 
    </xs:choice> 
  </xs:complexType> 
   
  <xs:element name="ActivationLimitDuration" type="ActivationLimitDurationType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Key Activation Limit is 
        defined as a specific duration of time. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:element name="ActivationLimitUsages" type="ActivationLimitUsagesType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Key Activation Limit is 
        defined as a number of usages. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
   
  <xs:element name="ActivationLimitSession" type="ActivationLimitSessionType"> 
    <xs:annotation> 
      <xs:documentation> 
        This element indicates that the Key Activation Limit is 
        the session. 
      </xs:documentation> 
    </xs:annotation> 
  </xs:element> 
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  <xs:complexType name="ActivationLimitDurationType"> 
    <xs:attribute name="duration" type="xs:duration" use="required"/> 
  </xs:complexType> 
   
  <xs:complexType name="ActivationLimitUsagesType"> 
    <xs:attribute name="number" type="xs:integer" use="required"/> 
  </xs:complexType> 
   
  <xs:complexType name="ActivationLimitSessionType"/> 
   
  <xs:complexType name="LengthType"> 
    <xs:attribute name="min" type="xs:integer" use="required"/> 
    <xs:attribute name="max" type="xs:integer" use="optional"/> 
  </xs:complexType> 
 
  <xs:simpleType name="mediumType"> 
    <xs:restriction base="xs:NMTOKEN"> 
      <xs:enumeration value="memory"/> 
      <xs:enumeration value="smartcard"/> 
      <xs:enumeration value="token"/> 
      <xs:enumeration value="MobileDevice"/> 
      <xs:enumeration value="MobileAuthCard"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:complexType name="KeyStorageType"> 
    <xs:attribute name="medium" type="mediumType" use="required"/> 
  </xs:complexType> 
 
  <xs:complexType name="SecretKeyProtectionType"> 
    <xs:sequence> 
      <xs:element ref="KeyActivation" minOccurs="0"/> 
      <xs:element ref="KeyStorage" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="SecurityAuditType"> 
    <xs:sequence> 
      <xs:element ref="SwitchAudit" minOccurs="0"/> 
      <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="ExtensionOnlyType"> 
    <xs:sequence> 
      <xs:element ref="Extension" minOccurs="0"  maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
   
  <xs:element name="Extension" type="ExtensionType"/> 
 
  <xs:complexType name="ExtensionType"> 
    <xs:sequence> 
      <xs:any namespace="##other" processContents="lax" maxOccurs="unbounded"/> 
    </xs:sequence> 
  </xs:complexType> 
 
</xs:schema> 
 
 
<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema  
  targetNamespace="urn:oasis:names:tc:SAML:2.0:ac" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 
  xmlns="urn:oasis:names:tc:SAML:2.0:ac" 
  blockDefault="substitution" 
  version="2.0"> 
 
  <xs:annotation> 
    <xs:documentation> 
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      Document identifier: saml-schema-authn-context-2.0 
      Location: http://docs.oasis-open.org/security/saml/v2.0/ 
      Revision history: 
        V2.0 (March, 2005): 
          New core authentication context schema for SAML V2.0.  
          This is just an include of all types from the schema 
          referred to in the include statement below. 
    </xs:documentation> 
  </xs:annotation> 
 
  <xs:include schemaLocation="saml-schema-authn-context-types-2.0.xsd"/> 
 
</xs:schema> 
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    �  ���M� Q���� :urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE 

)3 ;��6� 4;\� MW�� X
N� x
},> �� ���! ]-��� ��0	
c �1�1� PAC R� DCE3   
 /��6�A( 

    �  ,�`�1� ����?�� :security-services-comment@lists.oasis-open.org 

    �  Q���� :�
	�> �S�!. 
    �  �����S��� :;c�, �. 
 (2   ��
�K��� Q�"PAC 

     *��
�m�� X#PAC �z�0�� R� DCEx
2�-	 �O^ X> 
��N� 
5W���� ��j
� ���j @�  �z�0�� �QW R� DCE �
3 �,�\� �O� �Nm2! ����Z'�� 4�'[)� Bj ��'�m� @� *
���-6� R� �,K�'� �A�O~ RN�!  

 �z�0��DCE:  
    �  "�j¬KÒA " !>"���� " �z�0�� 3 @��Z'�� 4'1��DCE.  
    �  @��Z'�� 4'1�� ;�$��� �,�\� 4'-�.  
    �   �z�0�� 3 7!)� @��� 4'1��DCE� X�N, p��� 
��C x��}A @��Z'�� 4'1�.  
    �   �z�0�� 3 ����� ��'C)� �A�O~DCE 
��C x��}A @��Z'�� 4'1�� X�N, ��� )k�;-�� M��.(  
    �   �z�0�� 3 ��0�c)� ��'C)� �A�O~DCE 
��C x��}A @��Z'�� 4'1�� X�N, ��� )k�;-�� M��.(  
     *�-��� ��� R� ;$�! �N� ��W
W)� M���� !> �O���� �,�\� *
C'-� R� @�UUID.  
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 (3   �V?�� _ =���� ��3��SAML 

     �z�0�� *
���-� 
�! ��0	
�� ��� 45'-2DCE �i��� *�-	 
� �j
�2 ��A SAML D
o> 45'-2 ���j! �
��O���� ��A Hg1�� R� x�;j �������� ��
�� *�-���.  

    �u, X> T� ���0	
�� ��� 
�C5'-2 ��� *�-��� 
�� 3! �i��� ]-	 �XML NameFormat  '�
�-�� 3
<Attribute> �O����: urn:oasis:names:tc:SAML:2.0:attrname-format:uri.  

     ����W �O^ X> �� x
},> T�1� "# *
��01��� �-j Y
�^ 
�S �D
o)� kD�'� R� X
�	%� BNO��!
 ;5$�6� 45'-6� T	
c "# �D
o)� R� �,S
����URI .RN�! ]-��� :�;<�W� XML pS
����� 

FriendlyName&'i�� ��� /����� .  
 (4  =���� 67� �!���� 

     R� X�'9�A ��-,<Attribute> R� e�+	 ]-��� "# SAML ]-��� 
�O�� ]	
� ��L# I�C! ��L# 
Name XML ������� �-� B�,!
��� ITU-T X.667 . ]-��� s��!FriendlyName e0-�, S!� p> 

� ��� 3�	S
�6.  
 (5   �V?�� ���!XML��2!�4�� ���j�   
     ��C
�# *�-	 ;c�2 �XML '9�-�� 
� 
\
O-�W� �C'-� <Attribute>.  
 (6   _ =���� 6�BSAML 

    �,�\� *
C'-� R� @� ��0	
�� ��� 
�C5'-2 ��� *�-��� R� ;$�! �N� ��W
W)� M���� !> �O���� UUID .
 MW�� T��'2 ;A���!URN6�  ��A'+�� k'�+�� 3 �$!'m3.9.4.11M���� ��� �d� ��dO�� :;<��2 .  

     45'-6� �O�� T�92 Xuj ��C
�# *
���-6 8O�2 ��0	
�� ��� X»C ��L 
�!UUID R� X�N�2 @�! �
 45'-� R�! �
¹D�'� X
�	%� ��A ���W ����WUUID �z�0�� 3 �j¬KÒA !> ���� �d� 3
�# DCE . �O^!

 *
���-6� '9�-�� 3 ��C
�%�<AttributeValue>�-	 ����   
 �i���XML FriendlyName! Realm) �j¬KÒ-�� ( MW�� X
N� 3 BC5'-6�XML 

urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE . ]-��� xg�
� s�� ���!
XML FriendlyName ;�0�� 3 45'-6� 8 .W
W)� &'i�� s+	 
O\ X
� X#!@.  

     k;�-6� b
J)�! *�-��� �O-��2 h�� B02 ���
��� �1�1<��� �OZ
�!XML IO��� 3 ��0	
�
j ��
�� 
xsi:type)  /��6�A(  

 

<schema 
targetNamespace="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE" 
    xmlns:dce="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-dce-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
            V2.0 (March, 2005): 
                Custom schema for DCE attribute profile, first published in 
SAML 2.0. 
        </documentation> 
    </annotation> 
    <complexType name="DCEValueType"> 
        <simpleContent> 
            <extension base="anyURI"> 
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                <attribute ref="dce:Realm" use="optional"/> 
                <attribute ref="dce:FriendlyName" use="optional"/> 
            </extension> 
        </simpleContent> 
    </complexType> 
    <attribute name="Realm" type="anyURI"/> 
    <attribute name="FriendlyName" type="string"/> 
</schema> 

  
 (7  =���� �������  
     *�-��� R� �A�O~ @�, 
O�CSAML��0	
�� ��� 
�C5'-2  .N� ��
$ �� 3! ]-��� Y�S�# RXML 

xsi:type  '9�-�� 3<AttributeValue> �O���� ��u, X> T� e�N�! �dce:DCEValueType �
 ��j
��� X�N2 v�$DCE MW�� X
N� �102'� X�N2 X> B-�,! �,S
���� XML.  

     IO��� U
O-�W�� ��� �d�!xsi:type �1�1� Y�S�% �e��$g� S�'�# ]-��� @N����� R� T�1�, 
���0	
�� ��� 
�C'-2 ��� 
5W���.  

     b (  Realm) ���P����(  
       �z�0�� R� ����� !> �jK-�� �O���� ;�$��� ]-��� ��� �d�DCE ;��u��� T$
9� �-j
��� SAML.  
      671� :urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:realm  
       ;�$��� '9�-�� p���!<AttributeValue>  45'-� ��AUUID MW�� �Nmj URN p��� 

 �z�0�� R� ����� !> �jK-�� �,�� 45'-,DCE ;��u��� T$
9� �-j
��� SAML ]-	 
� XML 
FriendlyName��1�6� ����W MW� ��A p��� ��0	
�
j £
� pS
���� .  

    �(  Principal) D��E��� ;����(  
       �O���� ;�$��� ]-��� ��� �d����Z'�� �,�\� �z�0�� 3 �DCE ;��
��� T$
9� �-j
��� SAML.  
      671� :urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:principal  
       ;�$��� '9�-�� p���!<AttributeValue> 45'-� ��A UUID MW�� �Nmj URN p��� 

�z�0�� 3 ����Z'�� �,�\� 45'-, DCE ;��u��� T$
9� �-j
��� SAML� � ]-	 
XML 
FriendlyName @��Z'�� 4'1�� ����W MW� ��A p��� ��0	
�� £
� pS
����.  

       ]-��� RN�!Realm XML 45'-� ��A p��� X> B-�,! �x
cS;� X�N, X> ��0	
�� £
�� 
UUID MW�� �Nmj URN �z�0�� R� ����� !> �j¬KÒ-�� �,�� 45'-, p��� DCE T$
9� �-j
��� 
 ;��u���SAML.  

    �(  Primary group) �"i� \�����(  
       7!)� /,'+�� �O���� ;�$��� ]-��� ��� �d�DCE ;��u��� T$
� X�N, p��� SAMLe�C x��}A .  
      671� :urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:primary-group  

       ;�$��� '9�-�� p���!<AttributeValue> 45'-� ��A UUID MW�� �Nmj URN p��� 
 7!)� /,'+�� �,�� 45'-,DCE ;��u��� T$
9� SAML ]-	 
� �XML FriendlyName 

/,'+�� ����W MW� ��A p��� ��0	
�
j £
� pS
����.  
       ]-��� RN�!Realm XML 45'-� ��A p��� X> B-�,! �x
cS;� X�N, X> ��0	
�
j £
�� 

UUID MW�� �Nmj URN�,�� 4'-,  �z�0�� R� ����� !> �j¬KÒ-�� DCE ;��u��� T$
9� �-j
��� 
SAML.  
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 (  Groups) �B�%i�(  
       �z�0�� 3 ����� ��'C)� M���� �;-�6� ]-��� ��� �d�DCE ;��u��� T$
� X�N, ��� SAML 


��C x��}A.  
      671� :urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:groups 

       '9�A �� p���!<AttributeValue> 4'-� ��A UUID MW�� �Nmj URN p��� 
 �z�0�� /,'C R� �}A �,�� 45'-,DCE ;��u��� T$
9� 
j
��� SAML ]-	 
� �XML 

FriendlyName/,'+�� ����W MW� ��A p��� ��0	
�
j £
� pS
���� .  
       ]-��� RN�!Realm XML� X> B-�,! �x
cS;� X�N, X>  45'-� ��A p��UUID �Nmj 

 MW��URN �z�0�� R� ����� !> �j¬KÒ-�� �,�� 45'-, DCE ;��u��� T$
9� �-j
��� SAML.  
    I  (  Foreign groups) ��2�Li� �B�%i�(  
       ��'C)� M���� �;-�6� ]-��� ��� �d���0�c)� �z�0�� 3 DCE ;��u��� T$
� X�N, ��� SAML 


��C x��}A.  
      1�67 :urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:foreign-groups  
       '9�A �� p���!<AttributeValue> 45'-� ��A UUID MW�� �Nmj URN p��� 

 �z�0�� 3 Ë�c)� /,'+�� R� �}A �,�� 45'-,DCE ;��u��� T$
9� 
j
��� SAML ]-	 
� �
XML FriendlyName 	
�
j £
� pS
����/,'+�� ����W MW� ��A p��� ��0.  

       ]-��� RN�!Realm XML 45'-� ��A p��� X> B-�,! �x
cS;� X�N, X> UUID �Nmj 
 MW��URN �z�0�� R� ����� !> �j¬KÒ-�� �,�� 45'-, DCEË�c)� /,'+�� �-j
��� .  

2.VII  ���2�� ����w DEC �V?�� _ SAML 

 X
���W�� r
�W �1�1� @� ���SAML �a�6� G
��� �z�0� (DCE).  
<?xml version="1.0" encoding="UTF-8"?> 
<schema targetNamespace="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE" 
    xmlns:dce="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
    <annotation> 
        <documentation> 
            Document identifier: saml-schema-dce-2.0 
            Location: http://docs.oasis-open.org/security/saml/v2.0/ 
            Revision history: 
            V2.0 (March, 2005): 
                Custom schema for DCE attribute profile, first published in SAML 2.0. 
        </documentation> 
    </annotation> 
    <complexType name="DCEValueType"> 
        <simpleContent> 
            <extension base="anyURI"> 
                <attribute ref="dce:Realm" use="optional"/> 
                <attribute ref="dce:FriendlyName" use="optional"/> 
            </extension> 
        </simpleContent> 
    </complexType> 
    <attribute name="Realm" type="anyURI"/> 
    <attribute name="FriendlyName" type="string"/> 
</schema> 
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3.VII  ,�np� 

 *��
�m�� *
�1-� �,�^ ��A U
d� @�, 
O�CPAC �i��� *�-	 "# SAML �z�0�� 3 @��ZS 4'[ "# @O��2 DCE eo� 
"jdoe" �j¬KÒ-�� 3 "example.com" B���� B�,'+�� 3 �}A! �"cubicle-dwellers"! "underpaid" Ë�c> /,'C 3! 

"engineers".  
 

<saml:Assertion 
xmlns:dce="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE" ...> 
  <saml:Issuer>...</saml:Issuer> 
  <saml:Subject>...</saml:Subject> 
  <saml:AttributeStatement> 
  <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
 Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:realm"> 
    <saml:AttributeValue xsi:type="dce:DCEValueType" 
dce:FriendlyName="example.com"> 
    urn:uuid:003c6cc1-9ff8-10f9-990f-004005b13a2b 
    </saml:AttributeValue> 
  </saml:Attribute> 
  <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
 Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:principal"> 
    <saml:AttributeValue xsi:type="dce:DCEValueType" 
dce:FriendlyName="jdoe"> 
    urn:uuid:00305ed1-a1bd-10f9-a2d0-004005b13a2b 
    </saml:AttributeValue> 
  </saml:Attribute> 
  <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
 Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:primary-group"> 
    <saml:AttributeValue xsi:type="dce:DCEValueType" 
 dce:FriendlyName="cubicle-dwellers"> 
    urn:uuid:008c6181-a288-10f9-b6d6-004005b13a2b 
    </saml:AttributeValue> 
  </saml:Attribute> 
  <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
 Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:groups"> 
    <saml:AttributeValue xsi:type="dce:DCEValueType" 
 dce:FriendlyName="cubicle-dwellers"> 
    urn:uuid:008c6181-a288-10f9-b6d6-004005b13a2b 
    </saml:AttributeValue> 
    <saml:AttributeValue xsi:type="dce:DCEValueType" 
dce:FriendlyName="underpaid"> 
    urn:uuid:006a5a91-a2b7-10f9-824d-004005b13a2b 
    </saml:AttributeValue> 
  </saml:Attribute> 
  <saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri" 
 Name="urn:oasis:names:tc:SAML:2.0:profiles:attribute:DCE:foreign-groups"> 
    <saml:AttributeValue xsi:type="dce:DCEValueType" 
dce:FriendlyName="engineers" 
 dce:Realm="urn:uuid:00583221-a35f-10f9-8b6e-004005b13a2b"> 
    urn:uuid:00099cf1-a355-10f9-9e95-004005b13a2b 
    </saml:AttributeValue> 
  </saml:Attribute> 
  </saml:AttributeStatement> 
</saml:Assertion> 
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 �������VIII 

 �+30�� 	
��4�$OASIS ����� *�5 SAML 

  
 �i�9�� ��A *'c ��� *
-c�'6� ��,���� ��� h�},SAML v2.0 �Ol�6� ���� OASIS . �i��� /,'C S'� ;��SAML 3 

 �Ol�6�OASIS ��9+�� ������ ��������� *
���-��� ��� 'm�, X> ) 'l	�OASIS PE:2006 .( ]��� *
������� ��� X#
 �i�9�� 3 ��;2 ¯! ��,S
�-�2.0 �i�� SAML �Ol�6� R� OASIS .c�'6� ��� ��',# {'c ������� ��� 3!*
- 

 �i��� X!�+�, R,��� X�N, X> X
O}� ��,���� ��� 3SAML�i�� S�;�# ;-j *'c ��� *
m�
�6� ��A �g¥[� ��A  

 �i���SAML v2.0 �Ol�6� R� OASIS �Ol�6� �,
-� ;$> 
��+9j OASIS.  

1.VIII  #3�| <�A =��`� :PE14 

Q���� : =���� ����Allowcreate ��	�Z" �p:b Q���� }'  

�B������� �XI _ ��2�!1� ��?�  

 B��A'+�� B2'�+�� 3 �0W
�6� *
l$g6� "# ��c'�� �c',1.4.2.8! 6.2.8 . f� x
����2 �
	�> :;�	 ��L ��A k!gA!
 ��A'+�� k'�+�� R� �
d�� 
1�6�3.6.2.8:  
 '9�-�� RO}�, T�1�� X
� �L#<Terminate> "# �m, T�
1�� �5!K6� X�N, �)
$ 3��;� �5!K� �� ( *�;��u2 �0�, R� e	>

@��Z'�� 4'1�� U�$ ��;<�� �5!K6� ��� R� X�� ;-j.  
 *���
j �,�\� 45'-� �O�� �d� �MW�� �,�� 4'-� 
� �0$
9�� ��
w ¢+�� M���6� �5!K6� X
� �L#!) �,�� 45'-� ��
$ 3

Y!a �Nmj( �O�� !> �SPProvidedID/�� ��A �W'6� ��C��� !> � X> M���6� 
�1��, �¨# �,�\� 4'-� U
O-�W� !> 
X> e�C'-� 
� �	
�� ���OA puj :��,]��	� ;� MW�� �,�� 4'-� 
��d� ��� ��g-�� .  

 @��Z'�� 4'1�� f�! �W'6� MW
j M���6� 
�,�y, ��$� *
��OA p>!) �d�<AuthnRequest> /$�( 
���+�2 @i0�, �
$ p> G
�( 
� /�5�2 ��,'1j��j
W ��
.  

 ]-��� U
O-�W� e��[> ���
$ kS��# ���W �� h�l�2 k�1� x
�O� �� D
��	��!AllowCreate  T�[ U���2!'j 3
 k'�+�� 3 ��c�6� X
���W��4.2.8 . U
O-�W� �E
��2 X> 
\ U��-6� R� X�N, �]-��� ��� :;<��2 � ��� *�',�1���!

 '9�-��<Terminate> e-� ��
-�2 X> !> �I�C �g¥[g� pS
m�W� '9�-�.  
 *�
�� T�(> 3 X> kS
E%� S;q!) ]-��
j I�^ ��� ;A����� �� �O�6� *�D
�d�W�� ;$>!SPProvidedID ( ;c�2 �


\
O-�W� !> �OZ�� ��
$ /�� f� 
O�C ���;�� p�5!K� !> �,�\� p�5!K� R� *
0�1�� p> . 8,'� ���W p> ;c�, � L#
x
���K�# X�N, '9�-�� M��¬�ª, 
�;�A �<Terminate> p!
�, ��! 450 . /�-�2! �k��c�� �OZ�;�� ��
�� ]	
� �L# ���L 
�!

 �,�� 4'-� U
O-�W
j) ]-��� X�� ��
$ 3 
O�SPProvidedIDx
�C'� ( '9�-�� X»C �<Terminate>  ���� 'C�,
 
�Ì
i�# @i0�, ��
�� ��� X> ��A ����!) ���
j 
�uj MW�2 !>
� ��,'1j.(  

2.VIII  #3�| <�A =��`� :PE26 

Q���� : Y�B���� ��2!�L ��Z�� ]�(SSO)  

������� �XI _ ��2�!1� ��?��B :D?� �3: ������� ��$���� ������� �JZ[���:  



 

350   �������ITU-T X.1141 (2006/06)  

2.4.1.4.11  ,�3��7�<Response>  

3 *�;��u2 p> YS;, �> e��A B-�, �u1� 
�c'2 3 T(', �,�\� �5!K� X
� �L# ��
W'�� <Response> X
� �L»C �#! 
 x
�c
	 T�1��)T�[ 
� ��C�'�� �( �j
Q�W�� ]	
� �L# !>( '9�-�� ��A B-�, �<Response>@�, 
� 
� /j
1�, X> :  
    �   '9�-�� X�N, X> RN� ��-¥��� �( �j
Q�W�� ]	
� �L#<Issuer>  X
� �L# 
�> �x
C!�� 

 x���c��)�j
Q�W�� ]	
� �L# !>�-¥���  ( �5!K6 ;�$��� �,�\� 4'-� ��A p��� X> e��A B-��C
S;¬9­6� �,�\� . ]-���!Format R� �O�� e� !> x
C!�� X�N, X> B-�, 

urn:oasis:names:tc:SAML:2.0:nameid-format:entity.  
    �   ��)� ��A p��� X> B-�,<Assertion>x�;$�!  . '9�A �� ��A B-�,!<Issuer>R�  

T�Q��6� �,�\� �5!K6 ;�$��� �,�\� 45'-� ��A p��� X> ;��u2 . ]-��� X�N, X> B-�,!
Format R� �O�� e� !> x
C!�� urn:oasis:names:tc:SAML:2.0:nameid-format:entity .

 3 k��c�6� *�;��u��� 
��! �x�;$�! x
0�Q��� �,�� �!K� &'�+2 ��0	
�� ��� X> ¢$g,!
 �j
Q�W�e�+	 X
�N�� RA kS�
� X�N2 X> B-�,.  

    �   '9�-�� ��A �Z;�A B-�, �*�;��u2 k;A ;c�2 ]	
� �L#<Subject> ��-, X> ;��u2 �� R� 
@��Z'�� 4'1�� s+	 "# . '�
�-�� *
,��� 4g��
j H�O��!<Subject>)  :;<��2 p>

 '�
�A<NameID> '�
�-�� 
���,;j !> �+��t <SubjectConfirmation>.(  
    �   '9�-�� ��A p��� X> ���0	
�� ��� :�;<�W
j �g��Wg� S�
� ;��u2 �� ��A B-�,

<Subject> ��)� ��A ;$�! '9�A 
� <SubjectConfirmation>  ��A p���
MethodR� : urn:oasis:names:tc:SAML:2.0:cm:bearer . ��� �d� �O�,!

��
�� ;��u2 ;��u��� .;��u2 p��^ X> RN�! R� ��C
�# '�
�A ��A ��
�� *�
<SubjectConfirmation>.  

    �   '9�A X!� R� *�;��u2 x
},> ;c�2 X> RN�!<SubjectConfirmation>��
�� R�  .
 '�
�-�� !> ��C
�%� *�;��u��� ��
-�!<SubjectConfirmation> ��� r
1	 YS
� 
�2 

��0	
��.  
    �   ��)� ��A ;$�! '9�A ��A B-�,<SubjectConfirmation> ��A p��� X> ���
�� R� 

 '9�A<SubjectConfirmationData> ]-��� ��A e�+	 �� p��� X> T� 
Recipient �5;�� ��A p��� p��� URL 
O� ���;�� �5!K6 �-j
��� ;��u��� ������ ��;� 

 ]-��� ��A p��� X> e��A B-�,NotOnOrAfter� ��� k�C
��� 5;� p���  M���2 
�D
��> RN
;��u��� . ]-��� ��A x
},> p��� X> e�N�!Address M���2 RN� p��� X�jK�� X���A 5;� p��� 

e�� x�S
0�A� ;��u��� . ]-��� ��A p��� �> T�!NotBefore . @� �,!
�� ��
W'�� ]	
� �L#!
 '9�-�� �j
Q�W�<AuthnRequest> ]-��� :D���, X> �Z;�A B-�, �InResponseTo 
� 

T�1�� �,�� 4'-�.  
    �   x�;$�! x�'9�A ��)� ��A p��^ X> *�;��u2 R� !> ;$�! ;��u2 R� �A�O~ ��A B-�,

<AuthnStatement> �,�\� �5!K� {;� @��Z'�� 4'1�� X
���W� sN-,. k;A Y�S�# RN�! 
 '�
�A<AuthnStatement> C'-� s�� k�;-�� *�;��u�� *��;�� M�A RN�! � ��� 3 x

��0	
��.  
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    �   ��0	
�� �0�, �,�\� �5!K� X
� �L#Single Logout ��A'+�� k'�+�� 3 �C'-6� 5.4.1.4.11 B-�, �
 ]-��� ��A p��^ X> ��	
���W�� *
	gA%� ��ASessionIndex :
���� *
0�[ Im�2 @N� 

��;�� �5!K� RA kS�
9�� kS!� �N� kS!;��.  
    �  gA# Y�S�# RN� ;��u2 3 {'�> *
	)*�;��u2 !> (��;�� �5!K� ',;�2 T�$ ���
��.  

 '�
�-�� Y�S�# ��
� kS�9j RN�!<AttributeStatement> .X> RN�!  T�1�� p���
<AuthnRequest> �i��� 3 ]-	 ��A XML �� AttributeConsumingServiceIndex 

 �j��16� !> �j�('6� *�-��� RA *
���-6� xg�� ;�0�� 3 
O�9 . �5!K� ��L ��
Q�, X> RN�!
{'�> *�-	 U
WS# e�N� 
O� ��,�\��',;�2 T�$ �.  

    �   ��A p��� X> ��
$ ;��u2 �� ��A B-�,<AudienceRestriction> ��A p��� p��� 
 '9�-�� e	u�! ��;�� �5!K6 ;�$��� �,�\� 4'-�<Audience>.  

    �   {'�> b!'E Y�S�# RN�)�
�A! '<Audience>{'�>  ( !> ��;�� �5!K� T�[ T�$
�,�\� �5!K� ',;�2 T�$) . R� ���0��! ����+� X�N2 X> T� b!'m�� ��� 
�� X> �E �

x
�
� ;��u��� S
0�A� ��ij ���;�� �5!K� �0�.(  
    �   R� �j��16� �A�O¤� n'N�j x
�K�� �,�\� �5!K� s��!<Conditions>  ��
W'�� 3

<AuthnRequest>*;c! X# �.  
3.4.1.4.11  ���7��� �4��� +$��B<Response>  

 �i��� �1j�S RA 'l��� 4'9jSAML7
��� �-+, X> ��;�� �5!K� ��A B-�, ���O-��6� :  
    �   ;��u��� ��A k��c�� *
-���2 p> R� /�����)*�;��u��� (�j
Q�W�� ��A !>.  
    �   ]-��� X> R� /�����Recipientc�6�  '9�-�� 3 ��<SubjectConfirmationData> 

 �5;�� 
� :D���, ��
�� R�URL �j
Q�W�� 
\ ]O�W ��� *�;��u��� ������ ��;� 
<Response>
�196� D@m�� !> .  

    �   ]-��� X> R� /�����NotOnOrAfter '9�-�� 3 ��c�6� <SubjectConfirmationData> 
� k
A�'� 
� �'� ¯ ��
�� R�R,�5!K6� Bj ej H�O�6� *
�2
��6� 4�'Û.  

    �   ]-��� X> R� /�����InResponseTo '9�-�� 3 ��c�6� <SubjectConfirmationData> 
 ����)� e��
W'� �,�\� 45'-� p!
�, ��
�� R�<AuthnRequest> �( �j
Q�W�� RN2 ¯ 
� �

c�� ]-��� X�N, �> B-�, ��� ��
�� @�! ��j��1�
��C x���.  
    �   /�����{'�)� T	���� "# �0���
j ¼
� �� e��A ;O�-ª, ;��u2 p> R� . 
O��j e	> ¢$g,!

 '�
�A k;A ��c�j 8O�,<SubjectConfirmation> '9�A ',;�2 H
È X»C ���
�� R� 
;��u��� ]�0d�� x
�C
� X�N, ���0	
�� ��� 
� /+��! ������ ��� R� ;$�! .� U
$ �� ��A! T

;$�! ;��u2 R� 'd�> ;c�, X
� X# �k;$ ��A ;��u2 �� ',;�2.  
    �   '9�-�� ]	
� �L#<SubjectConfirmationData> ]-	 ��A �O�m, ��
�� R� 

Address]-��� ��¡ e��j
�� �O-��6� ���! X�ja X���A R� ��;�� �5!K� /���, X> RN� �.  
    �   ��0�2 RN� � !> �x
�
� s�� ;��u2 �� :;A! ��
-0�W� @i0�, �T$
9�� ]�0d�j ��
�� e2
0�1��

@��Z'�� 4'1�� |�)� r
���� D
m	% e�
O-�W�.  
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    �   '9�-�� X
� �L#<AuthnStatement>  p��� �@��Z'�� 4'1�� |�> r
�W D
m	% �O-��6�
 ]-��� ��ASessionNotOnOrAfter�� ��� °��j �'Q� �|�)� r
���� �
-0�W� @i0�, � �]��

��0	
�� ��� U
O-�W� �S�'N�j @��Z'�� 4'1�� �,�� R,�N2 ;�-, ��;�� �5!K� X
� �L# �# .
 '�
�A k;A ]	
� �L# e	> ¢$g,!<AuthnStatement> �O�� n'N2 @i0�, �k��c�� 

SessionNotOnOrAfter'�
�� ]���� "# G'�)� .  
4.4.1.4.11  �������� ���j� �4��.� +$��BPOST  

L# �1j�'�� ]	
� �HTTP POST ��
W'�� M����� ��O-��6� @� <Response>@O�S 
���2 �1W��j ;��u2 �� �,
¾ B-�2 � .
 '9�A �� 
����j ��L /��^ RN�!<Assertion> '9�-�� 
����j !> ��'+�� <Response>.  


+�$
j �kS'N� ]��� ��
�� *�;��u2 X> R� ;�u�, X> ��;�� �5!K� ��A B-�,! ��O-��6� �,�\� *
C'-� M�� �A�OQ� e©
 ]-��� "# x��
��W� �x
�
� e�C ;��u��� S
0�A� RN� p��� ]���� U��[NotOnOrAfter 3 

<SubjectConfirmationData>.  
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