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Recommendation ITU-T X.1155

Guidelines on local linkable anonymous authentication for electronic services

Summary

In electronic services or e-services, there are various occasions where privacy violations are of
concern. Service providers may gather users' personal information in the processes of subscription,
purchase or delivery. They may be able to access and exploit users' personal data that is collected
during the service processes. The consequences these threats pose to user privacy, such as personal
data leakage and tracking, are very serious emerging social issues. Therefore, technological solutions
for preserving privacy in e-services are necessary. Anonymous authentication that allows users to be
able to authenticate themselves without revealing their identity is the most fundamental means of
addressing the privacy threats associated with e-services.

Recommendation ITU-T X.1155 provides guidelines on local linkable anonymous authentication for
e-services. This includes the privacy threats of e-services, the requirements of local linkable
anonymous authentication, the functions that satisfy these requirements and a general model of local
linkable anonymous authentication for e-services.

History
Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1155 2015-10-29 17 11.1002/1000/12599

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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Recommendation ITU-T X.1155

Guidelines on local linkable anonymous authentication for electronic services

1 Scope

This Recommendation provides guidelines on local linkable anonymous authentication for
electronic services. This Recommendation includes the following items:

- privacy threats of electronic services;

- requirements for local linkable anonymous authentication;

— functions that satisfy the requirements;

- models of local linkable anonymous authentication for electronic services.

2 References
None.
3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 anonymity [b-ITU-T X.1252]: A situation where an entity cannot be identified within a set
of entities.

3.1.2 (entity) authentication [b-ITU-T X.1252]: A process used to achieve sufficient confidence
in the binding between the entity and the presented identity.

3.1.3 claimant [b-ITU-T X.1252]: An entity that is or represents a principal for the purposes of
authentication.

3.1.4 identifier [b-ITU-T X.1252]: One or more attributes used to identify an entity within a
context.

3.15 key [b-ISO/IEC 9798-1]: Sequence of symbols that controls the operation of a
cryptographic transformation.

3.1.6 linking base [b-ISO/IEC 20008-1]: Public data element, optionally specific to a group
signature linker, which is involved in the group signature process if using this date element to link
multiple signatures created by the same signer is required.

3.1.7 personally identifiable information (PIl) [b-ITU-T X.1252]: Any information (a) that
identifies or can be used to identify, contact, or locate the person to whom such information
pertains, (b) from which identification or contact information of an individual person can be
derived, or (c) that is or can be linked to a natural person directly or indirectly.

3.1.8 privacy [b-ITU-T X.1252]: The right of individuals to control or influence what personal
information related to them may be collected, managed, retained, accessed, and used or distributed.

3.1.9 pseudonym [b-ITU-T X.1252]: An identifier whose binding to an entity is not known or is
known to only a limited extent, within the context in which it is used.

3.1.10 revocation [b-ITU-T X.1252]: The annulment by someone having the authority, of
something previously done.

3.1.11 verification [b-ITU-T X.1252]: The process or instance of establishing the authenticity of
something.
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3.1.12 verifier [b-ITU-T X.1252]: An entity that verifies and validates identity information.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 anonymous authentication: An authentication in which the personally identifiable
information of a claimant is not known to the verifier.
NOTE - In cryptographic terms, the level or strength of anonymity should be computed by a theoretical

mechanism and an anonymous authentication should satisfy a certain level or strength of anonymity.
However, this concern is not considered in this Recommendation.

3.2.2 anonymous claimant (or anonymous user): An entity (or service user) who uses
anonymous authentication for preserving privacy.

3.2.3 anonymous identifier: An identifier which is not related to and is not used to infer the
personally identifiable information of a claimant. Pseudonym is one example of anonymous
identifier and is seen by a verifier, while random value is used in anonymous authentication based
on group signature. This random value should be treated securely as a cryptographic key and is not
given to a verifier through the authentication process.

3.2.4 authentication token: A message consisting of data fields which contain information that
is used to generate an authentication transaction for (entity) authentication. In (entity)
authentication, an authentication token consists of an identifier and its corresponding key or secret
credential such as password. Likewise, an authentication token used in anonymous authentication
consists of an anonymous identifier and its corresponding key or secret credential.

3.2.5 authentication transaction: A message set exchanged in a particular communication for
anonymous authentication between a claimant and a verifier.

3.2.6 complete anonymity: A situation where an entity is never identified nor authenticated both
in the present and in the future.

3.2.7 conditional traceability: A property where an entity can be traced with a specific
condition.

3.2.8 controllable linkability: A property where linking is possible by an entity that possesses a
special linking key.

3.2.9 full linkability: A property of anonymous authentication in which linking is always
possible by any verifier.

3.2.10 issuer: An authorized entity that issues an (anonymous) authentication token to a claimant,
confirming that the personally identifiable information of the claimant is presented and verified.

3.2.11 linkability: A property where linking is possible in anonymous authentication.

3.2.12 linking: Process used to determine whether two or more anonymous authentication
transactions were performed by the same claimant, even if it is impossible to identify the specific
claimant of these transactions.

3.2.13 local linkability: A property where linking is possible only for multiple anonymous
authentication transactions presented to the same verifier.

3.2.14 non-anonymous authentication: An authentication which is not anonymous
authentication. In this authentication process, personally identifiable information of a claimant is
known to the verifier.

3.2.15 opener: An authorized entity that has a capability to find out an anonymous identifier from
an anonymous authentication transaction using a special key called an opening key.
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3.2.16 opening: Process by an authorized entity called an opener to find out an anonymous
identifier from an anonymous authentication transaction.

3.2.17 signer-centric linkability: A property where linking multiple anonymous authentication
transactions depends on the information that the signer owns or generates.

3.2.18 traceability: A property where it is possible to find out the personally identifiable
information of a claimant in anonymous authentication.

3.2.19 traceable anonymous service: The service in which it is sometimes necessary to trace the
anonymous user.

3.2.20 tracer: An authorized entity that has a capability to find out the personally identifiable
information from an anonymous identifier.

3.2.21 tracing: Process by an authorized entity called a tracer to find out the personally
identifiable information of the claimant from an anonymous identifier.

3.2.22 tracking: Process to collect the previous authentication transactions or other data of a
claimant in order to infer the claimant’s privacy-related information.

3.2.23 unlinkability: A property where linking is always impossible by a verifier in anonymous
authentication.

3.2.24 untraceability: A property where tracing is always impossible in anonymous
authentication.

3.2.25 untraceable anonymous service: A service in which it is impossible to trace the
anonymous user.

3.2.26 verifier-centric linkability: A property where linking multiple anonymous authentication
transactions depends on the information that the verifier owns or generates.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

Al Anonymity Issuer

BI Blind Issuer

CA Certification Authority

CL-GS Group Signature with Controllable Linkability
DAA Direct Anonymous Attestation

IdP Identity Provider

PC Personal Computer

Pl Personally Identifiable Information
PKI Public Key Infrastructure

SAML Security Assertion Markup Language
SNS Social Network Service

TAC Traceable Anonymous Certificate

TV-STB Television Set-Top Box

5 Conventions
None.
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6 Overview

With the prevalence of various high-end terminals, such as personal computers (PCs), television
set-top boxes (TV-STBs), cell phones and high speed broadband wired or wireless network access,
various services through electronics technology have become commonplace throughout the world.
The electronic services or e-services include e-commerce, information searching, e-mail and social
network service (SNS). For example, customers can buy products not only without using cash but
also in an e-commerce environment where cards are not present.

Some of these services, including web search engines, do not require subscription for them. In most
services, users generally register their personally identifiable information (PII) for the subscription.
Then, users log in to the services by an authentication process. After successful authentication, they
are authorized to access the services. In this scenario, the service providers often provide the
personalized services for their registered customers such as mileage offer, personalized web page,
personalized advertisement, etc.

Social

networks
Search engine -

Q ﬁ Online game

‘ Internet
. =4

E-mail service

1. Subscription (with PII)
M e N
2. Log in (authentication) _
User » E-commerce <User records>
3. Personalized service (authorization) X.1155(15)_FO1

Figure 1 — Typical electronic services

However, if the customers are privacy-savvy, this service scenario is not desirable to them. Their
PIl is provided to the service providers in a subscription process. Moreover, service use patterns can
be accumulated in order to classify them or provide user-customized services. If users increasingly
use these various services, the possibility of privacy invasion is augmented because users are easily
identified by PIlI in many services. To avoid these privacy threats, anonymity becomes a
considerable concept. For anonymity, PIl should not be registered with the service providers
because the providers should not be able to identify their customers with PIl. However, in the latter
case, it will become more difficult to find out a customer who has committed a cybercrime.
Therefore, in order to make the conventional subscription-based services privacy-enhanced and
crime-resistant simultaneously, it is sufficient for these services to use a privacy-enhanced
technology which has a traceable property. In this Recommendation, these conventional services are
referred to as traceable anonymous services. Examples of these services can include e-commerce, e-
mail, e-auction, etc.

Meanwhile, new services which traditionally require privacy can emerge, such as e-voting, public
opinion surveys, anonymous teaching evaluations, etc. In these types of services, the confirmation
of PII is necessary before accessing the service. However, it should be impossible to identify who
used the service or to trace an unknown customer. In other words, privacy is essential and core for
those services. These types of services are referred to as untraceable anonymous services in this
Recommendation.
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6.1 Privacy threats in e-services

While gaining the benefits and convenience of e-services, the possibility of user privacy invasion
usually increases. Service providers usually gather users' personal information in the process of
subscription, authentication, or service use. To cope with users' fraud or problems during the
services, service providers request P1I during the subscription or in an authentication step.

Moreover, service providers may request or gather excessive or unnecessary personal information,
including age, gender, interests, visit pages, or shopping patterns. This information can be directly
bound to the users' PIl. Online service providers tend to consider this information necessary for
their services. However, this could pose two types of privacy threat.

6.1.1 Leakage of PIl and other associated information

The first privacy threat concerns the leakage of users' personal information. Users are sometimes
required to provide their sensitive personal information including PII in order to use e-services.
However, users have no means to manage their information and they cannot control the information
flow. In some cases, PIl is leaked due to careless management by service providers. Thieves may
obtain the personal information by hacking the database of online shopping malls or by bribing
database managers. Database encryption cannot be an effective countermeasure.

Moreover, the increasing number of entities holding personal information makes it much more
difficult to keep the users' sensitive details hidden from the respective parties. PIl may also be
stolen when users mistakenly access phishing sites.

6.1.2 Profiling issue in inter-services

The second privacy threat is a profiling issue. Whenever a user visits a specific page or a service,
the user could be profiled and his/her behaviour (as well as shopping patterns, tastes, whereabouts
and activities, etc.) may be known to the service provider.

If service providers collude, the historical data will be more meaningful and the user may be tracked
easily. Furthermore, this tracking information is bound to their PII if P1l should be registered in the
subscription process.

6.2 Complete anonymity and its side effects

Complete anonymity is a situation where an entity is not identified and authenticated. This situation
can be a countermeasure against privacy threats, which were described in clause 6.1. However, if
service providers neither identified nor authenticated the users to provide complete anonymity,
there would be no privacy threat, but the following side effects could exist.

6.2.1 lllegal actions by abusing anonymity

In complete anonymity, users do not have to confirm their P1I, which means that it is possible for an
anonymous user to do illegal actions such as cybercrime, online defamation, disguise, etc. There is
no means to identify who the illegal user is. For example, in e-commerce, there will be many illegal
transactions or fraud. Therefore, there should be a way whereby legal users remain anonymous but
the anonymity of users performing illegal actions can be cancelled.

Another example is e-voting where there can be many duplicate votes or proxy votes. In this
example, however, though duplicate or proxy voting is illegal, the anonymity of the illegal user
should not be cancelled. A better solution would be to make it possible to check the user's voting
authority anonymously and to make it impossible for any user to do duplicate or proxy voting.

6.2.2 Impossibility of personalized services

As mentioned earlier, the service providers often provide personalized services for their registered
customers in the typical services. These personalized services are possible if the providers can
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identify their users. However, with complete anonymity, the users cannot check their purchase
history in the e-commerce services.

In the e-voting service, it is possible that some users may want to change their vote during the
voting period. In this case, the service provider should be able to find out if the previous and current
votes are indeed from the same user.

6.3 Anonymous authentication

Considering the privacy threats described in clause 6.1, preserving user privacy is definitely
required in e-services. What service providers really need to know is not the user's personal
information but rather his/her privilege to get the service. As a result, privacy-preserving
technologies are required to be applied to e-services. These technologies include anonymous
authentication, anonymous payment, anonymous channel, privacy-preserving data mining, etc.

Among these privacy-preserving technologies, the most prominent candidate is to make use of
anonymous authentication. In most e-services, authentication is a basic and fairly essential security
function. This is because authentication is related to the service processes such as subscription and
log-in. Users should be able to be authenticated anonymously and this is done by not presenting
their P11 to the service providers. Therefore, if an anonymous authentication mechanism is used, the
service providers cannot access PIl and as a result PIl cannot be bound to other personal
information such as personal mileage, service use records, etc.

On the other hand, unconditional and permanent anonymity is not always desirable. Some people
abuse anonymity to perpetrate cybercrimes. Completely anonymous access, which is very
significant for privacy, could result in other vulnerability issues, such as masquerading, falsification
and repudiation. Therefore, it is necessary that anonymity can be removable and that the user's
identifiable information can be accessed in exceptional conditions. In addition, to avoid the tracking
problem, authentication transactions should not generally be linked.

Anonymous authentication technology may be useful in e-commerce or in other security-required
environments because it fulfils security and privacy needs. Anonymous authentication mechanisms
include cryptographic anonymous authentication mechanisms and pseudonym-based mechanisms.

6.3.1 Cryptographic mechanisms

Cryptographic anonymous authentication is a mechanism in which a user can be authenticated
while a certain level of anonymity is still satisfied. In the mechanism, a verifier can only know if the
claimant is a valid user, but the verifier does not know the claimant's identifier. There are many
cryptographic anonymous authentication mechanisms, including group signature [b-Chaum] and
[b-Hwang], direct anonymous attestation (DAA) [b-Brickell], traceable signature [b-Kiayias] and
ring signature [b-Rivest], etc. Ring signature has the property of being unlinkable and untraceable;
however, it is impractical because it uses multiple public keys and its signature size generally grows
with the group size.

Group signature, DAA and traceable signature are mechanisms which can provide anonymity using
a group public key. A claimant of the group has its own private key and makes his/her signature for
authentication. The signature can then be verified with one group public key. The verifier just
knows the correctness of the signature.

These mechanisms are similar but include small variations. Group signature is very practical for
traceable anonymous services including e-commerce because group signature provides anonymity
with conditional traceability. In group signature, an authorized party or parties can trace the
signature, or reveal the identifier of the signer. In DAA, unlike group signature, the anonymous
transaction cannot be traced. Traceable signature has more functionality in user tracing and
signature claiming than group signature, which are not necessarily required in most services.
Anonymous digital signature mechanisms using a group public key and anonymous authentication
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based on the signature mechanisms are standardized in [b-ISO/IEC 20008-2] and
[b-1SO/IEC 20009-2].

6.3.2 Pseudonym-based mechanisms

Pseudonym-based anonymous authentication mechanisms can also provide conditional traceability.
In these mechanisms, the claimants use the pseudonym instead of their PII in the authentication
process after receiving the pseudonym from a trusted issuer. These mechanisms include IETF TAC
[b-IETF RFC 5636] and security assertion markup language (SAML) [b-ITU-T X.1141].

In IETF TAC, a pseudonym certificate named traceable anonymous certificate (TAC) is issued from
the certification authority (CA). The claimants use TAC when they want to be authenticated by a
service provider. In SAML, the claimants should access a trustee identity provider (IdP) in order to
get an issued pseudonym when they want to log in to the services. Anonymous authentication
transactions using pseudonym-based mechanisms are always linkable if the claimant uses the same
pseudonym.

7 Issues in anonymous authentication

As mentioned in clause 6.2, complete anonymity is undesirable in most subscription-based services.
To control the anonymity level, two kinds of properties should be considered in anonymous
authentication: traceability and linkability.

7.1 Traceability issues

As mentioned in clause 6.2, complete anonymity has two side effects: illegal actions by abusing
anonymity and the impossibility of using personalized services. The easiest way to cope with illegal
action is to revoke the claimant's anonymity. Therefore, if it is possible to use tracing to find out the
claimant's PII, then the claimant's anonymity can be revoked. However, tracing is exceptional and
should be done only by an authorized trustee. In traceable anonymous services, this conditional
traceability may not encounter any problems if there is no regulation issue. As a result, anonymous
authentication with conditional traceability should be used in traceable anonymous services.

In untraceable anonymous services, tracing functionality should be avoided because of the service
feature. Instead of tracing illegal actions, it is better to prevent the actions in the services. For
example, if someone tries to duplicate voting or proxy balloting in the e-voting services, the illegal
balloting should be inspected and blocked before it is applied to the voting result. This prevention is
not related to traceability. Rather, if the claimant can be identified from anonymous authentication
transactions, manipulation or fraud cannot be possible. Of course, it should be impossible to find
out PII from this identification. In conclusion, the anonymous authentication with untraceability
(and linkability) should be used in untraceable anonymous services.

DAA and ring signatures have a property of untraceability. In group signatures, traceable signatures
and pseudonym-based mechanisms, an anonymous claimant can be traced by the trustee with trace
authority. However, the mechanism with conditional traceability can be changed to an untraceable
mechanism if provided with special hardware.

7.2 Linkability issues

Another side effect of the impossibility of anonymity in personalized services can arise within a
complete anonymous environment because there is no means to detect if any two or more
transactions are from the same claimant. Service providers should be able to link the transactions,
but the profiling issue will occur if all transactions are linkable. Therefore, it is important to take an
appropriate level of linkability to solve both the profiling and personalization issue.
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7.2.1 Linking domain and local linkability

Two or more (anonymous authentication) transactions are "linked" when it can be determined
whether or not these transactions have been performed by the same user, even if it is impossible to
identify the specific user of these transactions. There are three levels of linkability: full linkability,
local linkability and unlinkability.

Service domain 1 Service domain 2

‘
Anonymous customer

X.1155(15)_F02

Figure 2 — Concept of full linkability

In an anonymous authentication mechanism with full linkability, all authentication transactions are
linked. This means that anyone can determine if two transactions are generated from the same user
or not. One example of fully linkable anonymous authentication is described in [b-IETF RFC 5636].
In the IETF TAC model, the traceable anonymous certificate (TAC) is an ITU-T X.509 certificate
which contains the pseudonym in the Subject name field. If a user has one TAC and generates all
anonymous authentication transactions using it, the verifier or others who can see the transactions
are able to know that the transactions are from the same user because all pseudonyms in the
transactions are the same. In Figure 2, service provider 1 can link all transactions from the
customer.

Therefore, this property of full linkability may be dangerous for the users' privacy for the following
reasons. First, as linked transactions are accumulated, anonymous users can be characterized by
their transactions and the probability that their anonymity will be lost increases. Second, users could
be monitored for their shopping and spending patterns, which could be regarded as an invasion to
their privacy. Third, if the identifiable information of a user is disclosed from any one anonymous
transaction, anonymity will be fully cancelled for all the other transactions.
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Service domain 1 Service domain 2

‘
Anonymous customer

X.1155(15)_F03

Figure 3 — Concept of unlinkability

In contrast to full linkability, in the case of unlinkability it cannot be determined if authentication
transactions with unlinkability are from the same user. Suppose that the user generates an
anonymous authentication transaction (Tra) in order to be authenticated to a service provider, and
the user generates another transaction (Trg) to the provider later on. If the used mechanism is
unlinkable, then there is no means for the service provider to determine if Tra and Trg are from the
same user. This concept of unlinkability can be seen in Figure 3.

Anonymous authentication mechanisms with unlinkability can provide more robust privacy than
those with full linkability because tracking is impossible, but this feature is not suitable for the
subscription-based e-services. In order to have subscribers and analyse their service use pattern, the
service providers generally provide personalized services, such as a mileage service. In the
mechanisms with full linkability such as non-anonymous authentication mechanisms or
pseudonym-based mechanisms, the personalized services can be provided easily as all
authentication transactions and service use histories are linked with PIl or a pseudonym. However,
the service providers using unlinkable anonymous authentication mechanisms have no method to
make personalized services for their customers.

Therefore, fully linkable anonymous authentication has a privacy problem and unlinkable
anonymous authentication also has a problem in that the impossibility of tracking makes it
unsuitable for a subscription-based service. Local linkability is induced to solve this contradictory
situation. Local linkability is a feature where two or more authentication transactions from the same
anonymous user are linked only by a specific service provider to whom the transactions are given,
but other service providers or entities cannot link to these transactions. In Figure 4, service
provider 1 can link the user's transactions which are given to it, but it cannot link the other
transactions given to service provider 2. Equally, service provider 2 can link the transactions which
are given to it, but it cannot link the transactions given to other service providers including service
provider 1.

With this type of anonymous authentication mechanism, the service provider is able to track an
anonymous user's history in the service domain while the user cannot be tracked over multiple
domains. In other words, a service provider can identify anonymous users in the service domain
with its local identifier, but there is no means to find out whether Usera in Service; and Userg in
Service; are the same user.

For example, service providers generally want to manage the log-in history and purchase records of
their customers. Service providers may be willing to find out their customers' preferences and
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provide a personalized service for each customer in order to raise their revenues. With a local
linkable anonymous authentication mechanism, they can provide this type of service.

Service domain 1 Service domain 2

‘
Anonymous customer

X.1155(15)_F04

Figure 4 — Concept of local linkability

7.2.2  Signer/verifier-centric linkability

Generally, group signature-based anonymous authentication mechanisms do not have linking
capability except by an opener. However, DAA and traceable signatures allow signer-centric
linkability. Signer-centric linkability is a property where linking multiple anonymous authentication
transactions depends on the information that the signer owns or generates. On the other hand,
verifier-centric linkability is a property where linking depends on the information that the verifier
Owns or generates.

In DAA, a claimant can generate a public data called as linking base which is used for linking
authentication transactions. If transactions are generated with the same linking base from the same
claimant, the verifier will easily detect this phenomenon. In traceable signatures, the manner to
provide linkability is somewhat different from that of DAA. Traceable signature has the property of
"signature claiming" where the signer of a signature claims a given signature that he/she has signed.
By modifying this function, the signer can prove that he/she is the originator of these two
signatures. This is also signer-centric linkability, but the difference is when and how the verifier can
link the signatures. The linking base is inserted into the authentication transaction by the signer so
that the verifier can link the multiple transactions in the authentication process in DAA, while the
linking information is generated and can be linked when the claimant wants to be linked even after
the authentication process in traceable signatures.

Though signer-centric linkability supports customer privacy, service providers prefer the verifier-
centric linkability, which means that the service provider decides to link the anonymous
authentication transactions depending on the verifier's information. In anonymous authentication
with signer-centric linkability, the verifier cannot link if the signer does not want to. Therefore, with
signer-centric linkability, the service provider cannot always generate and manage the customer's
personalized information.

As mentioned in clause 7.2.1, local linkability is a feature where multiple authentication
transactions from the same anonymous user are linked only by a specific service provider to whom
the transactions are given; however, other service providers or entities cannot link these
transactions. If the signer-centric linkable mechanism is used, other service providers might be able
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to link to the signer's intention. Therefore, if a mechanism has a local linkability property, it should
have verifier-centric linkability as well.

7.3 Local linkability issues of anonymous authentication mechanisms

7.3.1 Local linkable mechanisms

In anonymous authentication mechanisms based on the traditional group signature, all transactions
are not linked. However, [b-Hwang] proposed another group signature called group signature with
controllable linkability (CL-GS), which has a new function of controllable linkability. This
controllable linkability enables a special verifier which has a linking key to check if two signatures
are from the same signer. By controlling the linking key, it is possible to provide local linkability.

In CL-GS, by handling a linking key, it is also possible to make it have signer or verifier-centric
linkability. To make it have verifier-centric linkability and local linkability, different linking keys
have to be distributed to each verifier. Clause 10.3 of [b-ISO/IEC 20009-2] describes how to
achieve local linkability in CL-GS.

7.3.2 Emulating local linkability

In pseudonym-based anonymous authentication mechanisms, all transactions using the same
pseudonym are linked. In order to make all transactions not fully linked for local linkability,
multiple pseudonyms can be issued to the user. In this case, an individual pseudonym should be
used for each service provider. However, multiple pseudonyms would be inconvenient for users
where they should manage their pseudonyms directly, as in for example [b-IETF RFC 5636].

This case is analogous to that of anonymous authentication mechanisms with signer-centric
linkability. In signer-centric linkable schemes such as DAA or traceable signatures, the user should
control linking information whenever he/she accesses the service provider for local linkability. For
example, he/she uses the same linking base for the same service provider while he/she uses a
different linking base for a different service provider necessarily in DAA. The difference is that
multiple pseudonyms are issued by a trustee while signer-centric linking information is generated
by the signer.

In an environment where an IdP or a trusted server can manage the multiple pseudonyms for a
specific user with SAML, emulating local linkability might be implemented easily without the
user's inconvenience. However, the IdP or the trusted server is able to know all the services that the
user logs in to automatically. This property may cause a profiling issue, as mentioned in
clause 6.1.2.

The mechanisms mentioned in this clause do not provide local linkability but can only emulate it. In
emulating, security or privacy may be sacrificed partially. For example, if the customer presents the
same pseudonym or linking information to the various service providers by mistake, all transactions
will be linked by them. Service providers can generate the global tracking information of the
customer by colluding together, which may again cause a profiling issue.

7.4 Anonymous authentication mechanisms and their properties

Table 1 summarizes theoretical bases and properties of the anonymous authentication mechanisms
described in clause 6.3.
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Table 1 — Anonymous authentication mechanisms and their properties

Theoretical Linkability Traceability Remarks
base
CL-GS Cryptography | Generally unlinkable Traceable by Standardized in 1ISO
(Group public (local linkable by trustee
key) controlling linking (untraceable with
key) modification)
DAA Cryptography | Generally unlinkable Untraceable Standardized in 1ISO
(Group public (local linkable by
key) emulation, signer-
centric linkable with
linking base)
Traceable Cryptography | Generally unlinkable Traceable by
signature (Group public (local linkable by trustee
key) emulation, signer- (untraceable with
centric linkable with modification)
signer claiming)
Ring signature | Cryptography | Generally unlinkable Untraceable No trustee, not practical
(Ring of
multiple public
keys)
IETF TAC Pseudonym Linkable Traceable by Standardized in IETF
(local linkable by trustee
emulation)
ITU-T SAML Pseudonym Linkable Traceable by Online trustee needed
(local linkable by trustee for authentication
emulation) Standardized in ITU-T
8 Requirements of anonymous authentication for subscription-based e-services

This clause deals with two types of requirements of anonymous authentication for e-services. The
first type of requirements is for secure authentication, which means that no authorized user should
be able to cheat the authentication server. If the authentication mechanism is secure, impersonation
or unauthorized access would be impossible. These requirements do not concern privacy threats, but
they are necessary for the service provider to be able to authenticate its customers correctly.

The second type of requirements is to prevent privacy threats. In order to overcome the privacy
threats, anonymous authentication technology may replace non-anonymous authentication
technologies that are based on PII. The core idea is to cut off PIl from the other information using
anonymous authentication mechanisms. However, the side effects of anonymity should be
considered when an anonymous authentication mechanism is applied. The requirements to treat all
issues which are described in clauses 6.1 and 6.2 are addressed in clause 8.2.

8.1 Requirements for secure authentication

As an authentication technology, the following requirements should be considered:

. Authenticity: The authentication mechanisms should provide a process where the service
provider can verify if the authentication transaction is generated from the valid
authentication token of the user.

. Revocation: There should be a revocation method in the authentication systems to disable
an invalid authentication token (e.g., the compromised key or authentication token of an
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entity who withdraws the subscription) from further access to the system. In the same way,
the anonymous authentication mechanism should include revocation functions.

. Unforgeability: Any entity (including the trusted party, if possible) should not be able to
forge other's authentication token or transaction.

Authentication schemes which are proven or known as secured by academic or standards
organizations generally satisfy the above requirements. For example, anonymous authentication
schemes in [b-ISO/IEC 20009-2], [b-IETF RFC 5636], and [b-ITU-T X.1141], etc. also meet these
requirements.

8.2 Requirements for anonymity in subscription-based services

8.2.1 Common requirements

Four privacy-related issues are introduced in clause 6. Two of these privacy-related issues are
leakage of PII and the profiling issue; both are included in the privacy threats in general e-services.
The easy way to solve these issues is to use an anonymous authentication mechanism in the
services. This means that the first requirement is "anonymity" to cope with the privacy threats.

However, anonymity has its side effects, as mentioned in clause 6.2. The first side effect is illegal
actions by abuse. To deal with or prevent illegal actions, only the authorized user should be able to
get the services. This means that confirmation of PII is required before the customer has an
anonymous authentication token issued. When issuing the token, the issuer can bind the user's PlI
and anonymous identifier because the token includes an anonymous identifier. In traceable
anonymous services, where an anonymous user who performed an illegal action should be opened,
the anonymous identifier and the corresponding PIl are extracted from the anonymous transaction
using traceable mechanisms.

In untraceable anonymous services, PIl should not be extracted using untraceable mechanisms. In
this case, illegal actions such as duplicate votes shall be detected and eliminated by the service
provider. Duplicate votes are possible in two cases. The first case is when the service provider can
issue to the user multiple anonymous authentication tokens. The second case is when the user with
one token can generate multiple anonymous authentication transactions which are not linked. In this
case, the service provider cannot know if the multiple votes are from the same anonymous identifier
or not. To prevent the first case, the verification of the user's PIl is required so that two or more
anonymous tokens cannot be issued per user. In order to make the second case impossible, with the
linkable property, the service provider is required to know which transactions are from the same
user.

Therefore, the common requirement against abusing anonymity in traceable and untraceable
anonymous services is the "confirmation of PII" in the issuing process of anonymous tokens.

The second side effect of anonymity is that the service provider cannot provide the personalized
service. This means that unlinkable anonymous authentication is not suitable for the service.
However, fully linkable anonymous authentication is not desirable in the privacy aspect because it
leads to profiling. Clause 7.2.1 introduces local linkability which can make the personalized service
possible without a profiling issue.

. Confirmation of PIl: When a user receives an anonymous authentication token, he/she
should be confirmed with his PII to prove that he/she has the right to get the token.
. Anonymity: In online transactions, the identifiable information of users should be

anonymous and should not be exposed to the service providers or unauthorized entities.
While user authentication is processed and services are provided normally, it should not be
possible to identify the user.

. Local linkability: Online service providers need to have linkability to analyse the users'
service use patterns, not exceeding their own service domains. Multiple transactions from
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different service domains should not be linkable even when the service providers collude.
In some services such as e-voting, this property is used to prevent illegal actions such as
duplicate voting, etc.

8.2.2 Requirement for traceable anonymous services

In traceable anonymous services, it would be helpful to find out the PII of an illegal user. The issuer
knows the user's P1I and the corresponding anonymous identifier if the common requirements are
implemented. Then another necessary process is to find out the anonymous identifier from the
anonymous authentication transaction. Therefore, (conditional) traceability can also be a
requirement for traceable anonymous services.

. Traceability: In some services, with the anonymity of the users' authentication, there
should also be a countermeasure that allows for the identification of persons performing
illegal actions. Traces should be performed by one or more trusted parties. When a user is
traced, the parties should be able to provide the proof that the traced information is valid.

8.2.3 Requirement for untraceable anonymous services

As mentioned in clause 6.2.1, anonymity should not be cancelled in untraceable anonymous
services such as e-voting. Therefore, the anonymous authentication mechanisms should be
untraceable and PII of any customer should not be revealed.

. Untraceability: In untraceable anonymous services such as e-voting, there should be no
means to trace anonymous users from anonymous authentication transactions. This means
that the anonymous authentication mechanisms for the services should have the property of
untraceability.

8.3 Relationship between the requirements and privacy-related issues

Clause 8.2 describes the requirements that are necessary for privacy. The relationship between the
requirements and privacy-related issues is shown in Table 2.

Table 2 — Relationship between the requirements and privacy-related issues

Privacy threats Side effects of anonymity
Leakage of PII Profiling issue Illegal actions Impossibility of
personalized
service
Confirmation of PII X
(Note 1)
Anonymity X X
Traceability X
(Notes 1 and 2)
Untraceability X
(Note 3)
Local linkability X X X
(Note 1)

NOTE 1 — Confirmation of P1I should be combined with traceability or local linkability to prevent illegal
actions. As a countermeasure against illegal actions, traceable anonymous services require traceability while
untraceable anonymous services need local linkability instead of traceability. In the former, an example of
which can be e-commerce, the anonymity of illegal users should be cancelled by regulation or law. In the
latter, an example of which can be e-voting, all users including illegal users should not be traced. Instead,
local linkability can be used because the duplicate voting transactions of the same user will be linked and can
be prevented.
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Table 2 — Relationship between the requirements and privacy-related issues

Privacy threats Side effects of anonymity

NOTE 2 — Traceability is necessary only in traceable anonymous services.

NOTE 3 — Untraceability is necessary only in untraceable anonymous services. In those services, it should
be always impossible to find out the customer's P1I even if the customer performed illegal actions.

9 Framework of local linkable anonymous authentication for e-services

Four entities of local linkable anonymous authentication are classified into claimant, verifier, issuer
and opener. From among these four entities, the functions of each entity are derived and five
processes are illustrated. The adjusting aspects are introduced when local linkable anonymous
authentication mechanisms are applied.

9.1 Entities

To satisfy the requirements of anonymous authentication, users should have the valid anonymous
authentication tokens. This means that there should be a trusted organization that has the role of
issuing an anonymous authentication token for the right user. With the issued tokens, users want to
be authenticated anonymously by the service providers. The service providers require the capability
of linking the authentication transactions to provide a personalized service to their customers. When
any user performs malicious or illegal actions based on anonymity, the service provider requests to
open the anonymous user to a trusted organization which has opening authority. Therefore, there
should be four entities for subscription-based e-services using local linkable anonymous
authentication: the user, the service provider and two trusted organizations of issuing and opening.

There is a claimant and a verifier in the general authentication. A claimant is defined as an entity
that is or represents a principal for the purposes of authentication and a verifier as an entity that
verifies and validates identity information. The user who is willing to get service from the service
providers can be a claimant because the user should prove that he/she has a right privilege for the
service. The service provider can be a verifier because it should be able to verify the anonymous
authentication transactions from a claimant.

In addition to the two entities of a claimant and a verifier, two more entities are still necessary for
the two trusted organizations of issuing and opening. As the first trusted entity, an issuer is defined
as an authorized entity that issues an (anonymous) authentication token to a claimant, confirming
that the personally identifiable information of the claimant is presented and verified. The second
trusted entity is an opener and is defined as an authorized entity that has a capability to find out an
anonymous identifier from an anonymous authentication transaction using a special key called an
opening key.

The basic role of a claimant is to authenticate itself anonymously to a verifier. For this role, there
are two functions. One function is to request an anonymous authentication token from the issuer and
the other function is to request an anonymous authentication using the issued token.

The role of a verifier is to check if the authentication request from a claimant is valid. A verifier
should be able to verify the anonymous authentication transactions which are generated by
claimants and to link the verified transactions for the purpose of local linkability. Furthermore, a
verifier should be able to request the opening from the opener for dealing with illegal claimants if
the authentication mechanism is traceable.

The issuer and the opener are designated entities that have principal roles such as issuing, opening
and tracing, which support the claimant's and verifier's roles of anonymous authentication.
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The role of the issuer, as a trusted entity, is to issue anonymous tokens to claimants. The issuer
should be able to verify PIl and any related information which are presented by the claimants and if
this information is correctly verified, the issuer should issue an anonymous authentication token
including an anonymous identifier. Therefore, the issuer would know the corresponding PII if the
anonymous identifier is given to it. In other words, the issuer has the capability of tracing an
anonymous identifier. If there is no way to find out the anonymous identifier in an anonymous
authentication, the issuer cannot have the tracing capability. This means that the used anonymous
authentication mechanism is untraceable.

The role of another trusted entity, the opener, is to open the anonymous identifier of a claimant. For
this role, the opener should have the function to compute an anonymous identifier from the
presented anonymous authentication transaction. If it is necessary to find out PII, the opener
requests that the issuer trace the computed anonymous identifier. There shall be no opener if the
used mechanism is untraceable.

A summary of each entity function is shown in Table 3.

Table 3 — Entities and their functions in anonymous authentication framework

Entity Functions
Claimant Request anonymous authentication token using PII (step 1-1 in Figure 5)
Request authentication (step 2-1 in Figure 5)
Verifier Verify transaction (step 2-2 in Figure 5)

Link the transaction (mechanism dependent) (step 3-1 in Figure 5)
Request opening (step 4-1 in Figure 5)

Issuer Verify PII (step 1-2 in Figure 5)

Issue anonymous authentication token (step 1-3 in Figure 5)
Trace PIl (mechanism dependent) (step 5-2 in Figure 5)

Opener Request tracing (step 5-1 in Figure 5)

Open transaction (mechanism dependent) (step 4-2 in Figure 5)

9.2 Processes among the entities

There are five processes for the local linkable anonymous authentication: anonymous authentication
token issuing between the claimant and the issuer, authentication using the issued token between the
claimant and the verifier, linking authentication transactions of the verifier, opening anonymous
identifier by the opener and tracing the claimant's P1l from the anonymous identifier by the issuer.

Figure 5 shows the processes of local linkable anonymous authentication.
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Figure 5 — Processes of local linkable anonymous authentication

The first process (step 1-1, 1-2, 1-3 in Figure 5) in the framework is the issuing of an anonymous
authentication token. In the process, the claimant requests an anonymous authentication token by
presenting Pl and its verifiable information to the issuer for confirmation of PIl. The issuer verifies
the presented information and generates the anonymous authentication token. Then the issuer
submits the token to the claimant. If the used anonymous authentication mechanism has a traceable
property, the issuer should keep the anonymous identifier and PII pair in its database for future
possible traceability.

The second process (step 2-1, 2-2 in Figure 5) is the anonymous authentication between the
claimant and the verifier. The claimant requests authentication for services and generates an
anonymous authentication transaction. The verifier checks if the authentication transaction is valid.
In this process, the verifier should not be able to know any personally identifiable information of
the claimant for anonymity.

The third process (step 3-1 in Figure 5) is linking the transactions by the verifier for local
linkability. This process shows if two or more given transactions are from the same claimant or not.
This is possible with a cryptographic computation using the verifier's linking key in some
anonymous authentication mechanisms, while the transactions can be linked by using the same
pseudonym of the same claimant in other mechanisms.

If the mechanism is traceable, the following two processes can exist. In the fourth process of
opening (step 4-1, 4-2 in Figure 5), the verifier requests the opener to open the anonymous
transaction. Then the opener calculates the anonymous identifier from the transaction using its
opening key for traceability. For an untraceable anonymous service, this process should be
impossible.

In the fifth process of tracing (step 5-1, 5-2 in Figure 5), the opener sends the identifier to the issuer.
The issuer extracts PIl from the database in which it kept the identifier and PII pairs.
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9.3 Local linkable anonymous authentication mechanisms

9.3.1 Anonymous authentication mechanisms based on group signature

In the mechanisms based on group signature providing local linkability, the verifier should have a
linking key. For traceable anonymous services, all of the processes in Figure 5 are necessary.

If these mechanisms should be untraceable for an untraceable anonymous service such as e-voting,
the opening key should be removed so that the opening is impossible in the mechanisms. However
the opening key is necessary to generate other related public keys and linking keys in the group
signature providing local linkability. Therefore the opening key should be removed after the related
keys are generated.

One way to remove the opening key is to use a tamper resistant device. First, the opening key is
generated in the tamper resistant device. Then, the device calculates the related public keys and
linking keys and transmits them to the corresponding entities including the issuer, claimants and
verifiers. After completion of the transmission, the device is physically removed. If this process is
successful, the opener and steps 4-1, 4-2, 5-1 and 5-2 in Figure 5 could be omitted for untraceable
anonymous services.

9.3.2 Pseudonym-based anonymous authentication mechanisms

In pseudonym-based mechanisms such as IETF TAC [b-IETF RFC 5636] or SAML
[b-ITU-T X.1141], a pseudonym is provided to a verifier during the authentication process.
Consequently, there is nothing to do for opening because the pseudonym is an anonymous identifier
by itself. In this case, the verifier and the opener in Figure 5 can be combined into one entity or the
verifier can be regarded as having an opening capability.

If a user uses one pseudonym in all authentication transactions in pseudonym-based mechanisms,
the mechanisms are "fully linkable". In order to make these mechanisms locally linkable, multiple
pseudonyms should be issued for a claimant and one of the pseudonyms should be allocated for one
verifier.

The IETF TAC mechanism separates the tracing function to prevent one entity from revealing PlI
of an anonymous claimant unilaterally. There are two issuers: the blind issuer (BI) which has a
function of verifying Pl of a claimant, and the anonymity issuer (Al) which issues the anonymous
authentication token for the claimant. The two issuers share a special token. When Bl verifies a
user's P11 successfully, a Pl verifier issues a valid token to the user which is bound to PII. The user
requests an authentication token (TAC) from Al with the special token.

When a claimant with a pseudonym should be traced, Al finds the special token bound to the
pseudonym on TAC from the database and requests Bl to get PII. Bl should not be able to know or
compute the token from a pseudonym. Afterwards, Bl finds out the corresponding PIl of the
claimant from the token. Therefore and in the same manner as for mechanisms based on group
signature, if Al and Bl are physically different entities, neither of them can trace independently and
they must cooperate to trace an anonymous claimant.

It is impossible to make pseudonym-based mechanisms untraceable because the opening process
cannot be removed.
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Appendix |

Use cases
(This appendix does not form an integral part of this Recommendation.)

1.1 E-commerce use case

With e-commerce services, the users can easily purchase goods, e-contents and services through
high speed networks. They can buy books containing political issues, toys which can hint that the
buyer has a child, accessories containing religious symbols or luxuries showing the economic power
of the buyer. The purchase history can show many kinds of the buyer's personal information. This
type of information including the purchase history is gathered and recorded automatically.
Moreover, if the information is combined with a real name or a social security number, it would be
possible to figure out a specific person's preferences using the databases of multiple service
providers. Furthermore, personal information leakage by a malicious hacker is another important
threat. If the leaked information contains the user's preferences based on the purchase history, the
threat becomes more significant.

To overcome this problem, anonymous authentication is a good solution. Users or customers get
their anonymous authentication tokens from a certified issuer. Then the user goes to an e-commerce
service where there are some goods the user is interested in and logs in to the service using his/her
token. Then the user can buy products without providing his/her personal information.

To be applied to e-commerce, it is desirable that the anonymous authentication mechanism be
traceable and locally linkable. Malicious anonymous customers (example: users who use a stolen
credit card) should be opened by a special entity. This opening process should be done according to
the law or regulations. Moreover, the entity should have the authority to enable it to revoke the
malicious customer's anonymity by legal procedure. One example of such an entity is a court of
justice.

As mentioned in clause 7.2, unlinkable anonymous authentication does not have a way to identify
an e-commerce service provider's customers and be fully linkable when there is a privacy problem.
Therefore, local linkability is an important function for e-commerce service providers. They want to
manage their customers and provide personalized services, such as mileage point services, coupon
services, purchase record page or item recommendation page services. Generally, the number of
customers is regarded as an important asset for the e-commerce company.

Figure 1.1 shows how local linkable anonymous authentication can be applied to e-commerce
services. In step 1-1, the customer should provide PIl and its verifiable information to the
anonymous token issuer. If the issuer confirms that PIl is verified, it generates an anonymous
authentication token and sends it to the customer secretly.

In step 2-1, the customer joins the e-commerce service 1 anonymously to be a member of this
service. At the same time, the customer should send the anonymous authentication transaction to the
service provider. In step 2-2, the service provider verifies the transaction and checks if the customer
is already a member or is not using the local linking algorithm. After joining, the customer can log
into the service and purchase some goods (step 2-3). In step 2-4, the provider also verifies the log-in
transaction and tries to find out which member is the anonymous customer.

While the customer is purchasing the goods, the payment procedure is done simultaneously
(step 2-5). PI1I might be inferred through some kind of payment information. For that reason, the
payment information would be provided to the e-commerce service provider in an encrypted form.
This situation can be repeated in the same manner in the delivery procedure (steps 2-6 and 2-7). If
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the goods are not the physical things (for example, digital contents like a file with an audio
recording), steps 2-6 and 2-7 can be omitted. The payment and delivery procedures are outside the
scope of this Recommendation.

If the customer wants to log in again to check his/her mileage, the anonymous authentication
transaction should be made, verified and linked locally in steps 2-8 and 2-9. These steps are the
same as steps 2-3 and 2-4. In step 2-10, the customer will get his personalized page including his
mileage, purchase history, etc.

When a malicious user abuses the anonymity to perform a fraud or make an illegal purchase (step 3-
1), the service provider can request to open the anonymous authentication transaction (step 3-2).
Then the court of justice opens the transaction to find out PII of the criminal by a lawful procedure
(step 3-3).
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Figure 1.1 — E-commerce use case
1.2 E-voting use case

A voting system is used as a means through which voters make a choice among many options. For
example, in an election or policy referendum, a voting system is generally used in most countries. A
similar system can be applied for a survey of public opinion or for gathering statistical information.

The basic voting principles include secret balloting and "one person, one vote". Secret balloting
means that a voter's choice should be anonymous. This principle is very important to providing
privacy to all voters. "One person, one vote" means that all voters have equal rights to make a
political decision. To maintain this principle, each voter should be individually identified, and the
voting system should provide ways to find out duplicate votes or illegal votes.
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Therefore, these principles should be kept in an electronic voting system or e-voting system. For
secret balloting, anonymous and untraceable authentication can be a good solution. If the voting
transaction is generated using an anonymous authentication mechanism, all voting transaction data
could be opened to the public. Even if all the voting records, including the transaction data, are
opened, there is no means of knowing who voted which option. In this case, all votes can be
recorded more easily and accurately.

However, anonymity can be a hurdle to providing the principle of "one person, one vote". More
precisely, for the unlinkable anonymous authentication mechanism there is no way to detect
duplicate votes. The confirmation of PII in the issuing process guarantees that one voter has only
one anonymous authentication token. With linkability, the principle, "one person, one vote", could
be maintained. The property of linkability means that duplicate or multiple votes by a token of one
voter can be detected by the voting server using a linking algorithm.

Another benefit of linkability in the e-voting system is that any voter can check his/her choice and
change it in the voting period. In this scenario, a person, who already voted to generate a voting
transaction, can make a transaction to request his voting result and another transaction to change his
choice. Then the voting server tries to check if the transactions are from the same voter by using a
linking algorithm. After the successful linking, the server processes the transaction of the voter's
change request.

For this reason and benefit, the linkable property is important for e-voting. In particular, local
linkability is better for the e-voting scenario than full linkability. If the authentication is fully
linkable, the voter can be linked in voting server 1 and 2. It is then known which candidates the
voter selected in voting server 1 and 2, respectively, though there is no way to know or identify who
the voter is. This is not deemed suitable because the political bias or propensity of a voter can be
tracked easily. For example, a certain voter who selected a candidate of a political party A in voting
server 1 may be known to support the revised regulation for public health service in voting server 2.
This kind of example can hurt the privacy of the voter through tracking. If the voting data are
accumulated over the long term, the voter is even identified to a specific person in the real world.
Local linkability, not full linkability, should be applied to e-voting services, especially where
privacy is very important.

Figure 1.2 shows how local linkable anonymous authentication can be applied to the e-voting
system. In step 1-1, the voter should provide PII and its verifiable information to the voting
management system. If the system confirms that the voter's Pl is verified and the voter has the right
to vote, the system generates an anonymous authentication token and sends it to the voter secretly.

In steps 2-1, 2-3 and 2-6, the voter should make authentication transactions in the requests for the
verifier to check if the requests are authorized and are from the same voter. In step 2-2, the voting
server should verify the voting transaction and check if this vote is the initial one and not a
duplicate one. In steps 2-4 and 2-7, the server should also verify the request transaction and find out
which vote is from this voter using a linking algorithm. If the request is correct, then the system
processes it and sends the result in steps 2-5 and 2-8. For secret balloting, there should be no trusted
entity which has open and trace authority.
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