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Supplement 29 to ITU-T X-series Recommendations

ITU-T X.1242 – Supplement on guidelines on countermeasures against short message service phishing and smishing attacks

Summary

Supplement 29 to Recommendation ITU-T X.1242 provides universal guidelines on short message service (SMS) phishing which is a fraudulent technique through mobile phones by causing phishing frauds with smartphones, acquiring personal information on the smartphones, or by enabling small amounts of money to be approved and paid while the account holder is not aware of the approval.

The purpose of this Supplement is to universalize the guideline for countermeasures against SMS phishing incident by defining a security guideline about security technology against SMS phishing incident and method, and specification of report contents.
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Supplement 29 to ITU-T X-series Recommendations

ITU-T X.1242 – Supplement on guidelines on countermeasures against short message service phishing and smishing attacks

1 Scope

This Supplement provides guidelines on countermeasures against short message service (SMS) based phishing and smishing attacks from the perspective of the user side and the network operator side.

2 References

[ITU-T X.1242] Recommendation ITU-T X.1242 (2009), Short message service (SMS) spam filtering system based on user-specified rules.

3 Definitions

3.1 Terms defined elsewhere 

This Supplement uses the following terms defined elsewhere:

3.1.1 malware [b-ISO/IEC 27033-1]: Malicious software designed specifically to damage or disrupt a system, attacking confidentiality, integrity and/or availability.

NOTE – Viruses and Trojan horses are examples of malware.

3.1.2 short message (SM) [b-ETSI TS 102 507]: Information that is conveyed from a sending user to a receiving user via an SM-SC.

3.1.3 short message service centre (SM-SC) [b-ETSI TS 102 507]: Function unit, which is responsible for the relaying and store-and-forwarding of a short message (SM) between two SM-TEs.

NOTE – The SM-SC can functionally be separated from or integrated in the network.

3.1.4 spam [ITU-T X.1242]: The electronic information delivered from senders to recipients by terminals such as computers, mobile phones, telephones, etc., which is usually unsolicited, unwanted, and harmful for recipients.

3.1.5 short message service (SMS) [ITU-T X.1242]: The services in telecommunication networks, which provide mobile phones, telephones and other SMEs to transfer and receive text messages through SMSCs that store messages if the receiving terminal cannot be contacted.

3.1.6 SMS spam [ITU-T X.1242]: Spam sent via SMS.

3.2 Terms defined in this Supplement

This Supplement defines the following terms:

3.2.1 phishing: An attack to acquire sensitive information such as usernames, passwords, and credit card details for malicious reasons, by masquerading as a trustworthy entity in an electronic communication.

3.2.2 smishing: An attack in which the user is tricked into downloading a Trojan horse, virus or other malware onto his cellular phone or other mobile device.

3.2.3 uniform resource locator (URL): A reference to a web resource that specifies its location on a computer network and a mechanism for retrieving it.

3.2.4 caller ID spoofing: The process of changing the caller ID to any number other than the calling number.

3.2.5 caller identification: A telephone service that transmits a caller's telephone number to the called party's telephone equipment when the call is being set up. 

4 Abbreviations and acronyms

This Supplement uses the following abbreviations and acronyms:

FMD Filtered Messages Database

SCM Service Control Module

SM Short Message

SMS Short Message Service

SM-SC Short Message Service Centre

SM-TE Short Message Technical Equipment

SSFM SMS Spam Filtering Module

URD User-specified Rules Database

URL Uniform Resource Locator

USMM User Service Management Module

5 Conventions

None.

6 Overview

Short message service (SMS) phishing is the attempt to acquire sensitive information such as usernames, passwords and credit card details (and sometimes, indirectly, money) for malicious reasons, by masquerading as a trustworthy entity in an electronic communication.

SMS smishing is an attack that tricks the user into downloading a Trojan horse or other malicious software through SMS. It can also be used to infect users' phones and related networks with destructive viruses or eavesdropping software and uses SMS technology to phish for a user's sensitive personally identifiable information, such as social security numbers or user names and passwords for online banking. 

The framework for countering phishing and smishing in this Supplement is based on the SMS spam filtering system, which includes the following logical modules: service control module (SCM), SMS spam filtering module (SSFM), user service management module (USMM), user-specified rules database (URD) and filtered messages database (FMD). The structure of the SMS spam filtering system is given in Figure 1 of [ITU-T X.1242].

Most spammers and smishing attackers send texts via an Internet text relay service in order to hide their identity. Many cellar service providers can provide a feature to end-users that will block texts that come in from the Internet. This is another easy way to filter out spam and smishing SMS.

This Supplement provides a guideline on countermeasures against both SMS-based phishing and smishing attacks.

7 Countermeasures against SMS phishing attacks

7.1 Typical SMS phishing attack scenario

The objective of SMS phishing is for spammers to acquire sensitive information such as usernames, passwords and credit card details for malicious reasons, by masquerading as a trustworthy entity in an electronic communication. SMS phishing exploits mobile phone text messages to deliver the bait to trick users into divulging their personal information. 

This clause describes a typical attack scenario for an SMS phishing attack as follows:

• An attacker sends a text message to end users's mobile device.

• This message asks end users to provide sensitive personal or financial information via a web link and false website, or via a telephone number.

• An attacker uses the user's information for further fraudulent activities by masquerading as a trustworthy entity.

7.2 Recommendations for end users

This clause describes recommendations for end users to prevent them from falling victim to a phishing attack.

• End users should not respond to text messages that request private or financial information.

• If users receive a message that appears to be from an organization, financial institution or other entity that users do business with, the end users should contact that organization or entity directly to determine if the message they receive is a legitimate request, and ascertain that entity's policy on sending text messages to users with regard to requests for private or financial information.

• End users should stop and think about it, if a text message is urging them to act or respond quickly. 

• End users should not reply to a suspicious text message without doing their research and verifying the source. 

• End users should not call a phone number from an unknown sender.

• End users should keep its web browser up to date.

• End users should use antivirus software.

7.3 Recommendations for service providers

This clause describes recommendations for cell service providers to prevent phishing attacks.

• Cell service providers should provide "calling identification display" feature to end-users.

• Cell service providers should provide "caller ID spoofing prevention" feature of end-users.

• Cell service providers should provide measures to block SPAM messages from Internet.

8 Countermeasures against SMS smishing attacks

8.1 Smishing attack scenario

This clause describes a typical attack scenario for smishing attacks as shown in Figure 1.

1.  A malicious application is uploaded to the distribution site.

2.  An attacker sends a text message to end users.

3.  An end user clicks on the uniform resource locator (URL) that downloads a malicious application.

4.  The malicious application is downloaded to the end-user's phone.

5.  The malicious application is installed in the mobile phone.

6.  The malicious application sends sensitive financial information to the relay server without the user's knowledge.

7.  The relay server forwards the information to the attacker.
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Figure 1 – Typical smishing attack scenario

8.2 Recommendations for end users

This clause provides recommendations for end users to prevent them from falling victims to smishing attacks.

• End users should use the "block texts from the internet WEB-SMS" feature, if available from their cellular service provider.

• End users should not respond to text messages that request them to disclose credentials or financial information.

• End users should not click on URLs within text messages, especially if they are sent from someone unknown, and should also be cautious to even click on URLs within text messages received from someone they know, since attack messages can appear to come from someone known.

• Even if a message that is received appears to come from the user's bank, financial institution or other entity with which business is conducted, end users should contact the entity directly to determine if the request is legitimate, and should also review the entity's policy on sending text messages to customers. 

• End users should be aware of messages from a known smishing source number indicating that some other number is not a cell phone number. Scammers often mask their identity by using email-to-text services, so as not to disclose their real cellular phone number.

• End users should stop responding to messages if a text message is urging them to act or respond quickly, and to keep in mind that attackers use text messages to lure users into doing what they want.

• End users should not reply to a suspicious text message without verifying the source.

• End users should not call a phone number from a person that is unknown to them.

8.3 Recommendations for service providers

This clause describes recommendations for cell service providers to prevent smishing attacks.

• Cell service providers should provide end users with the feature "block texts from the internet WEB-SMS".

• Cell service providers should provide a countering system for preventing smishing attacks.
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