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Summary 

Recommendation ITU-T Y.3053 introduces a framework of trustworthy networking with trust-centric 

network domains. It describes a trustworthy networking conceptual model that includes features of 

identification, trust evaluation and trustworthy communication. For a solution of trustworthy 

networking, the extension of the conceptual model into a concept of trust-centric network domains 

should be done. With the described concept, this Recommendation specifies high-level and functional 

requirements, a functional architecture and scalability of trustworthy networking with trust-centric 

network domains. 

Amendment 1 to Recommendation ITU-T Y.3053 (2018) contains modifications to add trustworthy 

networking deployment architecture and procedures for IP networks in the Internet. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T Y.3053 

Framework of trustworthy networking with trust-centric network domains 

Amendment 1 

 

Editorial note: This is a complete-text publication. Modifications introduced by this amendment are 

shown in revision marks relative to Recommendation ITU-T Y.3053 (2018). 

1 Scope 

This Recommendation addresses a framework for trustworthy networking with trust-centric network 

domains. The scope of this Recommendation includes: 

– A conceptual model of trustworthy networking and trust-centric network domains; 

– High-level and functional requirements; 

– A functional architecture; 

– Scalability of trust-centric network domains. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.3052]  Recommendation ITU-T Y.3052 (2017), Overview of trust provisioning for 

information and communication technology infrastructures and services. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following term defined elsewhere: 

3.1.1 trust [ITU-T Y.3052]: The measurable belief and/or confidence which represents 

accumulated value from history and the expecting value for the future. 

NOTE – Trust is quantitatively and/or qualitatively calculated and measured. Trust is used to evaluate values 

of entities, value-chains among multiple stakeholders and human behaviours, including decision making. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 trustworthy networking: A set of methods to provide reliable and secure communications 

among any pair of network elements that have trust relationships. 

3.2.2 trust-centric network domain: An abstraction of a network which is characterized by 

administrative features with a certain trust level and all its members have a mutual trust relationship. 
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4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ADC Access and Delivery Control 

APCS-FE Accessing/Peering Control Support Functional Entity 

DMM-FE Domain Membership Management Functional Entity 

DNS Domain Name Server 

DPM-FE Domain Policy Management Functional Entity 

DTP-FE Data Transport and Processing Functional Entity 

ICT Information and Communication Technology 

ID Identifier 

ILMS-FE ID-locator Mapping Support Functional Entity 

IRS-FE ID-based Routing Support Functional Entity 

NAT Network Address Translator 

TILM-FE Trust Information Lifecycle Management Functional Entity 

TLV-FE Trust Level Validation Functional Entity 

TVS-FE Trust Verification Support Functional Entity 

VPN Virtual Private Network 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement that must be strictly followed and from which 

no deviation is permitted if conformance to this Recommendation is to be claimed. 

6 Overview 

With the development of the Internet, many security techniques have been developed to keep 

communications safe against a variety of threats. The concept of trust provisioning is introduced to 

cope with potential risks in the information and communication technology (ICT) infrastructures and 

services [ITU-T Y.3052]. In the current state-of-the-art, a virtual private network (VPN) 

[b-ITU-T Y.1311] solution is widely used to provide secure communication between private domains 

in an open network. However, to achieve trust provisioning, various aspects of technological 

advancement beyond security are required. This Recommendation describes a conceptual model of 

trustworthy networking and trust-centric network domains. 

6.1 A conceptual model of trustworthy networking 

In order to make networks trustable in heterogeneous communication environments, fundamental 

features beyond the secure communications are needed. First, an identity of a network element should 

be well defined (identification). Then it is necessary to check whether the identified element is 

trustworthy (trust evaluation). Finally, trustworthy communication between the peer network 

elements should be provided (trustworthy communication). 

– Identification 

In the context of trustworthy networking, all the network elements should be identified to build a trust 

relationship. An identifier (ID) can be used to indicate a network element. 
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– Trust evaluation 

To make a trust relationship, a trustor evaluates the trustworthiness of a trustee based on an 

expectation that the trustee will perform a particular action. Then, the trustor decides to believe the 

trustee for the corresponding communication procedures. To perform the trust evaluation, trust-

related information of the network element is provided. 

– Trustworthy communication 

After the trust evaluation, the communication link between two network elements can be established. 

The networking environment then supports reliable, invulnerable and secured communications in 

order to maintain the trust relationship. 

Based on the above three essential features, this Recommendation defines a conceptual model to 

realize trustworthy networking as shown in Figure 1. A network element in a network is classified as 

either a trustor or a trustee depending on its role. A trust relationship exists between the trustor and 

the trustee. The trustor evaluates a trust level of the trustee before initiating a communication 

procedure. 

 

Figure 1 – A conceptual model of trustworthy networking 

6.2 Trust-centric network domains 

To be protected from external attacks and threats, the network should be insulated from other external 

networks. This means that the insulated network enforces appropriate trust policy and procedures that 

will keep the network safe and protected. In this Recommendation, such a network is referred to as a 

trust-centric network domain. A trust-centric network domain is separated from other networks by a 

well-defined interface. This is similar to building a VPN through multiple domains of individual 

networks [b-ITU-T Y.1311]. 

Figure 2 illustrates a trust-centric network domain with its components and their relationships. The 

conceptual model of trustworthy networking assumes that any pair of network elements within the 

trust-centric network domain has a proper trust relationship. This means that intra communications 

inside the trust-centric network domain can be done without any security protection. Such a trust 

relationship is called a "mutual" trust relationship. Inter-domain communication between the trust-

centric network domain and the external networks, however, is managed by a well-defined 

trustworthy interface and its relationship is called an "asymmetric" trust relationship. The trust-centric 

network domain according to the trustworthy networking conceptual model interacts with other 

networks. Briefly, a trust-centric network domain is the abstraction of a network in which all members 

have mutual trust relationships and it is characterized by specific properties such as functionalities 

and administrative features. The trust-centric network domain ensures trustworthy networking by 

performing domain administration, membership management and access and delivery control (ADC) 

functionalities. The detailed functional architecture is described in the clause 8. 
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Figure 2 – Trust-centric network domain 

7 Requirements 

The high-level requirements and functional requirements for trustworthy networking with trust-

centric network domains are identified in clauses 7.1 and 7.2 respectively. 

7.1 High-level requirements 

– The network elements are required to be managed by identifiers and locators; 

– Trustworthy networking is required to evaluate trust of all the network elements within the 

trust-centric network domains; 

– Trustworthy networking is required to provide an interface for communicating outside of the 

trust-centric network domain; 

– Trustworthy networking is required to support the trust management for maintaining the 

trust-centric network domain; 

– Trustworthy networking is required to provide a trustworthy communication link which 

satisfies the proper trust levels. 

7.2 Functional requirements 

7.2.1 Functional requirements for trust management 

Trust management is required to: 

– Evaluate trust levels of network elements or domains by aggregating their trust-related 

information; 

– Validate trust levels of network elements or domains after trust evaluation process; 

– Support lifecycle management of the trust information that includes planning, creation, 

allocation, modification and deletion. 

7.2.2 Functional requirements for trust-centric network domain administration 

A trust-centric network domain is required to: 

– Provide mapping between IDs and locators for the access and delivery control; 

– Manage the membership of the network elements during registration, identification and 

policy enforcement; 

– Settle domain policies (e.g., the trust level of domain membership and security configuration 

of the domain). 
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7.2.3 Functional requirements for access and delivery control 

A trust-centric network domain is required to: 

– Check and control the communication link toward outside of the trust-centric network 

domain according to trust levels; 

– Provide data delivery control for enabling data forwarding and routing according to trust 

levels; 

– Control incoming/outgoing data packets to be forwarded to inside/outside of the trust-centric 

network domain; 

– Make a decision on routing paths of incoming/outgoing packets according to the trust-centric 

network domain management policy. 

8 Functional architecture 

A functional architecture of trustworthy networking is shown in Figure 3. 

In the trust-centric network domain, the network elements can communicate with each other without 

additional security concerns. The network elements inside the trust-centric network domain can 

communicate with the network elements outside of the trust-centric network domain through the 

access and delivery control functions.  

 

Figure 3 – A functional architecture of trustworthy networking 

8.1 Trust management functions 

The trust management functions consist of trust verification support functional entity (TVS-FE), trust 

level validation functional entity (TLV-FE) and trust information lifecycle management functional 

entity (TILM-FE). 

– The TVS-FE aggregates information for evaluating trust levels of network elements in a trust-

centric network domain; 

– The TLV-FE evaluates their trust levels. After completion of the trust evaluation, it provides 

trust values of the network elements inside and/or outside of the trust-centric network 

domain;  

– The TILM-FE manages the lifecycle of the trust information: planning, creation, allocation, 

modification and deletion of trust values. 
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8.2 Domain administration functions 

Trust-centric network domain administration functions include ID-Locator mapping support 

functional entity (ILMS-FE), domain membership management functional entity (DMM-FE) and 

domain policy management functional entity (DPM-FE). 

– The ILMS-FE provides mapping between IDs and locators for the access and delivery control 

functions; 

– The DMM-FE manages the membership by analysing IDs and their trust levels to maintain 

trust-centric network domain secured; 

– The DPM-FE settles the domain policies such as the trust level of domain membership and 

security configuration of the domain via domain policy management. 

8.3 Access and delivery control functions 

Access and delivery control functions consists of accessing/peering control support functional entity 

(APCS-FE), data transport and processing functional entity (DTP-FE) and ID-based routing support 

functional entity (IRS-FE).  

– The APCS-FE provides trustful and reliable links to communicate with the outside of the 

trust-centric network domain. It also checks and controls communication links toward 

outside of the trust-centric network domain to maintain the trustworthy network; 

– The DTP-FE controls incoming/outgoing data packets to be forwarded to inside/outside of a 

trust-centric network domain; 

– The IRS-FE decides the routing path of incoming/outgoing packets according to the trust-

centric network domain management policy, which can be decided by the trust-centric 

network domain administration functions. 

8.4 Reference point Tp 

The reference point Tp enables reliable and secure request/response information for trustworthy 

networking to be exchanged between trust-centric network domains. It may operate as an 

intra-domain and/or an inter-domain reference point. 

8.5 Reference point Ts 

The reference point Ts enables reliable and secure request/response information for trustworthy 

networking to be exchanged between a trust-centric network domain and its applications and services. 

It may operate as an intra-domain reference point. 

9 Scalability of the trust-centric network domain 

This clause describes the scalability issues of the trust-centric network domain. To provide scalability 

of the trust-centric network domain, there are three key issues; building and managing trust-centric 

network domains, ensuring trustworthy communication between more than two trust-centric network 

domains and expanding the trust-centric network domain. 

9.1 Building and managing trust-centric network domains 

The trust-centric network domain builds autonomous network space which can replace the role of 

security. A new member can join the trust-centric network domain after passing a certain trust 

evaluation procedure. Trust-centric network domains should have access and delivery control 

functions to protect the domain from external networks and domain administration functions 

including identification, authentication and trust evaluation. To keep the trust-centric network 

domain, only the qualified network elements are admitted as member and the misbehaving network 

elements have to be quickly removed from the trust-centric network domain. For maintaining a trust-
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centric network domain safe, all the behaviour of network elements should be monitored. If 

suspicious activities are found, the corresponding network elements should be removed. 

9.2 Trustworthy communication between more than two trust-centric network domains 

The trust-centric network domain may initiate the trustful interactions from and to the external 

networks. There are access and delivery control functions which allow trustworthy communication 

across multiple trust-centric network domains. The trust-centric network domain identifies external 

network elements, evaluates trust levels and accepts or rejects their communications according to the 

trust levels of external elements. The access and delivery control functions will forward only 

authorized and sterilized packets to peer domains for keeping the trust-centric network domain safe. 

These kind of functions can replace or help the security functions of the traditional gateway.  

Figure 4 shows a networking scenario among trust-centric network domains. In this figure, the trust-

centric network domain A can communicate to a network element in trust-centric network domain B, 

in which the trust level of trust-centric network domain B is equal to or higher than trust-centric 

network domain A. However, the trust-centric network domain A could not communicate to a 

network element with the trust-centric network domain C if the trust level of the domain C is lower 

than that of the domain A. 

 

Figure 4 – Networking scenario between the trust-centric network domains 

9.3 Expanding trust-centric network domains 

If the range of communication is bounded within a single trust-centric network domain, a scalability 

problem will arise with respect to wider connectivity. For supporting scalability, the trust-centric 

network domain starting from a small domain can be extended to connect multiple trust-centric 

network domains.  

First, Figure 5(a) shows the situation to accept a new member in the trust-centric network domain, in 

which a network element outside of the domain tries to be a member when its trust level is equivalent 

to that of the target trust-centric network domain. The domain administration functions perform 

well-defined procedures for checking identity and evaluating the trust level of the external network 

element. Then only the qualified network elements are allowed to be registered as a new member in 

the trust-centric network domain. In addition, the access and delivery control functions are 

accordingly extended to communicate with external network elements.  
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Second, Figure 5(b) shows the collaboration scenario between two trust-centric network domains. If 

two domains trust each other and the reliable links are connected, then the network elements within 

one domain can trust network elements within another domain. The other trust-centric network 

domain may similarly connect to these two domains.  

Third, Figure 5(c) shows the hierarchical configuration of the trust-centric network domains. 

Expanding a domain by accepting new network elements may have some limitations while the large 

number of network elements are managed by a single domain administrator. Also, there are some 

limitations when a lot of trust-centric network domains are interconnected among them. In the view 

of domain scalability, a lot of trust-centric network domains can configure the hierarchical 

relationships. By aggregating multiple trust-centric network domains, a larger trust-centric network 

domain can be formed as shown in this figure.  

 

Figure 5 – Expanding the trust-centric network domains 

10 Deployment architecture and procedures for trustworthy networking with 

trust-centric network domains in IP networks 

10.1 Introduction 

This Recommendation specifies a generic functional architecture for trustworthy networking and thus 

does not illustrate how it can be deployed in IP networks of the current Internet. Amendment 1 

describes how trustworthy networking based on the functional architecture defined in the 

Recommendation can be realized in IP networks. 

With the trust-centric network domain, network entities can be securely protected from outside, and 

they have secure and trustworthy communications without additional security procedures. This clause 

specifies a deployment architecture and procedures for trustworthy networking with trust-centric 

network domains in IP networks. 
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Figure 6 – Conceptual architecture of trustworthy networking in IP networks 

Figure 6 describes a conceptual architecture of trustworthy networking with trust-centric network 

domains in IP networks. The bounded communication (i.e., secure and trustworthy communication 

without additional security procedures) in the trust-centric network domain is determined by a domain 

gateway. Private IP address is utilized for the bounded communication within the trust-centric 

network domain. Communications among network domains are performed with determined 

procedures through access and delivery control functions. A trust level of inbound traffic from the 

trust centric networking domain viewpoint is verified by the ADC to communicate with a network 

entity (i.e., host) outside of the trust-centric network domain while maintaining the trust level of the 

domain. Every host has its own identifier that can be recognized globally. The ADC performs address 

translation from a private IP address to a public IP address using an ID from a localized DNS and 

vice versa, which is similar to the function of the conventional network address translator (NAT). 

Hosts can communicate to other hosts in the trust-centric network domain via the private IP addresses. 

Each trust-centric network domain has a localized DNS for domain administration functions that has 

an IP-ID mapping functionality. To communicate over the network domains, hosts need to delegate 

inbound/outbound communication functionality to the ADC that can allocate the appropriate public 

IP addresses. By IP address-space management and delegation of domain authentication, the concept 

of trustworthy networking with trust-centric network domains can be adopted to current IP networks, 

and it is possible to use existing hosts and applications without modification. 

10.2 Deployment architecture of trustworthy networking in IP networks 

Figure 7 illustrates a deployment architecture to describe how the trustworthy networking can be 

mapped into IP networks. A certain area of the IP network can be divided into a sub-network, that is, 

the trust-centric network domain with a domain gateway that understands trustworthy networking 

semantics at the ingress edge of the domain with ADC. This means that certain area of the IP network 

can only be accessed through the domain gateway so that the domain is securely protected from 

outside. 

A domain administrator manages trust-centric network domain policies with domain administration 

functions and trust management functions. The domain setup criteria are based on various aspects 
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(e.g., the services provided, security level, management authorities, logical grouping, etc.). 

IP/ID mapping among trust-centric network domains are handled through domain administrators. 

 

Figure 7 – Deployment architecture for trustworthy networking in IP networks 

10.3 Address mapping mechanism 

In order to deploy the trustworthy networking concept to existing IP networks, the trust-centric 

network domains have to accommodate applications and devices that use IP addresses. The current 

IP address has the characteristics of both an identifier and a locator. However, in the trustworthy 

networking architecture, identifier and locator are considered separately. To accommodate the 

existing IP network entities that do not understand the identifier, it is assumed that the trust-centric 

network domain gateway can manage the mapping between them. 

Since an IP address is used as a locator and it is within the domain it belongs to, a private IP address 

instead of a public IP address can also be used as a locator. Inside the trust-centric network domain, 

private IP addresses are locators, while public IP addresses are locators for inbound/outbound 

communication. Figure 8 illustrates the relationship between the two different IP addresses and how 

they are mapped with IDs in the trustworthy networking environment. 
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Figure 8 – Address mapping mechanism of trustworthy networking in IP networks 

A host uses a private IP address in the domain, an ID that is assigned by the domain gateway when it 

leaves the domain, and a public IP address when it enters another domain. The mapping between the 

ID and the public IP address is done by the ILMS-FE of the domain gateway in another domain. The 

address mapping mechanism is similar to the existing NAT. To communicate among hosts, whose 

global IDs are given, it is required to look up the location of the hosts. Figure 8 illustrates one such 

example. If Host 1 tries to communicate with Host 2, where the global ID is given as ID2, it queries 

the IP address of ID2 to Domain Gateway 1-2. If the locator information of ID2 is not registered in 

Domain Gateway 1-2, the gateway sends queries to the domain of other gateways, in this case, 

Domain Gateway 2-1. Since Domain Gateway 2-1 has the information of ID2, it returns its own public 

IP address to Domain Gateway 1-2. Finally, Domain Gateway 1-2 registers the public IP address of 

ID2 through the ILMS-FE, and Host 1 can communicate with Host 2 with ID2. 

10.4 Deployment procedures for trustworthy networking 

This clause specifies procedures for trustworthy networking based on the deployment architecture 

and the address mapping mechanism described in the clauses 10.2 and 10.3. Note that terms 

representing functional entities are defined in the functional architecture of this Recommendation. 

10.4.1 Building trust-centric networking domain 

10.4.1.1 Domain initialization 

To build a new trust-centric networking domain, a domain administrator needs to initiate the 

functionalities of the trust-centric networking domain as follows: 

– Domain administration 
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To initialize a domain with respect to a trust-level, the domain administrator needs to configure trust 

and membership policies. To manage the trust level, the domain administrator sets the required trust 

level of membership with DPM-FE. The domain administrator can explicitly dedicate a host for trust 

management functions and domain administration functions. 

– Access and delivery control 

The hosts that need to connect outside of the domain should have ADC functions. For the IP network 

case, each domain host should assign its gateway to the hosts with ADC functions. 

10.4.1.2 Host registration 

After the trust-centric network domain has been initialized, the domain can adopt new network hosts. 

The procedure of a host registration is shown in Figure 9. 

 

Figure 9 – Procedure of a host registration 

1) Host 1 connects to the network of the trust-centric network domain; 

2) The domain assigns a private IP address to Host 1. The domain gateway is assigned as the 

default gateway for IP network; 

3) TLV-FE analyses the trust information of Host 1; 

4) Host 1 requests to join the domain; 

5) The DMM-FE of the domain administrator receives the requests and decides to accept Host 

A, based on the domain policy and the trust level of Host 1; 

6) The ILMS-FE of the domain administrator issues a new identifier of Host 1; 

7) ILMS-FE archives Host 1's ID and the private IP address. 

10.4.2 Evicting an existing host from the trust-centric networking domain 

A domain administrator can monitor the trust level of each host associated with the trust-centric 

networking domain. The domain administrator periodically aggregates necessary information to 

evaluate the trust levels of all hosts in the domain. When an associated host violates domain 

management policies and cannot maintain a certain level of trust, the host may be evicted from the 

trust-centric networking domain based on the decision of the domain administrator as shown in 

Figure 10. 
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Figure 10 – Procedure of evicting a host from the trust-centric networking domain 

Figure 10 shows the detailed procedure for evicting the existing host from the trust-centric networking 

domain as follows: 

1) A domain administrator monitors a host's behavior through DTP-FE and TVS-FE gathers 

data to evaluate the trust level; 

2) TILM-FE updates the trust information of each host associated with the trust-centric 

networking domain; 

3) TLV-FE re-evaluates the trust level of each host; 

4) Based on the evaluation of TLV-FE, DMM-FE checks a host which violates domain 

management policies; 

5) DMM-FE sends a message to the designated host to cut off trust relationship and domain 

association; 

6) The domain administrator deletes the ID-Locator mapping information of the host. 

10.4.3 Terminating trust-centric networking domain 

A domain administrator can determine to terminate its own trust-centric networking domain. 

To terminate the domain, the domain administrator needs to send messages informing of the 

termination of networking to its peer hosts and domains. If the domain is a member of a bigger 

domain, then the domain administrator sends the message of termination to its parent domain. The 

domain administrator then cuts off the relationship with all member hosts and child domains; it clears 

related information such as ID-location mapping and the trust level of member hosts and child 

domains. 
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Figure 11 – Procedure of terminating a trust-centric networking domain 

Figure 11 shows the detailed procedure for terminating the trust-centric networking domain as 

follows: 

1) A domain administrator decides to terminate the domain; 

2) DPM-FE sends messages informing of the networking termination to peer domains and hosts 

through DTP-FE; 

3) DPM-FE sends a message of terminating the domain to the parent domain; 

4) DMM-FE sends messages to all member hosts and child domains to cut off trust relationship 

and domain association; 

5) The domain administrator deletes ID-Locator mapping information of member hosts and 

child domains; 

6) The domain administrator deletes trust information of member hosts and child domains. 

10.4.4 Trustworthy networking among trust-centric networking domains  

10.4.4.1 Communication within a single trust-centric network domain 

In order for the two hosts to send and receive messages to each other, a communication path must 

first be established. If the two hosts are located in the same domain, they already have the trust 

relationship with each other, which means no additional security procedures are needed. 

10.4.4.2 Communication between trust-centric network domains 

If two hosts are in different domains, it means that they do not know each other's IP address directly. 

The domain administrator provides an IP address of each host for trustworthy networking between 

two hosts in different domains. If Host 2 wants to perform trustworthy networking with Host 1 in 

another domain, it is necessary to establish a communication path between the two hosts through 

interactions between domain administration functions and access and delivery control functions. 

Figure 12 describes the detailed procedure for trustworthy networking between trust-centric network 

domains as follows: 
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Figure 12 – Procedure of trustworthy networking between trust-centric network domains 

1) Host 2 requests the IP address of Host 1 from domain administration 2 with the known ID of 

Host 1; 

2) Domain administration 2 requests the IP address of Host 1 from domain administration 1 

through ILMS-FE; 

3) Domain administration 1 obtains the IP address of Host 1 through ILMS-FE and replies with 

the ID and IP address of Host 1 to domain administration 2, and then it replies to Host 2; 

4) Host 2 requests the trust level of Host 1 through domain administration 2; 

5) Domain administration 2 checks the trust level of Host 2 through TLV-FE and requests the 

trust level of Host 1 from domain administration 1; 

6) Domain administration 1 obtains the trust level of Host 1 through the TLV-FE and forwards 

it to domain administration 2, and the result is sent to Host 2; 

7) The access and delivery control 2 forms a communication path with the access and delivery 

control 1 through the IRS-FE; 

8) Host 2 and Host 1 establish a reliable path through the APCS-FE of access and delivery 

control of each trust-centric network domain; 

9) Communication path is established between Host 1 and Host 2. 

1011 Security considerations 

Trustworthy networking is a concept of networking to ensure a confident communication with among 

mutually known and trusting network elements. A trust-centric network domain can realize this 

concept. To meet a predefined trust level of trust-centric network domains, the trust-centric network 

domain administrator needs to provide security features for building, managing and operating the 

trust-centric network domain, such as checking identification, authorization and encrypted 

communication link. To be registered as new member of a new trust-centric network domain, network 

elements need to support some security functions that the trust-centric network domain requires. The 

detailed security requirements and mechanisms are based on [b-ITU-T Y.2701] and 

[b-ITU-T Y.2704]. 
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Appendix I 

 

Extending the trust model for trustworthy networking 

(This appendix does not form an integral part of this Recommendation.) 

The term "trust" is defined in many different ways in various areas. As pointed out in [b-Mayer], the 

lack of clear differentiation among the trust-related factors hinders trust related researches. Thus, this 

Recommendation follows the trust model proposed in [b-Mayer] and modifies some of the factors 

with respect to communication context. Figure I.1 shows extending of the trust model proposed in [b-

Mayer] for trustworthy networking. 

Trust is a directed relationship between two network elements. When a network element trusts the 

other network element, let us call the trusting network element as 'trustor' and the trusted network 

element as 'trustee'. The factors that contribute to build trust are classified into two categories: 

characteristics of the trustor and characteristics of the trustee. The characteristics of the trustor are 

called 'trust propensity' that affects the likelihood of trusting others. Trust propensity affects the 

likelihood that a trustor will trust other network elements. The trust propensity has more importance 

in situations involving different communication contexts. The characteristics of the trustee are called 

'trustworthiness' that explains why the trustee can be trusted. Trustworthiness may stem from several 

perceptions of the trustor about the trustee. In the context of networking, the perceptions are affected 

by diverse factors such as past history of the trustee's behaviour, capabilities of the trustee, reputation 

of the trustee, etc. The trustworthiness of the trustee can be expressed in a single value or an array of 

values, called 'trust index' [ITU-T Y.3052]. Similarly, the trust propensity can also be expressed in a 

single value or an array of values, called 'trust measure'. When the trust index and the trust measure 

are arrays, each element is representing a specific factor contributing trust such as interaction history, 

reputation and accountability. In this case, the trust index is defined objectively so that any network 

element can utilize the index from the third party and the trust measure is defined subjectively to 

reflect the network element's own requirements. Note that one network element may have multiple 

trust measures for the separated context. Trust level is the value assigned to a trust relationship that 

indicates how much the trustor trusts the trustee. 

Trust is not actual action taking but willingness to take risk. In the communication context action 

taking is trustors engaging communication with the trustee. Practically, communications often 

involve risks such as residual error in communication link or attacker intrusions. The risk incurred 

from the communication environment can be represented as 'risk level' and the actual communication 

takes place when a trust level surpasses the risk level. The outcome of the communication might 

affect the trustworthiness of the trustee. 
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Figure I.1 – Extending the trust model of [b-Mayer] for trustworthy networking 
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