ITUPublications

Guidelines for parents
and educators on
Child Online Protection

2020

Online safery sotivity book

WORK WITH SANGO

Online safety activity book

TEACHER'S GUIDE

International Telecommunication Union

Development Sector

iuidelines
.aunch & beyond

24 June 2020 e

14-15:30 CEST ot £

online dialogue |
on24 June /
2020

Register here: 2

www.itu.int/net4/ITU-D/CDS/meetings/registration/index.asp

Hey! I am Sangophone. I was
created by an energetic and
motivated group of children. I am
here to support you with some tips
while you are using your computers,
phones, tablets, consoles and any
other online device you might have.
Remember: the internet is a
beautiful opportunity for you to
learn and thrive but you need to
know a few things first to fully enjoy
your activities. I am here to help!
Read my story...
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PykoBogsuwime ykasaHma no COP

Hosble PykoBogsawme ykasauuma no COP 2020 roaa

Guidelines for policy-makers Guidelines for Guidelines for parents
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2020 Online Protection Child Online Protection

Online safety activity book

WORK WITH SANGO

4 komnaekma PyKosooAawux yKa3aHuli 0719 OUPEKMUBHbIX
op2aHo8, ompacsau, pooumesetl u nedazo208 U 0714 oemel
3awuma pebeHKa 8 oHaaliHo8oU cpede

B 2020 roay, yepes 10 ner nocne
nepsoi nybaukauum, Pykosoasuwime
yKasaHua MC3 no COP 6binau
nepecMmoTpeHbl U nepepaboTaHbl
rpynnoun sKCnepToBs, NpeacTaBAAIOLWUX
LLUMPOKUN KPYr 3aUHTEPECOBAHHbIX
CTOPOH.

HoBble PykoBoasALlMe YyKa3aHUA BKOYaOT
B ceba:

* pasmbiwineHua ob ocobol cumyauuu, 8 Kamopou
Haxo0amcs 0emu € 02paHUYeHHbIMU
803MOMHOCMAMU 300pP08b5

- BOMPOCHI, CBA3AHHbIE C pA38UMUEM HOBbIX

mexHoso2ul _
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BBeaeHue

* PyKkoBoaAauwme yKkazaHma no COP 2020 roga A0MXKHbI C/YKUTb KOHLLENTYa/IbHOM OCHOBOW, KOTOPYIO
MOJKHO a4anTUPOBATb K HALUMOHANbHbIM UM MECTHbIM 06bl4assM M 3aKOHaM U UCNO/Ib30BaTb
B COOTBETCTBMU C HUMM.

* [lpUMeHUTENbHO K AeTAM N cembaM PyKoBoaALLME YKa3aHUA HanpaB/ieHbl HA OKa3aHWe NoAAepPKKu
AETAM U UX OKPYXKEHUIO NyTemM MHPOPMMNPOBAHMNA U obecnedyeHna y4acTna AeTen, NOBbILEHUSA
0CBeAO0MNIEHHOCTU B BOnpocax, cBA3aHHbIX ¢ COP, u cogenctena pa3suUTmio LMdpPOoBbIX HABbIKOB U
LMPPOBOM FPaMOTHOCTMW.

* [IpUMEHUTENbHO K OTPac/M OHW HanpaB/iIeHbl HA NOAAEPXKKY OTPAC/IN B pa3paboTKe BHYTPEHHEWN
NOANTUKK NpeanpuaTuii B o6nactn COP, nytem npuBieYEHUs K OTBETCTBEHHOCTU YaCTHOIO CEKTopa
3a obecnevyeHne b6e3onacHocTU pebeHKa B OHAMHOBOM cpeaie 1 ero 61aronoay4ymna B xoae
MCNO/Ib30BaHUA YCAYT 3TUX NPEeANPUATUMN.

* [IpUMeHNTEeNIbHO K ANPEKTUBHbIM OpraHam PykosogAawme ykasaHma no COP nogaeprkmsatoT
pa3paboTKy, cocTaBaeHne, NPUHATME U Peann3aunto HaunmoHanbHoM cTpaternmn B obnactm COP Ha
OCHOBaHMM NoaxoA4a, NnpeaycmaTpumBaroLwero ydactue MHOrMx 3auHTepPecoBaHHbIX CTOPOH.
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Hosble Pykosogsawme ykazaHma no COP 2020 ropa

https://www.itu-cop-quidelines.com/

> HupeKmueHoie op2aHbI

ay
B HOBbIX PykoBOAALWMX YKa3aHUAX NPeAaratoTcs Mepbl pearmpoBaHua Ha rnobanbHyo
p——— ool npobnemy obecneyeHmna 3awmnTbl pebeHKa B OHIaMHOBOW cpeae, KoTopas Tpebyer
: BCEMUWPHOrO NOAX0A4a Ha OCHOBE COI/1TaCOBaHHbIX M BCEOXBATHbIX HALLMOHANbHbIX CTPaTErMM
ro b o Bl Mo 3awmTe pebeHKa B OHNAMHOBOW cpeae.

2020 B PyKoBOAALWMX YKAa3aHNAX COAEPKATCA KOHKPETHbIE peKoMeHAaUnn no paspaboTtke
HauMoHanbHoOM cTpaTternmn COP, npeaocTaBAAaOTCA MHCTPYMEHTbI 419 onpeaeneHms
KNOYEBbIX 3aMHTEPECOBAHHbIX CTOPOH, C KOTOPbIMM CeayeT B3aMMOAENCTBOBATL U

KOOPAWHMPOBATb YCUINA, @ TaKXKe ANna obecneyeHna corlacoBaHHOCTM C CYLLECTBYHOLLMMMU
HAUMOHANbHbIMW NPUHLMNAMN U CTPATETMYECKMMM NAAHAMM.

OuyeBUAHbIE NPENMYLLECTBA HALMOHANIbHOMW CTPaTerMm 3awmuTbl pebeHKa B OHNaMHOBOM

cpepge.

* pa3paboTKa Hag/ierkallero HauMoHaIbHOro 3aKOHOAATENbCTBA;

* COOTBETCTBYOLWME NPABOBbIE NPUHLMUMbI U, B KOHTEKCTE 3TOr0 NOAX0Aa;

* COrnacoBaHMe Ha MeXKAYHapOoAHOM YPOBHE, YTO ABIAETCA KAOYEBLIMM LWAramm no
obecneyeHuto 3aWnTbl AeTEeN B OH/IAMHOBOMN cpee.
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ITUPublications RP— 2Tn NPUHUUNDbI MOTYT NpeAno/siaratb CamoperyamposaHme, COBMeCTHOE peryimnpoBaHume
UIn NOAHOE peryinpoBaHue.

Guidelines for policy-makers
on Child Online Protection

2020 [ocypapcTBy cneayeT noouwpATb ncnosb3oBaHne UKT B AencTBMAX NO NPeaoTBPALLEHUIO U

MCKOPEHEHUIO HACU/INS, TAKUX KaK pa3paboTKa TEXHOJIOMMI U PecypcoB, NO3BOAOLLUX
AEeTAM Mosy4yaTb AOCTYN K UHPOopMaLnmM, 6NOKMpPoBaTb BpeaHble maTepuasbl U coobLaTb o
C/ly4yanx HacUAns, eCn TaKoBble MMEIOT MECTO.

[Ana Toro 4tob6bI ObITh B COCTOAHUM PETYINPOBATL CUTYaLMIO C 6be30MacHOCTbIO pebeHKa B
OHNANHOBOW cpeae Ha rnobasbHOM YPOBHE, rocyaapcTBa A0MXKHbI CNOCOBCTBOBATH
B3aMMOAENCTBMIO MeXKAY CBOMMU NPOPUIbHBIMU YUPEKAEHNAMM N OTKPLITO COTPYAHNYATD
B LleNAX YCTPaHEHMA BO3MOXHOCTEN NPUYMHEHNA AETAM Bpeaa B OHNAMHOBOW cpeae.

Creating a trusted cyberspace for all



https://www.itu-cop-guidelines.com/
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s Ompacne:

HoBble PyKoBoasLLMe YKa3aHMs MOCBSALLEHbl TeMe 3alMTbl AeTeil BO BCeX

umbtcaions s chepax oT BCEX PUCKOB LIMPPOBOro Mmpa, NO3TOMY B HUX OCBELLLAETCS
A nepeaoBoM ONbIT 3aMHTEPECOBAHHbIX CTOPOH OTPAC/IN, KOTOPbLIN cCaeayeT
industry on Child
Online)F"rotection yLII/ITbIBaTb |'|p|/1 CoCTtaB/ieHNN U pa3pa60TKe NOTUTUKN MO 3aLlluTeE pe6eHKa B
s OHNAaMHOBOW cpeae 1 ynpaBaeHUN ee OCYLLEeCTB/IEHNEM.

OTpac/b, Ha KOTOPYIO BO3/IOXKEHO OCHOBHOE 06A3aTE/1IbCTBO HE TONbKO MO
COAENCTBUIO NOBbILLIEHNIO MHPOPMUPOBAHHOCTU Bonee LWNPOKOMU
obLLecTBEHHOCTM O NOBECTKe AHA B 06/1acTM obecneyeHmna oH1aMHOBOM
6e3onacHOCTH, HO 1 No obecnevyeHnto y4acTma U BOBAEYEHHOCTM MONOAbIX
N0Aen, a TakKe no obecnevyeHnto 6e30NacHOM M 3aLLULLLEHHOM
NeATe/IbHOCTM B OHIAMHOBOMW Cpeae B paMKax NpeaoCcTaBAAeMbIX €10 YCAYT,
NTrPaeT KAKYEBYIO POJIb, MOCKONbKY 06/1a43€T TEXHUYECKMMM 3HAHUAMMN,
KOTOPbIe AONXHbI PACCMATPUBATb U MOHMMATb ANPEKTUBHbIE OPraHbl AN
TOro, Ytobbl pa3spabaTbiBaTh ycTOMUYMBBLIE U 3 deKTUBHbIE cTpaTerun COP.
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Knioyeeble HanpaesneHus desmesibHOCMU o auyjume u noowpeHurw

ITUPublications International Telecommunication Union

e npae demeu:

Guidelines for

incussy engnic * YueT coobpaxkeHuii, Kacatlowmxca npas pebeHKa, B COOTBETCTBYIOLLE

KOpPNopaTMBHOM NOJIMTUKE U NpoLeccax ynpaBaeHus

2020

* Pa3paboTka CTaHAAPTHbIX NPOLECCOB 06palLleHNA C MaTepnanamu, CBA3aHHbIMM
C CeKcya/sibHbIMM 3n0ynoTpebneHnamm B oTHoweHun aeten (CSAM)

e Co3paHue 6Honee 6e30nMacHOM M COOTBETCTBYHOLLEM BO3PACTy OH/IAMHOBOW
cpeapl

* [lpocBeuleHne AeTen, ONeKyHOB M NeaaroroB nNo Bonpocam 6e3onacHoOCTU AeTen
N OTBETCTBEHHOro ncnonbsosaHma UKT

* [oolipeHne UCnoib3oBaHUA LUUPPOBLIX TEXHO/IOTNIA KaK cnocoba paclumpeHums
YyUYacTUs TpaXKAaHCKOro obLecTsa
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Hosble Pykosogsawme ykazaHma no COP 2020 ropa

* https://www.itu-cop-quidelines.com/ “_’.4
s Pooumenu, nedazoau:

ITUPublications International Telecommunication Union
Development Sector

Guidelines for parents Hosble PykoBogAlLMe yKa3zaHMA Hanpas/ieHbl Ha NOBblWeHne
and educators on v
Child Online Protection oCBEAOMNEHHOCTU CeEMEN O MNMOTEHLUMNAJIbHbLIX PUCKAX N YITPO3aX, a TaKXKe

2020 ) ) )
cogencTame GopmMMPOBaHUIO 340POBOM, PaCLLUMPSAIOLLEN NpaBa U

BO3MOXXHOCTU cpeabl AOMa U B LWKose. B PykoBoaALLMX
YKa3aHUAX NPUBOAATCA KNtoYEBble peKoMeHaauun Ansa poautenei u
neaaroros U NogyYepKMBaeTCs 3HaYeHNe OTKPbITOro 0bLEeHUA U MOCTOAHHOIO
Ainasnora c geTbMu, co3gaHua besonacHom cpebl, B KOTOPOW tOHblE
No/Ib30BaTe/IN MHTEPHETA OCO3HAOT CBOE NMPaBo 3a4aBaTbh becnokoawme nx
BOMPOCHI.
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Development Sector
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Child Online Protection
2020
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PyKkoBoaAwMe yKa3aHua gna poautenem n onekyHos

* [lpoBeauTe co cBOMMMU AeTbMK Beceny, NnocTapanTech YTO-HUOYAb
caenatb BMECTe C HUMM OHNAaNH.

e Onpeaenvte, Kakne TEXHONOMMU, YCTPOMCTBA U YC/IYTU UCMO/b3YIOTCA B

Ballei cembe/Ballem AOMalUHEM X03AMCTBe.

e PaccmoTpuTe BONPOC 0 TOM, MOTYT /I NPOrpaMmmbl GUAbTPALUU U

6!'IOKMpOBKVI UIN MOHUTOPUHIA MOMOYb BalLEN CEMbE U nogaepxatb ee.

° COFﬂaCVVITe B PaMKaxX CeMbM, KaK Bbl CO6VIp8€TECb NOJ/Z1b30BATbCA

MHTEPHETOM M NEePCOHa/IbHbIMWN YCTPOMUCTBAMM.

e ByabTe B Kypce TOro, KaKUMKU OHNAaMHOBbLIMW U MODBUABHBIMKU YCayramm

NOJZ1Ib3YKOTCA Ball OETU
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PyKkoBopgsdLime yKa3aHUA ANA neaaroros

* (ObecneybTe 6€30MaCHOCTb BCEX YCTPOWCTB U UX 3aLLMUTY MNAPOSAMM.

e YcTaHOBWUTE aHTUBMPYCHOE NpPOrpamMmmHoe obecneyeHue u
H6paHaMmayapbl.

e YbeauTecb, UTO MMeeTCA NOJIUTMKA, B KOTOPOM Pa3bACHAETCA, Kak
MCMNOb30BaTb TEXHOJIOTUIO.

* M3yuynTe BONPOC O TOM, Kak NOAy4aTb U XPaHUTb M300parkeHuns
YYEHUKOB.

e Ybeautecb, YTO NPOBOAUTCA GUNLTPALMUA U MOHUTOPUHT TNHUN Nepeaadmn
NHTEPHETA, NPeA0CTaBAAEMON LLKONOM

Creating a trusted cyberspace for all
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Online with Sango

Storybook

The storybook, for children
under 9, presents six scenarios
with questions for you to think
about and answer.

Learn about your rights and
safety online!

oming afary acriei basd

WORK WITH SANGO

Workbook

The workbook, for children
aged 9-12 years

old, contains educational
activities, which you can
complete to learn about
your rights online, and

also risks to your safety online.

Be supported by an educator!

Hosble PyKkoBopgsawme ykazaHma no COP 2020 ropa

https://www.itu-cop-quidelines.com/

The Net rules challenge

Social Media

Campaign

The social media campaign for
young people aged 13 to 18
years old, helps you learn how
to manage risks online,
supporting you in a safe and
positive online experience.
Test your digital skills
knowledge!

L
=74
HoBble PykoBoaaLwme yKka3aHMA NOArOTOB/IEHbI B
AOCTYNHOW anAa aeten popme. byayum
afanTMPOBaHbIMM AN1A PA3/INYHbIX BO3PACTHbIX Fpynm,
AaHHble pecypcbl NO3BONAKT MOJOAbIM NHOAAM
NOAYYaTb 3HAHMSA N YKPENAATb UMPPOBbIE HAaBbIKM,
NOMOrasi UM 3HaKOMUTbCA CO cnocobamm ynpaBaeHuUs
OH/IANHOBbLIMM PUCKAaMM, OAHOBPEMEHHO PaCLLINPAA UX
NOTEHLUWaN OCYLLEeCTB/IEHUA CBOUX NPaB B OH/J1AMHOBOW
cpeae M UCNo/sib30BaHUA BO3MOXKHOCTEN, KOTOpPbIE
OTKPbIBAET ANA HUX UHTEPHET.

[NaBHbIN repoi HOBbIX pecypcoB — CaHro, NCTopuu c
KOTOPbIM NO3BONAKOT AOHECTU A0 AeTeN
NHPOPMALMOHHbIN MaTePUAN MOHATHBIM MM A3bIKOM.
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PykoBogawme ykasaHua no COP ana pereu

Online safety sotivity boot

1 C60pHMK pacCcKas3os WORK WITH SANGO

C60pHVIK PAaCCKa30B OXBATbIBAET WWECTb

OCHOBHbIX UAEN, KOTOPble HEOBXOANUMO
AOHECTN A0 AeTeil N KOTopble KacatoTcA: TEACHER'S GUIDE

Oniine afety activity book

1. npaB HAa OHNAWHOBbIE UTPbI

2. ynpaBaeHua BpemeHem nepes 3KpaHom

3. BO34eNCTBMA HEeMPUEeMIEMOro KOHTEHTa e

4. npaBa Ha UCNoab3oBaHue LnudpoBbix CMU itm Ny -

5. KOHOUAEHUMANLHOCTY e g L @ 13*5’1 Il

6. POAU B3POCAbIX B POPMUPOBAHUM \\; <
NONOXUTENBHOMN MOoAeNn = i S
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PykoBogawme ykasaHua no COP ana pereu

2 Paboyasa teTpaab

B Pabouen TeTpaam oxBaTbiBatOTCSA CEMb
K/ItoYEeBbIX NAen ANA AeTEN, KoTopble
KacatoTca:

1. 3HaHMA cBOMX NPaB B OH/J1IAMHOBOM cpeae
KOHOUAEHLUMNANBbHOCTU

NPOBEPKM AOCTOBEPHOCTH

MHPOPMaLUN B OHNANHOBbBIX MCTOYHMKAX
noBeaeHus B OH1ANHOBOM cpeae
Knbeptpasnu

OHJ/1IAaNHOBbIX PUCKOB

3aLlLUTbl YCTPOWUCTB OT BUPYCOB

L

= g=

Online safety sotivity boot

WORK WITH SANGO

Oniine afety activity book

TEACHER'S GUIDE

Get control of

your screen time!

We are all spending more a
more time online. But too much
screen time might not be good
for our bodies or

minds.

nd

\

Click on the right
and start thinking about it...

Creating a trusted cyberspace for all




PykoBogawme ykasaHua no COP ana pereu

Online safery sotivity boot

WORK WITH SANGO

3 KamnaHua B Instagram

Online safety activity book

A S TEACHER'S GUIDE
KamnaHua oxsaTbliBaeT BOCEMb OCHOBHbIX N m
naenu n MMKPOCAWUT: 1o

https://www.itu-cop-guidelines.com/netrules

Get control of
your screen time! (C)

-0
We are all spending more and o\
more time online. But too much Ve A2 =
screen time might not be good o) 6) '}

for our bodies or minds. \ %ﬁ’ @
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