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Summary:





This proposal specifies how (strong) message integrity can be applied to the H.225 RAS channel. Various integrity mechanisms are offered as options. The described changes shall be added and incorporated to H.235 and to H.225. The proposal shall replace the weaker replay protection of the “secure endpoint identifier” presently available in H.235.





The present version of H.235 does not realize message integrity of H.225 RAS channel messages. There is only a replay protection of certain RAS messages (ARQ, BRQ, DRQ and IRR) when using the “secure endpoint identifier”. However, this secure endpoint identifier does not allow detection of unauthorized modification and message tampering of H.225 RAS messages contents. Thus, attackers easily could manipulate RAS messages that lead to denial of service attacks and disturb RAS communication. Typical attacks could affect spoofed addresses such as callSignalAddress or rasAddress in RRQ, unauthorized use of bandwidth resources (ARQ/ BRQ) or masquerading and misuse of the address translation service (LRQ).


Therefore, the secured endpoint identifier provides only limited security. Moreover, the secured endpoint identifier uses an encryption algorithm and may thus be subject to export control. Usage of certain integrity mechanisms that do not use encryption algorithms may not have this limitation.


�
Proposal:


This document proposes to add and use a cryptographically computed integrity check value (symmetric or asymmetric signature) field for all H.225 RAS messages to provide improved message integrity/message authentication of the RAS messages. It does this by using some negotiated integrity algorithm/mechanism and applying either the secret key from the previous Diffie-Hellman key exchange by a cryptographic function or an asymmetric digital signature to the entire RAS message. Then, unauthorized modifications of any part of the transmitted RAS message can be detected immediately at the receiving side as unequal (wrong) ICV; security policy of the endpoint defines how to treat modified data (discard data, continue, security event reporting,…). Thus, any attempt to deny the service in an unauthorized manner is detected as early as possible during communication. Thereby, access control functions using integrity checking allow increased protection of the endpoints.





Note, that GRQ/GCF themselves cannot be integrity protected by symmetric mechanisms since at that time during RAS signaling, there is no common secret available for ICV computation; GRQ/GCF protocol primitives are used to transmit Diffie-Hellman keys from which the symmetric key is obtained. If GRQ/GCF shall also be integrity protected then a digital signature shall be computed upon the RAS message.





The cryptographically based integrity check value (ICV) is computed by the sender applying a negotiated integrity algorithm and the secret key� upon the entire message. The obtained ICV is put in the bitstring field, then the message is transmitted. The receiver verifies the ICV; wrong ICV values indicate unauthorized modifications while identical values imply that the same (authenticated) secret is applied to the message both by sender and receiver. This links message integrity to previous user authentication and key exchange; thus, the message is authenticated implicitly or explicitly when asymmetric techniques are used.





This proposal considers both symmetric techniques for computing the ICV as well as asymmetric techniques (i.e. digital signatures) . When digital signatures are applied symmetric keys are not necessary for the integrity computation; in that case the Diffie-Hellman key exchange procedure is not required. Instead, the private (signing) key corresponding to the public key in the certificate is applied to the H.225 RAS message while the AlgorithmIdentifier tells the receiver by which algorithm the sender has computed the enclosed digital signature.�


All the H.225 RAS messages to be integrity protected are encapsulated by an additional ASN.1 sequence construct. It contains as first part the data to be integrity protected and as last part the ICV field. The additional sequence structure bundles all the fields of each RAS message and thus allows cryptographic processing of the entire message data. The following macro� taken from ISO9594-8 performs this task:





SIGNED MACRO  ::= -- macro, according to ISO/IEC9594-8 / X.509


BEGIN


	TYPE NOTATION	::= type(ToBeSigned)


	VALUE NOTATION	::= value(VALUE


	SEQUENCE {


		ToBeSigned, -- contains H.225 RAS message data


		AlgorithmIdentifier OPTIONAL, -- of the algorithm used to compute the�                                                                                --  digital signature


		BITSTRING OPTIONAL -- where the bitstring contains the computed �                                                                          -- cryptographic integrity check value


         }


                                       )


END -- of SIGNED





UnregistrationRequest ::=  SIGNED SEQUENCE --(URQ)


{


	requestSeqNum		RequestSeqNum,			


	callSignalAddress	SEQUENCE OF TransportAddress,	


	endpointAlias		SEQUENCE OF AliasAddress OPTIONAL,		


	nonStandardData		NonStandardParameter OPTIONAL,


	endpointIdentifier	EndpointIdentifier OPTIONAL,


	...,


}





All RAS messages shall use the SIGNED macro as shown for URQ. Addition of the ICV field and encapsulation of the data part is done automatically by the macro.





Note: The secured endpoint Id is redundant when the stronger ICV is used. Thus it is recommended to remove the secured endpoint Id and use the cryptographic ICV instead; see section 13.3.4 and 13.3.5.





Padding: Certain ICV algorithms (e.g. DES MAC) require that the data to be integrity protected be an integral multiple of the block size of the crypto algorithm. In case when this condition is violated (for symmetric ICVs) the following padding method is proposed for H.235: Zero bits are appended at the end of the DER encoded data to be integrity protected until the block size boundary is met. Afterwards the ICV computation is performed. The padded zero bits are only needed for the symmetric ICV computation but are not transmitted. The receiver has to apply the same padding method than the receiver.





According to the stated H.235 security requirements H.235 shall be flexible to allow computation of the integrity check value by various mechanisms and algorithms. Crypto algorithms with different length of the ICV provide different levels of security:


the general HMAC procedure (see RFC2104) applies the secret to a keyed hash function of the data. H.235 can use different hash functions for the HMAC procedure:


MD5 with 128 bit ICV (see RFC1321),


RIPE-MD128 with 128 bit ICV (see ISO10118-3),


SHA or RIPE-MD160 with 160 bit ICV (see ISO10118-3),


the Meyer-Schilling hash functions according to ISO10118-2. These hash functions offer a short MAC� (64 bit) and a long MAC (128 bit) and can use any defined block encryption algorithm for H.235. (This mechanism performs very well in hardware).





ISO9797 where a block encryption algorithm in CBC mode produces a (64-bit) message authentication code (see ISO9797). H.235 can use all defined block encryption algorithms for this purpose.�


Digital signature computation using a private/public key pair of the certificate. The certificate may indicate the algorithm to be used for the signature computation/ verification.


�
The following ASN.1 data structures realize the various alternatives described above:


EncryptIntAlg ::= CHOICE


{ -- core encryption algorithms for H.225 message integrity


nonStandard            	NonStandardParameter,


isoAlgorithm		OBJECT IDENTIFIER ,   -- defined in ISO/IEC 9979


rC5			NULL,


bLOWFISH		NULL,


3-WAY_ECB		NULL,


…


}





nonIsoIntegrityMechanisms  ::= CHOICE 


{ -- HMAC mechanism used, no truncation, tagging may be necessary!


hMAC-MD5		NULL OPTIONAL, -- MD5 as hash function


hMAC-iso10118_2_s	EncryptIntAlg OPTIONAL, -- according to ISO/IEC�                -- 10118-2 using EncryptIntAlg as core block encryption algorithm (short MAC)


hMAC-iso10118_2_l	EncryptIntAlg OPTIONAL,  -- according to ISO/IEC�                   -- 10118-2 using EncryptIntAlg as core block encryption algorithm (long MAC)


hMAC-iso10118_3	OBJECT IDENTIFIER OPTIONAL,  -- according to�                                               -- ISO/IEC 10118-3 using OID as hash function (OID is SHA,�                                               -- RIPE-MD160, RIPE-MD128)


…


}





IntegrityMechanism ::= CHOICE


{ -- for H.225 RAS message integrity


nonStandard    	NonStandardParameter,


digSig		NULL OPTIONAL, -- indicates to apply a digital signature


iso9797		OBJECT IDENTIFIER OPTIONAL,  -- according to ISO/IEC


       -- 9797 using OID as core encryption algorithm (X-CBC MAC)


nonIsoIM	nonIsoIntegrityMechanism,


	…


}�
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�  Symmetric key is applied for symmetric ICV while the private/public key is applied for digital signatures.


� This assumes that the integrity protected RAS messages are encoded by DER to reflect unambiguous encoding. 


� MAC = message authentication code
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